Cisco |0S §,%af+af 4,13, 84, tae@® Smart Install
20YefLa@«a9Saea,« Denial of
Servicei¥a"DoSi%%oa @ ®e,, talatae€s

&, ¢af%oaf @ a,na, flaFraFlD : cisco-sa CVE-2012-
H igh 20120328-smartinstall 0385

& @a..~é-xe—Y¥ : 2012-03-28 16:00

aeeEg e ae-"ae—¥ . 2012-04-06 17:01

df @afvaa, afsasf 1.1: Find

CVS&4,14,%4,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco 4f€4&,° ID : CSCit16051

Yo 73@«a, a «ef..4 t3@ A€Qecte23Q«a, a,<aZYe-13Q9REQZA...~ a1 A«
Al

£1 el@

a1€1f2éf1/4€1f“ééaé,néf3§,1éfﬁf%éf«ae@\?éﬁ/zéOCEaeoe%oé§150« 3@%3,Q a@" Cisco

I0Sa,%%af-af"a, | 3,83,C3€«3,"3,56©78°@ 8 13,'3€ efHiQ«AQO™I 3@ ef €83 EIQ,3,3," 3f7af

&, 18%+e€83€ 314+8Y;3,/4@—3@'a@Yiftaf@3 13,539 E TCPaf@afas 4786 AQP®3 @xf

3€83,af73fuaf 323,133, af afhaf«

afiaffa,»af143, 3,81 | cCOTIQO™MA GO GO @IV IO QLY IO 565, EIQ%IO™AE,

8,-815%@ @ "a@®e,Tal+txe83@«d at|a@™4,4,%%afaf a,!4,83,¢

3,caffaf—aftafuaf s, afeafeasis, a9 —aeuhie—i@YaE,

é>2é0¢'§—50_é,1éfiéf%éfé@aé,néﬁéﬂéfﬁf%éf«ae@\"(éﬁ/zéQCEég_...é @398 3°3€,3 39

Cisco

10S3,%.af+af"3,)4,83,Ca@®af@afd, afsaffa@8a"O¢" a@ efa@<d, 3@ —a E3@3%hae»a,"aE,

ﬁ@"é@@é,Céf%oé.f@é,ﬂé,ﬂéfaé0_5€0&—|i5Q®§fa§.f3§,_~,A§,§QC°é30§Q§§QQ§Q%§0TM§€,

http://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120328-smartinstall

a81:8 2012 & a0 28 ;e—¥aE@ Cisco 1053, )%af-af 3, | a,8a,¢ Security Advisory
d@«3,"3QLIQ | Cl, i@ 31AQP33,(ES 2,39 9 Cisco Security Advisory

QO EaQ«3Q%3,Ei@  3€,30%3O™AE, 39,3,Caf%0af€a,08,93f°5@ xLIQ—3@,0]EEE?
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IQORIOMIQ'IO | dO®e, TaN+e€83@ afaf-afa,+afha, af8afa, cu,@:e3%%a," 3¢ €3 3,Ca5%:o
Cisco IOS §,%.af-af"a, | a,8a,¢

afrafeafa,'a€8e©%e;°a€p+a,(Ea e, 1a%+e€83,'€8L£2+°3@ ™4 « Cisco I0S §,%,af+af"4,4,83,¢
afeafeasfng,a, afes,'af a@—a@%a@™aE,

"Cisco Event Response: 4953 3€"3€ " Cisco 1053, %4af-af3,!5,83,¢ Security Advisory
i@ ®e-jaQB®IfFIFE, a@BAfaf-af3,+af%a, 48358, 3€QCl, A AP AQNUIYP—IQY:

http://www.cisco.com/web/about/security/intelligence/Cisco ERP_mar12.html

€023Y%" e£V2a" @

&, &/t €83 @ ®a@,a,<e£%23" @

8 1af7AfY.Af 4€5,05F8, 5 afhaf«

3, af©3,03,CafPaf a@«afta £af-a, a,;af%a@8e a®33@+a,(ES,«3ftaf@5,03,'5€¢ 3@ "3@®e,Talta
3,'af7afhaf a€a,0af3a, af afhaf«aef..4 £4,8] " (1*aQ™3 APV, @ IP«IEQ3, af 251 1haf €3, naf
5f15,£5f-3,73,;afha@%IAQYI@ 3, 303,13, CaF 55" 3€® show vstack config privileged exec

8 38 287381 %08, BV B —3@ ' 4 3@+ 3€,F€, show

8,38 28[58 %o ®31°8S>3 @ aft,£5f3, 5,;3fhIO%UIQYIO 3, 4f03,05,CafPaf 3€83..¥353€ 4,
a»¥a 3@ a,'afzafnaf a€°a,nafa, af afuaf« a, afoa,na,cafaf a@8e a®3a@-a,ES5 <

Cisco Catalyst &,'3,23ff5f€3€® show vstack config 4@ ®31°35:385€™:

an

switch#show vstack config
Role: Client
Vstack Director IP address: 10.1.1.163

¥4 B@ a,'af2a5%af a€2a,03533,'af afhaf« af1a,£a3f-3, a,;af1h3€8¢ a®35€+a,(ES « Cisco
Catalyst &,"3,03ffaf@3€® show vstack config 4@ ®31°85>3©83&™:

Director# show vstack config

Role: Director

Vstack Director IP address: 10.1.1.163

Vstack Mode: Basic

Vstack default management vlan: 1

Vstack management Vlans: none

Vstack Config file: tftp://10.1.1.100/default-config.txt

Vstack Image file: tftp://10.1.1.100/c375@0e-universalk9-tar.122-

Join Window Details:
Window: Open (default)


http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_mar12.html

Operation Mode: auto (default)
Vstack Backup Details:

Mode: On (default)

Repository: flash:/vstack (default)

Af 15 £5f -3 B AfVAO %3OV 5, 503,05, CAPAF 56 5O —50 | 5€@20e%0aS 5O«

323,38, af23f%af 3€%3,03538,'af aflhaf«e©Yefa, 4, Mi@ 5 ' 39,3,<aftaf€a,03,'a@«
opend,'aftafhaf a€@8 TCPaf@afaf” 4786 5O E5€,3,559%3O™AE, 5,25F2333f%0 show tcp
HOC.GO™MI0'3O ! | 4786 A, TCPAf@AfUaF" 4786

5O Eé-E0,50 50,50Vi0 GO0 TIOCLPIOMI GORIQE (" EO™MI,EO"IO 5O ES
GO EOLIPVIOIQPOIQPTIQ (%0 QPIQO™E APV, @€, 2-5O®EI4EQ show tcp

HOC, 50, %oiOBIIE5E AOMEQ 5O | (EO—FOVE, FODIOTIO™ | E0%0ETEO «
5€23,<3,8f23fhaf a€23,0358,'af aflhaf«ae©Yefa, 8, ™Mi@ 5 ' 3@,4,<aftaf¢a,03,'a@®

4786 &, 3@ «a,"a @83 <39+,

router# show tcp brief all | include 4786
47DFD528 ©.0.0.0.4786 * * LISTEN

8, 18f7af v.af a€p2a,0af8,'af af hdf«ae©Yef 1,3 a,'afzafhasf 5€238,naf%a, af afhaf«

£13,£3f-3, 4,;af%3€<3,'aF73F1haf 33,0358, af af1haf«

,af03,n3,Cafaf 3@ 39— | eOYefLAQP™I IOV, VI« AR3EFP™I QIO IQOTIH8I€
©23,53Q%UIO™AIE, 36"3,(E3,%03QB®IfLaf@a, 3,5 LANSE, '3 naffaf@i% Cisco Catalyst

8, naffaf@11%03 @ 85€,3,S3€9aftaf5,0af«af" & A®3a@ &, af03,na,caftar

faflhaf«3@®3, afzafhas 33,038, af af1haf«a, @0e%03S 4@«

O™ AQ"3Q IPZIO™AE,

Qr r  an Q. Qr

3, 18f7afvaf a€2a,nafa, af afhaf«e©Yefha@ 3, afzafuaf 3€28,naf33, af afhaf«
aft8,£3f-8,8,;3fh3@ 3Q—3@ 30 3€9'0OYefL3P83€ 3, Aftaf@a,03,'3@8af1af3,05f«Ef 34
3€23,539%IQ™IE, 393, 3, %03 Q®Ef1af Q5,053 4 €8" (8,39«
3f«8fha,;3€83€,3,53€@ 3, af7afhaf 5€28,naF3a, af afhaf«

3, af03,n3,Caffaf AQ®3 39 3O« 3O 4;..0' QIO8IQO 319°3€,8;1585 &7 3®85,'4;..8 @IO IO
3€°3,53QUIQ™IE,

& 8,183 Qa8 hafQPIO—ie 3,3, Cisco I0S §,1»afaf"a, | 4,84,¢

af*afeasfaa,'a, e’ @I PMa I @«3Q aEQaftafea na,'a@«afs ca niffa@9—aie | show
version 8 3afZaf38f %o, acAQ LA | 3E @S, 3, \aftAf Af@AFSaflAd, e (°EQ—a@NIY™IE,
"Internetwork Operating System Software"a€€"Cisco I0S Software"

3€,8,39,39 39"3,E3,%0d@«Ej2811ha@™a,3, 3, aftaf



fQarSafhi€«3, 3Q£3@ | 3ftar€@a,na,'3€8 Cisco I0S

3,%af+af"a,!3,83,Ca@EC haf@PiQ9—a3€ 39,3, 39"3€@ 3,'((°°QIQPLIQPQIPNIG™IE,

QO QPIOBRINES QaQ«a,nifiaf1ha, IQPQPIQYEr—-AUSIQPBRE-"3@«8| (1°3@Q+3,EF€QY355€9,39 |
"Version" 3@ Cisco IOS a,%af+af"a, a, a,¢

afrafeafad,' c @ @3 Ee| (r°i@a, EFQAUIO™AE, a»-3€®3,-3,'3,°

3fiaf€3,03,'3¢85€ 3€@show version

259 ®a3%4«3€ C3900-UNIVERSALKO-M
d@®a,nafa,'af afhaf«ae, € 3,pafjafha, 3@ @ 3% @3€  Cisco IOS 3,%af-af"a, | a,83,¢
af*afaf13,1 15.0(1)M1 &,/30Ve|E59 —59 | 5,4,
Ciscoef13"€a,'xE1aR33@—a3@ VY3, 5ORIPIO™:

<#root>

Router>

show versi on

Cisco IOS Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed ©02-Dec-09 17:17 by prod_rel_team

l--- output truncated

Cisco I0S

8, YoAf+4f 4,8, "8 Ca@®AFAF A1, 839 @8 | ©8%0ia@®&;153S ®f...8 +3@ d»Y¥a AQ®AFEFE, 5@
"White Paper: http://www.cisco.com/web/about/security/intelligence/ios-ref.html 4@ ® Cisco 10S
3€53,°3€° NX-0S 3,%4f4f"3,' 4,83,¢ 4f-af+3,jaf~4°3,'5,~8,05f%05EQ A€,

&, TaYrac€ss, 49 «a,"89839,39%39,30"30 3G ECCR* QIO 3, EIHYEL3"O

Cisco IOSXR
8 VsAfaf 4, '8, 85, ¢A@ 33O ®E,Ta%+e€85€ A, %0a%+8Y; 3, 4@ —3€'39%I>3,"3€,

Cisco IOS XE
8, V48[ +4f4,'4, 85, ¢a€ 3@ 3@ ®&,18%+E€85€)<A,%08121EY;3, 8@ —3Q' 3O %I, 3E,

EQ®E, 3,3 f1h3" Q9 «59559,3Q | IEHIO"TO®, Caf%oaf @A, 13,0559 ®IV+EY: 5,89 —3
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ER éffaf@a@«a %af i affafe@é..€a,™a ae@@a%a@“"a <af—af©a 3,Caf33f%0af—af-a,n
é"é®§é@ 53,333,033 %3, (RicOT 2OV L3P8IH™aE,

3O"IORXrOYefLhI@ I€QIOPYIQ 319 39°I€HL ARZTOTO—IQ8r-"FO9—3€,3 2%oEIPTILE
LANS,'3,03ffaf@ad, a@ efi@«3i@—a@ha@™aE,

/o+6Y (A 8@ —39'aQYiftafea ng,” dO®afafafuas%od,’ d% d @@ eu-3"a OMIOY3, QIO O @
Cisco 10S3,%-af+af"3,! 3,83,C3@®3,'af2afhaf a€a,0afa, af afhaf«eOYefLa€8a~ace”

3@™3a, e, Talte€85fafCafhaf e "»a'fe€...3€, &,'afzafhaf a€¢2a,0af3a, 'af afhaf«a€@
TCPasf@afsaf” 4786 3,/a®Ye;{E3€ ™4 < Cisco

015 Q®Ef—afaf 5,35f«8, 8% (" AP—FQHIO™IE,

3O 3O®e,Ta%+e€85,'4 @RLA OC " FO™I, GOV, QIO FEQr»RFEE...530 2e%03S 5O«
3%3,3,'af2afnaf 3€%a,035%8,'af afhaf«e©Yefr3, ¢ " 4@3539—3a, ™M@ 3@ | 59,5, «@-d@P«d @f
383, 'af2afhaf a€2a,03°3, a3 afhaf«

3fiaffa,»afa, 3,8;..8 QIO T3€,3,550%3@™a1+8Y:3,/8Q@—3@'a@QYafiaf@4,05, 3@ RIF@Af LIS
4786 3@® TCP 3,»affa,-af8af°a,'¢€@a;; 3@ ™a <3€,

5@"3@®e,Tal+a€8 Cisco 3f€3,° ID CSCtt16051 1va

CM»EEEf 1A V8 16 R A 1V %oE@pSR-Te> AE-3@+3, E3Q | 3@, @NhIQP™I€QE, i@ QI@,4,,TaVitx
ID CVE-2012-0385 3€ a%o%3 SaVz”aQ' %03, Fa@%IQ—3QVYAE,

DH7EQ G-

Cisco

|OSE, Yo8f+af 4, |4, 88, CA@ ®af@aflha, 3f8afPa@83€@ €3, 'af7afuaf a€23,naf33,'af afhaf«eOYef/ra€
&"a®s 3,23525F3af %03 @8 vstack ¢, j8Sa@« 3Q™5,<39 3@ IQFiPLIQ QI35 3E

3@ "3O®3,3f73Paf %@ EI"OC¢" 383 @ @4, Cisco

10S3,%af+af"3,!4,83,Ca@®af@afa, afSaffa@83€@ €@e,Taltx€si@ a,'afzafaf a€°a,0afa, af"
dQOMIIQ"IQ IQ«3, AQLIQ3;..0| QIOPGQ 39°89,3 3O VR )FO™I QIO IO TEIPTI€

8, 18f7afvAf a€2a,0afa, af afhaf«d,c,jaS'a@« Q™4 vstack 8 °AfafVAf @af« &7 A®3

3,2af23Faf%0a€ Ciscoaf€a,° CSCtj75729 i¥4 36ETCPaf @afhaf” 4786"
d@®3,'afzafnaf a€2a,0afa, af afhaf«
3ffaf+3,0af«af a,uaf143f"5,"3, ¢ 8,€3,@&f1L8Si1%% 3 PPIPYS, @ IQP®E; Prfi€83, 30V, %33, E?
Cisco IOS a,%%.af-af"a, | a,83,¢
afeafeasfisa,'a€@ €3, afzafhaf a€23, 03538, af aflhaf«e©Yesfra, s d,paf@arhhaf a@™a,Ed@°a@EIE€Q

3,38 28f38f %3 E3 @23 @'3, E3 @€ @af2afaf143,'3€ Ciscoaf€a,° CSCtj75729
ORIV, QIOPRI; PrfIQPFIOP«39%3,EI€ ! | 0€,d9%3e»a,"3E,
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Cisco |0SA, Vsafaf "4, '3 84 ¢a@ ®af@aflha, 833983 3, af7afhaf 33,0353, af af 1hdf«
5ft3,£af-3,78,¢3f %

2OYefha€ 3€'3,UaFQaf LA 3@ ™3 ,SE€QS, af 75 A 33,0553, 'aF af 13 «3€ vstack
&Y %ze0e-3, *AfAf VAf @ af« &7 4®3 32352334 %03 €8¢,i85 3@«

FO™MI QIO IQOFIOIOOIOUIE, AE,

3O 3Q®3 575 af%03@ AQ%AQYA,Af7afaF a€25,0aFE, af afhaf«a, ¢, i85 a@«

5O ™3, T8%+e€83, 38O ™Mr"@at00d SARYSESQ efrerlhe 3@ —3@%IH™AE,

8, 1afzafvaf a€2a,pafa, af afhif«eOYefhiQ Ex"@aloed S8 ¢, 5@ EcOT¢"+38¢,idS 4@«
FIOMI QIO 190TI9830 V39393, Fi9°30%IOYI€ vstack

8,38f 7838 %08 E3"O¢" 3@ 83 P @ I9°5 9,3 PPIP8IE 9769 -39 T3,3,539%3 3, 3€,
iQ"AQOP®I 3Q IEQI 4 €39B» X 3P 3€<E,%03121EY:3,4Q9—3Q'FQYAfTAf@E, 03, 3QPRIFYASY
4786 36 3@ ® TCP 7¥c933,4;i6 h3@83Q ©39°3€,3,%43f143,'6 59 QI 36 3983 ™AE,
(RiCOTRE..3@ 31216Y:5, 49— 3@Yif1af€@5,13,'3@Rr-3Q®e»rae )34V (" 398 QP YPIQAIE

» 3 0Af33 (AfYV.afed 83 081 4 ¢4 3 »4 1 & 3af3Af af Af Vaif « %4, 18f iV4 ACL 1Yo
o 3 3Af3af afafv.af« af—af -afv.afs af @afea, afa, %" CoPP; 3@™3€'a@ | 3€® Cisco I0S
a,%2af-af"3,|a,83,¢ afeafiafa,'a@8alc’ a,@a€¢ efith%o

RicOTe€...5@ af@affaf af aflud, Q3@ QIORI»-3QPBIfLafQE,na,'a@Br-|dQBE»Y2a>8,'8%2¢(

. 5 UAfOE[-AfOR Af AfOA B @AFE 5,5, 53,3, AP A afaf v«
3,63, 3,»3,'af»3,3a2af afafhaf«af»afea, as v iACLsi %%o
* VLAN & ¢3, 3 »3, 18 38f3af afafvaf« a ¢a, a »a 1af»a,3af3af af af Vaaf «af »af2a,1af iva V ACLIY%bo

af @affaf af afua, a€@® on Cisco é.. @ R3€+3,F3QYiftaf€a,na, 3€QIACLs 553,733

VACL

5,8€«3,"39839839,5,<4 '3973,39,3,;158S &»1he  3@«iQPriP, i  5OB®=S.3 +IQP«b-CIHP—3O
Cisco

39«3, QL3O | 8S 3€°3,%08,EA @»lrae raef...& +i1 AMBI4%0a %03, aF¥af;3F>5"4,~8,285 %03, 8 €),C...82
http://tools.cisco.com/security/center/content/CiscoA ppliedMitigationBull etin/ci sco-amb-20120328-

smartinstall &€,

d,®acfxa@¢a,2afaf " q,,4,8a,¢

8, V5Af+af 4,5, 83, CA@ ®3, CAffaf—3a,°af~af14af%03, ' enced 5@ ™3, 5393 I€H

http://www.cisco.com/go/psirt

5953,"39%50 93, Ea»YEMNGPIO®3, Caf%oaf€a,na 943, 8€,..809—3@ | 3€Q@eP-aQ a S5 13,6350
a,%.afafYafna, af8afa,'a re-3€9—3Q | Q9 QIY 393,

39,3933, F3Q®3 35, 5€€4a,Caffaf—a,caf-af1af%o3 @™, «eOYa™ 3@ «3 Q@3 Ta@2afiafCafa€
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®f..4 +39«3 @2 739,39 E3,3,3 339 3€@Cisco Technical Assistance
Centeri% TACiY4%03@%3QYaQ 4¥( .3, U3, 50853€,3 afafartarsars,
af—afaf @3 nafeafhiQ«39S53- 939,39 503103 10°30,3€,

Cisco |0S & W4Af+4f 4, 14, 85, ¢

2-ja@® Cisco 10S3,%%af-af"a,!4,83,¢ & d@®IAQ,6{EI@ 4€E€£3€@B®Cisco
10S3&,%af+af"a,a,83,Ca@«a 343, ca@—3@%haQ™MaE,

¢%0' ARSI @B®AS af-3,paffa@Ee,13%+aQP85€,5,3 'AQ EQa»¥A%oPIQPBRIFEfEf143,"3€@ 2EeEd @
3,«afO4f 4@ «a;PrLIQP EIQP«3 @3, EIQ|3€,3,4f5,'3f 3@ 3, E3@ | 30,3 @%HaQ™3E,

&iEE€2 2012

FORIP™MIQ'IQ | 3O®F, Caf%03fQF, 5, 13FIPRIQOYI, QIPRRXEI QPIQPRI Rrfr, 3354
Cisco I10Sa,%.af-af"a, | a,83,¢ Security Advisory

FORIPMIQ'IQ | IQOREEHEP TIP3, EIQVe, TaV+€83Q EAFaf-aF3,+3f 13, 4f83F33, Cl, 3¢ &34 VA
af2af2afsa, cu, 3@ e%h %I @ 3@ %IP—aQYaE, Cisco

3O 4@ efLAQE™M@I Sreefr-"39PI OC 3¢ &f: 5@

3fafaf1ha, 4@ «8,Caffaf—3,°af~af1haf%oa @ ™3, I 3@ "3, 'Rl 3¥ AQP—3QUIQP™AE,

Cisco 1053, Y48f*af "4, 15,83, ¢ &f €3,83ffa,«af1ha€@ éi8a®CIQ@ECY0'a®SIQ® Cisco I0S
3,%,af-3f"3,!4,83,¢ af°afafa, s, a1 "a€VYa,« Cisco Security Advisory
3,/2@riIQMNIQIQ 33 efHIPIP—IONIQO™IE, 3Q"'IQORAS,afhAf«I@
http://tools.cisco.com/security/center/selectl OSVersion.x 468

Ciscod,»a,af¥afeasta, £it”SIOa%oaf @afha,; af«a @83 O¢" d @83 @ @I Q%4IO™

Afid, AfEAfYa AfoAfoafy.A,L

Affected 12.0-Based Releases |First Fixed ReleaseiVs 4, ®@acfi€pea, Ea@Yaee€d  ©aQ®afafafa, it

6028Y%" 8¢

Affected 12.2-Based Releases |First Fixed ReleaseiVs 4;®@afa€p+a, Ed@Yre€d~ a9 ®aAFaFaf1a,

12.2 8, t&/aec859 3 @ —
12.2B &, t&/aec859 3 @ —
12.2BC 8, T&/t L8593 @ —
12.2BW 8, T&/aeL859 3 @ —
12.2BX 8, T8/ aeL889 3 @ —
12.2BY 8, T&/at £S5 @ —

12.2BZ 8, TaY/ L8525 @ —



http://tools.cisco.com/security/center/selectIOSVersion.x

12.2CX 8, T8/st o853 @ —

12.2CY 8, t&/aeE859 3 @ —

12.2CZ 8, t&/caeE859 3 @ —

12.2DA 8, TaVat L8593 @ —

12.2DD 8, 1&/rto£83°3 @ —

12.2DX 8, t&/aec859 3 @ —

12.2EU 8, t&/aec8589 3 @ —

12.2EW 8, T8Y/st £S5 @ —

12.2EWA 8, T8/t L8593 @ —
Vulnerable; af2af3afY.4.1 15.0SE &€ 83>°a®33€+a,(Ea,«¢—— 1

12.2EX 12.2(46)EX
Y% @IAQPBIFEFEfE, 3@ ¢,T18%+3P85@ 319%3€,3983Q™AE,
Vulnerable; migrate to any releasein 15.1EY

12.2EY 12.2(52)EY 4
B¥8%QPIQPBIFEFE S, 3@ ¢,18%+3P85@ 31€%3€,39839™AE,
Vulnerable; AfAf2afY:A, L 15.0SE 54€83>°a®35€+3,ES,«c— 1

12.2EZ 12.2(53)EZ
¥ @IQPRIFIFETS, 3@ ¢,13%+3983€ 3€%59,59839 ™€,

12.2FX 8, T8Y/at o853 @ —

12.2FY 8, T8/st £S5 @ —

12.2FZ 8, t&/caeE859 3 @ —

12.2IRA 8, t&/oeE859 3 @ —

12.2IRB 8, t&/caeE859 3 @ —

12.2IRC 8, 1&/to£83 3 @ —

12.2IRD &, t&/aec859 3 @ —

12.2IRE &, t&/aec859 3 @ —

12.2IRF 8, T&/t L8593 @ —

12.2IRG &, t&/aec859 3 @ —

12.2IRH 8, t&/caeE859 3 @ —

12.21XA 8, T8/ aeL889 3 @ —




12.21XB 8, TaY/ o855 @ —
12.2I1XC 8, T4/ o853 €@ —
12.2IXD 8, T&/ £S5 3@ —
12.2IXE 8, TaY/ L8525 €@ —
12.2IXF 8, T4/ a£85@° 3@ —
12.2IXG 8, T&/+a£859° 3@ —
12.2I1XH 8, TaY/ o855 @ —
12.2JA 8, T4/ a£85@° 3@ —
12.2K 8, T4/ a£85@° 3@ —
12.2MB 8, T8V o855 @ —
12.2MC 8, TaY/ L8525 €@ —
12.2MRA 8, TaY/ L8525 @ —
12.2MRB 8, TaY/ L8525 @ —
12.2S 8, T4/ o853 €@ —
12.2SB 8, T&Y/ £S5 3@ —
12.2SBC 8, T4/ o853 @ —
12.2SCA 8, T4/ o853 €@ —
12.2SCB 8, T4/ o853 €@ —
12.2SCC 8, T4/ a£85@° 3@ —
12.2SCD 8, TaY/ o855 @ —
12.2SCE 8, TaY/ o855 €@ —
12.2SCF 8, TaY/ L8525 €@ —
12.2SE 12.2(55)SE5

12.2SEA 8, T4/ o853 @ —
12.2SEB 8, T4/ a£85@° 3@ —
12.2SEC 8, T4/ a£85@° 3@ —




12.2SED 8, TaY/ o855 @ —
12.2SEE 8, T&/ £S5 3@ —
12.2SEF 8, T4/ a£859° 3@ —
12.2SEG 8, T8V -ac£ 8533 @—
12.2SG 8, T&Y/ £S5 3@ —
12.2SGA 8, T&/ o853 €@ —
12.2SL 8, T&/ £S5 3@ —
12.2SM 8, TaY/ o855 €@ —
12.2S0 8, T4/ a£85@° 3@ —
12.2SQ 8, TéY L8525 @ —
12.2SRA 8, T4/ £S5 3@ —
12.2SRB 8, T4/ o853 €@ —
12.2SRC 8, T&Y/ £ 85303 @ —
12.2SRD 8, T4/ o853 €@ —
12.2SRE 8, T4/ o853 @ —
12.2STE 8, T&Y/ £S5 3 @ —
12.2SU 8, T4/ o853 €@ —
12.2SV 8, T4/ o853 €@ —
12.2SVA 8, T4/ o853 @ —
12.2SVC 8, TaY/ L8525 €@ —
12.2SVD 8, T4/ o853 €@ —
12.2SVE 8, T&/ £S5 3@ —
12.2SW 8, TaY/ L8525 @ —
12.2SX 8, TéY/ o855 €@ —
12.2SXA 8, T4/ o853 @ —




12.2SXB 8, T8Y/at £S5 @ —

12.2SXD &, T&/ L8593 @ —

12.2SXE 8, t&/ec859 3 @ —

12.2SXF 8, T8/st £S5 @ —

12.2SXH &, T&/aec859 3 @ —

12.25XI 8, 1&/rto£83°3 @ —

12.2SXJ 8, t&/aec859 3 @ —

12.2SY &, T&/aec859 3 @ —

12.287 8, T&/ L8593 @ —

12.2T 8, T8/t L8593 @ —

12.2TPC 8, T&/ L8593 @ —

12.2XA 8, 1&/to£83°3 @ —

12.2XB &, t&/aec859 3 @ —

12.2XC 8, T&/aeL859 3 @ —

12.2XD 8, T8/t oL@ 3 @ —

12.2XE &, T8/ L8893 @ —

12.2XF 8, T8Y/st £S5 @ —

12.2XG 8, T8Y/at o853 @ —

12.2XH 8, T8/st £S5 @ —

12.2XI 8, T8/st o853 @ —

12.2XJ 8, t&/oeE85@ 3 @ —

12.2XK 8, t&/caeE859 3 @ —

12.2XL &, &/ ceE859°3 @ —

12.2XM 8, 1&/rto£83°3 @ —

12.2XNA %?SXE_ . o X %L e x e X Ls
8, YAf-Af 4,13 85 CAQ@®AQ ¢ €85 '589,C..509—3Q 19 QIO 59°39

12.2XNB Clec00S XE . e I
8./,8f-8f"8,5. 58 ¢AQRAD ' 2€54'89,C..509—39 |39 QI 3939
a,Y,8f-af"4,,5. 84 ¢a




ORIQ " €85 '4€,C..830—3Q  3QQIO 39°39,3€,
Cisco IOS XE

12.2XND i .o - .| o X x
8 Y58f~Af "8, 15 88, CA@ PRIV ' €835 '49,C..8300—3i@ iQOQPIO 30°39
Cisco IOS XE

12.2XNE e - - . o o
8. Y58f+8f 4|5, 83, Ca@®IAQ ¢ €85 '4€,..809—39|iQ0QIQ 3939
Cisco I0S XE

12.2XNF e . ~ . Ao P
8, Y58f &85, 88, (E@®I@ ¢" €85 '4@,(..309—3@ |iQ9QIQ 39 3

12.2X0 8, T&/ £S5 3@ —

12.2XQ 8, T&Y/ 8593 @ —

12.2XR 8, T4/ £S5 3@ —

12.2XS 8, T4/ +a£85@° 3@ —

12.2XT 8, T4/ a£85@° 3 @ —

12.2XU 8, T4/ £S5 3@ —

12.2XV 8, T4/ oE85@° 3 @ —

12.2XW 8, T&Y/ 8593 @ —

12.2YA 8, T4/ £S5 3@ —

12.2YC 8, T4/ oE 8593 @ —

12.2YD 8, T4/ a£85@° 3@ —

12.2YE 8, T&Y/ £S5 3@ —

12.2YK 8, T4/ o£ 8593 @ —

12.2Y0 8, T4/ a£85@° 3@ —

12.2YP e, TdV/t+a£85@2a @ —

12.2YT 8, T4/ +oE85@° 3 @ —

12.2YW 8, T4/ +a£85@° 3@ —

12.2Y X e, TdV/t+a£85@2a @ —




12.2YY 8, TaY/ o855 @ —
12.2YZ 8, T4/ o853 €@ —
12.2ZA 8, T&/ £S5 3@ —
12.27B 8, TaY/ L8525 €@ —
12.27C 8, T4/ a£85@° 3@ —
12.2ZD 8, T&/+a£859° 3@ —
12.2ZE 8, TaY/ o855 €@ —
12.2ZH 8, T4/ a£859° 3@ —
12.27] 8, TaY/ L8525 €@ —
12.2ZP 8, T4/ o853 €@ —
12.2ZU 8, T&Vat o853 @ —
12.2ZX 8, T8V raL859 3@ —
12.2ZY 8, T&Y/ 8593 @ —
12.2ZYA 8, T4/ a£85@° 3@ —

Affected 12.3-Based Releases

First Fixed ReleaseiVs 4;®@aeLa€p+a, Ea@Yre€d  ©aO®afafasfna,

E023Y5" &4

Affected 12.4-Based Releases

First Fixed ReleaseiVs 4;®ec£a@a, Ed QYR e€d™ @I QRIS A aF 1, "

€028Y/3" 84

ay+eY 4, d@—ae'd,« 15.0
afmafna,'a@®afafasa,’

First Fixed ReleaseiVs 8, @afi€+a, Ea QP Yee€d 939 ®AFaFaF%a, "

15.0M

8, TaV-aeL85@ 25 @ —

15.0MR

&, T8/ raL859 3@ —




15.0MRA

e, t&/c-aeL889 3 @ —

15.0S

8, TaV/at e85 3 @ —
Cisco |0S XE &f$8f€38,23,": Cisco |0S XE & Yif+3f 5,15 84.¢
50 " 2€83,/80,C.. 859 —39 8GO0,

15.0SA

e, t&/c-oeL889 3 @ —

15.0SE

15.0(1)SE1

15.0SG

e, Ta&V/taeE85@ 3 @ —
Cisco |OS XE &ftaf€a,23,": Cisco 10S XE & YAf+4f"4, 15,84, ¢
4@ ' 0€85,5€,C. 530 —39 5. G5O,

15.08Y

e, t&/c-aeL889 3@ —

15.0XA

e, t&/c-oeL889 3 @ —

15.0X0O

Cisco |0S XE &ftaf€a,13,": Cisco IOS XE
8. Y58f+8f 4,15 83, CA@®IAQ ¢ €85 '3€,(..8090—3€9|iQ0QIQ 3939

a+EY 4, d@—ae'a,« 15.1
afmMafa,'a@®afaseasa,’

First Fixed ReleaseiVs 4, @acfa€+a, Ed Q@ Yee€d @939 ®AFaFaF%a, "

15.1EY

én T&/ﬁ%§é@aé 0_

15.1GC 8, Td/t £S5 8 @ —

15.1M 15.1(4)M4; 30-MAR-12 539 83°O¢" " 4@ &fY

15.1MR 6, TaV/s-oeE85@ 3 @ —
én T§/¢%§éoaé 0_

15.1S Cisco |0S XE &f 147 €3,13,": Cisco |0S XE & YAfaf 4 4 §5.¢
a@ ' x€83,/49,C.809—3€ 33939,
&, Td/t L85 8 @ —

15.1SG Cisco IOS XE éfiéf@é,néﬂ Cisco |OS XE 8, Yoafeaf 8.8, 83 ¢
a@ ' >x€83,49,C.839—3€ 33939,

15.1SNG e, TdV/ 8522 @ —

15.1SNH 6, TaV/s-oeE85@ 3 @ —

15.1T 15.1(3)T3

15.1XB 8, TaV/a-aeL85@ 3 @ —

€028 a@p™a,< 15.2
afmafra,'a@®afeaseasa,’

First Fixed ReleaseiVs 8, @a£i€+a, Ea Q@ Yee€d 99 RAFaFaF%a, "

15.2GC

15.2(1)GC2

15.2S

én T&/ﬁ%§é@aé Q_




Cisco |0S XE &ftaf€a,23,": Cisco 10S XE & YAf+4f"4, 15,84 ¢
A0 " 2€83/30..550—39 55030,

15.2(1)T2
15.2T 15.2(2)T1
15.2(3)T; 30-MAR-12 59 83" O¢" 3@ &ft:

* Cisco Catalyst 3550 & -&f%if /8,0 4 18, oaf fAf @ 3€ affaf€ 03,4 Eaf-5,n3f03
5,085i35%3, 3,30V E5@—3@ | 5€,3,3€ 33,035, ;af%afQFFaf 5,35
3,73,73,'4f 3,535, % IKE%0 e OYefY3, 3, paf@afuaf 39 —a€@Cisco 4f€3,° ID
CSCts38429 3@ «&, 1A%+ @539™:

3OVIO 3O—3€QIO"TORELI"QIO 5, :5FaF 5, 5,55, Cafiarartarsara,
£23,n35«3,'aF afhIPIQR« 39 «C O FO—3QUIQ—3OVAE, af-3,nafu2
3,085i35%3, 3, 3@Ve;E5@—3€ | 56,3« Cisco 3550 &,-3f°3f%4a,° SMI 4,'3,04ff3f @5 IKE
3,8,U3f@afUIf 3O —30°50,50—3€08, 131139550 19750,50530™5€, 12.2SE
AFMESAE, 5@ @3, 135555, 8,55,C5, 3@V EFO ™3, Er-5O®
Ciscodftaf@a,na, 59 &,13%+39850 19°5€,39850™3€,

QN

Cisco |OS XE & v4f+af 4, 4 84, ¢

Cisco IOS XE

8 YAf3f 4 15 84 040 5O"3O®3,Caf%03f 93,53, 035058 5,93, EA @, 8%t 2556, %031EV:3,8€

Cisco |OS XR & YAAfeaf 4,4, 84, ¢

Cisco IOS XR & YA8f3f"4,15, 85, ¢5€ ejEE€? 2012 Cisco 10S3,%af+af 3, ! 4,83,¢ Security Advisory
3«3, 3QLa@ | ¢y, Q%A% (ES 2,388 3,€948,ES, e, Ta%te€83@®AY2+a, EA Q<3 €<, %021

4 ©@@ES"OC"" 8%A¥EO " A...~ YO8 "

Cisco Product Security Incident Response

TeamiVa PSIRT V%0885 € a€@ae0e-a,¢af%oaf @ a,nd faffd@«e” "e%%id @3, E3@ | 80,3, TaVte€

HQ"IQ®I @ EIQ 4,»3,af¥afEfT8,£0LRY»3QRE-"39« 3@ @3, eIt THP—IQPVEBARCIP«

Cisco 3«3 +3'S5€+3, E3 Q%I O—3QY3IE,
URL

http://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120328-smartinstall

7

o' 1e", at¥ee


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20120328-smartinstall

&3S BEEshow tcp B¢, 39«3, QL3 | &, af7afkaf 5€23,0af33, af af haf«
3,'af7afhaf 268,088, af afhaf«a€ Eafta,£55-3, 4,:3f4a€53,°3€%3, 30
395,39 3O 23O 393, S953,"aQ3afta,£aF-3,75,cafhAQ -
afeaf &, af8afs i?olrﬁ é€(]5vstacké€0§,351”2&”13‘353‘%05QGE'I%“éiéQ&(;-éQ"é@v—éé |2 Q@R 393
1.1 065 3fafaf143,'3983°0C" 49839 VIO 9,30 59 2P a3, ES,SE,
afaflaf«a€p 3€'3, afQAFUAf 3Q™3 Aftaf@E 03, 3Q®], af7af Af 3€°5,75
315+6Y;3, 39 —3€'3a@Yaf1afQa, 08, 3@ ®AfF QAT IS 4786 39«45 EOT
TCPaf af©af+3,£3ffa,”a,af8,£3f«8,:3f8F35,°4@ ™39 "3 3@ ETerhr 3@

2012-
areaf“a af8afs . o o
1f0 f8,.a73af March- | & €as>7a...~é—<af*afPaf 3,
' 28

cRCIeiC T

aae-3, CAf %oBf 3,73, 5359 ¢, [8: 08 %hiO®3,I0RIQ 190—i0 i9 2P PIHIO—ie 555 55
20e-a,caf%oaf€a,nad affde®xf...a ié@ééﬁé03éfa€\f3é,_§0®é1/zgg”"é@«é—C50”5,<é2—-é>>>>50®éﬁ
FQNIOYI€O9S, 5,336 20e-df%0d,af¥af;afPaf a@®AT...a@"5,'5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,038,933 @®e " "¢;°at...aR'a@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3/ CRQPCYIQ—ICQPIQ «IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYE 49 F€QI ' (nUIYP TR
3Q"3aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@a,3,'3°eL13"QAQP®A, afaf%0af| 35143,93,3 341
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
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WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



