Cisco Security Advisory: Multiple Vulnerabilities
In Cisco Firewall Services Module
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logging enable

!

logging console informational
logging buffered informational
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logging enable
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logging list MYLIST level informational
<and/or>

logging list MYLIST message 302015
|

logging trap MYLIST
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aaa-server my-tacacs-server protocol tacacs+
aaa-server my-tacacs-server (inside) host 192.168.1.1
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show service-policy | include sunrpc

a,3af 2af38f %08, &2C" 8@P—a @ | (L@ XZeIQPEES;"3 AP QPOIQPTIOQE,'((°°QPIOP—IQNIO™IE LG

FWSM# show service-policy | include sunzxpc
Inspect: sunrpc, packet 324, drop 5, reset-drop ©

49%IOYI€® 3€@SunRPC

3,n3f35,'4f53,75, 3853 @ Ee0e%03S 3@ «3 Q5 QLI© | 39,3,«af1af€3,03,'3€ F€QR-aQ«EizaVhVha
sunrpc &, 38f78f38f %059 a®YéS 3¢« SunRPC
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class-map inspection_default

match default-inspection-traffic
!

policy-map global_policy
class inspection_default

inspect sunrpc
!
service-policy global_policy global
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<#root>

switch>

show nodul e

Mod Ports Card Type Model Serial No.
1 16 SFM-capable 16 port 100@mb GBIC WS-X6516-GBIC SAL@6334NS9
2 6 Firewall Module WS-SVC-FWM-1 SAD10360485
3 8 Intrusion Detection System WS-SVC-IDSM-2 SAD@9320897
4 4 SLB Application Processor Complex WS-X6066-SLB-APC SAD@93004BD
5 2 Supervisor Engine 720 (Active) WS-SUP720-3B SAL@934888E
Mod MAC addresses Hw Fw Sw Status
1 0009.11e3.ade8 to 0009.11e3.adf7 5.1 6.3(1) 8.7(0.22)BUB 0Ok
2 0018.bad41.5092 to 0018.bad41.5099 4.0 7.2(1) 4.0(16) Ok
3 0014.a90c.9956 to @014.a90c.995d 5.0 7.2(1) 7.0(4)E4 0k
4 0Q014.390c.66e6 to 0014.a90c.66ed 1.7 Unknown Unknown PwrDown
5 0013.c42e.7fe@ to 0013.c42e.7fe3 4.4 8.1(3) 12.2(33)SXH8 0Ok
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<#root>

switch>



show nodul e 2

Mod Ports Card Type Model Serial No.
2 6 Firewall Module WS-SVC-FWM-1 5AD10360485
Mod MAC addresses Hw Fw Sw Status
2 0018.ba41.5092 to 0018.bad1.5099 4.0 7.2(1) s0016) ok
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<#root>

FWSM>

show ver si on

FWSM Firewall Version 4.0(16)
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FWSM Version: 4.0(16)
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-- Syslog message 302015 may lead to memory corruption and CP lockup
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Access [Access | Authentication Confidentiality || Integrity | Availability
Vector || Complexity Impact Impact || Impact
Network | Low None None None [ Complete

CVSS Temporal Score- 6.4

Exploitability Remediation Level Report Confidence

Functional Officia-Fix Confirmed

-- FWSM crash in thread name uauth
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SunRPC Inspection Denial of Service Vulnerabilities
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