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Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±ã�ªãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’å®Ÿè¡Œã�™ã‚‹ Cisco 
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ Cisco IOS IPS ã�Šã‚ˆã�³ Cisco IOS ã‚¾ãƒ¼ãƒ³ 
ãƒ™ãƒ¼ã‚¹ã�®ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ã�® 2 
è„†å¼±æ€§ã�‹ã‚‰å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚ 2 
è„†å¼±æ€§ã�¯äº’ã�„ã�®ä¾�å˜ã�—ã�ªã�„ã�§ã�™ã€‚ 
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Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ¢ãƒªãƒªãƒ¼ã‚¯ 

Cisco IOS IPS ã�‹ Cisco IOS ã‚¾ãƒ¼ãƒ³ 
ãƒ™ãƒ¼ã‚¹ã�®ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«è¨å®šã�•ã‚Œã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’é€šã‚‹æ–°ã�—ã�„ã‚»ãƒƒã‚·ãƒ§ãƒ³ä½œæˆ�ãƒ•ãƒãƒ¼ã�®é«˜ã�„çŽ‡ã�®ä¸‹ã�§ï¼ˆã�¾ã�Ÿã�¯ä¸¡æ–¹ï¼‰ã�®ã�Ÿã‚�ã�«ã€�ãƒ¡ãƒ¢ãƒªãƒªãƒ¼ã‚¯ã‚’çµŒé¨“ã�™ã‚‹ã�‹ã‚‚ã�—ã‚Œã�¾ã�›ã‚“ã€‚ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ Cisco IOS IPS 
ã�§è¨å®šã�•ã‚Œã�Ÿã�‹ã�©ã�†ã�‹ç¢ºèª�ã�™ã‚‹ã�Ÿã‚�ã�«ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³
ã�—ã€�æ��ç¤º IP IPS ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ CLI 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦ä¸‹ã�•ã�„ã€‚ å‡ºåŠ›ã�Œç�€ä¿¡ ã�¾ã�Ÿã�¯ 
ç™ºä¿¡ æ–¹å�‘ ã‚»ãƒƒãƒˆã�§ IPS 
ãƒ«ãƒ¼ãƒ«ã�«ã�©ã�¡ã‚‰ã�‹ã‚’ç¤ºã�—ã�Ÿã‚‚ã�®ã�§å ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼±ã�§ã�™ã€‚
ã�“ã�®ä¾‹ã�¯å�—ä¿¡æ–¹å�‘ã�§ã€�ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ 0/0 ã�® IPS 
ãƒ«ãƒ¼ãƒ« ã‚»ãƒƒãƒˆã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ã‚®ã‚¬ãƒ“ãƒƒãƒˆ 
ã‚¤ãƒ¼ã‚µãƒ�ãƒƒãƒˆï¼ˆ802.3zï¼‰ç¤ºã�—ã�Ÿã‚‚ã�®ã�§ã�™: 
 

Router#show ip ips interfaces 
    Interface Configuration 
      Interface GigabitEthernet0/0 
        Inbound IPS rule is example_ips_rule 
        Outgoing IPS rule is not set 
Router#

•

http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep11.html


 

Cisco IOS IPS ã�®ã�Ÿã‚�ã�«è¨å®šã�•ã‚Œã�ªã�„ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ãƒ–ãƒ©ãƒ³ã‚¯ 
è¡Œã‚’æˆ»ã�—ã�¾ã�™ã€‚ æ¬¡ã�®ä¾‹ã�¯ Cisco IOS ã�Œ IPS 
è¨å®šã�•ã‚Œã�ªã�„ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�Ÿã‚‚ã�®ã�§ã�™: 
 

Router#show ip ips interfaces 
 
Router# 

 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œã‚¾ãƒ¼ãƒ³ 
ãƒ™ãƒ¼ã‚¹ã�®ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ã�§è¨å®šã�•ã‚Œã‚‹ã�‹ã�©ã�†ã�‹åˆ¤åˆ¥ã�™ã‚‹ã�Ÿã‚�ã�«ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³
ã�—ã€�show zone ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ CLI 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦ä¸‹ã�•ã�„ã€‚ å‡ºåŠ›ã�Œ zone name 
ã�®ä¸‹ã�§ãƒ¡ãƒ³ãƒ�ãƒ¼ 
ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚’ç¤ºã�—ã�Ÿã‚‚ã�®ã�§å ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼±ã�§ã�™ã€‚
ã�“ã�®ä¾‹ã�¯ã€�GigabitEthernet0/0 ã�Šã‚ˆã�³ GigabitEthernet0/1 
ä¸¡æ–¹ã�§ã‚¾ãƒ¼ãƒ³ ãƒ™ãƒ¼ã‚¹ã�®ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ« 
ãƒ«ãƒ¼ãƒ«ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�Ÿã‚‚ã�®ã�§ã�™ 

 

Router#show zone security 
zone self 
  Description: System defined zone 
 
 
zone inside 
  Description: *** Inside Network *** 
  Member Interfaces: 
    GigabitEthernet0/0 
 
 
zone outside 
  Description: *** Outside Network *** 
  Member Interfaces: 
    GigabitEthernet0/1 
 
 
Router#

 

æ³¨: ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯å®Ÿè¡Œã�•ã‚Œã�Ÿ 
ãƒ‘ã‚±ãƒƒãƒˆç‚¹æ¤œã�®ç¨®é¡žã�«é–¢ä¿‚ã�ªã��ã‚¾ãƒ¼ãƒ³ 
ãƒ™ãƒ¼ã‚¹ã�®ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ã�¨è„†å¼±ã‚‚ã�—è¨å®šã�™ã‚‹ã�ªã‚‰ã€�ã�§ã�™ã€‚
ç‰¹åˆ¥ã�« å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ HTTP ãƒ‘ã‚±ãƒƒãƒˆã‚’å‡¦ç�†ã�—ã�Ÿå ´å�ˆ 
Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Denial of Serviceï¼ˆDoS/DDoSï¼‰ 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯æ¬¡ã�®çŠ¶æ³�ã�®ã‚‚ã�¨ã�§è„†å¼±ã‚‚ã�—è¨å®šã�™ã‚‹ã�ªã‚‰ã�§ã�™:
 

•



- HTTP ãƒ¬ã‚¤ãƒ¤7 ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã�Šã‚ˆã�³ã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã�Šã‚ˆã�³ Cisco IOS IPS 
ã�¯æœ‰åŠ¹ã�« ã�ªã‚Šã�¾ã�™ã€‚ 
-ä¸€è‡´ã�¨ã�® HTTP ãƒ¬ã‚¤ãƒ¤7 ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã�Šã‚ˆã�³ã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã�¯ HTTP 
ã‚¯ãƒ©ã‚¹ãƒžãƒƒãƒ—ã�®å¼•æ•° regex ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’è¦�æ±‚ã�—ã�¾ã�™ã€‚ 
ã�“ã�®è¨å®šã�¯ Cisco IOS IPS ã�Œæœ‰åŠ¹ã�« 
ã�ªã‚‹ã�‹ã�©ã�†ã�‹ã��ã‚Œã�«ã‚‚ã�‹ã�‹ã‚�ã‚‰ã�šå½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚ 
 

 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼± ã�§ 
ã�¯ã�ªã�„ä¸‹ä»–ã�®ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚
ã�“ã�®è„†å¼±æ€§ã�«ã‚ˆã‚‹ç•°ã�ªã‚‹æ§‹æˆ�ã�Šã‚ˆã�³å½±éŸ¿ã�®è¦�ç´„ã�¯ä¸‹è¨˜ã�®ã‚ˆã�†ã�«æ��ä¾›ã�•ã‚Œã�¾ã�™: 
 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è¨å®š  
å½±éŸ¿ã‚’å�—ã�‘ã�Ÿã�‹å½±éŸ¿ã‚’å�—ã�‘ã�ªã�‹ã�£ã�Ÿ 

 

æœ‰åŠ¹ã�« ã�ªã‚‹ Cisco IOS ã� ã�‘ IPS Not affected 

æœ‰åŠ¹ã�« ã�ªã‚‹ Cisco IOS IPS ã�® HTTP 
ãƒ¬ã‚¤ãƒ¤4 ã‚¹ãƒ†ãƒ¼ãƒˆãƒ•ãƒ« ç‚¹æ¤œ 

Not affected 

ç„¡åŠ¹ã�« ã�ªã‚‹ Cisco IOS IPS ã�® HTTP ãƒ¬ã‚¤ãƒ¤4 
ã‚¹ãƒ†ãƒ¼ãƒˆãƒ•ãƒ« ç‚¹æ¤œ 

Not affected 

æœ‰åŠ¹ã�« ã�ªã‚‹ Cisco IOS IPS ã�® HTTP 
ãƒ¬ã‚¤ãƒ¤7 ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã�Šã‚ˆã�³ã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ 

å½±éŸ¿ã�‚ã‚Š 

ä¸€è‡´å¼•æ•° regex ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã�® HTTP 
ãƒ¬ã‚¤ãƒ¤7 ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã�Šã‚ˆã�³ã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã€‚ 
æœ‰åŠ¹ã�« ã�ªã‚‹ Cisco IOS IPS 
ã�®æœ‰ç„¡ã�«ã�‹ã�‹ã‚�ã‚‰ã�šã€‚ 

å½±éŸ¿ã�‚ã‚Š 

ä¸€è‡´å¼•æ•° regex ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã�®ã�ªã�„ HTTP 
ãƒ¬ã‚¤ãƒ¤7 ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã�Šã‚ˆã�³ã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã€‚ 
æœ‰åŠ¹ã�« ã�ªã‚‹ Cisco IOS IPS 
ã�®æœ‰ç„¡ã�«ã�‹ã�‹ã‚�ã‚‰ã�šã€‚ 

Not affected 

æ¬¡ã�®ä¾‹ã�¯ HTTP ãƒ¬ã‚¤ãƒ¤7 ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 



ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã�§ã�Šã‚ˆã�³ã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³è¨å®šã�•ã‚Œã‚‹å½±éŸ¿ã‚’å�—ã�‘ã�Ÿæœ‰åŠ¹ã�«
ã�ªã‚‹ ãƒ‡ãƒ�ã‚¤ã‚¹ã�Šã‚ˆã�³ Cisco IOS IPS ç¤ºã�—ã�Ÿã‚‚ã�®ã�§ã�™:

 

<#root>

! 

ip ips name myips

! 
ip ips signature-category 
  category all 
   retired true 
  category ios_ips basic 
   retired false 
! 
! 
class-map type inspect match-any layer4-classmap 
 match protocol http 
! 
class-map type inspect http match-any layer7-classmap 
  match  request arg length gt 15 
! 
! 
policy-map type inspect http layer7-policymap 
 class type inspect http layer7-classmap 
  reset 
  log 
policy-map type inspect layer4-policymap 
 class type inspect layer4-classmap 
  inspect 

  service-policy http layer7-policymap

 class class-default 
  drop 
! 
zone security inside 
 description ** Inside Network ** 
zone security outside 
 description ** Outside Network ** 
zone-pair security in2out source inside destination outside 
 description ** Zone Pair - inside to outside ** 
 service-policy type inspect layer4-policymap 
! 
! 
interface GigabitEthernet0/0 
 ip address 192.168.0.6 255.255.255.0 

 ip ips myips in

 zone-member security inside 
! 
interface GigabitEthernet0/1 
 ip address 192.168.1.1 255.255.255.0 
 zone-member security outside 
!

 

æ¬¡ã�®ä¾‹ã�¯ HTTP ã‚¯ãƒ©ã‚¹ãƒžãƒƒãƒ—ã�®ä¸€è‡´è¦�æ±‚å¼•æ•° regex 



ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã�® HTTP ãƒ¬ã‚¤ãƒ¤7 ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã�Šã‚ˆã�³ã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã�§è¨å®šã�•ã‚Œã‚‹å½±éŸ¿ã‚’å�—ã�‘ã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�Ÿã‚‚ã�®ã�§ã�™: 
 

<#root>

! 
parameter-map type regex example 
 pattern [^\x00-\x80] 
! 
class-map type inspect match-any layer4-classmap 
 match protocol http 
! 
class-map type inspect http match-any layer7-classmap 

 match  request arg regex example

! 
! 
policy-map type inspect http layer7-policymap 
 class type inspect http layer7-classmap 
  reset 
  log 
policy-map type inspect layer4-policymap 
 class type inspect layer4-classmap 
  inspect 

  service-policy http layer7-policymap

 class class-default 
  drop 
! 
zone security inside 
 description ** Inside Network ** 
zone security outside 
 description ** Outside Network ** 
zone-pair security in2out source inside destination outside 
 description ** Zone Pair - inside to outside ** 
 service-policy type inspect layer4-policymap 
! 
interface GigabitEthernet0/0 
 ip address 192.168.0.6 255.255.255.0 
 zone-member security inside 
! 
interface GigabitEthernet0/1 
 ip address 192.168.1.1 255.255.255.0 
 zone-member security outside 
!

 

ã‚·ã‚¹ã‚³è£½å“�ã�§ç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ show 

version ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ã�£ã�¦ã€�ã‚·ã‚¹ãƒ†ãƒ  ãƒ�ãƒŠãƒ¼ã‚’è¡¨ç¤ºã�—ã�¾ã�™ã€‚ 
"Internetwork Operating System Software"ã€�"Cisco IOS Software" 
ã�‚ã‚‹ã�„ã�¯ã�“ã‚Œã‚‰ã�«é¡žä¼¼ã�™ã‚‹ã‚·ã‚¹ãƒ†ãƒ  
ãƒ�ãƒŠãƒ¼ã�«ã‚ˆã�£ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ Cisco IOS 



ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
ã��ã�®å¾Œã‚�ã�«ã‚¤ãƒ¡ãƒ¼ã‚¸å��ã�Œæ‹¬å¼§ã�®é–“ã�«è¡¨ç¤ºã�•ã‚Œã€�ç¶šã�„ã�¦
"Version" ã�¨ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚¨ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹å��ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ ä»–ã�®ã‚·ã‚¹ã‚³ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�¯ã€�show version 

ã‚³ãƒžãƒ³ãƒ‰ã�Œå˜åœ¨ã�—ã�ªã�‹ã�£ã�Ÿã‚Šã€�åˆ¥ã�®å‡ºåŠ›ã�Œè¡¨ç¤ºã�•ã‚Œã�Ÿã‚Šã�—ã�¾ã�™ã€‚

æ¬¡ã�®ä¾‹ã�¯ C3900-UNIVERSALK9-M 
ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ¸ˆã�¿ã‚¤ãƒ¡ãƒ¼ã‚¸å��å‰�ã�¨ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ 15.0(1)M1 ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ 
Ciscoè£½å“�ã‚’æŒ‡å®šã�—ã�Ÿã‚‚ã�®ã�§ã�™:

 

<#root>

Router> 

show version

Cisco IOS Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE (fc1) 
Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2009 by Cisco Systems, Inc. 
Compiled Wed 02-Dec-09 17:17 by prod_rel_team 
 
!--- output truncated

 

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 

å‘½å��è¦�å‰‡ã�«ã�¤ã�„ã�¦ã�®ã��ã�®ä»–ã�®æƒ…å ±ã�¯ 
http://www.cisco.com/web/about/security/intelligence/ios-ref.html ã�§ç™½æ›¸ Cisco IOS ã�Šã‚ˆã�³ 
NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ¬ãƒ•ã‚¡ãƒ¬ãƒ³ã‚¹ã‚¬ã‚¤ãƒ‰ã�§åˆ©ç”¨ã�§ã��ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ä»¥ä¸‹ã�®è£½å“�ã�¯ç¢ºèª�ã�•ã‚Œã�Ÿè„†å¼±ã�§ã�™:

Cisco PIX 500 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«•

Cisco ASA 5500 ã‚·ãƒªãƒ¼ã‚º é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

•

Catalyst 6500 ã‚¹ã‚¤ãƒƒãƒ�ç”¨ã�® Firewall Services Module ï¼ˆFWSMï¼‰ã�Šã‚ˆã�³ 
7600 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿

•

Cisco XR 12000 ã‚·ãƒªãƒ¼ã‚º ãƒ«ãƒ¼ã‚¿ã�®ãƒžãƒ«ãƒ�ã‚µãƒ¼ãƒ“ã‚¹ 
ãƒ–ãƒ¬ãƒ¼ãƒ‰ï¼ˆMSBï¼‰ã�®ä»®æƒ³ ã�ª 
ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ï¼ˆVFWï¼‰ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³

•

Cisco ACE ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ã‚¨ãƒ³ã‚¸ãƒ³ ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«•

http://www.cisco.com/web/about/security/intelligence/ios-ref.html


ãƒ¬ã‚¬ã‚·ãƒ¼ Cisco IOS Firewall ã‚µãƒ�ãƒ¼ãƒˆã�§è¨å®šã�•ã‚Œã‚‹ Cisco 
IOSãƒ‡ãƒ�ã‚¤ã‚¹

•

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco IPS ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹•

Cisco Catalyst 6500 ã‚·ãƒªãƒ¼ã‚º ASA ã‚µãƒ¼ãƒ“ã‚¹ ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«•

ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ã�¯åŸºã�¥ã�‹ã�›ã�¦ã�„ã�¾ã�—ã�Ÿã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ï¼ˆCBACï¼‰ã‚’•

ä»–ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�Šã�„ã�¦ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚‚ã�®ã�¯ã€�ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

è©³ç´°

ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ã�¯çµ„ç¹”ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ã‚»ãƒƒãƒˆã�¸ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ãƒ‡ãƒ�ã‚¤ã‚¹ã��ã�®ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« 
ã‚¢ã‚¯ã‚»ã‚¹ã�§ã�™ã€‚ 
ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«ã�¯é »ç¹�ã�«ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�®å…¥å�£ãƒ�ã‚¤ãƒ³ãƒˆã�§ç½®ã�‹ã‚Œã�¾ã�™ã€‚
Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ç‰¹å®šã�®å¿…è¦�æ�¡ä»¶ã�«å¾“ã�£ã�¦ç°¡å�˜ã�‹ç²¾å·§ã�ªãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ«
ãƒ�ãƒªã‚·ãƒ¼ã�®è¨å®šã‚’å�¯èƒ½ã�«ã�™ã‚‹ä¸€çµ„ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£æ©Ÿèƒ½ã‚’æ��ä¾›ã�—ã�¾ã�™ã€‚

Cisco IOS IPS 

ã�¯ã‚¤ãƒ³ãƒ©ã‚¤ãƒ³ã€�åŠ¹æžœçš„ã�«ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯æ”»æ’ƒã�®åºƒç¯„å›²ã‚’è»½æ¸›ã�™ã‚‹å¼·åº¦ã�®ãƒ‘ã‚±ãƒƒãƒˆ
ã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ æ©Ÿèƒ½ã�§ã�™ã€‚

Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ¢ãƒªãƒªãƒ¼ã‚¯  

 

å½±éŸ¿ã‚’å�—ã�‘ã�Ÿã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’é€šã‚‹æ–°ã�—ã�„ã‚»ãƒƒã‚·ãƒ§ãƒ³ä½œæˆ�ãƒ•ãƒãƒ¼ã�®é«˜ã�„çŽ‡ã�®ä¸‹ã�§ãƒ¡ãƒ¢ãƒªãƒªãƒ¼ã‚¯ã‚’è¦³å¯Ÿã�™ã‚‹ã�‹ã‚‚ã�—ã‚Œã�¾ã�›ã‚“ã€‚
 

 

ãƒã‚°ã�¯ã€Œ*CCE 
ã�¨å�Œã�˜ã‚ˆã�†ã�ªãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’ç¤ºã�™ã�‹ã‚‚ã�—ã‚Œã�¾ã�›ã‚“: 
è¿½åŠ ã�™ã‚‹ã�¹ã�� CCE 7 ã‚¿ãƒ—ãƒ« ãƒ†ãƒ¼ãƒ–ãƒ«ã‚¨ãƒ³ãƒˆãƒª not mallocedã€�ã€‚ 
ã�¾ã�Ÿã�¯ã€ŒCCE: ç„¡åŠ¹ ã�ªãƒ�ãƒƒã‚·ãƒ¥ ã‚¨ãƒ³ãƒˆãƒªã�«ãƒ‡ãƒ¼ã‚¿ã‚’è¿½åŠ ã�™ã‚‹ 
CCE 7 ã‚¿ãƒ—ãƒ« è¡¨ã€�ã€‚ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œã�“ã�®ãƒ¡ãƒ¢ãƒªãƒªãƒ¼ã‚¯ã‚’çµŒé¨“ã�™ã‚‹æ™‚ã€‚  
 

ã‚½ãƒ¼ãƒˆã�•ã‚Œã�Ÿ show processes memory 

ã�®å‡ºåŠ›ã�¯ã€Œãƒ›ãƒ¼ãƒ«ãƒ‡ã‚£ãƒ³ã‚°ã€�ã‚«ãƒ©ãƒ ã�®ã€ŒChunk 
Managerã€�ãƒ—ãƒã‚»ã‚¹ã�§ä¿�æŒ�ã�•ã‚Œã‚‹å¢—åŠ ã�™ã‚‹ãƒ¡ãƒ¢ãƒªé‡�ã‚’ç¤ºã�—ã�Ÿã‚‚ã�®ã�§ã�™ã€‚
æ¬¡ã�®ä¾‹ã�¯ show processes memory ã�«ã‚ˆã�£ã�¦ã‚½ãƒ¼ãƒˆã�•ã‚Œã‚‹ CLI 

ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ã‚’ç¤ºã�—ã�Ÿã‚‚ã�®ã�§ã�™:  



 

Router#show processes memory sorted 
Processor Pool Total:  930768768 Used:   90497932 Free:  840270836 
      I/O Pool Total:   12582912 Used:    6138704 Free:    6444208 
 
 PID TTY  Allocated      Freed    Holding    Getbufs    Retbufs Process 
   1   0  130499156   72333476   58304964          0          0 Chunk Manager 

 

ã�“ã�®ç‰¹å®šã�®è„†å¼±æ€§ã�«é–¢ã�—ã�¦ã�¯ã‚¾ãƒ¼ãƒ³ 
ãƒ™ãƒ¼ã‚¹ã�®ãƒ�ãƒªã‚·ãƒ¼ ãƒ•ã‚¡ã‚¤ã‚¢ã‚¦ã‚©ãƒ¼ãƒ« ã‚µãƒ¼ãƒ“ã‚¹æ‹’å�¦ 
ä¿�è·ã‚’é�©ç”¨ã�™ã‚‹ã�“ã�¨ã�¯ Cisco ãƒ�ã‚° ID CSCtq28732 

ï¼ˆç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�«ã‚ˆã‚‹ãƒ¡ãƒ¢ãƒªãƒªãƒ¼ã‚¯ã�‹ã‚‰ä¿�è·ã�—ã�¾ã�›ã‚“ã€‚  
 

ã�“ã�®è„†å¼±æ€§ Cisco ãƒ�ã‚° ID CSCti79848 ï¼ˆ 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�§æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€�ã‚ˆã��ã�‚ã‚‹è„†å¼±æ€§ã�Šã‚ˆã�³å…¬é–‹ï¼ˆCVEï¼‰
ID CVE-2011-3273 ã�¯å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¾ã�—ã�Ÿã€‚  
 

ç‰¹åˆ¥ã�« å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ HTTP ãƒ‘ã‚±ãƒƒãƒˆã‚’å‡¦ç�†ã�—ã�Ÿå ´å�ˆ 
Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Denial of Serviceï¼ˆDoS/DDoSï¼‰  

 

å½±éŸ¿ã‚’å�—ã�‘ã�Ÿã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ç‰¹åˆ¥ã�« 
å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ HTTP 
ãƒ‘ã‚±ãƒƒãƒˆã‚’å‡¦ç�†ã�™ã‚‹ã�¨ã��ãƒ�ãƒ³ã‚°ã�™ã‚‹ã�‹ã€�ã�¾ã�Ÿã�¯ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�™ã‚‹ã�‹ã‚‚ã�—ã‚Œã�¾ã�›ã‚“ã€‚
 

 

ãƒ‡ãƒ�ã‚¤ã‚¹ã‚µãƒ�ãƒ¼ãƒˆã�¯ ã‚¹ã‚±ã‚¸ãƒ¥ãƒ¼ãƒ©ãƒ¼ isr 

ã‚¦ã‚ªãƒƒãƒ�ãƒ‰ãƒƒã‚°ã�§è¨å®šã�•ã‚Œã€�ã�¡ã‚‡ã�†ã�©ãƒ�ãƒ³ã‚°ã‚ˆã‚Šã‚‚ã‚€ã�—ã‚�è„†å¼±æ€§ã�Œä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹å ´å�ˆã��ã�—ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œãƒªã‚»ãƒƒãƒˆã�—ã€�ãƒªãƒãƒ¼ãƒ‰ã�™ã‚‹ã€‚
ã‚¹ã‚±ã‚¸ãƒ¥ãƒ¼ãƒ©ãƒ¼ isr ã‚¦ã‚ªãƒƒãƒ�ãƒ‰ãƒƒã‚° 

ã‚³ãƒžãƒ³ãƒ‰ã�«é–¢ã�™ã‚‹è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ Cisco 
IOSè¨å®šã�®åŸºç¤Ž ã‚³ãƒžãƒ³ãƒ‰ãƒ¬ãƒ•ã‚¡ãƒ¬ãƒ³ã‚¹ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„: 
http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_r1.html#wp1079401  

 

ã�“ã�®è„†å¼±æ€§ã�¯ Cisco ãƒ�ã‚° ID CSCto68554 ï¼ˆ 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�§æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€�CVE ID CVE-
2011-3281 ã‚’å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¾ã�—ã�Ÿã€‚

å›žé�¿ç–

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtq28732
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti79848
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_r1.html#wp1079401
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCto68554
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do


ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�http://www.cisco.com/go/psirt 

ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�èµ·ã�“ã‚Šã�†ã‚‹éšœå®³ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’åˆ¤æ–ã�—ã�¦ã��ã� ã�•ã�„

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹æ©Ÿå™¨ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��é�©åˆ‡ã�«ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�®ç¢ºèª�ã‚’å��åˆ†ã�«è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚
æƒ…å ±ã�«ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco Technical Assistance 
Centerï¼ˆTACï¼‰ã�¾ã�Ÿã�¯å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

ã�•ã‚‰ã�«ã€�Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ�ã‚§ãƒƒã‚«ãƒ¼ã�¯ 
http://tools.cisco.com/security/center/selectIOSVersion.x ã�§ Cisco 
Ciscoã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ï¼ˆSIOï¼‰ãƒ�ãƒ¼ã‚¿ãƒ«ã�§åˆ©ç”¨ã�§ã��ã�¾ã�™ã€‚ 
ã��ã‚Œã�¯ã�©ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œ Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æŒ‡å®šã�•ã‚Œã�Ÿãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã‚‹ã�‹ãƒ�ã‚§ãƒƒã‚¯ã�™ã‚‹ã�Ÿã‚�ã�«è¤‡æ•°ã�®æ©Ÿèƒ½ã‚’æ��ä¾›ã�—ã�¾ã�™ã€‚

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

æ¬¡ã�® Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ è¡¨ã�®å�„è¡Œã�¯ä¸€é€£ã�®Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«å¯¾å¿œã�—ã�¾ã�™ã€‚ 
ç‰¹å®šã�®ãƒˆãƒ¬ã‚¤ãƒ³ã�Œè„†å¼±ã�§ã�‚ã‚‹å ´å�ˆã€�ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�“ã�®è«®å•�ã‚«ãƒ©ãƒ ã�®ã�Ÿã‚�ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ä¿®æ£ã�Œå�«ã�¾ã‚Œã�¦ã�„ã‚‹ãƒªã‚¹ãƒˆã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
2011 å¹´ 9 
æœˆã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�¯æ£ã�—ã�„
Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Security Advisory 
ã�®ã�™ã�¹ã�¦ã�®é€�é�”ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�Œãƒ‘ãƒ–ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’çµ„ã�¿è¾¼ã‚“ã� ã�“ã�¨ãƒ‘ãƒ–ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³åˆ—ãƒªã‚¹ãƒˆã‚’æœ€ã‚‚æ—©ã�„å�¯èƒ½æ€§ã�®ã�‚ã‚‹
ãƒªãƒªãƒ¼ã‚¹çµ„ã�¿è¾¼ã�¿ã�¾ã�—ã�Ÿã€‚ Cisco 
ã�¯å�¯èƒ½ã�ªé™�ã‚Šæœ€æ–°ã�®åˆ©ç”¨å�¯èƒ½ ã�ª 
ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹      ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®å…¥æ‰‹å�¯èƒ½æ€§

Affected 12.0-Based Releases ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 12.0 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Affected 12.1-Based Releases ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

http://www.cisco.com/go/psirt
http://tools.cisco.com/security/center/selectIOSVersion.x


12.1E è„†å¼±æ€§ã�ªã�— 12.2(18)SXF17b

Affected 12.2-Based Releases ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

12.2 è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2B è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2BC è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2BW è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2BX è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2BY è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2BZ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2CX è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2CY è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2CZ è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2DA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2DD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2DX è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SB


12.2EU è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2EW è„†å¼±æ€§ã�ªã�— 12.2(20)EW4 ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚

12.2EWA è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2EX è„†å¼±æ€§ã�ªã�— 12.2(55)EX3

12.2EY è„†å¼±æ€§ã�ªã�— 12.2(58)EY

12.2EZ è„†å¼±æ€§ã�ªã�— Vulnerable; migrate to any release in 15.0SE

12.2FX è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2FY è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2EX ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2FZ è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2IRA è„†å¼±æ€§ã�ªã�— Vulnerable; migrate to any release in 12.2IRG

12.2IRB è„†å¼±æ€§ã�ªã�— Vulnerable; migrate to any release in 12.2IRG

12.2IRC è„†å¼±æ€§ã�ªã�— Vulnerable; migrate to any release in 12.2IRG

12.2IRD è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2EX
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE


12.2IRE è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IRF è„†å¼±æ€§ã�ªã�— Vulnerable; migrate to any release in 12.2IRG

12.2IRG è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2IXA è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXB è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXC è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXD è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXE è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXF è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 12.2IXG è„†å¼±æ€§ã�ªã�—

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes


ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXH è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2JA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2JK è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2MB è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2MC è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2MRA è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2MRB è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2S è„†å¼±æ€§ã�ªã�—
12.2(30)S ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(30)S 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SB è„†å¼±æ€§ã�ªã�—
12.2(31)SB20

12.2(33)SB10

12.2SBC è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SCA è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SCC ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SCC


12.2SCB è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SCC ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SCC è„†å¼±æ€§ã�ªã�— 12.2(33)SCC7

12.2SCD è„†å¼±æ€§ã�ªã�— 12.2(33)SCD6

12.2SCE è„†å¼±æ€§ã�ªã�—
12.2(33)SCE1

12.2(33)SCE2

12.2SCF è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SE è„†å¼±æ€§ã�ªã�—
12.2(55)SE3

12.2(58)SE

12.2SEA è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SEB è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SEC è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SED è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SEE è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SEF è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SEG è„†å¼±æ€§ã�ªã�—
12.2(25)SEG4 ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(25)SEG4 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.2EX ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2EX


12.2SG è„†å¼±æ€§ã�ªã�—
12.2(53)SG4 ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(53)SG4 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚

12.2SGA è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2SL è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SM è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2SO è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SQ è„†å¼±æ€§ã�ªã�— 12.2(50)SQ3

12.2SRA è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SRB è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SRC è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SRD è„†å¼±æ€§ã�ªã�— 12.2(33)SRD6

12.2SRE è„†å¼±æ€§ã�ªã�— 12.2(33)SRE4

12.2STE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SU è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4


12.2SV è„†å¼±æ€§ã�ªã�—
12.2(29a)SV ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(29a)SV 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ Migrate to any release in 12.2SVD

12.2SVA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SVC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SVD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SVE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SW è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2SX è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXA è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXB è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXD è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXE è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXF è„†å¼±æ€§ã�ªã�— 12.2(18)SXF17b

12.2SXH è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes


12.2SXI è„†å¼±æ€§ã�ªã�— 12.2(33)SXI6

12.2SXJ è„†å¼±æ€§ã�ªã�— 12.2(33)SXJ1

12.2SY è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2SZ è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2T è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2TPC è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2XA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XB è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2XC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XF è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XG è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4


12.2XH è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XI è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XJ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XK è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XL è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XM è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XN è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XNA Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

12.2XNB Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

12.2XNC Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

12.2XND Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

12.2XNE Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

12.2XNF Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

12.2XO è„†å¼±æ€§ã�ªã�—
12.2(54)XO ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(54)XO 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚

12.2XQ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe


12.2XR è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XS è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XT è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XU è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XV è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XW è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YA è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2YB è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YF è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YG è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes


12.2YH è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YJ è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YK è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YL è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YM è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2YN è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YO è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YP è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YQ è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YR è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes


12.2YS è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YT è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YU è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YV è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YW è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YX è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YY è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YZ è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2ZA è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SXF


12.2ZB è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2ZC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZE è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2ZF è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2ZG è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZH è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2ZJ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZL è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2ZP è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZU è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXH ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2ZX è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZY è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SXH
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes


12.2ZYA è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Affected 12.3-Based Releases ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 12.3 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Affected 12.4-Based Releases ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 12.4 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

å½±éŸ¿ã‚’å�—ã�‘ã‚‹ 15.0 
ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

15.0M 15.0(1)M7 15.0(1)M7

15.0MR è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

15.0MRA è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

15.0S

è„†å¼±æ€§ã�ªã�—

Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

15.0(1)S4

Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

Vulnerable; 15.0SA è„†å¼±æ€§ã�ªã�—

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe


ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

15.0SE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

15.0SG Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

15.0XA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

15.0XO Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

å½±éŸ¿ã‚’å�—ã�‘ã‚‹ 15.1 
ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

15.1EY è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

15.1GC Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

15.1M 15.1(4)M1 15.1(4)M2; 30-SEP-11 ã�§åˆ©ç”¨å�¯èƒ½

15.1MR è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

15.1S

è„†å¼±æ€§ã�ªã�—

Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

15.1(2)S2

15.1(3)S

Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„

09-DEC-2011 09-DEC-2011 15.1T

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#iosxe


ã�® 15.1(1)T4;Available

15.1(2)T4

15.1(3)T2

ã�® 15.1(1)T4

15.1(2)T4

15.1(3)T2

15.1XB Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

è©²å½“ã�™ã‚‹ 15.2 
ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 15.2 åŸºã�¥ã�„ã�Ÿãƒªãƒªãƒ¼ã‚¹ã�Œã�‚ã‚Šã�¾ã�›ã‚“

Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco IOS XE 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã�“ã�®æ–‡æ›¸ã�§è¡¨ã‚�ã‚Œã‚‹è„†å¼±æ€§ã�‹ã‚‰å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚

Cisco IOS 

XE 

ãƒªãƒªãƒ¼ã‚¹

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æœ€åˆ�ã�®ä¿®æ£ãƒªãƒªãƒ¼ã‚¹
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

2.1.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

2.2.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

2.3.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

2.4.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

2.5.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

2.6.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#15_1T


3.1.xS è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

3.1.xSG è„†å¼±æ€§ã�ªã�— Vulnerable; 3.2.0SG ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

3.2.xS è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

3.2.xSG è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

3.3.xS è„†å¼±æ€§ã�ªã�— 3.3.2S

3.4.xS è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco IOS ãƒªãƒªãƒ¼ã‚¹ã�¸ã�® Cisco IOS XE ã�®ãƒžãƒƒãƒ”ãƒ³ã‚° 
ã�™ã‚‹ã�“ã�¨ã�®ã�Ÿã‚�ã�«ã€�Cisco IOS XE ã‚’ 2 ã�¤ã�®ãƒªãƒªãƒ¼ã‚¹ 
ãƒŽãƒ¼ãƒˆã€�Cisco IOS XE 3S ãƒªãƒªãƒ¼ã‚¹ ãƒŽãƒ¼ãƒˆã�Šã‚ˆã�³ Cisco IOS XE 3SG ãƒªãƒªãƒ¼ã‚¹ 

ãƒŽãƒ¼ãƒˆå�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco IOS XR 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã�“ã�®æ–‡æ›¸ã�§è¡¨ã‚�ã‚Œã‚‹è„†å¼±æ€§ã�‹ã‚‰å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ 2011 å¹´ 9 
æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®è„†å¼±æ€§ã�®ä½•ã‚Œã�‹ã�‹ã‚‰å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


