Cisco | OSA, Vof+4f 4, '3, 84, ¢ | PS
5€53,"393%3,%3F%UaF5€ 3F°3,j3,03,C5,! 8, 0aFY

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2011-

H igh 20110928-zbfw 3081
§@Qa...~é-c@—Y¥ : 2011-09-28 16:00 CVE-2011-
aB0eECB se—"se—Y¥ : 2012-09-21 19:24 3273

df@afa, afsaf 1.2 : Find
CVS&4,14,%4,¢: 7.8

&76€¢¢- : No Workarounds available

Cisco af @4a,° ID : CSCto68554 CSCti 79848

Yoo 74«8, a,<ef...a 139 A€P et 739 «a, a,«aZYR-13QPREGZA...~a11 a4
Al

av el@

Cisco |0SA, Vsaf+af "4, !5 84, ¢a@  Cisco I0S &3%pa... ¥é 3%, 3, af 1af 1% IPSi%%03€53,"53€°> Cisco

I10S 3,34af%af? af™afiaa,'a@®afa,ia,na,ca, | a,0af%haf«c%o ' e€83@«é-Ca@™a« 2

e, Ta%+x€83 @ EQ«I Q%3 E3Q | 3€,3Q%IQ™AE,
5"3,E3,%039®8,13%+2€839 2 3Q®IH 3€55,556850™:
« Cisco 0S5 Y2af+3f "4, 13, 83, ca@®afiafcarasfrasiaa,
o CUo'& YA« 883! ™MIQ«C - ¥YIQ3,EIQY HTTP 4F5,+3ffaf 3,81 @139 —30@Ya 4@~
Cisco I0S3,%af-af"a, | a,83,¢ Denial of Servicei¥%"DoS/DDoSi%%o
§,-8153%6€¢ "3, (E3,%03@®e,Tal+xe€85¢«a %at|a@™a,3,%afaf 3, 14,83,¢
a,caffaf—aftafhas a, » @ @a¥»3Q@—a3@ | 3,3 9%AQG™AE,

a4€"a,(E3, %03 @®e,TaV+e€83, e»Yre )a@™a,«26 @ C-3€ 39,3, S3€3%43€>3,"3€,
5@ "3@®3,Caf%o5f@a,03,95f5€
http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20110928-zbfw
5€8/2cr°a€) 3, EIQAIG™IE,

a8 2011 & a0 28 se—¥aE€@ Cisco 10Sa,%%af+af "4, | a,8a,¢ Security Advisory

3«3, aQLaQ | cl,aQ:e341aQ3%a,(ES >,3€ 10 Cisco Security Advisory

QO EIQ«3Q%3,Ei@  3@,a9Hh3O™AE, 3,Caf%af@3,n3, 9af3€@® 9 G€ra@ Cisco
10S3,%%af-af"a,a,83,Ca@®e,Tal+r€85@«a %4at|a@—a€@1

d@ri@®3, Caf%oaf€a,na 3f°a€ Cisco Unified Communications Manager


%5B%5BPublication_URL%5D%5D
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCto68554
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti79848
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3281
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3281
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3273
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3273

dQO®e,Ta%+tr€83@«d 43t aQ@—a@HhIQP™AE, 3€,3,C3f%0af@a,13, 93f5€@ xLIO—3O,

20113 9

2EIQPRIOMIQ'3Q | dQ®e, TaN+xE83Q afaf-af°a,+afa, af8aF 3, ¢, 3@ e34%38,"3€¢ 3@ 3@ "3,¢
Cisco 10S &,%af-af"a,!4,83,¢ afafiafa,'a@8e03¢;°5€3,(ES ¢, Ta%+2€83,'e8Lp+°3€ ™4 «

Cisco I0S &,%.af-af"a, | a,83,¢ affafiafa,'a,’afra,'af a@—a@3ka@™a€,

"Cisco Event Response: Cisco 10S 4€53,"3€° 10S &,%af+af 3, ! 13,83,Ca@®3,»a,af¥asasta £
a,¢af%oafea,na 9asr
Sf@artarsoaf«e tae-M1"3€S3" 8" Si%%0 3@ x-id@®AFEE, d@«e72eY%0i €3, FiQ  3€,39%i¢

http://www.cisco.com/web/about/security/intelligence/Cisco ERP_sepl1.html

e©23Y4" efvod" €@
8, TaYrES5@Ra@,a,<e£23"@

Cisco 0S4, éfaf 4, 14 85 ¢a@ ®e, Ta%+3 @ af @afsd, 38333, a®Ye;E53€@™4,« Cisco
10Saftaf€a,n3,'a€  Cisco I0S IPS 3€53,"3€° Cisco 10S 3,343f%af
af™Mafaa,'a@®af3,ia,na,¢3a, | 4,0af1haf«a@® 2
&,1a%+e€85€ <3, %0a%2+6Y: 3, 8@ —3 @' 3QAUIY™AE, 2

e,Ta%+x€83@ 373€,3@QRINGI IQ—iO° 3@, 3Q83Q™MAE,

3%+6Y:3, 8@ —a3@'a@Y3,3353553,£3,®AFYAf-3f 13, 38333, CCOL QAP ™ 2O C°AQ 4@ TIP«r4

« Cisco |0S8, v2af+af "4, |4, 84, ca@®afiafcasasrasiaa,
Cisco |10S IPS &€« Cisco 10S &,34af%af
af™mafiaa,'a@®afea,ia,ng,ca, | a,0afhaf«e  a®sa@-a,(Ea «aftaf@a,nd,'a@ aftaf€a na,'a, é€s
aftaf€a,n3,'a€@CE Cisco I0S IPS
3982 4R35 3, FiQOYie 39039139« QIP™i, QY3 QPIQ«IEQIftaf@3,n5," 39 «a.
dQO—3i€QxO@cu° IP IPS 4,2aF°4,;4F%aF+a,84,24," CLI
8, 38f 7838 %od,' C™MO& FAQP —3 €@ | 3 39 +3,3€, 31°853Q TECOP€i;| 5Q%UIQOYIQ
c™o4; -3 ,»affaf a8 IPS
3f«af1haf«3 @ «IQPOIQia, %oa <3, (A P—3QPY3, I QRIP8S 3 € Qaftaf@a ng, 3@ ¢,1a
IQ"IQPRINGY aQ@—i;jx-'3Q'3P83€Qa,nafE,;5f1kaf+5,85,23," 0/0 3€@® IPS
df«afraf« a,»affaf 3@ ®aftaf€ea,nd, '3 'a,®3,~af'affaf
3,08f143,uaf@affaf i%"802.32i% %o 3@ —3@ Y3, 5 QPIQPZIO™:

Router#show ip ips interfaces
Interface Configuration
Interface GigabitEthernet@/0
Inbound IPS rule is example_ips_rule
Outgoing IPS rule is not set
Router#


http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep11.html

Cisco IOSIPS 4@ RO Y3, @39« AR33@ 3, FI©3€,3ftaf€3,03,'3€ af-afoafa,”
eiE3, e »3QP—iPNhIO™IE, 5@ ®A345€ Cisco IOS 5@ CE IPS
2 4R35 Q+3, FI9°39,3f1af€4,05,"3, (139 —3QVY3,5QRIQZIO™:

Router#show ip ips interfaces

Router#

dftaf€a,na,'ae E&a,3uafar

af™Mafaa,'a@®afa,ia,ra,¢a, | a3,0afhaf«a@8e aR3@+a,(E5,«<3 9« AQOIQTIPA A" ¥aO™3,
a@—aE@show zone & »a, af¥afaafta £ CLI

8,38f 78f38f %od," c™MO&| (EAQ —3€@ | 4 <3 @+ 39,3€, 81°853€ E zone name

dOQ®a G @8afiafraf@af

3,03535,;3f1435+3,85,13,'3,cr°a@—3@ V3, 3QPRIQ8 3@ € QIftaf@3,n3,'3€ &,13%+3€83
i@"aQ@®I%NIQ 3€@GigabitEthernet0/0 353,563 GigabitEthernet0/1
a,jee-'a€83,34afaf afMafaa,'a@®afa,id,13,¢3,! 8,0afkhaf«

3f«afhaf«3@Fe 40359 3,F3Q | 3€,3,af1af€35,03,"5,'(°59—3QVY3,5QRIQP8IO™

Router#show zone security
zone self
Description: System defined zone

zone inside
Description: *** Inside Network ***
Member Interfaces:
GigabitEthernet@/@

zone outside
Description: *** Outside Network ***
Member Interfaces:
GigabitEthernet@/1

Router#

& aftaf €a,03,'3€ a®Ye T3, EF@Y

af'a,raffaf c,'ered@®¢ ®é|zaQP«E-C4;,3 Q3@ 3,343 Khaf

af™Mafad,'a@®afa,id,na, ca, | a,0afhaf«a@ "e,13%+3,, 39 —e ABSIQP™E 3 €8, %03€E QI P8
CUol& YA« 3-88 | MA@« °a-¥aQ+3,EIQY HTTP 4f5,+a3ffaf"4,at | c@T1a@—a@Ya 4"

Cisco I0Sa,%.afaf"a, | a,83,¢ Denial of Servicei’%a"DoS/DDoSi%%o

Aftaf@3,038,'3@ 2-5Q®S12’°QIO®], 30 3088,18%15, 50— AR3IQO™A, 393, %03 !



- HTTP &f -3, 0afo7 & ¢af—af3%, +af V48, -Af §af3
8,3af3af af af vaf«a€pSa, a€3%a,nafa, 433, 5,-af85°3€ 53,33 Cisco I0S IPS
3O 20%3S'3O« 3€3,539%IO™MIE,

-5, €81 5@ “3€® HTTP af-3,0afn7 &,Caf—af2a,+af%a,-3f8aF

3,%af’af afafhaf«3€Sa, a3 naf’a, 433, 4,-af8a5°3€ HTTP

3, 3f03,'af7affaf—a@®3Visce+° regex aFafOEfaf143,¢3,¢ | @t dQP—AQONIQ™AE,
39"'3@®e 3®33€¢ Cisco [0S IPS 36 Earce%o3S'a€«

395,39 3Q05O1IOEAO V3, Ei0«3, 50303, ©3,%3053%:+EY;3,30—360'530%3Q™M€
aftaf€a,0d,'3€ ¢,1a%t 368

3O 30°30,4 E»-39®3,33F5f3,£3,®afYaf-af1kd, af85 3@ 83@ 13,5 Q83O™3E,
3Q"3Q®E,Ta%+2E83«A, 3, 5@ 28" PIO53, 5331216V 49® | @C 3@ 4@ "3

a 1% A oA 2 o AeY (A A@P—aQ'aO YO aV21éY,
aftaf€a,na,'a@®e " a®s ¢ 14 ¢

o ES 56 « 5€75,¢ Cisco 10S 56 5" IPS Not affected
aa60dSta€p « 3€23,< Cisco IOS IPS 3€® HTTP

iS5 EQ« 393« ¢ A4 Not affected
5f~3,08fn4 8, 3Ftaf KA afaf« ¢, \aemoe
3315€« 5€75,¢ Cisco I0S IPS 59 ® HTTP &f-3,nafad
G, 19580« 4973 ¢ ® Not affected

3,'aftasnuas afaf« ¢, 'sence

a09%08S15€p « 3€23,< Cisco IOS IPS 3€@® HTTP
3f-3,0afa7 3,¢af—afea,+3f%a, 3f8aF° &6y :5€,3,5
3,33f3af afafhaf«3€S3, a€33,nafa,'afs3,” 5,-af8a

8 €81 &/maes° regex af* Af©O&f |Af VA8, A ® HTTP
3f-~3,03fn7 &,Caf—af3,+af143, 3f85F°
3,33 afafhaf«3€Sa, a€°3,1a533,'af3a,” 4, 4f8aF33€, | 8/ 6V ¢3€,5,5
20e%085'd@« 323« Cisco I0S IPS
3 ®202%0C, 3P «IPAE, 93, %03 P3AE,

8,€81 &/maes° regex af AfO&f|Af VA, (AOP BRI, HTTP
af-3,nafa7 &,Caf—afes,+af%3a, af8af

3,33 afafhaf«a3€Sa,"a€33,1a533, af5a,” a,-4f8aF3a€, | Not affected
20e%03S'3€« 323, Cisco I0S IPS

3@ ®0e%0C, 3@« @A, 938, %QSAE,

& 3Q®a%a3@ HTTP af-3a,nafn7 3,¢af—afa,+afla, afsasf



3,°afaf afafnuaf«3983€9S53,a€%3,0a5%8,'4f33,75, 418438 "3@35€+5,(FA,812+6Y: 5,89 —3 "
33, 3f1af€a,na,'3€55,°3€° Cisco [0S IPS 3@ —3€ Y3, 39®39850™:

<#root>
1

ipips nane nyips

|
ip ips signature-category
category all
retired true
category ios_ips basic
retired false
|
!
class-map type inspect match-any layer4-classmap
match protocol http
|
class-map type inspect http match-any layer7-classmap
match request arg length gt 15
|
!
policy-map type inspect http layer7-policymap
class type inspect http layer7-classmap
reset
log
policy-map type inspect layer4-policymap
class type inspect layer4-classmap
inspect

service-policy http layer7-policynmap

class class-default

drop
!
zone security inside

description ** Inside Network **
zone security outside

description ** Qutside Network **
zone-pair security in2out source inside destination outside
description ** Zone Pair - inside to outside **
service-policy type inspect layer4-policymap
|
|
interface GigabitEthernet®/0

ip address 192.168.0.6 255.255.255.0

ipips nyips in
zone-member security inside

interface GigabitEthernet@/1
ip address 192.168.1.1 255.255.255.0

zone-member security outside
|

& a@®a3%4a@ HTTP &, af043,'af7affaf—a@®a €et el@aet,alacce® regex



& BfOAfiAfYA ;AQ® HTTP &f-3,ndf07 §,Caf—afd, +af¥a, 3f8af°
3,335 afafhaf«aSa, 5€33,0a%5,'af53,75, 3855958 " A@35@+3,E5,31:+6Y, 5,89 —3 "

<#root>

parameter-map type regex example

pattern [A\x00-\x80]

!

class-map type inspect match-any layer4-classmap
match protocol http

|

class-map type inspect http match-any layer7-classmap
match request arg regex exanple

|

!

policy-map type inspect http layer7-policymap
class type inspect http layer7-classmap
reset
log

policy-map type inspect layer4-policymap
class type inspect layer4-classmap
inspect

service-policy http layer7-policynmap

class class-default

drop
|
zone security inside

description ** Inside Network **
zone security outside

description ** Qutside Network **
zone-pair security in2out source inside destination outside
description ** Zone Pair - inside to outside **
service-policy type inspect layer4-policymap
|
interface GigabitEthernet®/0

ip address 192.168.0.6 255.255.255.0
zone-member security inside
|
interface GigabitEthernet@/1

ip address 192.168.1.1 255.255.255.0

zone-member security outside
|

8, -8,18, %Ly @A 8¢ hif@Ii9—ae | 3,3« Cisco I0S §,%%af-af"a,!4,83,¢

afafiaf1aa,"a, cc°e* @aQP™a i@ «3@ EQaftaf@a,na,'a@«afa, °a,naffa9—a€ | show
version & 3af7af3af %o, ds:AQ LA | 3€@E,-3, aftAf Af@ArSafiAa, e (°iQP—3QHIY™AE,
"Internetwork Operating System Software"a€€"Cisco IOS Software"

3,839,359 30"3,E3,%0d@«Eiza%hi@™a <3, 3, aftaf

SfQarSafha€«3, 3Q£3@ | aftar€@a,na,'3€8 Cisco I0S



3,%5afaf5,15,83,CAQEC hAfQPIO—3© | 36,5303 '3,/ QIO8IQQIONIG™IE,

3O QIOPIUES, Q3 «a,nafiaf1d, 3P QIO Fr-31%UIQPBE-"3«@ (°3Q+3,FI€H(1556,50 !
"Version" 3@ Cisco IOS a,%.af-af"a, a," a,¢

3253143, 3@ @3 ES| (°3@ 3, FIONIO™IE, 1»-3O®3,5,'5,3

3ftaf€3,na,'3¢83€ 3€@show version

8,38f 78f38f %oa@ Fa"dce " 3@ —3 Q3@ G QLI YA, SIEQI YIQPB®EIESIQ T (2°56+3,E3Y3,Sa

& 8@ ®a3%E€ (C3900-UNIVERSALKI-M
d@®3,0afa,'af afhaf«ae, d€¢a,nafiaf1ha, 3@ @ 3% @3 Cisco 10S 3,%af-af"a,|4,83,¢
afafeassd,’ 15.0(1)M1 3,/4®YeEa@—a€ | 5€,3,<
Ciscoef)3"€a,xE1a®35Q—iQVY5, i0RIP85O™:

<#root>

Router>

show ver si on

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.@0(1)M1, RELEASE SOFTWARE (fc1l)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed ©02-Dec-09 17:17 by prod_rel_team

I--- output truncated

Cisco 10S &, Y28f+af "4, 1a, 84, ¢ af*afafyaa,*

4@ @C | 93%0taQ«IPri@, i@ | dORIQPQIORI-IHPB®XS...a 1@

hittp://www.ci sco.com/web/about/security/intelligence/ios-ref.html & 8¢™sae>, Cisco |0S 4654, "6€°
NX-0S @, %0f+af"d, | 6,84,¢ Gf-af+a,;0f~dra,'d,~6,20 %3983 O¢" d@83 @ @I @@ ™aE,

8, t&/raeE8s, 49 «8,"8 9889, 39°60,39"30 a9 ECC°°Q9aH+a,EGQYL3"O
¥4 GQRREVI"QIQ (' Qi9a,EIQYe, Tal+IHPEIO™:

 Cisco PIX 500 &, -af2afv.8,° af+4, 8, 0d ¢4, |a ©af Vaf «

« Cisco ASA 5500 3, -8f%5f V43,0 é@©a; 0edz<d,»a,af¥afasta e
3,¢af—afoa,ra,cafa, " ASAi%%o3, 2443, | 4,83,¢

 Catalyst 6500 4,14, o&f faf€@¢" a€@® Firewall Services Module 4" FWSMi%%03€ 53,563
7600 a,-affafla,° af«af¥a,;

« Cisco XR 12000 3, -af2af .3, ° af «af V.8, ;A@®afzaf«af@a,uafaaf a,’
af-af-afuaf%oilh " MSBi14%03 @ ®a»®aef 5€°
af+3,ija,1ra,¢a, | a,0af1haf«iva"VFWi%%oa, caf—afea,+af1aa, afsaf’

» Cisco ACE & ¢af—af2a +afv.a, -af 8af3 a,3af3af afaf Vaaf« a,7af3a, ,af2 af¢a, af¥afvaf«


http://www.cisco.com/web/about/security/intelligence/ios-ref.html

 &f-8 -3, -8fv4Cisco |IOS Firewall 3 fif @afuaf a€@8e a®sa@+a,ES « Cisco
10Saftaf€a,na,’
* Cisco |OS XR & Y4af+8f 5, 5,84 ¢
« Cisco |OS XE & Y:8f4f"4,!8, 85, ¢
« Cisco IPS 3 ¢af—af O3 o8, ¢4f34 L
« Cisco Catalyst 6500 3, -Af%4fY.4,° ASA & ffv.Aaf 51 af ¢4, af ¥afyaf«
. & 38f3Ef1af34f, 5@ AV°AQPYI939> 3@ 3€,50%IY—3€VY5,Ca, 3,»3,5,3aaf afafhaf«iva"CB

@ ®E, 3,3 f1h8" Q9 «I955P, 39 | 39 "IQ®F,Caf%05f 5,15, N5 Q®E+EY; S, 89—,

8f+3,i4 03, ¢4 158 OafVaf «3€ cu,C"a@®af@affaf af afa,

a,ca»affaf a@ af@asrfaf af afa, aftaf€@a,na,'a@@a@®a,>afFaf afaflaaf«

3,03, 4,»3,"3€@83@™aE,

afd,ja,u3,¢4,!3,0afhaf«a@ € »C'@a@«af@affaf af afua, a@®a.. . YaQ@LIf@a,rafaf d@3C.RI@«
Cisco

10S3,%af3f"3,18,83,C3€ (%0'a®33Q®3;...¢ | @@ |a»Na@«IN"GQLIQ | (°[aQ 3@ «C?34A-835@Ef4,]
if@afa, afhae@®e a®33,'4€ fLaQ«IQO™E,E £c, aQ®3,»3,af¥af 313, £eOYef1d, 2@ @itni@ -

Cisco IOS IPS
4@ 4,n3f’af03,035€ @85S @703, 3@ «AFQAFFAS A afhd, e »e'fAQ@B®E°FC 828, e»lhae »a@™a A%
§,03f35,'af%3,7a,-3f83F 20YefLi@83©@™IE,

Cisco | OS3, V4af+af 4, 4, 83, ¢a@ ®afiafcafarasia,”

/€Y (A d@—aQ'a@Ya arlafa,£3,@af¥af-af1sa, af8af a@®aftaf@a,na,'a@ artaf€a,na,'a, é€335,«

afa, °a€¢p a€E&*CCE

3@ QO EIQ 3, a@Ta@afiaffa, »af1a, a, 'cr°a@™Mae«d, @ —a,E3PAaa,"

éﬂ/zéé Q™I «3Q'3@€@ CCE7 3, ;af—af« aftaflhaf-af«d, affaf af? not malloced3€QaE,
59%IOYIQ FEECCE: ¢,j8S" 4@ 3f@aff3,-afY 3, 3 af af 3 «af1af1ha, 3,8, 123S 3@ ™4 <
CCE 7 a,¢af—af« ej a€@ag,
affafe@a,nd,'a@Eae"ae®afiafcafarafia, a 'cuEé "a@™a e™, a€,

8, Y-Afvaf a€pa,Ea@Y show processes memory

GO ®AT°3S 3@ €EAHAafUaf«afta £335,°5€€3,«3fOf 3@®IEEChunk
Managera€@af—afa,»3,'a83; @ EQ@3€+3,ES,E¢C—3S 3@ ™3, AfafCafé1 93, 3@ —3@ V5,3
2-ja@®a3dE€¢ show processes memory 3@ «a,”AQL£3@ |a,2afhaf a@+a,EA, < CLI

8, 38f 78 38f %029 ®31°85>3, c(°3 @ —3QYE, 3 ORI P 8IO™:



Router#show processes memory sorted
Processor Pool Total: 930768768 Used: 90497932 Free: 840270836

I/0 Pool Total: 12582912 Used: 6138704 Free: 6444208
PID TTY Allocated Freed Holding Getbufs Retbufs Process
1 @ 130499156 72333476 58304964 ) @ Chunk Manager

FQ"'3QOB®C%0'AR3IOB®E,1a1+2€83Q«E-CIQP—3@ | 3@ 3,34af1haf
afmafiaa,'a@®af@arfia,-afa af-a,ijd,na,ca, | 4,0afhaf« a,pafuasfa,'edd@ |
4;9e3,/6QOC" GOP™A3Q"3€¢ 3€ Ciscoaf€3,° ID CSCtqs732

Y4 CTM»ERAf 5 VA TAQ ®E @ 1% «3,” a,<afiaf Caf2af2af 148, a€<a,%08; @ 3 Q@—a3 @343 €>3,"3€,

4@"3@®e,Taltae€s Cisco af€a,° ID CSCti79848 iV
CM»EEEf1af V8 16 R A 1V%oE@pSe-Te> AE-3@+3, E3Q | 3@, @NIQ™I€QE, i@ @I@,3,,TaVitx
ID CVE-2011-3273 3 3%0%3,5812"3€p | 5,%03, E3 @ %3 @ —3 @ Y3E,

C%o'& Y@« 3-88 | ™MAQ«¢ °a-¥aQ+3,EAQY HTTP 4F3,2afFaF 3,3t cO1aO—aOYa 86"
Cisco I0S3,%2afaf"a, | a,8a,¢ Denial of Serviceia"DoS/DDoSi%%o

eV (A d@—a9'aQYa2aF3a55,£3,®af¥af-af 143, 3f85f 3@ ®AF1af @3, 05,'3€ (%0'a"Ya@«
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12.2BW 8, T8/st £S5 @ —
12.2BX &, t&/aec859 3 @ —
12.2BY 8, T8Y/at £S5 @ —
12.2BZ 8, 1&/to£83 3 @ —
12.2CX 8, T8/st £S5 @ —
12.2CY 8, t&/caeE859 3 @ —
12.2CZ 8, T8/ aeL859 3 @ —
12.2DA 8, t&/aeE859 3 @ —
12.2DD 8, T8/ oL@ 3 @ —
12.2DX 8, T8/st o853 @ —
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12.2IRD 8, TaY/ o855 €@ —



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2EX
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-zbfw#12_2SE

12.2IRE 8, TaY/ o855 @ —
12.2IRF 8, T4/ a£ 8593 @ —
12.2IRG 8, T&/ £S5 3@ —
12.2IXA 8, TaY/ L8525 €@ —
12.2I1XB 8, TaY/ L8525 €@ —
12.2IXC 8, TaY/ o855 €@ —
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