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<#root>
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show i p nat statistics
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Total translations: 2 (@ static, 2 dynamic; @ extended)

Qutside interfaces: SerialO
Inside interfaces: Ethernetl

Hits: 135 Misses: 5
Expired translations: 2
Dynamic mappings:
-- Inside Source
access-list 1 pool mypool refcount 2
pool mypool: netmask 255.255.255.0
start 192.168.10.1 end 192.168.10.254
type generic, total addresses 14, allocated 2 (14%), misses @
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<#root>

Router>

show i p nat statistics | section interfaces

Outside interfaces:
GigabitEthernet@/0
Inside interfaces:
GigabitEthernet@/1
Router>
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<#root>

Router>

show ver si on

Cisco IOS Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
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<#root>

1-- NAT rule for port TCP/389 to disable IP NAT for LDAP translation
1-- Takes precedence over the non-port translation rule

ip nat outside source static tcp 192.168.0.1 389 192.168.1.1 389 no-payl oad

ip nat outside source static tcp 192.168.0.3 389 192.168.1.3 389 no-payl oad

l-- Translation rule for all other protocols

ip nat outside source static 192.168.0.1 192.168.1.1
ip nat outside source static 192.168.0.3 192.168.1.3

interface GigabitEthernet®/@
ip nat inside

interface GigabitEthernet®/1
ip nat outside
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V4 aF! 353, 9aF»aFtafa, ; 8,°afOAF af»af—afaf 3,238 «ivi%oaf @ aF1uas" 5060

8 °AfafVaf @af« & 3

5,28F28F5 %0 3@ ®EYsiC" 50«8, FOLIO x5 9F9-5,EIQ 59,30%IO™MIE,



8-88I™MAQ«¢ °a-¥a@+a,EAQY H.323 4Fa,tafFaf" DoS
&, tavtae€senthae  aQRIQPYI, €©aH® NAT

59 "3Q®e,T8%+2€33QRIQP VS, QIOB®E» 239 H.323 3€PI1OY5, 93600 NAT 553,593

noip nat & ffvaf“ &1 h225 8 °afaf VAf @af« & a®3 3,323 a5 %03, Y4 ¢" 3@ —3€ | H.225.0
4,853« 3O™3, 39 i@ 198xs 2 9i193,FIQ 50,5 QUIO™IE,
ac®xfx"a@éa,2afaf aq, a,s84a,¢c

8, Yo8f+4f "4, 18, 85, CA@ ®3, CAffaf—&,°5f 3143 %08, encee " Z3Q™3,«€5 59 «5€ FE@http://www.cisco.comy/
5€53,°39°39 93, Eir¥E™ QIO ®E,Caf%oaf@5,05,955,59,C..809—3 | 5€QLp-3€"3,53€ 15,630
3,%23f°af¥af 13, 3585588 ne-3Q9—3€9 | 5O VIO 50°59,

49,3033, E3Q®S 3073, 3€93,Caffaf—3,°af-af1h3f%0 3@ ™3,«2OYa™ 39«3 @ @3 T3Q3fafC5FA€
®f..4 +39«3 @2 739,59 E3,3,3 3639 a€@Cisco Technical Assistance

Centerila TACI%4%03 @ %3 V3@ 3¥'¢ 3, cuead, "a983€,3, afiafaftafsasrs,’
3f—afaf@3,naf€afhi@ 3955 939,59 3030939 3639 ,3€,

&€ +3,%03 @ «3€@Cisco I0S3,v2af-af"3, | 4,83,¢ af@a,8affa «afha€@
http://tools.cisco.com/security/center/selectl OSVersion.x &8 Cisco
Ciscod,»a,af¥afeasta, £iva"SIOMa%oaf @afad,;af«a @83 O¢" i @83 @ @3 @AAQ™AE,

QO3 FI@ IQO0IQM®3,»3,af¥afafta,£ 3,Caf%oafea,na, Nafa€ & Cisco

10S3,143f°3°4,! 3,83, 3@ @2 E14®35€ 3, Fa@Yar@ara, 383 5@ «d%:+éY;3,4 75€ 3,3 af 3,83

Cisco |0S &, YAafeaf 4,14, 83, ¢

239 ® Cisco I0S§,15af+af°4,,4,83,¢ & d@®IQ,e|E3& 3,£6€£39B®Cisco
10S4,%af+af"3,4,83,Ca€@«a 343,03 @—3@AHhaQ™MAE,

¢%o' ARSI @ B®Af af-3,paffa@Ee,Ta%+a@P85€,5,3 'AQ AE€EQa»¥A%NoPaQBIFEfE 13, 5@ O"AOR
201134V 9

eE"IQPRIPMIQP'IQ | 3OB®],Caf%03f@ 5,13, 3P RIQPYI, PIPRRREL QPIPRI; ReLfe, 3¢ af
Cisco I10Sa,%.af-af"a, | a,83,¢ Security Advisory

FORIPMIQP'IP | IQPRECPEQ'I93,TIQVe,TaVtecsa@Eafaf-af8,+a5 143, af8aF8, ¢, 3@ ¢ &34
af2areassa, ¢, a9 %ha9; a9 —a@YaE, Cisco

3O 4@ fHIQUE™MPE, Sertfr-"IQ9ROC 3@ &f): 142

38255143, 3€«8,Caffaf—3,°5f~afhaf% 3@ ™38, Q"3 "3, /el 3Y IQ—IQUIQP™EE,

Afia, AfEAfYa AfeafoafyAa,L



http://www.cisco.com/go/psirt
http://tools.cisco.com/security/center/selectIOSVersion.x

Affected 12.0-Based Releases

First Fixed ReleaseiVs é;®@aLa@ea,EA€

Q0284 5Q™3,¢« 12.0 3f™Ef143, 3@ ®IFAFEf14S, 59 F3€,3,55 %3653,

Affected 12.1-Based Releases

First Fixed ReleaseiVs é;®@aefa@ea, EA€

12.1E

e, t&/c-oec889 3 @ —

Affected 12.2-Based Releases

First Fixed Releaseis8;®@acLa@a, Ea€

12.2 Vulnerable; af2af2af Y41 12.4 3€83>°a®33€+3,ES <« 1
12.2B Vulnerable; af28f2af Y4, 12.4 5€83>°a®35€+3,ES <« 1
12.2BC Vulnerable; af3af3afY.a.1 12.4 5€83>°a®33€+3,ES <« 1
12.2BW &, T/ +aeE88Q 3 @ —

12.2BX Vulnerable; af3af3afY.4.1 12.2SB &€83>°a®33€+a,ES <« 1
12.2BY &, T8/s+ o859 °3 @ —

12.2BZ e, T8/t oeE85Q° 3 @ —

12.2CX Vulnerable; af28f%fv.a,1 12.4 3@ 83>°a®35€+a,(ES,«¢-— 1
12.2CY 8, T&/atoE83Q 3 @ —



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4

12.2CZ Vulnerable; af3af3afY.4.1 12.2SB &€p83>°a®33€+3,ES <« 1
12.2DA e, T&/soE88Q 3 @ —
12.2DD 6, T8/ aL8393 @ —
12.2DX e, T&/soeE88Q 3 @ —
12.2EU &, T/ taeL88Q 3 @—

Vulnerable; af2af%fv.a,1 12.25G 4€p83>°a®@353€+3,ES,«¢—— 1
12.2EW

12.2(20)EW4 &»¥%. @ 3@ ®afafaf1ha,'a€ e,13%+3983€@ 39°3€,a«
12.2EWA Vulnerable; af2af2afY.4.1 12.2SG 4€83>°a®33€+a,(ES,«¢~— 1
12.2EX 12.2(55)EX

12.2(52)EY
12.2EY

12.2(52)EY 1b
12.2EZ Vulnerable; migrate to any release in 15.0SE
12.2FX Vulnerable; af2af3afY.4.1 12.2SE &€ 83>°a®33€+a,(Ea,«¢—— 1
12.2FY Vulnerable; af%af%fv.a,1 12.2EX 4@ 83>°a®33€+a,(Ea,«¢—— 1
12.2FZ Vulnerable; af38f3afY.4.1 12.2SE &€ 83>°a®33€+a,(Ea,<«¢—— 1



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SG
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SG
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2EX
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2EX
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE

12.2IRA

Vulnerable; migrate to any releasein 12.2IRG

12.2IRB Vulnerable; migrate to any releasein 12.2IRG

12.2IRC Vulnerable; migrate to any releasein 12.2IRG

12.2IRD 12.2(33)IRD1

12.2IRE 12.2(33)IRE3

12.2IRF Vulnerable; migrate to any releasein 12.2IRG

12.2IRG &, T&/r-aeL859°3 @ —
Vulnerable;

12.21XA 4@ "3O®3,Caf%odf@a,nd Yafa@Ra/ Rafxe d€@/a,%5afaf"4,4,83,Ca€
CH.C"AQP«EELCUAQO—E@ | & 3939, 3E,
Vulnerable;

12.21XB GO "3O®3,Caf%odf@a,na Yafa @R/ Rafxe a€/a,/,afaf"3,4,83,Ca€
CH.C"AQP«EELCUGQO—E@ | 8 3939, 3E,
Vulnerable;

12.21XC 4@ "3O®3,Caf%odf@a,na (a3 @Ra/ Rafe a@ a,%,afaf"4,4,83,Ca€
GH, G "aQ«EELCH IO —3@ | 8,393, 3E,
Vulnerable;

12.21XD 4O "3O®A3,Caf%odf@a,na, (afa@Ra/ Rafe d@/a,/,afaf"3,,4,83,Ca€

CH,G"aQ«EELCUaQP—a@ | 8839, aE,



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes

Vulnerable;

12.2IXE dQ"aQP®3,Caf%oaf@3,13, 93 aQPRE;Rafr a@;a,eafaf"a, | 3,85,¢3¢€
CU.C"AQ«EELCUGQO—E3@ | & 3939, 3E,
Vulnerable;

12.2IXF dQ"a@®3,Caf%oaf@ 3,13, 93 QPR Rafe a@;a,oafaf"a, | 3,85,¢3¢€
CH.C"AQ«EELCUaQO—E@ | & 3939, 3E,
Vulnerable;

12.2IXG dQ"a@®3,Caf%0af@ 3,13, 93 aQPRE;Rafe a@;a,oafaf"a, | 3,85,¢3¢€
CH.C"AQ«EELCUGQO—E@ | 4 3939, 3E,
Vulnerable;

12.2I1XH dQ"a@P®3,Caf%0af@ 3,13, 93 A QPR Rafe a@;a,2afaf"a, | 3,85,¢3¢€
CH.C"aQ@«EELCUIP—3@ | 8,89 39 ,3E,

12.2JA 8, TaV/+aE85@2a @ —

12.2JK 6, TaV/s-oeE85@ 3 @ —

12.2MB 8, T&VoeE 853 @ —

12.2MC Vulnerable; af2afeafv.a.t 12.4 é0§5>°§®§50'§,CE5,<(;—-—- 1

12.2MRA Vulnerable; afdaféafvsa.t 12.2SRD é@§é>°é®§§0'~,(‘£é,<g—|—- 1
Vulnerable;

12.2MRB 5@ "3@®3,C3f%05f@a,03, 935 @ R, Rafr " 5€;3,1,5F5F°3, ! 5,85,Ca€
CM.C"aQEELCUGO—a@ | 43939 ,3E,

1225 12.2(30)S &»¥&% @3 @®afeafafa,'a€@ e,1a1%+3@83@™; 4f2af2afna,

53955, 39°19 93, Er¥e™MQie ¢,T81+i985¢ 19%°5€,59830™3



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB

12.2(31)SB20

12.2SB
12.2(33)SB10
12.2SBC Vulnerable; feafeaf Y.t 12.2SB 4€983>°a®33€+3,ES,«¢— 1
12.2SCA Vulnerable; df2f2%5f Y81 12.2SCC 5€83>°a®33€+a,Ea,«¢— 1
12.2SCB Vulnerable; feaf2af Y.t 12.2SCC 4€983>°a®33€p+3,ES, ¢ 1
12.2SCC 12.2(33)SCC7
12.2(33)SCD6
12.2SCD
12.2(33)SCD7
12.2SCE 12.2(33)SCE1
12.2SCF 8, T4/ o853 €@ —
12.2(55)SE2
12.2SE
12.2(58)SE
12.2SEA Vulnerable; Afeafeafvé t 12.2SE 54€83>°4®33€+3,EA, <« 1
12.2SEB Vulnerable; df24f2af YA 12.2SE 5€83>°a®33€+a,E4,«¢— 1
12.2SEC Vulnerable; Af?afeary.a L 12.2SE 4€983°4®35€+3,ES,«¢—— 1
12.2SED Vulnerable; df24f2af YA, 12.2SE 5@83>°a®33€+a,E4,«¢— 1



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE

12.2SEE Vulnerable; af2af3afY.4.1 12.2SE &€ 83>°a®33€+a,(Ea,«¢—— 1

12.2SEF Vulnerable; af2af2afY.4.1 12.2SE 4€83>°a®53€+a,(Ea,«c—— 1

12 996G 12'2525)SEG4 ¥ @A QB®Ifafaf14E,'a€@ &,Ta%+3@83@™, fafas
3953, 39’3093, Ear¥é™ei@ ¢,13%+i98¢ 39°3€,5e836™a

12.2SG 12.2(53)SG4

12.2SGA Vulnerable; af2af2afY.a.1 12.25G 4@ 83>°a®33€+a,(EA,«¢~— 1

12.2SL e, t&/ o883 @ —
Vulnerable;

12.2SM GO "aQ®3,Caf%0af@a,ra, N33 Q R Rafe a@;d,%afaf 8, 5,83,Ca€
CH.C"aQEELCHIEO—a@ |8 a+39,aE,

12.2S0 &, T&/r-ae£859°3 @ —

12.25Q 12.2(50)SQ3

12.2SRA Vulnerable; af2af3afY.4.1 12.2SRD &€p83>°a®35€+3,ES <« 1

12.2SRB Vulnerable; af2af2afY.4.1 12.2SRD 5€83>°a®35€+3,ES <« 1

12.2SRC Vulnerable; af28f3afY.4.1 12.2SRD &€p83>°a®35€+3,ES <« 1

12.2SRD 12.2(33)SRD6



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2EX
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2EX
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SG
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD

12.2SRE 12.2(33)SRE3

12.2STE &, T&/atoE83Q 3 @ —

12.28U Vulnerable; af2af2af Y41 12.4 5€83>°a®33€+3,ES <« 1

1225V 12'252%)8\/ 1 &Y% @a@B®Ifafafsa,'a@ ¢,1a1+a @83 @™, afafaf
39S3,739°39 93, ErYéMNGi@ ¢,Ta%+tiQ83€@ @€, i@33Q™3

12.2SVA 8, T&/atoE83Q° 3 @ —

12.2S5VC e, T&/stoeE88@ 3 @ —

12.2SVD &, T/ +aeL88Q 3 @ —

12.2SVE 8, T&/stoeE88Q 3 @ —
Vulnerable;

12.2SW 33O ®3,Caf%oaf@a,na, 933 Q9B Racfr 4@ ;a,2afaf4,,8,83,Ca€
CHAG"EQ«EELCUIIO—EQ |8, 39, aE,

12.2SX Vulnerable; af28f3af Y4, 12.2SXF &€83>°a®33€+3,ES <« 1

12.2SXA Vulnerable; af3af3afY.a.1 12.2SXF 5 83>°a®33€+3,ES,<«¢—— 1

12.2SXB Vulnerable; af28f2afY.4,1 12.2SXF &€ 83>°a®33€+3,ES <« 1

12.2SXD Vulnerable; af38f3af .41 12.2SXF &€ 83>°a®33€+3,ES <« 1

12.2SXE Vulnerable; af2af3%fv.8,1 12.2SXF 4@ 83>°a®33€+a,(Ea <« 1
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12.2SXF 12.2(18)SXF17b

12.2SXH Vulnerable; Af3afaafy.a L 12.25X| 59 83°3®@35€+3,ES < 1

12.2SXI1 12.2(33)SX16

12.2SXJ 12.2(33)SXJ1
Vulnerable;

12.2SY 59 "3Q®3,Caf%03f @4, 03, 955 @4 Patoe 5@ ;3,1,3f3f 3, 15,85,C5€
MG "EQ«EELCUAO—EQ | 8,3 89, aE,

12.257 Vulnerable; af3af3afY.4.1 12.2SB &€83>°a®33€+3,ES <« 1

12.2T Vulnerable; Af3afaafyaL 12.4 5€83°a®@53 €3, ES - 1
Vulnerable;

12.2TPC 59 "3Q®3,Caf%0af @4, 03, 955 @4 Patae 5@ ;3,1,3f3f 3, 15,85,C5€
UG "EQ«EELCU IO —E@ | 8,3 89, aE,

12.2XA 8, T/ oec85@ 3 @ —

12.2XB Vulnerable; Af4afaafya. 12.4 5€83°a®@53 €3, ES, - 1

12.2XC &, T/t oeE85@ 3 @ —

12.2XD &, Ta/ £S5 3 @ —

12.2XE &, 18/ £ 85925 @ —

12.2XF &, TaV/a+aeE8a



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-ipv6#12_2SXI
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-ipv6#12_2SXI
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4

©°39—

12.2XG 8, t&/aeE859 3 @ —
12.2XH 8, T&/ L8593 @ —
12.2XI 8, T8/st £S5 @ —
12.2XJ 8, T&/aec859 3 @ —
12.2XK 8, T8/st £S5 @ —
12.2XL 8, t&/to£83°3 @ —
12.2XM 8, T8Y/at £S5 @ —
12.2XN 8, 1&/to£83 3 @ —
12.2XNA Cisco |0S XE 3 Yfeaf 4,15 85 (@ ®a@ ¢ €85 ' 5€,C..839—3€ 3¢
12.2XNB Cisco |OS XE & YAf+af 4 14 85 ¢ ®3@ ¢ €84 4€,C..839—3€ | 36
12.2XNC Cisco |0S XE & Yfeaf 4,15 85 (5@ ®a@ ¢ €85 ' 5€,C..839—3€ 3¢
12.2XND Cisco |OS XE & Yaf-af 4 !4 84 (2@ ®a€@ " €84 '4¢),C..809—39 |34€
12.2XNE Cisco |0S XE & Yffeaf 4,15 85 (A0 ®a@ ¢ €84 '5€,C..839—3€ 3¢
12.2XNF Cisco |OS XE & Yaf-af 4 !4 84 (2@ ®a@ " €85 4¢),C..809—39 |34€
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129%X0 12'2554)XO B¥8%QIQPBIFEFEFE, 3@ &, Ta%+3983Q™; AFAF A
3953,39°3993,Ei»¥EMQi@ ¢,13%+3€83@ 319°5€,39850™3

12.2XQ 8, T8/ aeL859 3 @ —

12.2XR 8, t&/aeE859 3 @ —

12.2XS &, T&/aeL859 3 @ —

12.2XT 8, t&/caeE859 3 @ —

12.2XU 8, T&/ L8593 @ —

12.2XV 8, T8Y/st £S5 @ —

12.2XW &, t&/aec859 3 @ —

12.2YA Vulnerable; af2afearya ! 12.4 4€83°4®35€+3,ES,«c- 1

12.2YB &, 1&/rto£83°3 @ —

12.2YC 8, T8Y/st £S5 @ —

12.2YD 8, t&/caeE859 3 @ —

12.2YE 8, T8/ aeL859 3 @ —
Vulnerable;

12.2YF Q"3 Q@ ®3,Caf%0af 3,13, Y33 @R Racfer 5@, 3,afaf"5,18,88,C3€
CH.C"aQ«EELCUIEO—a@ |83+ 39,aE,
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12.2YG

Vulnerable;
G "3O®3,Caf%odf@a,na Yafa @R/ Rafe a€/a,/5afaf"4,4,83,Ca€
gpr,§1’150<<é€£§p150_50 : é,(§0.50115€1

12.2YH

Vulnerable;
dQ"a@®3,Caf%oaf@ 3,13, 93 QPR Rafe a@;a,oafaf"a, | 3,85,¢3¢€
CH.C"AQ«EELCUaQO—E@ | & 3939, 3E,

12.2YJ

Vulnerable,
GO "3O®3,Caf%odf@a,na Yafa@Ra/ Rafre a€/a,%5afaf"4,4,83,Ca€
CH.C"AQ«EELCUGQO—E@ | 4 3939, 3E,

12.2YK

e, t&/caoeL889 3 @ —

12.2YL

Vulnerable;
5@ "3@®3,C3f%05f@a,03,93f @R, Rafr 5@ 3,1,5f5f°3, ! 5,85,Ca€
CM.C"aQEELCUGO—a@ | 4339 ,3E,

12.2YM

Vulnerable; af38f3%&fv.a,1 12.4 3€83>°a®35€+a,(ES,«¢-— 1

12.2YN

Vulnerable,
G "3O®3,Caf%odf@a,nd Yafa@Ra/ Rafxe a€/a,/,afaf"4,4,83,Ca€
CH.C"AQP«EELCUGQO—E@ | 8 3939, 3E,

12.2Y0O

e, t&/c-aeL889 3@ —

12.2YP

én Té-l/dggéoaé 0_

12.2YQ

Vulnerable;
G "3O®3,Caf%odf@a,nd (afa @R/ Rafre a8, /5afaf"5,4,83,Ca€
gpr,§1’150<<é€£§p150_50 : é,(§0.50115€1
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Vulnerable;

12.2YR G "3O®3,Caf%odf@a,na Yafa @R/ Rafe a€/a,/5afaf"4,4,83,Ca€
gpr,§1’150<<é€£§p150_50 : é,(§0.50115€1
Vulnerable;

12.2YS 4@ "3QO®3,Caf%odf@a,nd Yafa@Ra/ Rafe a€;a,%5afaf"4,3,83,Ca€
CH.C"AQ«EELCUaQO—E@ | & 3939, 3E,
Vulnerable;

12.2YT GO "3O®3,Caf%odf@a,na Yafa@Ra/ Rafre a€/a,%5afaf"4,4,83,Ca€
CH.C"AQ«EELCUGQO—E@ | 4 3939, 3E,
Vulnerable;

12.2YU 4@ "3O®3,Caf%odf@a,na (afa @R/ Rafre a€/a,/,afaf"4,4,83,Ca€
CH.GC"aQ«EELCLIaQ—a @339 39, 3E,
Vulnerable;

12.2YV 3@ "3aQP®3,C3f%0af@a, 13,93 a@ R Rafr 5@ d,1,af4f 4, 5,85,Ca€
CH.C"aQ@«EELCUIP—3@ | 8,89 39 ,3E,
Vulnerable;

12.2YW 3Q"3aQP®3,C3f%0af@a, 13,93 a@ R Rafr 5@ d,1,3f4f4,! 5,85,Ca€
CH.C"AQ«EELCUGQO—E@ | & 3939, 3€,
Vulnerable;

12.2Y X 3Q"3a@P®3,C3f%0af@a,n3, 933 @ R Rafr 5@ d,1,3f4f4,!5,85,Ca€
CH.C"AQ«EELCUGQO—E@ | 4 3939, 3€,
Vulnerable;

12.2YY 3Q"a@P®3,C3f%0af@a, 13,93 a@ R Rafr 5@ d,1,af4f "4, 5,85,Ca€
CH.C"AQ«EELCUaQO—E@ | 4 3939, 3€,
Vulnerable;

12.2YZ

dQ 3O ®3,Caf%oaf@a,na a3 @B Rafe 5@ a,%2afaf"a,,4a,83,Ca€
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CM.C"aQ«EELCUAP—EQ |8 39 39, 3E,

12.2ZA Vulnerable; Afeafeary.a ! 12.25XF 5€83>°4®33€+3,E4,«c-- 1
Vulnerable;

12.27B 5Q"3@®3,Caf%03f 3,03, 03 3@ R4 Rafe 563,145 4" 3,!5,85,C3€
CU.C"EQEELCUIGO—I@ | 85939 ,3E,

12.2ZC 8, T4/ o853 €@ —

12.2ZD 8, T8YraL8a9 3@ —

12.2ZE Vulnerable; Af2afearyia t 12.4 5€p83>°4®33€*3,ES,«c- 1

12.2ZF Vulnerable; feafeafvé L 12.4 583>°a®35€+3,ES,«c~— 1

12.272G 8, T4/ 85939 —

12.2ZH Vulnerable; feafeafvé t 12.4 583>°a®35€+3,ES,«c~— 1

12.27] 6, 18/ L8593 @—
Vulnerable;

12.27L FO"3O®3,Caf%oaf@a, 13,9339 R, Rafx "a€;3,baf-af 3, 5,83,C8€
CH.C"AQ«EELCUGQO—E@ | & 3939, 3€,

12.2ZP 8, T4/ a£85@° 3@ —

12.27U Vulnerable; Afeafeary.a ! 12.25XH 4€83>°34®33€*3,E3,«c-— 1



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXH
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXH

12.27ZX

e, t&/c-oeL889 3 @ —

12.27Y

Vulnerable;
5@ "3Q®3,C3f%0af€35,13, 93 5@ RE,Racfe "5€ ;3,133 5,1 5,85,(8€
CM.C"aQEELCUGO—a@ | 43939 ,3E,

12.2ZYA

Vulnerable;
5@ 3O ®3,C3f%0af€35,13, 93 5@ RE,Rafee "5€ ;3,133 5,!5,85,(8€
CM.C"aQEELCUGQO—a@ | 43939 ,3E,

Affected 12.3-Based Releases

First Fixed Releaseiys a;®@aeLa@p*a, Ea €

12.3 Vulnerable; Af2afeary.a t 12.4 5€p83>°4®35€*3,ES,«c- 1
12.3B Vulnerable; Afafearva ! 12.4 4€83>°4®35€+3,ES,«c~ 1
12.3BC Vulnerable; Af?af2afY.a ! 12.2SCC 4€83>°a®33€*3,ES,«c~ 1
12.3BW Vulnerable; afafearva ! 12.4 4€83°4®353€+3,ES,«c- 1
12.3JA 8, T&Y/sta£85Q 5 @ —

12.3JEA 8, T8/st £S5 @ —

12.3JEB 8, 1&/rto£83°3 @ —

12.3JEC 8, T8/st £S5 @ —

12.3JED &, &/ ceE859°3 @ —



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4

12.3(2)K 3 50 %3 @553 @ DA A3 43, 59«59 &, 13%+x€5859 30,35

12.3K
afeafaarya,t 12.3(8)JK 1 é@§é,“é@3éQéé,CEé»¥éTMQéQ_é,,Té%J_réQ§é<
12.3JL 8, TaY/a-aeL85@ 3 @ —
12.3JX 8, TaYa+aeE859 3 @ —
12.3T Vulnerable; af2af3afY.4.1 12.4 3€83>°a®33€+3,ES <« 1
Vulnerable;
12.3TPC 5@ "3@®3,C3f%05f@a,03, 935 @ RS, Rafr 5@ 3,1,5F5F°3,! 5,85,Ca€
CM.C"aQEELCUGO—a@ | 43939 ,3E,
12.3VA 8, TaVat o853 @ —
12.3XA Vulnerable; af2af3afY.4.1 12.4 3€83>°a®33€+3,ES <« 1
Vulnerable;
12.3XB 53@"3@®3,Caf%af@a,nd, afPa@ R Rafe @ a,2afaf8,!4,83,Ca€
CM.C"aQEELCUGO—a@ | 43939 ,3E,
12.3XC Vulnerable; af2af2af Y41 12.4 5€83>°a®33€+3,ES <« 1
12.3XD Vulnerable; af28f3af Y41 12.4 3€83>°a®35€+3,ES <« 1
12.3XE Vulnerable; af2af2af Y41 12.4 3€83>°a®33€+3,ES <« 1
Vulnerable
12.3XF 4@ "3QO®3,Caf%oaf@a,na Yafa @R/ Rafe a8, 5afaf"3,14,83,Ca€

CU.C"AQP«EELCUAQO—E@ | & 3939, 3E,



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes

12.3XG Vulnerable; af2afearya ! 12.4 4€88°4®35€+3,ES,«c-— 1

12.3XI Vulnerable; Af3af2afYA. 1 12.25B 4€83>°4®33€+3,ES,<«C—— 1
Vulnerable;

12.3XJ 39"3O®3,Caf%0af 3,053,935 3QRaRafr 5€;4,af 43,1 5,85,C8€
MG "EQ«EELCU IO —EQ | 8,3 89, 3E,

12.3XK Vulnerable; af2afearva ! 12.4 4€88°4®35€+3,ES,«c- 1

12.3XL Vulnerable; af3afeafYA L 12.4T 4@83>°4@35€+3,E4,«c-— 1

12.3XQ Vulnerable; af2afearva ! 12.4 4€88°4®35€+3,ES,«c-— 1

12.3XR Vulnerable; Afafearya ! 12.4 4€83°4®35€+3,ES,«c- 1

12.3XS Vulnerable; af28f2af Y41 12.4 5€83>°a®35€+3,ES <« 1

12.3XU Vulnerable; af3afeafYA L 12.4T 4@83>°4@55€+3,EA, ¢~ 1
Vulnerable;

12.3XW 39"3Q®3,Caf%0af 3,053,933 QRaPafr 5€; 4, 43,1 5,85,C8€
CHG"EQ«EELCUIO—EQ | 8,EO 39, aE,

12.3XX Vulnerable; af2afearya ! 12.4 4 88°4®35€+3,ES,«c-— 1

12.3XY 8, T8Y/st £S5 @ —

12.3XZ Vulnerable; af2afearva! 12.4 4€88°4®35€+3,ES <~ 1



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4

12.3YA Vulnerable; af28f3afY.4.1 12.4 3€83>°a®33€+3,ES <« 1
12.3YD e, T&/soE88Q 3 @ —

12.3YF 6, T8/ aL8393 @ —

12.3YG e, T&/soeE88Q 3 @ —

12.3YH 6, T8/s- L8393 @ —

12.3Y1 e, T&/stocE88Q 3 @ —

12.3YJ Vulnerable; af28f3af Y41 12.4T €83>°a®353€+3,ES <« 1
12.3YK 8, T&/stoeE88Q 3 @ —

12.3YM &, T/ +aeE88Q 3 @ —

12.3YQ Vulnerable; af3af3afY.a.1 12.4T € 83>°a®3a€+a,ES <« 1
12.3YS Vulnerable; af38f%fv.a,1 12.4T 4@ 83>°a®33€+a,(Ea <« 1
12.3YT Vulnerable; af38f3af Y41 12.4T € 83>°a®3a€+a,ES <« 1
12.3YU Vulnerable; af2af2afY.4.1 12.4XB 4@ 83>°a®33€+a,(ES,«c~— 1
12.3YX Vulnerable; af28f3afY.a.1 12.4T € 83>°a®3a€+a,ES <« 1
12.3y7 Vulnerable;

4Q"3Q®3,Caf%oaf@a 13 a3 QP ®a Raefe 4@ /3,844, ,4,85,Ca€



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4XB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4XB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes

CM.C"aQ«EELCUAP—EQ |8 39 39, 3E,

12.3ZA

Vulnerable; af3af%fv.a,1 12.4T 4@ 83>°a®33€+a,(Ea «¢— 1

Affected 12.4-Based Releases

First Fixed ReleaseiVs é;®@aefa@ea, EA€

12.4 12.4(25f)

12.4GC 12.4(24)GC4

12.4JA 8, T8/at £S5 @ —
12.4JAX e, Ta/+aeL88Q 3 @ —
12.4JDA 8, T8/ aeL859 3 @ —
12.4IDC 8, t&/aeE859 3 @ —
12.4JHA &, T8/ oL@ @ —
12.4JHB 8, t&/caeE859 3 @ —
12.4JHC 8, T&/ L8593 @ —
12.4)K 8, T8Y/st £S5 @ —
12.4)L 8, T&/sta£85Q 5 @ —
12.4IMA 8, T8Y/at £S5 @ —



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T

12.4IMB e, ta/+ot8a@°3 @ —
Vulnerable; migrate to any release in 12.4JA
12.4JX
12.4(218)IX &¥&%.@a@®afafiafua,'a@ e,1a%+i@83@ 393,349
12.43Y e, t&/+ot8a@°3 @ —
12.4MD 28-Oct-11 4@ ® 12.4(24)MD6
12.4AMDA 12.4(24)MDA7
12.4MDB 12.4(24)MDB3
Vulnerable;
12.AMR GQ"3Q®3,Caf%oaf@a,nd Naffa@®aRafx 5@, a,1»afaf"a,15,83,Ca€
CM.C"aQEELCUGO—a@ | 4339 ,3E,
Vulnerable;
12.4AMRA dQ"3Q®3,Caf%oaf@a,nd Naffa@®aRafx 5@, a,»afaf"a,15,83,Ca€
CM.C"AQEELCUGQO—a@ | 83939 ,3E,
12.AMRB Vulnerable; af28f2af Y41 12.4T 5€83>°a®33€+3,ES <« 1
12.4SW e, Ta/+ot8a@°3 @ —
12.4(15)T16
12.4T
12.4(24)T6
12.4XA Vulnerable; af2af2af Y41 12.4T €83>°a®33€+3,ES <« 1



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T

12.4XB 12.4(2)XB12

12.4XC 8, T&V/ 85923 @ —

12.4XD Vulnerable; af2af2af Y41 12.4T 3€83>°a®33€+3,ES <« 1

12.4XE 8, T&V/ o859 3 @ —

12.4XF Vulnerable; af2afaafy.a, 1 12.4T &€83>°a®33€@+a,ES, <« 1

12.4XG Vulnerable; af28f3af Y41 12.4T €83>°a®33€+3,ES <« 1

12.4XJ 8, T&V/-aeE859 3 @ —

12.4XK 8, TaV/s-oeE85@ 3 @ —
Vulnerable;

12.4XL GO "3O®3,Caf%odf@a,nd, Yafa @R/ Rafre a€/a,/,afaf"4,4,83,Ca€
CH. AP EEECIAQ—a | 4,59 30, 3E,

12.4XM Vulnerable; af38f3afY.a.1 12.4T € 83>°a®33€+a,(ES <« 1
Vulnerable;

12.4XN 5@ "3@®3,C3f%05f@a,03,93f @R, Rafr " 5€;3,1,5f5F°3, ! 5,85,Ca€
CM.C"aQEELCUGO—a@ | 4339 ,3E,
Vulnerable;

12.4XP 5@ "3@®3,C3f%05f@a,03,93fP @R, Rafr 5@ 3,1,5f5f°3, ! 5,85,Ca€
CM.C"aQEELCUGO—a@ | 4539 ,3E,

12.4XQ Vulnerable; aféafeafvaa.t 12.4T é@§é>°5®§é@-”,€£é,<g—m 1



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
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12.4XR Vulnerable; af3af3%&fv.a,1 12.4T 4@ 83>°a®33€+a,(Ea «¢— 1

12.4XT Vulnerable; af3af%fv.a,1 12.4T 4@ 83>°a®33€+a,(Ea «¢— 1

12.4XV 6, T&/raeL859°3 @ —

12.4XW Vulnerable; af2af%fv.a,1 12.4T 4@ 83>°a®33€+a,(Ea «¢— 1

12.4XY Vulnerable; af28f3af Y41 12.4T € 83>°a®33€+3,ES <« 1

12.4X7Z Vulnerable; af2afaafy.a, 1 12.4T &€83>°a®33€@+a,ES, <« 1

12.4YA Vulnerable; af28f3af Y41 12.4T €83>°a®353€+3,ES <« 1

Vulnerable;
12.4YB 4O "3O®A,Caf%odf@a,na (afa@PRa/ Rafxe " d@/a,%,afaf"4,,a,83,Ca€

CH.C"AQ«EELCUGQO—E@ | 4 3939, 3€,

Vulnerable;
12.4YD 4O "3O®A,Caf%odf@a,na (a3 @Ra/ Rafre d@/a,%,afaf"d,,3,83,Ca€
CHU.C"AQ«EELCUGQO—E€ |4 3939, 3€,

12.4(22)Y E6; 30-SEP-11 5©83°©¢" 3@ &%

12.4YE
12.4(24)YET7; 17-OCT-11 &€83"©¢"" AQ efls
Vulnerable;
12.4YG 53@"3@®3,Caf%oaf@a,nd, afPa@ R Rafe €@ a,2af-af3,!38,83,Ca€

CH.C"AQ«EELCUGQO—E@ | 8 3939, 3E,

ay+éY 8, a@—ae'a,« 15.0

5 FESYE 50 B PEPEFE, First Fixed ReleaseiVs a; ®aeL5€p+a, Ea €
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15.0M 15.0(1)M7
Vulnerable;

15.0MR 4@ "3O®3,Caf%odf@a,nd Yafa@Ra/ Rafe a€/a,5afaf"5,34,83,Ca€
CU.C"AQP«EELCUAQO—E3@ | & 3939, 3E,
Vulnerable;

15.0MRA 4@ "3Q®3,Caf%odf@a,nd Yafa@Ra/ Rafe a8, /5afaf"3,4,83,Ca€
CU.C"AQ«EELCUAQO—E3@ | & 3939, 3E,
15.0()4

15.0S
Cisco |0S XE &ftaf €3,103,": Cisco |0S XE & YAfaf "4 '4 84 ¢4 R3€ "~
Vulnerable;

15.0SA 4O "aQ®3,Caf%0af@a,ra, N33 Q@ Rafe a@; 3, afaf 8, 5,85,C3€
CM.C"aQEELCUGO—a@ | 43939 ,3E,

15.0SE 8, TaVat e85 3 @ —

15.0SG Cisco |0S XE &f+af€a,03,": Cisco |OS XE 8, 13f+af"4.!4, 84, ¢3R4 "

15.0XA Vulnerable; af2af2afY.4.1 15.1T € 83>°a®353€+3,ES <« 1

15.0X0O Cisco |OS XE &ftaf€a,23,": Cisco 10S XE & Y/Af+3f"4 15, 83 ¢5@®a€@ ¢~

ay+éY 8, a@—ae'a < 15.1
afvafva,'a@®afafrasna,’

First Fixed Releaseiys a;®@aeLa@*a, Ea €

15.1EY
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15.1M 15.1(4)M2; 30-SEP-11 488" ©¢" 4@ &fls
15.1MR &, T&/t o853 @ —
15.1(2)S2
15.1S 15.1(3)S
Cisco |0S XE &f+af€a,03,": Cisco |OS XE &, 13f+4f"4.!4,. 84, ¢3R4 "~
15.1(1)T4; 09-DEC-11 488" ©¢" 4@ &fl
15.1T 15.1(2)T4
15.1(3)T2
15.1XB Vulnerable; af3afeafYA 1 15.1T 4@83>°4@55€ 3, ES, ¢~ 1

€023 a€™a,< 15.2
af™Mafa,'a@®afrasrasua,’

First Fixed ReleaseiVs 4;®@acLa€pea, Ea€

80284 4@ ™3, 15.2 3f™Ef143, 3@ ®IFAFEf14S, 59 E3€,3,55 %3653,

Cisco |0S XE & 14Afaf 4, 4, 84, ¢

Cisco 1OS
XE
afeafaafyvaa,t

First Fixed

ReleaseiVs 8, @acfi€p+a, Ea QP Yre€d @A ®aFafaf1%a, 1% | o0 5@ ;€34 1A @ %3,

2.1x &, T8/t E85Q 5 @ — Vulnerable; 3.3.2S 59 %3
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2.2.X 8, TaVa- L85 5@ — Vulnerable; 3.3.2S &€ 342

2.3.X 8, Ta/ £S5 3 @ — Vulnerable; 3.3.2S €342
2.4.X 8, TaV/s-oe£85@°5 @ — Vulnerable; 3.3.2S &@342
2.5.x &, Ta/ £S5 3 @ — Vulnerable; 3.3.2S &€ 342
2.6.X e, taY/ £S5 5 @ — Vulnerable; 3.3.2S &€ 348
3.1.xS e, T/t e85 3 @ — Vulnerable; 3.3.2S a@34c

3.1.xSG Vulnerahle; 3.2.05G Vulnerable; 3.2.0SG 563
1.x .. _ ulnerable; 3.2. 5
3@ IQPYI@ 9O, EYEQPIQP a0B®CE»eEIQP™A

3.2.xS 6, taVa-ae£85@° 5@ — Vulnerable; 3.3.2S d€@p34c

3.2.XSG 8, T&Y/ e85 3 @ —

&, Ta/toec889 3 @ —

3.3.xS 8, T8/t oE83Q 3@ — 3.3.2S
3.4.XS &, T8Vt aE 8323 €@ — 8, T&/+a£859° 3@ —
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Cisco IOS XR & Y28f+8f 4,14 84, ¢4 20114a" 9
e0e"CY, i@ %1IPHhI, EIQPYar IQ®e,181+2E83@®EY205, EIQ A€, %08121EY,:3,'8Q—3Q'3QHA.
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