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dlsw local-peer promiscuous
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show versi on
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!-- Deny FST traffic on IP protocol 91 from trusted
I-- hosts to all IP addresses configured on all interfaces of the affected device
I-- so that it will be allowed by the CoPP feature
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access-1list 111 deny 91 host 192.168.100.1 any

!I-- Permit all other FST traffic on IP protocol 91
I-- sent to all IP addresses configured on all interfaces of the affected
!-- device so that it will be policed and dropped by the CoPP feature

access-1list 111 permit 91 any any

I-- Permit (Police or Drop)/Deny (Allow) all other Layer3

I-- and Layer4 traffic in accordance with existing security
I-- policies and configurations for traffic that is authorized
!I-- to be sent to infrastructure devices

I-- Create a Class-Map for traffic to be policed by
!-- the CoPP feature

class-map match-all drop-fst-91-class
match access-group 111

I-- Create a Policy-Map that will be applied to the
!-- Control-Plane of the device.

policy-map input-CoPP-policy
class drop-fst-91-class
drop

I-- Apply the Policy-Map to the Control-Plane of the
I-- device

control-plane
service-policy input input-CoPP-policy
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policy-map input-CoPP-policy
class drop-fst-91-class
police 32000 1500 1500 conform-action drop exceed-action drop
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