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CSCtf97162 - CCM Application Restarts During TCP Flood

Calculate the environmental scor e of

CVSS Base Score- 7.8

Access [Access | Authentication Confidentiality || Integrity | Availability
Vector || Complexity Impact Impact || Impact
Network | Low None None None [ Complete

CVSS Temporal Score - 6.4

Exploitability Remediation Level Report Confidence

Functional Officia-Fix Confirmed

CSCtc61990 - Coredump may be experienced when processing certain
SIP packets

Calculate the environmental scor e of

CVSS Base Score- 7.1

Access || Access Authentication Confidentiality || Integrity | Availability
Vector || Complexity Impact Impact | Impact

Network | Medium None None None | Complete



//www.cisco.com/web/about/security/intelligence/cvss-qandas.html
http://tools.cisco.com/security/center/cvssCalculator.x

CVSS Temporal Score - 5.9

Exploitability Remediation Level

Report Confidence

Functional Official-Fix

Confirmed

CSCth43256 - Coredump may be experienced when processing certain
SIP packets
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CVSS Base Score- 7.8

Access |Access | Authentication Confidentiality || Integrity | Availability
Vector || Complexity I mpact Impact | Impact
Network || Low None None None | Complete
CVSS Temporal Score - 6.4

Exploitability Remediation Level Report Confidence

Functional Officia-Fix

Confirmed

CSCth26669 - CUCM may experience areload when receiving certain
UCM client msgs
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Access || Access Authentication Confidentiaity || Integrity | Availability
Vector || Complexity I mpact Impact | Impact
Network || Low None None None | Complete




CVSS Temporal Score- 6.4

Exploitability

Remediation Level

Report Confidence

Functional

Official-Fix

Confirmed

UCM client msgs

Calculate the environmental scor e of

CSCth19417 - CUCM may experience areload when receiving certain

CVSS Base Score- 7.8

Access |Access | Authentication Confidentiality || Integrity | Availability
Vector || Complexity I mpact Impact | Impact
Network || Low None None None | Complete

CVSS Temporal Score - 6.4

Exploitability Remediation Level Report Confidence
Functional Official-Fix Confirmed
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