Cisco |0S SSL VPN RE g5 14

T RINA 1 —ID : cisco-sa-20100922- CVE-2010-
: sslvpn 2836

ngh #/2E 8 : 2010-09-22 16:00

RIREF B : 2012-09-21 19:17

/N\—>32 1.1 : Final

CVSSAY)y :7.8

[B38 % : No Workarounds available

Cisco /N% ID : CSCtg21685

BAZEICLDBEHIFE. RFCLDIEXDILXSBRTHY), RERXENETH
ROMEN H2BEICEF. REBREXHNIEBELET,

BE

Cisco IOS®Y 7 R J T FIZIk. Cisco lOS SSL VPNHEEEAHTTPU R AL UV N EFERAL TERES
NTVRBEICMBUNFELET, CORBUENITEFAET D &, BT TVWEVWD E—
RI—HHFZHETFNAADXTEI )=V Z5ERL, TOHER., N1 A0UO—R, FHLL
TCPEEHZNDH —E ATEE, T DftdDenial of Service(DoS)RREZ S| ER T AIREMN B E T,

AT COMEBEEICHRTDIYTINIITFTT7YIF—RhE))—ALTVWET, COMHEHEE
BRITI2EREN HY)ET,

COT RINAH ) IE, hitps://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvis
ory/cisco-sa-20100922-sslvpn T BTN TVWET,

7 2010F9H22HMCisco IOSY 7 R I T 7 EF 1 VF AT RINAHFUNY RILABICIE6HD
Cisco Security Advisory A &@ENTWVWE T, 5407 R/NAH1)(&Cisco IOSY 7 NI T 7 DOAfEEEH
ICX4 92 € DT, 14 (& Cisco Unified Communications Manager® iS5t IC T2 EDTT,
BT RNAHUICEK, TOT RNAHPUTHRENLEFIEZBATSI V) —RZRHLTVE
T 2010F9A2Z2HAB RV TNUBICABE N 2T NTDCisco I0OSY 7 NI I 7 OfESEMHZSIE
LEVUU—=RIZD2VTE, ROURLICHDRESHELTLSEETL,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-2010092
2-bundle

Be @)Uk, XD 2D TCisco Event Response: Semiannual Cisco I0S Software
Security Advisory Bundled Publicationy IC#B&EEhTVWET,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP sep10.html



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100922-sslvpn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100922-sslvpn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100922-bundle
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100922-bundle
http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep10.html
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtg21685
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2836
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2836

HUHR
Bt sH2HMm

ZHIB/N—T32NCiscolOSY T R TITZ#RITLTVWBFT/NA A, SSLVPNE LT
HTTPAR—RUSE AL I3 VARETNTVRDBEICHRBEN FELE T,

T INA AN Cisco I0OS SSL VPNAICEREENTH V), EMI EEITIHESH ZHEFIETSHIC
&, ROFEZFERATEEXY,

show running-config | include webvpnlZ "Twebvpn gateway <word>, A"&FhTVBHE. T
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<f#froot>

Router#
show running | section webvpn

webvpn gateway Gateway
ip address 10.1.1.1 port 443
http-redirect port 80
ss1 trustpoint Gateway-TP

inservice
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Router#

show versi on

Cisco IO0OS Software, 2800 Software (C2800NM-ADVSECURITYK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc:
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.
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Router#
show tcp bri ef

TCB Local Address Foreign Address (state)

468BBDCO 192.168.0.22.80 192.168.0.33.19794  CLOSEWAIT
482D4730 192.168.0.22.80 192.168.0.33.22092  CLOSEWAIT
482779A4 192.168.0.22.80 192.168.0.33.16978  CLOSEWAIT
4693DEBC 192.168.0.22.80 192.168.0.33.21580  CLOSEWAIT
482D3418 192.168.0.22.80 192.168.0.33.17244  CLOSEWAIT
482B8ACC 192.168.0.22.80 192.168.0.33.16564  CLOSEWAIT
46954EBO 192.168.0.22.80 192.168.0.33.19532  CLOSEWAIT
468BA9B8 192.168.0.22.80 192.168.0.33.15781  CLOSEWAIT
482908C4 192.168.0.22.80 192.168.0.33.19275  CLOSEWAIT
4829D66C 192.168.0.22.80 192.168.0.33.19314  CLOSEWAIT
468A2D94 192.168.0.22.80 192.168.0.33.14736  CLOSEWAIT
4688F590 192.168.0.22.80 192.168.0.33.18786  CLOSEWAIT
4693CBA4 192.168.0.22.80 192.168.0.33.12176  CLOSEWAIT
4829ABC4 192.168.0.22.80 192.168.0.33.39629  CLOSEWAIT
4691206C 192.168.0.22.80 192.168.0.33.17818  CLOSEWAIT
46868224 192.168.0.22.80 192.168.0.33.16774  CLOSEWAIT
4832BFAC 192.168.0.22.80 192.168.0.33.39883  CLOSEWAIT
482D10CC 192.168.0.22.80 192.168.0.33.13677  CLOSEWAIT
4829B120 192.168.0.22.80 192.168.0.33.20870  CLOSEWAIT
482862FC 192.168.0.22.80 192.168.0.33.17035  CLOSEWAIT
482EC13C 192.168.0.22.80 192.168.0.33.16053  CLOSEWAIT
482901D8 192.168.0.22.80 192.168.0.33.16200 CLOSEWAIT
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Embedded Event Manager(EEM)
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I-- Location where the Tcl script will be stored
!

event manager directory user policy disk0:/eem

!-- Define variable and set the monitoring interval

!I-- as an integer (expressed in seconds)
!

event manager environment EEM_MONITOR_INTERVAL 60

I-- Define variable and set the threshold value as
!I-- an integer for the number of retransmissions
!-- that determine if the TCP connection is hung

I-- (a recommended value to use is 15)
!

event manager environment EEM_MONITOR_THRESHOLD 15

I-- Define variable and set the value to "yes" to
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I-- enable the clearing of hung TCP connections
!

event manager environment EEM_MONITOR_CLEAR yes

I-- Define variable and set to the TCP connection
!I-- state or states that script will monitor, which
!I-- can be a single state or a space-separated 1ist

I-- of states
!

event manager environment EEM_MONITOR_STATES CLOSEWAIT

!-- Register the script as a Cisco EEM policy
!

event manager policy monitor-sockets.tcl
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