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<#root>

Router#

show versi on

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWAR
Technical Support: http://www.cisco.com/techsupport
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<#froot>
l--- Interface configured for PIM sparse and | GWv3

interface GigabitEthernet@/@
ip address 192.168.0.1 255.255.255.0

ip pi msparse-node

ip ignp version 3

l--- Interface configured for PIM sparse-dense and | GWv3
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interface GigabitEthernet@/1
ip address 192.168.1.1 255.255.255.0

i p pi msparse-dense- nbde

ip ignp version 3

l--- Interface configured for PIM dense and | GWv3

interface GigabitEthernet@/2
ip address 192.168.2.1 255.255.255.0

i p pi mdense-node

ipignp version 3
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Source Specific
Multicast(SSM)aeOY ef 48, &;... 8l 3@ 5@ —39°3€,5955RC 25 3@ 3€927éQ -3 59—3@ IGM

interface GigabitEthernet@/0@
ip address 192.168.0.1 255.255.255.0
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ip pim sparse-mode
ip igmp version 2

8, 3Af3Af AfAfYvaf« Af—Af-afvAf: Af @aFa, 388,°

39"3Q@®af%0a, 3 ¥afaaf 388 75€+3,E3@ | 50,5, ,T8%+eE85,6f 8713, 2@ «@rYre ) 3™ ¢
Time to

Live(TTL)af+a,£af1haf«af%oa€nd €@ E1a»¥an-a@B®IGMPAS'S, +affaf a,'af-afaffa, d@—a@%a@™a€ RF
aE@aEEHost Extensions for IP Multicastinga€€ RFC2236 &€@a€EInternet Group

Management Protocol Version 23€QI€QIO S, 3ORFEC3376 3£ FE€EInternet Group

Management Protocol Version
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CoPPa€ a€@x—C(3"3@®a,»3,af¥afafta £af@afra, afhia€ ¢ AR3IQP« %" "3 QLI | 3,nafaf3fO3,

1-- The followi ng access list is used
1-- to determne what traffic needs to be dropped by a control plane
1-- policy (the CoPP feature.) If the access list matches (permt),

1-- then traffic will be dropped. If the access |ist does not
l-- match (deny), then traffic will be processed by the router.
I-- all 1AW packets with ttl different from1l will be selected

l1-- by this acl and the "drop" action will be applied in the
1-- correspondi ng CoPP polisy

ip access-list extended IGMP-ACL
permit igmp any any ttl neq 1

l-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
l-- traffic in accordance with existing security policies and

1-- configurations for traffic that is authorized to be sent

l-- to infrastructure devices.

l-- Create a class map for traffic that will be policed by

1-- the CoPP feature.

class-map match-all drop-IGMP-class
match access-group name IGMP-ACL

l-- Create a policy map that will be applied to the
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1-- Control Plane of the device, and add the "drop-tcp-traffic"

1-- class nap.
1

policy-map CoPP-policy
class drop-IGMP-class
drop

- Apply the policy map to the control plane of the
- devi ce.

control-plane
service-policy input CoPP-policy
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Affected 12.1-Based Releases ae"
SO2/5 5@™3E,« 12.1 AfMaf143, 3@ ®af 53 143,'3€ 3€,3,53€3%43€>3,"3€,
Affected 12.2-Based Releases ae"
12.2 8, T&Y o859 3 @ —
12.2B e, TdV/+a£85@2a @ —
12.2BC 8, T4/ o853 €@ —
12.2BW 8, T4/ aE85@° 3 @ —
12.2BX 8, T8YraL859 3@ —
12.2BY 8, T&Vat o853 @ —
12.2BZ 8, T4/ a£85@° 3@ —
12.2CX 8, T4/ oE85@° 3@ —
12.2CY 8, T&Y/ £ 8533 @ —
12.2CZ 8, T4/ a£85@° 3@ —




12.2DA 8, T8/t oL@ 3 @ —
12.2DD 8, t&/aeE859 3 @ —
12.2DX 8, T&/ L8593 @ —
12.2EW 8, T8/st £S5 @ —
12.2EWA 8, T&/aec859 3 @ —
12.2EX 8, T8/st £S5 @ —
12.2EY 8, t&/to£83°3 @ —
12.2EZ 8, T8Y/at £S5 @ —
12.2FX 8, 1&/to£83 3 @ —
12.2FY 8, T8/st £S5 @ —
12.2FZ e, T/ +aeL88Q 3 @ —
12.2IRA 8, T8/ aeL859 3 @ —
12.2IRB 8, t&/caeE859 3 @ —
12.2IRC 8, T8/ L8593 @ —
12.2IRD 8, T8/st £S5 @ —




12.2IRE 8, T8/t oL@ 3 @ —
12.21XA 8, t&/aeE859 3 @ —
12.21XB 8, T&/ L8593 @ —
12.21XC 8, T8/st £S5 @ —
12.21XD 8, T&/aec859 3 @ —
12.2IXE 8, T8/st £S5 @ —
12.2IXF 8, t&/to£83°3 @ —
12.21XG 8, T8Y/at £S5 @ —
12.21XH 8, 1&/to£83 3 @ —
12.2JA 8, T8/st £S5 @ —
12.2JK 8, t&/caeE859 3 @ —
12.2MB 8, T8/ aeL859 3 @ —
12.2MC 8, t&/caeE859 3 @ —
12.2MRA 8, T8/ L8593 @ —
12.2 MRB 8, T8/st £S5 @ —




12.2S 8, T8/t oL@ 3 @ —
12.2SB 8, t&/aeE859 3 @ —
12.2SBC 8, T&/ L8593 @ —
12.2SCA 8, T8/st £S5 @ —
12.2SCB 8, T&/aec859 3 @ —
12.2SCC 8, T8/st £S5 @ —
12.2SCD 8, t&/to£83°3 @ —
12.2SE 8, T8Y/at £S5 @ —
12.2SEA 8, t&/aec8589 3 @ —
12.2SEB 8, T8/st £S5 @ —
12.2SEC 8, t&/caeE859 3 @ —
12.2SED 8, T8/ aeL859 3 @ —
12.2SEE 8, t&/caeE859 3 @ —
12.2SEF 8, T8/ L8593 @ —
12.2SEG 8, T8/st £S5 @ —




12.2SG 8, T8/t oL@ 3 @ —
12.2SGA 8, t&/aeE859 3 @ —
12.2SL 8, T&/ L8593 @ —
12.2SM 8, T8/st £S5 @ —
12.2SO 8, T&/aec859 3 @ —
12.2SQ 8, T8/st £S5 @ —
12.2SRA 8, t&/to£83°3 @ —
12.2SRB 8, T8Y/at £S5 @ —
12.2SRC 8, t&/aec8589 3 @ —
12.2SRD 8, T8/st £S5 @ —
12.2SRE 12.2(33)SRE1

12.2STE 8, t&/caeE859 3 @ —
12.2SU 8, T&/ L8593 @ —
12.28V 8, T8Y/st o853 @ —
12.2SVA 8, t&/aec859 3 @ —




12.2SVC 8, T8/t oL@ 3 @ —
12.2SVD 8, t&/aeE859 3 @ —
12.2SVE 8, T&/ L8593 @ —
12.2SW 8, T8/st £S5 @ —
12.2SX 8, T&/aec859 3 @ —
12.2SXA 8, T8/st £S5 @ —
12.2SXB 8, t&/to£83°3 @ —
12.2SXD 8, T8Y/at £S5 @ —
12.2SXE 8, 1&/to£83 3 @ —
12.2SXF 8, T8/st £S5 @ —
12.2SXH 8, t&/caeE859 3 @ —
12.2SXI 8, T8/ aeL859 3 @ —
12.2SY 8, t&/caeE859 3 @ —
12.287 8, T8/ L8593 @ —
12.2T 8, T8/st £S5 @ —




12.2TPC 8, T8/t oL@ 3 @ —
12.2XA 8, t&/aeE859 3 @ —
12.2XB 8, T&/ L8593 @ —
12.2XC 8, T8/st £S5 @ —
12.2XD 8, T&/aec859 3 @ —
12.2XE 8, T8/st £S5 @ —
12.2XF 8, t&/to£83°3 @ —
12.2XG 8, T8Y/at £S5 @ —
12.2XH 8, 1&/to£83 3 @ —
12.2XI 8, T8/st £S5 @ —
12.2XJ 8, t&/caeE859 3 @ —
12.2XK 8, T8/ aeL859 3 @ —
12.2XL 8, t&/caeE859 3 @ —
12.2XM 8, T8/ L8593 @ —
12.2XN 8, T8/st £S5 @ —




12.2XNA Cisco 10S XE & Yifeaf 5, !5 85 ¢A@®a€ ¢ 2€83,8€.C..800—3€ 34
12.2XNB Cisco 10S XE 8 Yfeaf 4,15, 85 ¢A@®a€@ ¢ 2€835,39.,..800—3€ ' 34
12.2XNC Cisco |OS XE 5 Yif+af 4. !4 85 ¢A@®a€@ ¢ 2€83,34€.C..800—30 '34€
12.2XND Cisco 10S XE 8 Yfeaf 5,15, 85 ¢A@®I€@ ¢ 2€835,39.,C..800—3€ 34
12.2XNE Cisco |OS XE & Yif+af 4 !4 84 ¢A@®a€@ ¢ 2€83,3€.C..800—30 3@
12.2XNF Cisco 10S XE & Yfeaf 4,15, 85 ¢A@®a€@ ¢ 2€83,89.C..800—3€ 34
12.2X0 8, t&/to£83°3 @ —
12.2XQ 8, T8Y/at £S5 @ —
12.2XR 8, 1&/to£83 3 @ —
12.2XS 8, T8/st £S5 @ —
12.2XT 8, t&/caeE859 3 @ —
12.2XU 8, T8/ aeL859 3 @ —
12.2XV 8, t&/caeE859 3 @ —
12.2XW 8, T8/ L8593 @ —
12.2YA 8, t&/aeE859 3 @ —




12.2YB 8, T8/t oL@ 3 @ —
12.2YC 8, t&/aeE859 3 @ —
12.2YD 8, T&/ L8593 @ —
12.2YE 8, T8/st £S5 @ —
12.2YF 8, T&/aec859 3 @ —
12.2YG 8, T8/st £S5 @ —
12.2YH 8, t&/to£83°3 @ —
12.2YJ 8, T8Y/at £S5 @ —
12.2YK 8, 1&/to£83 3 @ —
12.2YL 8, T8/st £S5 @ —
12.2YM 8, t&/caeE859 3 @ —
12.2YN 8, T8/ aeL859 3 @ —
12.2Y0 8, t&/caeE859 3 @ —
12.2YP 8, T8/ L8593 @ —
12.2YQ 8, T8/st £S5 @ —




12.2YR 8, T8/t oL@ 3 @ —
12.2YS 8, t&/aeE859 3 @ —
12.2YT 8, T&/ L8593 @ —
12.2YU 8, T8/st £S5 @ —
12.2YV 8, T&/aec859 3 @ —
12.2YW 8, T8/st £S5 @ —
12.2Y X 8, t&/to£83°3 @ —
12.2YY 8, T8Y/at £S5 @ —
12.2YZ 8, 1&/to£83 3 @ —
12.2ZA 8, T8/st £S5 @ —
12.2ZB 8, t&/caeE859 3 @ —
12.2zC 8, T8/ aeL859 3 @ —
12.2ZD 8, t&/caeE859 3 @ —
12.2ZE 8, T8/ L8593 @ —
12.2ZF 8, T8/st £S5 @ —




12.22G 8, T8/t oL@ 3 @ —
12.2ZH 8, t&/aeE859 3 @ —
12.27) 8, T&/ L8593 @ —
12.2ZL 8, T8/st £S5 @ —
12.2ZP 8, T&/aec859 3 @ —
12.2zU 8, T8/st £S5 @ —
12.2ZX &, t&/aec859 3 @ —
12.22Y 8, T8Y/at £S5 @ —
12.2ZYA 8, 1&/to£83 3 @ —
Affected 12.3-Based Releases 9"
12.3 8, t&/caeE859 3 @ —
12.3B 8, T8/ aeL859 3 @ —
12.3BC 8, t&/caeE859 3 @ —
12.3BW 8, T8/ L8593 @ —
12.3EU 8, T8/st £S5 @ —




12.3JA 8, T&/at £S5 @ —

12.3JEA 8, t&/aeE859 3 @ —

12.3JEB 8, T&/ata£85Q 5 @ —

12.3JEC 8, T8/st £S5 @ —

12.3JED 8, T&Y/sto£85Q° 5 @ —

12.3)K 8, T8/st £S5 @ —

12.3JL 8, t&/to£83°3 @ —

12.3JX 8, T8Y/at £S5 @ —
&, T&Y/oeE85€,5,5(ce €8 @I Q®E; PRFIQ 12.4)

12.3T y
12.3(11) T118»¥8% @ 3 @ ®3f2 313143, 4@ «3@ &,13%+2€85@ 3€,3,5:

12.3TPC 8, 1&/rto£83°3 @ —

12.3VA 8, T8Y/st £S5 @ —

12.3XA 8, t&/caeE859 3 @ —

12.3XB 8, T&/a £S5 @ —

12.3XC 8, t&/caeE859 3 @ —




12.3XD 8, T8/t oL@ 3 @ —
12.3XE 8, t&/aeE859 3 @ —
12.3XF 8, T&/ L8593 @ —
12.3XG 8, T8/st £S5 @ —
12.3XI 8, T&/aec859 3 @ —
12.3XJ 8, T8/st £S5 @ —
12.3XK 8, t&/to£83°3 @ —
12.3XL 8, T8Y/at £S5 @ —
12.3XQ 8, T&V/aeE859 3 @ —
12.3XR 8, T8/st £S5 @ —
12.3XS 8, t&/caeE859 3 @ —
12.3XU 8, T8/ aeL859 3 @ —
12.3XW 8, t&/caeE859 3 @ —
12.3XX 8, T8/ L8593 @ —
12.3XY 8, T8/st £S5 @ —




12.3XZ 8, T&/at £S5 @ —

12.3YA 8, T8/ a£85Q 5 @ —

12.3YD 8, T&/ata£85Q 5 @ —

12.3YF 8, T8/st £S5 @ —

12.3YG 8, T&Y/sto£85Q° 5 @ —

12.3YH 8, T8/st £S5 @ —

12.3Y1 8, t&/aceE859 3 @ —

12.3YJ 8, T8Y/at £S5 @ —

12.3YK &, T&Vs+o£85€p,3,5(cee€d" @3 Q®3; PRLIQ 12.4T)
12.3YM &, T&/s+o£85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)
12.3YQ &, T&V/oeE85€,5,5(cee€s" @I Q®E; PeFa€ 12.4T)
12.3YS &, T&Vs+a£85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)
12.3YT &, T&Vs+at85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)
12.3YU &, T&Vs+ot§5€p,3,5(cee€8" Q3P ®E; PRLIQ 12.4T)
12.3YX 12.3(14)Y X17




12.3YZ 8, T8/t oL@ 3 @ —
12.3ZA 8, t&/aeE859 3 @ —
Affected 12.4-Based Releases Q"

12.4 12.4(25d)

12.4GC 12.4(24)GC2

12.4JA 8, T&/st £S5 @ —
12.4JDA e, Ta/+aeL88Q 3 @ —
12.41DC 8, T8/ aeL859 3 @ —
12.4JDD 8, t&/caeE859 3 @ —
12.4JHA &, T8/ oL@ @ —
12.4JHB 8, t&/aeE859 3 @ —
12.4JK 8, T&/sa£85Q 5 @ —
12.4)L 8, T8Y/st £S5 @ —
12.4IMA 8, T&/sta£85Q 5 @ —
12.4IMB 8, T8Y/st £S5 @ —
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12.4JY 8, T&/ £S5 3@ —
12.4MD 12.4(24)MD2

12.4(24)MDA1
12.4MDA
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' §1©'3€.,30%IO™

12.4(24)T3

12.4(22)T5
12.4T

12.4(20)T5

12.4(15)T14
12.4XA &, T8/t aE85€p,5,5(ce €3 IO ®E; RefIQ 12.4T)
12.4XB &, T8/r+at8a€),5,5(ce €3 Q3O ®3; ®efIQ 12.4T)
12.4XC &, T8/taeE85€p,5,5(r0e€a" QIO ®I; ®RfI€Q 12.4T)
12.4XD &, T&/c+aE8a€),3,5(e €3 Q93O ®3; ®efIQ 12.4T)
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12.4(24)YE1
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2.1.x &, T8/ -aL859 3 @ — 8, Tal/ataek
2.2.x 6, T8/ 859 3 @ — 8, Ta/atoet
2.3 e, TVt aeE88Q 3 @ — 8, TaVataek
2.4.x 6, T8/s-oE839 3 @ — e, Taataek
2.5.X 252 &, Ta/ ot
2.6.x 8, T8/ oL 855 @ — 2.6.2
3.1.xS 8, T/ a£88@ 3 @ — &, Ta/ et
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