Cisco
| OSE, VLAf+af 4, 8, 85, ¢H.3233€ «a @ Sa€'a, <Denial
of Service(DoS)a@®e, talstae€s

3, CAf%oaf @ 8,24, 9aFf*afID : cisco-sa- CVE-2010-

Hi gh 20100922-h323 2829
& @a...~é-c«e—Y¥ : 2010-09-22 16:00 CVE-2010-
2e0eEC B ae-"ee—¥ : 2016-01-08 22:42 2828

af @afva, afsas 1.3 : Find
CVSS3,14,33,¢: 7.8

&726€ ¢¢- : No workarounds available

Cisco af€4a,° ID : CSCtc73759 CSCtd33567

Y- &3@«ad, d,«ef...3 t3@ A€QecteZi@Q«ad,"a,<aZYe-13QREQZA...~ a1«
Al

£1 el@

Cisco

|0S®3, Yiaf+af 5, 15 83, ¢4 ®H.3235@VE. . 59«59 €L, 131+ 2E55 @RI, 3, Af @A, 3f5559®Ci
10S4,%af-35°4,3,55,C5, 30Ve|E3@—3@ | 5€,3,aftaf@3,n3, 583,55 %aF"3, 236 (DOS)cSY ...,

8,-8,14,%€ "3, (E3,%3@®e,Ta%tre83@«d %At d@™a,4,%afaf 4, 4,88,Ca,caffaf—asrtasinasa, s

5@ "3@®3,Caf%o5f@a,13,95f5€ €@ https://sec.cloudapps.cisco.com/security/center/content/CiscoS
ecurityAdvisory/cisco-sa-20100922-h323 4@ 83...~é—3 @3, E3@ | 3@, 3 @343 @™AE,

a8 1Y/,820108Y 9aa0e 220e—¥a@ ® Cisco

10S&,%af+af"a,!a,83,¢a,»a,af¥afafta,£3,¢af%oaf€a,0a, afaf@arraf%odf«a...~é-«a@«3@ A€@6a»Y
Security

Advisoryd @ Ed@«3@%3,Ed@ | 5,3 @%IQ™MAE€53@ra@P®I, Caf%af@a,na afa€ Cisco
10S4,%2af+af"3,)a,83,Ca@®e,Talh+tx€83@«a %at|d@—a€QP1aQ@ra@O®a,Caf%af@a,na fafa€ Cisc
Unified Communications

Managerd@®e,ta%+e€83@«3 343t | d@—3@%hiO™3€,39,3,Caf%af@a,08,95f 3@ «3@ I€QPIiOP@
10S3,%af3f°4,! 5,85,C3@®&,13%+2€83,'4; ®efIQ—a3@Yaf 51 af13,'3, (°3Q—3€ | 3€,39%IQO™3

http://www.cisco.com/en/US/products/products _security _advisory(09186a0080b4a315.shtml

SE<EE... 809 ®A...~6-Afaf3, 4@ d€Q@x-ia@®IfFEfE, d@®FEECisco Event Response:


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100922-h323
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100922-h323
http://www.cisco.com/en/US/products/products_security_advisory09186a0080b4a315.shtml
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtc73759
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtd33567
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2829
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2829
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2828
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2828

Semiannual Cisco IOS Software Security Advisory Bundled
Publication3€ @3 «3€,3,53@%3@™3€,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP sepl0.html

SO285" SEYAA" €

59"3,E3,%03Q®8,13%+2€8IQP®E1+EY:3, 89 —3'3,-3QRIQ EQH.3236Y33£°3,pafKaf"s,'a€ Ea
10S3,%,af-3f°4,! 5,85,¢3,/4@Ye|EF3@—3€ | 3,3, 3ftaf@3,03,'3¢ 5Q'5Q83Q™IE,
8, TaV+aeC8a@®a€,a,<e£%23"@
H.3233fiaf f4 »8fv.4, 5, atic@1a@™a 3, a@ta@«e a®33@+3, i@ | 5€,3,€0%31,"a@™3a,«Cisco
10S3,%af+afa,! 5,83, Caf@afna, af8afa, aRYe|Fi@—i@ | 3€,3,3,°3,"3,°3f13f 93,058,539 3€Q3@
Cisco
|OSA, oaf+af "4, 14, 83, ¢af taf 3,13, a€@8H.3235,pafkuafd, 3@ EaRVe|E3€+3,Fi@ | 59,5, 33902
process cpu | include
H 3233, 3af Z&f38f %08, ¢ ™% Ea@p —3 @43 @ ™A€, 2 jd @«a¥a, (r°a @ —a @A @ ™aE,

<#root>
Router#
show process cpu | include H323
249 16000 3 5333 0.00% ©.00% ©.00% @ CCH323_CT
250 0 1 0 0.00% ©.00% ©.00% © CCH323_DNS
Router#

8% @I OB EQPLIQ FE€EQAF—AF3,»5,'"CCH323_CT353,"3@>CCH323_DNS5@ Eaftaf 3,13,

o iv&dial-peer
VOiCes, 3af 28 %f %08,  CTMO8| (EAQ@ —3€ | FES, nafuafaf'a, Ca, alhoe 93O ™5, 3@ FEQH.3235F—af5,
10Saftaf€ 3,13, 58H.323353Ff3,»35%43, 5@ E3t ! cO 1503, EIOUIQO™IE,

8, -8,18, %Ly @A @ 8¢ haf@aO—ae | 3,3« Cisco I0S §,%%af-af"a,|4,83,¢

af2afeaf1aa,'a, cC° e’ @I @ ™Ma I P«3Q AEQPaftafea nd,'a@«afs ca,niffa@—aie ! show
version &,38fZ8f38f %08, d;AQEaQ | a€@a, a,'aftaf
é.f@éﬁé.f%é,'éi"gn°§0—50%50m§€,"| nternetwork Operating System Software" &€ " Cisco
I0S Software" 3€,3,<3€,3€9 3€"3,E3,%03@«Eiza%1a@™a,3,-3,'aftaf
af@arSafua€«3, " 3QLa@  aftar€s,na,'a€8 Cisco I0S

a,%2af+af"a,13,83,Ca@EC haf@PiO—3€ | 3€,3,39"3€@ 3,'((°°QPIQPLIQPQIPNIG™IE,


http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep10.html

FQPQIORINUES, @39 «3,0afiaf13, 9 PIQPFr-aEIQPRE-"39«R| (°FP+3,FI€9 (135,50 |
"Version" 3~ Cisco I0S &,%afaf°4,14,"4,¢

af3fa5143,' 4 Q@ IO T (a3, FIQUIQ™IE,4»-39®5, 5,33

3fiaf€3,03,'3¢83€ 3€@show version

8,38 7af%5f %A@ Ed"dce 4@ —aQ 3 Q«AQLIQYA,SI€HAYAQBAIASH a9 ER; "¢n°a P4, EIQYS

¥4 <A@ B®a%3Q A€QCisco e£13"@i@«aQ | 3€QI0Safafasaa,’ 12.3(26)
O EC %I QP—a€ QIO QIHQB®I,pafiafld, a @ @3IGE C2500-1S-L
3983€,0«309"30 3,/(°a9—39 39,30%Ie™

<#root>

Router#

show ver si on

Cisco Internetwork Operating System Software

I0OS (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@8 14:39 by dchih

I--- output truncated

23O @I FEQE,nEfE,aF aFUaS«5-5,EFOVE, nafiaf S, O VIO T C1841-
ADVENTERPRISEK9-M 3€§3€@Cisco 10S &,%3faf°3,5,83,¢ afarafns," 12.4(20)T
580V E5@—30 ' 5€,5,3,53,3,°0£1:3"Q 8, (59 —39 | 59,30 %IO™EE,

<#root>

Router#

show ver si on

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-08 20:25 by prod_rel_team

I--- output truncated

Cisco



|OS4, YLaf*8f "4, |3, 84, ¢af2af2af V.4, 4@ ®a':2 @ @ ¢ | ©3%0t3Q®&;18S *f...4 +3@ F€H 3O PAFIF:
Paper: Cisco I0S Reference Guided€ @a€@8¢( e’ @3¢ 83 @ @333 ™aE http://www.cisco.co
m/web/about/security/intelligence/ios-ref.html

8, T&Y/tceE8, 49 «a,"3983€,30%3€,30"39 39 EC( Qa9 3, EaQP VL@
Cisco IOSXR
8, 15Af+4f 4,5, 84 ¢4 € Q39 3, EF, %0d@®e,13%+eE83Q9B®E1+EY,3,'4Q—3Q'5QHUI3,"3€,
—a@®3, 5,318 QIP«31953Q, 30 | 19 "IQ®3,Caf%0af 5,13, 13 IQP®EV+EYE/4Q—3€'d,
eo3¢’°
H.3233€) 3€@afa,+affaf afmasia, (IP)af@affaf af afud, 3,55€©83€®afa,¢af«a,;a,0af 3f75f«af@a
Cisco
|OSE, 14a8f+8f 4,4, 88, Ca@ ®H.3233®VYeE..5€9«3@ 3€P2393@®D0Se,Ta%+e€85Q F3€,3,550%3QT
10S3,1,4f+3f°4,! 5,85,¢3,/4@Ye|F3@—3€ | 3€,3,20% 311 5f1af4,03,'3€ <888 ™A@« °8-¥5+3,ES4
35,!5,85,03f @3 5f%03, 5,853,038, 3@ ES; ... | @IPBIQ™AE,
&€"3,E3, %03 @®¢,Tal+x€83€ a€€Cisco Bug ID CSCtc73759
(C™»&E2Ef \af V48, 18°, 6" ) a€p 53, 3 > CSCtd33567(C™»EEAf 1af VA4, 18°, ¢ )4 " 3@ —a@ | ae-tae> AE-3€+3,
Vulnerabilities and Exposures(CVE)IDad@ "d@—a¢ | CVE-201 0-28283€53,"3€>CVE-2010-
28293 F3%0%3,53,53%:"5€ | 3,%03, E3@ | 5€,3© %3O ™AE,

H76€p¢C-

Cisco
|OSaftaf @3,03,'a@ES;...e Q3@ dO—39%8€,3 'é@‘éé_é€0H.3235,’@,,;5\§150«50Wé,<é»¥én-é@

3 -3,1333€ A€QAf@Affaf af afsa,af3,°a,%»afaf¥asa, afsaffae@®e & " a@ " é°2é...¥§®«é1/21g«<§0n
ttp://www.cisco.com/go/srndi€p «3 €, 3,53 @ %43 @ ™IE,

3O™IQP'3Q | 3O®H.3235,%5f1haF«31 ! c@13,C, i8S A Q«AO™E, QP «IQP IEPR-APBEIQPCHOIH™:
service voipaf ¢afvaaf %.a€p8call service stop forcedd, 3af zaf3af %08, c™°¢| (Ea€p 83 @ @ 3 @43 @ ™aE,

voice service voip
h323
call service stop forced

a8 1v.Scall service stop


http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtc73759
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
http://www.cisco.com/go/srnd
http://www.cisco.com/go/srnd

for ceds, 35 2325 %:59 F€QIO™I O30 | 3O ®H.3233 351 4af«81 ! c@15,C, i85 59«3 —3PHIQ™IE,

af@affaf af afaa, at..a@®Ciscodftaf€a,na,'a@«eQ@O¢" 4@ efLa@a»r-d@®cOIEC-3@«a@Qna
ttps://sec.cloudapps.cisco.com/security/center/content/CiscoA ppliedMitigationBull etin/ci sco-amb-2010092
2-voice

ac®axfee aepéa,2afaf " aq,,a,84,¢

8 CAf fAf—& °Bf ~Af Vi %03, oo 759 ™3 <& "3 3€ 3€ http://www.cisco.com/go/psirt
56 " SHECYEIO®F, C5f%03f93,55,95F5,39.,C.. 550—30 | 50396 FIO®EEEL SN 2>PFO 3@
3,%3F°3F¥a5 15, 3f85F%8, 0 QIO—i0 50 VIQ §6°39,3€,

59,3033, F3Q®S 3073, 3€93,Caffaf—3,°af-af1h3f%0 3@ ™5,«20OYa™ 39«3 Q@3 13Q3fafC5Fa€
Technical Assistance

Centerila" TACi%%03@%3 QY@ ¥, 4, cuea, "a€83€,5,Aafarartarsara,"
3f—afaf@a,nafeafhae«3953° 939,39 3630 Q3O 36°30,3€,

a-ja@®Cisco 10S3,%af+af"a, | 4,83, caftafuaf-af«a@®a@,ejEa€@ d€€@Cisco
10S3,%af+af"a,!4,83,Caf"af-~3,03a@«a %43;dQ—3@ | 3,3 Q%I ™EE, %' 'aRSIQ®AS af-3,0af2
10S3,%afaf"a,!48,83,¢3,»3,af¥af°af13,£3,¢a35%0af 4,13, 9af 5 f @afaf%odf«a...~é—3@«a @ «3 @343, ES

Afid, AfEAfYa AfoAfoafy.a .

Affected 12.0-Based Releases

v

80234 5@ ™3a,<12.0af™af %,  d@®afafaf1a, 3@ 3€,3,53€93%3€-3,"

Affected 12.1-Based Releases

12.1 8, T4/ o853 €@ —
12.1AA 8, TaY/ L8525 @ —

12.1AX &, T8/ raL859 3@ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100922-voice
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100922-voice
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100922-voice
http://www.cisco.com/go/psirt

12.1AY 8, T8/t oL@ 3 @ —
12.1AZ 8, t&/aeE859 3 @ —
12.1CX 8, T&/ L8593 @ —
12.1DA 8, T8/st £S5 @ —
12.1DB 8, T&Y/sto£85Q° 5 @ —
12.1DC 8, T8/st £S5 @ —
12.1E 8, t&/aceE859 3 @ —
12.1EA 8, T8Y/at £S5 @ —
12.1EB 8, 1&/to£83 3 @ —
12.1EC 8, T8/st £S5 @ —
12.1EO 8, t&/caeE859 3 @ —
12.1EU 8, T8/ aeL859 3 @ —
12.1EV 8, t&/caeE859 3 @ —
12.1EW 8, T&Y/ata£85Q 5 @ —
12.1EX 8, T8/st £S5 @ —




12.1EY 8, T4/ +a£85@° 3@ —

12.1EZ 8, T8YraL859 3@ —
12.1GA 8, T4/ o853 €@ —
12.1GB 8, T&Y o859 3 @ —

&, T8/t aeE83€p,5,5(r0e€a QIO PRI, PRfIQ 12.4)

e 12.1(38) T8a»¥8% @ 3 @ ®AF Ef 513, 4«29 &,T8%+2€85€ 5€,5,554
12.1XA 8, T&/sa£85Q 5 @ —
12.1XB 8, T8Y/st £S5 @ —
12.1XC 8, T8/ a£85Q° 5 @ —
12.1XD 8, T8/at o853 @ —
12.1XE 8, t&/a-ceE859 3 @ —
12.1XF 8, T8Y/st £S5 @ —
12.1XG 8, t&/caeE859 3 @ —
12.1XH 8, T8/ aeL859 3 @ —

12.1X1 &, T8&/c+aet8a€),5,5(e €3 Q3O ®3; RefIQ 12.4)




12.1XJ &, T&/s+a£55€p,3,5(2e€3" @I QP ®E; PRLFQ 12.4)

12.1XL &, T&Vs+a£85€p,5,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.1XM &, T&/s+a£55€,3,5(xe€3" @I QP ®E; PRfIQ 12.4)

12.1XP &, T&/s+a£85€,5,5(cee€3" Q3P ®E; PRfFQ 12.4)

12.1XQ &, T8/t aeE83€p,5,5(r0e€a QIO PRI, PRfIQ 12.4)

12.1XR &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®RfFQ 12.4)
&, T8/t aeE85€p,3,5(r0e€a" QIO PRI, PRfIQ 12.4)

12.1XS 5
12.1(3)X Sar¥8%o @ 3@ ®AF 3513, 5@ «3 @ &,T8%+e€85€ 3€0,5,53€
&, T8/t aeE85€p,5,5(re€a" QIO PRI, RRfIQ 12.4)

12.1XT 5
12.1(2)X T26¥8% @ 3 @ ®afafaf1ka, 49«3 &, T8%+x€839 5€,3,53

12.1XU &, T8/t aeE85€p,3,5(re€a QIO PRI, PRfIQ 12.4)

12.1XV &, T8/s+a£85€p,5,5(cee€3" Q3P ®E; P®RfFQ 12.4)

12.1XW 8, T&Y/s-aE85@ 3 @ —

12.1XX &, T8/t £8P 3 @ —
&, T&/s+a£85€p,3,5(cee€3" Q3P ®E; P®RLFQ 12.4)

12.1XY

12.1(4)XY &¥8% @ 3@ ®aF 543, 59«39 8, 131+ 2559 5€,5,55¢




12.1XZ 8, T8/t oE85@ 5@ —

12.1YA &, T&Vs+a£85€p,5,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.1YB &, T&/s+a£55€,3,5(xe€3" @I QP ®E; PRfIQ 12.4)

12.1YC &, T&/s+a£85€,5,5(cee€3" Q3P ®E; PRfFQ 12.4)

12.1YD &, T8/t aeE83€p,5,5(r0e€a QIO PRI, PRfIQ 12.4)

12.1YE 12.1(5)YE63, "3, S&%o 9 3 @ ®EF 88143, 49«39 &,18%+2e€839 ESQ,3
12.1YF &, T8/t aeE85€p,3,5(r0e€a" QIO PRI, PRfIQ 12.4)

12.1YH &, T&Vs+a£85€p,3,5(ee€3" Q3P ®E; P®RfFQ 12.4)

12.1Y1 &, T8/ ot §5€p,3,55€,59 39 ®3, Caf%oaf @3, 33 @ ®IEEa Rafae”
12.1YJ &, T8/t £8P 3 @ —

Affected 12.2-Based Releases

12.2

&, T&Y/ae£55€,3,5(ce €8 QIO ®E; P2FI@ 12.4)

12.2B

&, T8/r+at8a€),5,5(e €3 Q3O ®3; RefIQ 12.4)

12.2(2)B78n¥8%. @ 5@ ®AF 35143, 39«39 &, 131+ 2€559 5€,5,556

12.2BC

én T§/¢%§éoaé 0_




12.2BW &, T&/s+a£55€p,3,5(2e€3" @I QP ®E; PRLFQ 12.4)
&, T&Ys+a£85€p,3,55€ @€ Q39 ®3; P2LIQ 12.25B
12.2BX
12.2(15)BX &¥&%. @ 3@ ®af a5 %3, 3@ «3€@ &,18%+2€83€ 3€,3,55
&, T&Vs+a£85€p,5,5(cee€d" Q3P ®E; PRLFQ 12.4)
12.2BY
12.2(2)BY 3a¥&%o @ 3@ ®af a5 3, 39«3 &, T8%+2€83 3€,3,55
12.2BZ 8, T8/ a£85Q 5 @ —
12.2CX 8, T8/t oE85@ 59—
12.2CY 8, T8/t £8P 5 @ —
12.2CZ &, T8/craeE85€p,3,55€,39 " 39 ®3, Caf%oaf @ 3,03, N33 @ ®IEEa Packee”
12.2DA 8, T8/t £8P 5 @ —
12.2DD &, T&Y/oeE85€,3,5(ce €8 @I QB®E; PRLIQ 12.4)
12.2DX &, T8/s+a£85€p,5,5(cee€3" Q3P ®E; P®RfFQ 12.4)
12.2EW 8, T&/toL85@ 39—
12.2EWA &, T8/t £8P 3 @ —
12.2EX 8, T&Ya-a£85€p,5,53€,1 2.2SE3@®ar»ee, @I@B®Afafaf1a, d@«c8»e|(E
12.2EY 8, T8/t oL 85 59—




12.2EZ 8, T8/t oL@ 3 @ —
12.2FX 8, t&/aeE859 3 @ —
12.2FY 8, T&/ L8593 @ —
12.2FZ 8, T8/st £S5 @ —
12.2IRA 8, T&/aec859 3 @ —
12.2IRB 8, T8/st £S5 @ —
12.2IRC 8, t&/to£83°3 @ —
12.2IRD 8, T8Y/at £S5 @ —
12.2IRE 8, 1&/to£83 3 @ —
12.21XA 8, T8/st £S5 @ —
12.21XB e, T/ +aeL88Q 3 @ —
12.21XC 8, T8/ aeL859 3 @ —
12.2I1XD 8, t&/caeE859 3 @ —
12.2IXE 8, T8/ L8593 @ —
12.2IXF 8, T8/st £S5 @ —




12.2IXG 8, T4/ +a£85@° 3@ —
12.21XH 8, T&/ £S5 3@ —
12.2JA 8, T4/ o853 €@ —
12.2JK 8, T&Y o859 3 @ —
12.2MB 8, T4/ o853 €@ —
12.2(15)M C1a»¥8%. € 3 @ ®afafaf1a, 5@ «a@ &, 18%+e€83€ 36,5,
12.2MC
Af%f3fV:4,112.2(15)MC2bar¥é™ @ 39«3 &, 1a%+e€83€ 4€,3,55 9%
12.2MRA 8, TaY/ o855 €@ —
12.2 MRB 8, T4/ o853 @ —
12.2S 12.2(30)S3, "8, S8%o @ 3@ ®af 5513, 'a«3@ &, Ta%+r€83 QP E5€,3,S
12.2(31)SB19
12.2SB
12.2(33)SB53, "4, S @ 3 @ ®af 3255143, 3«39 &,1a%+x€83 QT3
12.2SBC &, T8/t aeE85€p,3,53€ Q2 e€ QIO ®I; ®RLIQ 12.2SB
12.2SCA &, T8/taeE85€p,3,5(e0e€d" @39 ®I; ®ref5€ 12.2SCB
12.2(33)SCB10
12.2SCB 12.2(33)SCB9

12.2(33)SCB8




12.2(33)SCC5

12.2SCC
12.2(33)SCC4
12.2(33)SCD3
12.2SCD
12.2(33)SCD4
12.2SE 8, 1&/to£83°3 @ —
12.2SEA 8, T8/st £S5 @ —
12.2SEB 8, 1&/to£83Q°3 @ —
12.2SEC 8, T&Y/at £S5 @ —
12.2SED &, t&/caeE859 3 @ —
12.2SEE 8, T&/s £S5 @ —
12.2SEF 8, t&/aeE859 3 @ —
12.2SEG 8, T&/stoe£85Q 5 @ —
12.2SG 12.2(40)SG4, "8, S&%. @ 3 @ ®afafaf 143, 3«3 &,13%+2€85Q 3,3
12.2SGA 8, T&/sa£85Q 5 @ —
12.2SL 8, T8Y/st £S5 @ —
12.2SM 8, T&Y/sa£85Q 5 @ —




12.2S0 8, T8/t £ 85895 @—

12.2S5Q 8, T&/ £ 8393 @ —

12.2SRA 12.2(33)SRA6E, "8, S3%o @ 3 @ ®Af 3513, 49 «a@ &, T81+e€85 9 E5€
12.2SRB 12.2(33)SRB14, "8, S&%. @ 3 @ ®af 545143, 4«39 &,13%+e€85€EA4
12.2SRC &, T&/s+ot§5€p,3,55€ @ 12.2SREG @82 e€8" @3 «8;®ef

12.2SRD &, T8/t 85€p,3,55€ 9 12.2SREG @82 0e€3" @ 3@ <8, ®ef

12.2SRE 12.2(33)SRE1

12.2STE 8, T8/ a£85Q 5 @ —

12.2SU &, T&/s+a£85€,3,5(ee€3" @I QP ®E; P®RfFQ 12.4)

12.2SV 12.2(29b)SV13, "8, S&%e @ 3@ ®AF 545143, 'a@«3@ ¢,1a1%+x€85@EIQ
12.2SVA &, T8/t £ 8593 @ —

12.2SVC &, T&/ £ 8593 @ —

12.2SVD 8, T8/t £ 8593 @ —

12.2SVE &, T8/t £ 8393 @ —

12.2SW 12.2(21) SW16»¥8%0 @ 3@ ®EF a5 143, 5«39 &, T81+e€83€ 59,3,




BfeBfAEf Y8, 112.2(25) SW125¥E™M @ 5«39 &, T3Vt 2859 3€,3,55 0

12.2SX 8, T8/t £ 885 @ —

12.2SXA 12.2(17b)SXA23,°5, S8%. @ 3@ ®af 351143, 59«3 &,18%+e€83 Q@ ES

12.2SXB 12.2(17d)SXB73, "8, S&%. @ 3 @ ®Af 55143, 4@ «3 @ &, Ta1+e€83 ES.

12.2SXD 12.2(18)SXD24,"8, Si%.@ 3@ ®afafaf1a,'a @« ¢,1a1%+e€85€ Ea€

12.2SXE 8, T8/t £8P 3 @ —

12.2SXF 12.2(18)SXF7a€ " 12.2(18)SXFR3 @ ®3&; 3@ Ee, 1a%+3©85©™

12.2SXH &, T8/t 883 @ —

12.2SX| 8, T8/t £85 Q5 @ —

12.2SY &, T8/ ot 8a€p,3,55€,39 " 39 ®3, Caf%oaf @ 3,03, 33 @ ®IEEa Packee”

12.257 &, T8/-acE§5€p,3,55€,59 39 ®3, Caf%oaf @3, 33 @ ®IEEa Pafae”

12.2T &, T&Vs+a£85€,3,5(xe€3" @I Q®E; P®RfFQ 12.4)

12.2TPC &, T8/ ot §5€p,3,55€,59 39 ®3, Caf%oaf ©3,n3, 33 @ ®IEEa Pafae”
&, T&/s+a£55€,3,5(2e€3" @I Q®E; P®RfFIQ 12.4)

12.2XA

12.2()XAdr¥&%e@ 3 @ ®AF3F3F 13, 59«3 &, 18Vt2€559 5€,5,534




12.2XB &, T&/s+a£55€p,3,5(2e€3" @I QP ®E; PRLFQ 12.4)

12.2XC &, T&Vs+a£85€p,5,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.2XD &, T&/s+a£55€,3,5(xe€3" @I QP ®E; PRfIQ 12.4)

12.2XE 8, T8/t £8P 3 @ —

12.2XF 8, T/t oL85@ 3@ —

12.2XG &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®RfFQ 12.4)

12.2XH &, T8/t aeE85€p,3,5(r0e€a" QIO PRI, PRfIQ 12.4)

12.2X| &, T&Vs+a£85€p,3,5(ee€3" Q3P ®E; P®RfFQ 12.4)

12.2XJ &, T&/s+a£85€p,3,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.2XK &, T&/s+a£85€p,3,5(ee€3" Q3P ®E; P®RfFQ 12.4)

12.2XL &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.2XM &, T&Vs+a£85€,3,5(xe€3" @I Q®E; P®RfFQ 12.4)

12.2XN 12.2(33)XN 13,5, S&%. @ 3 @ ®afafaf 143, 49«3 &, 13%+2e€83 9 E3 €,
12.2XNA Cisco |0S XE 5 Yif+af 4, !5 85 ¢A@®a€@ ¢ 2€83,3€.C..800—30 '34€
12.2XNB Cisco |OS XE & Yaf-af 4 !4 84 ¢A@®a@ " 2€83,34€.C..800—30 '34€




12.2XNC Cisco 10S XE & Yifeaf 5, !5 85 ¢A@®a€ ¢ 2€83,8€.C..800—3€ 34
12.2XND Cisco |OS XE & Yaf-af 4 !4 84 (2@ ®a€@ " 2€83,4€.C..800—30 '34€
12.2XNE Cisco |OS XE 5 Yif+af 4. !4 85 ¢A@®a€@ ¢ 2€83,34€.C..800—30 '34€
12.2XNF Cisco |OS XE & Yaf-af 4 !4 84 (3@ ®a€@ " 2€83,4€.C..800—3@ '34€
12.2X0 8, T/t oL85@ 3@ —

12.2XQ &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®RfFQ 12.4)

12.2XR 8, T/t L85 39—

12.2XS &, T&Vs+a£85€p,3,5(ee€3" Q3P ®E; P®RfFQ 12.4)

12.2XT &, T&/s+a£85€p,3,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.2XU &, T&/s+a£85€p,3,5(ee€3" Q3P ®E; P®RfFQ 12.4)

12.2XV &, T&Vs+a£85€,5,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.2XW &, T&Vs+a£85€,3,5(xe€3" @I Q®E; P®RfFQ 12.4)

12.2YA &, T&Vs+a£85€p,8,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.2YB &, T8/craeE8a€p,3,55€,59 " 39 ®3, Caf%oaf @ 3,03, N33 @ ®IEEa Packee”
12.2YC &, T8/t §5€p,3,55€,39 39 ®3, Caf%oaf @ 3,03, 33 @ ®IEEa Pafee”




12.2YD &, T8/ ot 8a€p,3,55€,39 " 39 ®3, Caf%oaf @ 3,03, N33 @ ®IEEa Packee”
12.2YE &, T8/-oeE55€,3,55€,5 9 3@ ®3,Caf%oaf 3,03, 933 @ ®F€Ea Paefee”
12.2YF &, T8/ craeE85€p,3,55€,39 " 39 ®3, Caf%oaf @ 3,03, N33 @ ®IEEaPackee”
12.2YG 8, T8/t £8P 3 @ —

12.2YH &, T8/r+aeE85€p,3,55€,59 " 39 ®3, Caf%oaf @ 3,03, 153 @ A€ Ea Packee”
12.2YJ &, T8/oE85€,3,55€,5 9 3@ ®3,Caf%oaf 3,03, 935 @ ®IE€EaPaefee”
12.2YK &, T8/cracE8a€p,3,55€,59 " 39 ®3, Caf%oaf € 3,03, 153 @ A€ Ea Packee”
12.2YL &, T8/t 8a€p,3,55€,39 39 ®3, Caf%oaf € 3,03, 33 @ ®IEEa Packee”
12.2YM &, T&/s+a£85€p,3,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.2YN &, T8/ ot 8a€p,3,55€,39 " 39 ®3, Caf%oaf @ 3,03, 33 @ ®IEEa Packee”
12.2Y0 &, T8/-oeE55€),3,55€,5 9 "3 @ ®3,Caf%oaf 3,03, 935 @ ®I€Ea Paefae”
12.2YP 8, T8/ oE 855 @ —

12.2YQ 8, T8/t £8P 5 @ —

12.2YR 8, T/t L85 5@ —

12.2YS 8, T8/t £8P 3 @ —




12.2YT &, T8/ ot 8a€p,3,55€,39 " 39 ®3, Caf%oaf @ 3,03, N33 @ ®IEEa Packee”
12.2YU &, T8/-oeE55€,3,55€,5 9 3@ ®3,Caf%oaf 3,03, 933 @ ®F€Ea Paefee”
12.2YV 12.2(11)Y V15,3, S&%. @ 3@ @334 143, 4@ «3@ &, 13%+e€85 9 FE3 €,
12.2YW &, T8/oE85€,3,55€,5 9 3@ ®3,Caf%oaf 3,03, 9535 @ ®I€Ea Paefee”
12.2Y X &, T8/r+aeE85€p,3,55€,59 " 39 ®3, Caf%oaf @ 3,03, 153 @ A€ Ea Packee”
12.2YY &, T8/oE85€,3,55€,5 9 3@ ®3,Caf%oaf 3,03, 935 @ ®IE€EaPaefee”
12.2YZ &, T8/cracE8a€p,3,55€,59 " 39 ®3, Caf%oaf € 3,03, 153 @ A€ Ea Packee”
12.2ZA &, T8/t 883 @ —

12.27B 12.2(8)ZBar¥&%. @ 3@ ®af 55143, 3«3 &,TaV+e€85@ 5€,3,53€
12.22C &, T8/ ot 8a€p,3,55€,39 " 39 ®3, Caf%oaf @ 3,03, 33 @ ®IEEa Packee”
12.27D &, T8/-oeE55€),3,55€,5 9 "3 @ ®3,Caf%oaf 3,03, 935 @ ®I€Ea Paefae”
12.2ZE &, T&Vs+a£85€,3,5(xe€3" @I Q®E; P®RfFQ 12.4)

12.2ZF &, T&Vs+a£85€p,8,5(cee€3" Q3P ®E; P®R£FQ 12.4)

12.22G 8, T/t L85 5@ —

12.2ZH &, T&/s+a£85€,5,5(cee€3" Q3P ®E; PRfFQ 12.4)




12.27] &, T8/ craeE§a€p,3,55€,59 39 ®3,Caf%0af @3,13, 33 @®IEEa Rafar”

12.27L &, T8/ raeE85€p,3,55€,59 39 ®3,Caf%0af@3,13, 35 @ ®IEEa Rafar”

12.27P &, T8/ raeE§5€p,3,55€,59 39 ®3,Caf%0af ©3,13, 33 ®IEEa Rafar”
&, T8/ raeE85€p,3,55€,12.2SXHA@ ®iar» e, @ 3@ ®IF 5 14S, 5@ «C8»ej

12.27U 5
12.2(18)ZU&»¥ 3% 3 @®afafasf1ha, ' a@«3@ &,1a%+x€85¢@ 3€,3,53

12.27X &, T8/t 839 3@ —

12.27Y e, t&/ceec889 3 @ —

12.2ZYA &, T8/ o839 3@ —

Affected 12.3-Based Releases

12.3 &, T&/s+a£85€,3,5(cee€3" Q3P ®E; P®RfFQ 12.4)
12.3B &, T&Vs+a£85€p,3,5(cee€3" Q3@ ®E; ®R£FQ 12.4)
12.3BC 8, T8Y/st £S5 @ —
12.3BW 8, t&/caeE859 3 @ —
12.3EU 8, T&/a £S5 @ —
12.3JA 8, t&/caeE859 3 @ —




12.3JEA &, T8/ oL 8893 @ —
12.3JEB &, T8/t oL85€ 39—
12.3JEC &, T8/ oL 859 3 @ —
12.3JED &, T8/ oL 8593 @ —
12.3(2)JK3 59 %3 @83 @ ®AF3Fa5 143, 4«39 &,T3%txr€83€ 3€,3,5
12.3JK y
afeafafya 112.3(8)IK 1™ Y@ «3@ &,13%+2€83@ 3€,5,530%5€
12.3]L &, T8/ oL 8593 @ —
12.3JX &, T8/ oL 8593 @ —
12.3T &, T8/t aeE85€p,5,5(re€a" QIO PRI, RRfIQ 12.4)
12.3TPC 12.3(4)TPC11a 49 %3 @83 @ ®af 45143, 59«3 &,T8%+2€83 3@,
12.3VA &, T&Y/raeE85€,3,5(cee€d" @3 Q®E; PeFIQ 12.4T)
12.3XA 12.3(2)XA73,"8, S%o @ 3@ ®EF 35143, 49«3 @ 8,181+ €83 ESQ,3
12.3XB &, T8/+acE§5€p,3,55€,59 39 ®3,Caf%oaf @3, 33 @ ®IEEa Pafar”
12.3XC &, T&Vs+a£85€,3,5(ee€3" QI QBE; P®RfFQ 12.4)
12.3XD &, T&Vs+a£85€p,5,5(cee€3" Q3P ®E; PRLFQ 12.4)




12.3XE &, T&/s+a£55€p,3,5(2e€3" @I QP ®E; PRLFQ 12.4)
12.3XF &, T8/ ot §a€p,3,55€,59 39 ®3, Caf%oaf @ 3,03, 33 @ ®IEEa Pafae”
12.3XG &, T&/s+a£55€,3,5(xe€3" @I QP ®E; PRfIQ 12.4)
12.3X| 12.3(7)X1115,°8, S0 @ 3@ ®3F351%43, 59«3 &,Ta%+2€85Q FA @,
12.3XJ &, T&Y/raeE85€p,3,5(ce €S @ 3@ ®E; ®2eLi€ 12.3YX)
12.3XK &, T&/s+a£85€,5,5(ee€3" Q3P ®E; P®RfFQ 12.4)
12.3XL &, T8/taeE85€p,5,5(r0e€d" QIO ®I; ®RfIQ 12.4T)
12.3XQ &, T&Vs+a£85€p,3,5(ee€3" Q3P ®E; P®RfFQ 12.4)
12.3XR &, T&/s+a£85€p,3,5(cee€3" Q3P ®E; P®R£FQ 12.4)
12.3XS &, T8/t £8P 3 @ —
&, T&Vs+aE85€p,3,5(cee€8" Q3@ ®3; PRLIQ 12.4T)
12.3XU )
12.3(8)X U1ar¥&%o @ 3 @ ®af 341143, 4@ «a@ &, 13%+e€85€ 3€,3,53
12.3XW &, T&/s+a£85€p,3,5(cee€8" Q3P ®E; ®R£IQ 12.3YX)
12.3XX &, T&Vs+a£85€,3,5(ee€3" QI QBE; P®RfFQ 12.4)
12.3XY &, T&Vs+a£85€p,5,5(cee€3" Q3P ®E; PRLFQ 12.4)




12.3XZ &, T&/s+a£55€p,3,5(2e€3" @I QP ®E; PRLFQ 12.4)

12.3YA 8, T8/t £ 885 @ —

12.3YD 8, T&/ata£85Q 5 @ —

12.3YF &, T&/s+a£85€p,3,5(cee€8" Q3P ®E; ®R£IQ 12.3YX)

12.3YG &, T&Y/aeE85€p,3,5(cee€d @3 Q®E; PeFI@ 12.4T)

12.3YH 8, T8/t £8P 3 @ —

12.3Y1 e, Td/t L85 8 @ —

12.3YJ 8, T8Y/at £S5 @ —

12.3YK 12.3(11)YK 33, "8, S%. @ 3 @ ®af2 3255143, a@«3@ &,1a%+x€85@ T3 @,

12.3YM &, T&/s+o£85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)

12.3YQ &, T&V/oeE85€,5,5(cee€s" @I Q®E; PeFa€ 12.4T)
&, T&Vs+a£85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)

12.3YS y
12.3(11)Y S16»¥&%.@ 5 @ ®af2afaf1a, 3@ «5€@ ¢,1a%+x€83¢ 3€,3,S

12.3YT &, T&Vs+a£85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)

12.3YU &, T8+t 85€p,3,5(cee€d" Q3P ®3; PRLIQ 12.4T)




12.3YX 12.3(14)Y X 17
12.3YZ 8, T&Ysta£85€p,5,53€,3 9 3@ ®3,Caf%0af @ 3,13, 935 @ ®IEES Ractae
12.3ZA &, T8/t aE85€),3,5(ce €3 IO ®E; RefIQ 12.4T)

Affected 12.4-Based Releases

12.4 12.4(25d)

12.4GC 12.4(24)GC2

12.4JA &, t&/caeE859 3 @ —
12.4JDA 8, T8/ aeL859 3 @ —
12.4IDC 8, t&/caeE859 3 @ —
12.4JDD 8, T&/stoe£85Q 5 @ —
12.4JHA 8, t&/aeE859 3 @ —
12.4JHB 8, T&/ L8593 @ —
12.4)K 8, T8Y/st £S5 @ —
12.4)L 8, T&/sta£85Q 5 @ —
12.4IMA 8, T8Y/st £S5 @ —




12.4MB 8, T8/t oE85@ 5@ —

12.4JX 8, T8/t £ 885 @ —

12.43Y 8, T/t L85 5@ —

12.4MD 8, T8/t £8P 3 @ —

12.4MDA 12.4(22)MDA4

12.4MR &, T&Vs+a£85€,3,55€ @€ QAP ®3; PxLIQ 124MRA

12.4 MRA 12.4(200MRA1

12.4SW 12.4(15)SW63, "5, &% 3@ ®afaf 8143, 39«3 &, T8%+2€83 9 E3Q,
12.4(15)T14

12.4T 12.4(20)T6
12.4(24)T4

12.4XA &, T8/+aeE§5€p,3,5(re€S " QA O ®E; ®REF € 12.4T)

12.4XB &, T&Y/raeE85€p,3,5(cee€s" @I Q®E; PefI@ 12.4T)

12.4XC &, T8/c+aeE85€p,3,5(ee€S" QAQ®E; ®REF € 12.4T)

12.4XD &, T&Y/raeE85€,5,5(ce €S @I Q®E; PeFIQ 12.4T)

12.4XE 12.4(6)XE53, "3, S0 @ 3 @ ®EF 88143, 49«39 &, 181+ 2e€839 ESQ,3




12.4XF &, T&Vs+a£85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)

12.4XG 12.4(9)X G538, "8, S%ho @ 3@ @A 35143, 59«3 &, Ta1+2€85Q FEA €,

12.4XJ &, T&Vs+ot§5€p,3,5(cee€8" Q3P ®E; PRLIQ 12.4T)

12.4XK &, T&Vs+at85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)

12.4XL &, T8/r+aeE85€p,3,55€,59 " 39 ®3, Caf%oaf @ 3,03, 153 @ A€ Ea Packee”

12.4XM 12.4(15)XM 33,5, $8%. @ 3 @ ®af a5 13, 59«39 &,18%+e€85 9 E5 @

12.4XN &, T8/cracE8a€p,3,55€,59 " 39 ®3, Caf%oaf € 3,03, 153 @ A€ Ea Packee”

12.4XP &, T8/t 8a€p,3,55€,39 39 ®3, Caf%oaf € 3,03, 33 @ ®IEEa Packee”
12.4(15)X Qar¥&%o @ 3@ ®aF 55143, 'a <3 &, Tal+r€85€ 5€,3,53

12.4XQ y
afeafoafysa, 112.4(15)X Q6 e™ Q3 @« @ &, 13%+2€85@ 3€,3,55€ %8

12.4XR 8, Ta&V/-oec85@ 3 @ —

12.4XT &, T&Vs+aE85€p,3,5(cee€8” Q3@ ®3; PRLIQ 12.4T)

12.4XV &, T8/c-aeE8a€p,3,55€,39 " 39 ®3, Caf%oaf @ 3,03, 33 @ ®IEEa Packee”

12.4XW &, T&Vs+at85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.4T)

12.4XY &, T&Vs+ot§5€p,3,5(cee€8" Q3P ®E; PRLIQ 12.4T)




12.4XZ7 &, T8/t aE8a€),3,5(e €3 IO ®E; ®efIQ 12.4T)

12.4YA &, T&Vs+a£85€p,3,5(cee€8” Q3@ ®3; PRLIQ 12.4T)

12.4YB &, T&Vs+a£85€p,3,55€,3 9 "3 @ ®3,Caf%oaf @ 3,05, 95 3@ ®IEE 4 Pt
12.4YD &, T&Vs+a£85€p,5,55€, 39" 3@ ®3, Caf%oaf @ 3,05, 9539 ®IEE 4 Pafr”
12.4YE 12.4(24)YE15, "8 S @ 3 @ ®Ef 31251143, 3@ «3@ &,1a%+x€85@ T3 @,
12.4YG 12.4(24)YG3

ay+éY ¢4, a@—ae'a,« 15.0
afMafa,'a@®afrasrasna,’

15.0M 15.0()M3

Cisco 76005€53,"3€>100003, 524 143,°5f «af 144,113, T8 14t e €85 28

15.0¢c8’

Cisco ASR 10003, -8 %if V43, O&f «&f Vaaf "1V A3EECisco |OS-X E4 Yoif«af 4 14, §
15.0XA &, T/t aE8a€),3,5(e €3 93O ®3; ®efI@ 15.1T)
15.0X0O 8, T8V toES3Q 3 @ —

aéY 4, d@—ae'd,« 15.1
af™Mafa,'a@®afrafrasna,’

15.1(1)T1
15.1T
15.1(2)T0a




15.1XB &, T/t aE8a€p,3,5(e €3 93O ®3; ®efi@ 15.1T)

Cisco |OS XE &, V58f+af 4, '8,84, ¢

XE;;;%?%I 50"50®3, 5% 03,13, 1555 Dee€s 959 i ; OeEAFaf 35 %E, | 20108 9
2.1.x 8, T&/t £S5 3 @ — 8, Taataek
2.2.X 8, TaVat L8583 @ — &, Ta/ ot
2.3.X 8, TaV/at e85 3 @ — 8, Tal/ ot
2.4.x 8, TaVat e85 3 @ — 6, Tal/ataet
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