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<#root>

Router#

show version

Cisco IOS Software, 2800 Software (C2800NM-ENTSERVICES-M), Version 15.1(2)T, 
    RELEASE SOFTWARE (fc1) 
Technical Support: http://www.cisco.com/techsupport 
Copyright Â©) 1986-2010 by Cisco Systems, Inc. 
Compiled Mon 19-Jul-10 16:38 by prod_rel_team 
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tcp brief 
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<ip address|hostname> 
...ã€�ãƒ—ãƒãƒ³ãƒ—ãƒˆã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ãƒ«ãƒ¼ã‚¿ã�«ã‚ˆã�£ã�¦é–‹å§‹ã�¾ã�Ÿã�¯çµ‚äº†ã�•ã‚Œã�ŸæŽ¥ç¶šã�¯ã€�clear

tcp tcb 

0x<address>ã‚³ãƒžãƒ³ãƒ‰ã�§é–¢é€£ä»˜ã�‘ã‚‰ã‚Œã�ŸTCBã‚’ã‚¯ãƒªã‚¢ã�™ã‚‹ã�“ã�¨ã�§ã€�ã‚½ã‚±ãƒƒãƒˆãƒ†ãƒ¼ãƒ–ãƒ«ã�‹ã‚‰å‰Šé™¤ã�§ã��ã�¾ã�™ã€‚

CLIã‚³ãƒžãƒ³ãƒ‰debug ip tcp 

transactionsã�®å‡ºåŠ›ã‚’èª¿ã�¹ã‚‹ã�¨ã€�ã‚¨ãƒ©ãƒ¼ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã€Œconnection queue 

limit reached: port <port number>ã€�ã�¾ã�Ÿã�¯ã€ŒNo wild listener: port <port 

number>ã€�ã�Œè¡¨ç¤ºã�•ã‚Œã‚‹å ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�¾ã�Ÿã€�show tcp brief all 
CLIã‚³ãƒžãƒ³ãƒ‰ã�®ç¹°ã‚Šè¿”ã�—å‡ºåŠ›ã�§å¤šã��ã�®TCBã�ŒSYNRCVDã�¾ã�Ÿã�¯SYNSENTçŠ¶æ…‹ã�¨ç¤ºã�•ã‚Œã‚‹å ´å�ˆã�«ã‚‚ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

æ¬¡ã�®ä¾‹ã�¯ã€�TCP 
SYNRCVDçŠ¶æ…‹ã�§è¤‡æ•°ã�®HTTPã€�SSHã€�ã�Šã‚ˆã�³Telnetã‚»ãƒƒã‚·ãƒ§ãƒ³ã�Œã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

Example#show tcp brief all 
TCB       Local Address               Foreign Address             (state) 
07C2D6C8  192.168.0.2.443             192.168.0.5.11660           SYNRCVD 
07C38128  192.168.0.2.23              192.168.0.5.35018           SYNRCVD 
07C2DD60  192.168.0.2.443             192.168.0.5.19316           SYNRCVD 
07C2A8A0  192.168.0.2.80              192.168.0.5.13818           SYNRCVD 
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�™ã�¹ã�¦ã�®TCPã‚»ãƒƒã‚·ãƒ§ãƒ³ã‚’ã‚¯ãƒªã‚¢ã�™ã‚‹ã�«ã�¯ã€�clear tcp tcb 

0x<address>ã‚’ä½¿ç”¨ã�—ã�¦é–¢é€£ã�™ã‚‹TCBã‚’ã‚¯ãƒªã‚¢ã�—ã�¾ã�™ã€‚ã�¾ã�Ÿã�¯ã€�ç®¡ç�†è€…ã�Œclear

tcp tcb 

*ã‚’ç™ºè¡Œã�—ã�¦ã€�ã�™ã�¹ã�¦ã�®TCBã‚’ä¸€åº¦ã�«ã‚¯ãƒªã‚¢ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚

æ³¨ï¼šã�“ã‚Œã�¯ã€�ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�ªTCPæŽ¥ç¶šã�¨ãƒ�ãƒ³ã‚°ã�—ã�¦ã�„ã‚‹TCPæŽ¥ç¶šã‚’ã�™ã�¹ã�¦ã‚¯ãƒªã‚¢ã�—ã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCti18193 

(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�«ã�¯ã€�Common
Vulnerabilities and Exposures(CVE)IDã�¨ã�—ã�¦CVE-2010-
2827ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

TCPã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³å›ºæœ‰ã�®æƒ…å ±ã�®ä¸€éƒ¨ã�¯ã€�æ¬¡ã�®é …ã�§èª¬æ˜Žã�—ã�¾ã�™ã€‚

Telnetã�Šã‚ˆã�³SSH

Cisco 

IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�§Telnetã‚’æ˜Žç¤ºçš„ã�«ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�¯ã�§ã��ã�¾ã�›ã‚“ã€‚è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®vtyå›žç·šã�§transport

input 

noneã‚’è¨å®šã�™ã‚‹ã�¨ã€�TCPãƒ�ãƒ¼ãƒˆ23ã�§æ‚ªç”¨ã�•ã‚Œã‚‹ã�®ã‚’é˜²ã��ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ã�Ÿã� ã�—ã€�Cisco
IOS 
SSHã‚µãƒ¼ãƒ�æ©Ÿèƒ½ã�Œãƒ‡ãƒ�ã‚¤ã‚¹ã�§è¨å®šã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�transport

input 

noneã‚’ä½¿ç”¨ã�—ã�¦ã‚‚ã€�TCPãƒ�ãƒ¼ãƒˆ22ã�§ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œæ‚ªç”¨ã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã‚¹ãƒ—ãƒ¼ãƒ•ã‚£ãƒ³ã‚°ã�•ã‚Œã�ŸIPé€�ä¿¡å…ƒã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’ä½¿ç”¨ã�—ã�¦ä¸�æ£åˆ©ç”¨ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹ã�Ÿã‚�ã€�vtyã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆ(vty)ã‚’è¨å®šã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’éƒ¨åˆ†çš„ã�«ç·©å’Œã�§ã��ã�¾ã�™ã€‚

ãƒœãƒ¼ãƒ€ãƒ¼ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ãƒ—ãƒãƒˆã‚³ãƒ«

Border Gateway 

Protocolï¼ˆBGPï¼›ãƒœãƒ¼ãƒ€ãƒ¼ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ãƒ—ãƒãƒˆã‚³ãƒ«ï¼‰ã�§è¨å®šã�•ã‚Œã�Ÿãƒ«ãƒ¼ã‚¿ã�¯ã€�Generalized
Time to 
Liveï¼ˆTTLï¼›ä¸€èˆ¬åŒ–å˜ç¶šå�¯èƒ½æ™‚é–“ï¼‰ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ¡ã‚«ãƒ‹ã‚ºãƒ (GTSM)æ©Ÿèƒ½ã‚’ä½¿ç”¨ã�—ã�¦ã€�ã�•ã‚‰ã�«ä¿�è·ã�§ã��ã�¾ã�™ã€‚GTSMã‚’ä½¿ç”¨ã�™ã‚‹ã�¨ã€�é€�ä¿¡å…ƒã‚¢ãƒ‰ãƒ¬ã‚¹ã�¨å®›å…ˆã‚¢ãƒ‰ãƒ¬ã‚¹ã�®é–“ã�®ãƒ‘ã‚±ãƒƒãƒˆã�®äºˆæƒ³ã�•ã‚Œã‚‹TTLã‚’è¨å®šã�§ã��ã�¾ã�™ã€‚GTSMãƒ�ã‚§ãƒƒã‚¯ã�«å¤±æ•—ã�—ã�Ÿãƒ‘ã‚±ãƒƒãƒˆã�¯ã€�TCPå‡¦ç�†ã�Œç™ºç”Ÿã�™ã‚‹å‰�ã�«ãƒ‰ãƒãƒƒãƒ—ã�•ã‚Œã‚‹ã�Ÿã‚�ã€�æ”»æ’ƒè€…ã�¯BGPã‚’ä»‹ã�—ã�¦ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�“ã�¨ã�¯ã�§ã��ã�¾ã�›ã‚“ã€‚GTSMã�¯ã€�ttl-

security hopsã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦å®Ÿè£…ã�•ã‚Œã�¾ã�™ã€‚

BGPã�®ä¿�è·ã�«ã�¤ã�„ã�¦ã�®è©³ç´°ã�¯ã€�ã€Žã‚¨ãƒ³ã‚¿ãƒ¼ãƒ—ãƒ©ã‚¤ã‚ºå�‘ã�‘Bord
er Gateway Protocol(BGP)ã�®ä¿�è·ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

BGPã�®TCP 
MD5èª�è¨¼ã�§ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�¯é˜»æ¢ã�•ã‚Œã�¾ã�›ã‚“ã€‚

å›žé�¿ç–

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti18193
https://sec.cloudapps.cisco.comRPF/register/register.do
http://www.cisco.com/web/about/security/intelligence/protecting_bgp.html#7
http://www.cisco.com/web/about/security/intelligence/protecting_bgp.html#7
http://www.cisco.com/web/about/security/intelligence/protecting_bgp.html#7


ã�“ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹å”¯ä¸€ã�®å®Œå…¨ã�ªå›žé�¿ç–ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’è„†å¼±ã�«ã�™ã‚‹ç‰¹å®šã�®æ©Ÿèƒ½ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�§ã�™ï¼ˆã�“ã�®ã‚¢ã‚¯ã‚·ãƒ§ãƒ³ã�Œå®Ÿè¡Œå�¯èƒ½ã�ªå ´å�ˆï¼‰ã€‚

æ£å½“ã�ªãƒ‡ãƒ�ã‚¤ã‚¹ã� ã�‘ã�Œè©²å½“ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«æŽ¥ç¶šã�§ã��ã‚‹ã‚ˆã�†ã�«ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’æŠ‘ã�ˆã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ã€Œã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ�ãƒªã‚·ãƒ³ã‚°ã€�ã�Šã‚ˆã�³ã€Œã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ã‚¢ã‚¯ã‚»ã‚¹ãƒªã‚¹ãƒˆã�®è¨å®šã€�ã�®ã‚µãƒ–ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚TCPã‚¹ãƒªãƒ¼ã‚¦ã‚§ã‚¤ãƒ�ãƒ³ãƒ‰ã‚·ã‚§ã‚¤ã‚¯ã�¯å¿…è¦�ã�ªã�„ã�Ÿã‚�ã€�åŠ¹æžœã‚’é«˜ã‚�ã‚‹ã�Ÿã‚�ã�«ã�¯ã€�ã�“ã�®ç·©å’Œç–ã‚’ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚¨ãƒƒã‚¸ã�§ã�®ã‚¢ãƒ³ãƒ�ã‚¹ãƒ—ãƒ¼ãƒ•ã‚£ãƒ³ã‚°å¯¾ç–ã�¨çµ„ã�¿å�ˆã‚�ã�›ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ã�®Ciscoãƒ‡ãƒ�ã‚¤ã‚¹ã�«é�©ç”¨å�¯èƒ½ã�ªä»–ã�®ç·©å’Œç–ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«é–¢é€£ã�™ã‚‹Ciscoé�©ç”¨å¯¾å¿œç–é€Ÿå ±(h
ttps://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-2010081

2-tcp)ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Cisco IOS ãƒ‡ãƒ�ã‚¤ã‚¹ã�®å¼·åŒ–ã‚¬ã‚¤ãƒ‰

Cisco Guide to Harden Cisco IOS 

Devicesã�«ã�¯ã€�TCPçŠ¶æ…‹ã�®æ“�ä½œã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹ã�Ÿã‚�ã�«å½¹ç«‹ã�¤å¤šã��ã�®ãƒ†ã‚¯ãƒ‹ãƒƒã‚¯ã�®ä¾‹ã�Œè¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚802.11
ã�®æ¨™æº–è¦�æ ¼ã�«ã�¯ä»¥ä¸‹ã�Œã�‚ã‚Šã�¾ã�™ã€‚

Infrastructure Access Control Listï¼ˆiACL; ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ ã‚¢ã‚¯ã‚»ã‚¹ 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ãƒªã‚¹ãƒˆï¼‰ 

•

å�—ä¿¡ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆ(rACL) •

ãƒˆãƒ©ãƒ³ã‚¸ãƒƒãƒˆã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆ(tACL) •

vtyã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆ •

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ãƒ—ãƒ¬ãƒ¼ãƒ³ ãƒ�ãƒªã‚·ãƒ³ã‚°ï¼ˆCoPPï¼‰ •

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ä¿�è·(CPPr) •

ã�“ã‚Œã‚‰ã�®ãƒˆãƒ”ãƒƒã‚¯ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�ã€ŽCisco Guide to Harden Ci

sco IOS Devicesã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

CoPP

TCPã‚µãƒ¼ãƒ“ã‚¹ã‚’æ��ä¾›ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�®å ´å�ˆã€�ç®¡ç�†è€…ã�¯CoPPã‚’ä½¿ç”¨ã�—ã�¦ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’å®›å…ˆã�¨ã�™ã‚‹ä¿¡é ¼ã�§ã��ã�ªã�„é€�ä¿¡å…ƒã�‹ã‚‰ã�®TCPãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ãƒ–ãƒãƒƒã‚¯ã�§ã��ã�¾ã�™ã€‚CoPPæ©Ÿèƒ½ã�¯ã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹12.0Sã€�12.2SXã€�12.2Sã€�12.3Tã€�12.4ã€�ã�Šã‚ˆã�³12.4Tã�§ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚CoPPã�¯ã€�æ—¢å˜ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ�ãƒªã‚·ãƒ¼ã�¨è¨å®šã�«å¾“ã�£ã�¦ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�•ã‚Œã‚‹è¨±å�¯ã�•ã‚Œã�Ÿãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�®ã�¿ã‚’æ˜Žç¤ºçš„ã�«è¨±å�¯ã�™ã‚‹ã�“ã�¨ã�§ã€�ç®¡ç�†ãƒ—ãƒ¬ãƒ¼ãƒ³ã�¨ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ã‚’ä¿�è·ã�—ã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ã�¸ã�®ç›´æŽ¥æ”»æ’ƒã�®ãƒªã‚¹ã‚¯ã�¨åŠ¹æžœã‚’æœ€å°�é™�ã�«æŠ‘ã�ˆã‚‹ã‚ˆã�†ã�«ãƒ‡ãƒ�ã‚¤ã‚¹ä¸Šã�§è¨å®šã�§ã��ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�ç‰¹å®šã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯è¨å®šã�«é�©ç”¨ã�§ã��ã�¾ã�™ã€‚

 

 

! 

!-- The 192.168.1.0/24 network and the 172.16.1.1 host are trusted. 

!-- Everything else is not trusted. The following access list is used 

!-- to determine what traffic needs to be dropped by a control plane 

!-- policy (the CoPP feature.) If the access list matches (permit), 

!-- then traffic will be dropped. If the access list does not 

!-- match (deny), then traffic will be processed by the router. 

!-- Note that TCP ports 22 and 23 are examples; this 

!-- configuration needs to be expanded to include all used 

!-- TCP ports. 

! 

 
 
access-list 100 deny tcp 192.168.1.0 0.0.0.255 any eq 22 
access-list 100 deny tcp 192.168.1.0 0.0.0.255 any eq 23 

https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100812-tcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100812-tcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100812-tcp
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml


access-list 100 deny tcp host 172.16.1.1 any eq 22 
access-list 100 deny tcp host 172.16.1.1 any eq 23 
access-list 100 permit tcp any any 
 
 
 

! 

!-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4 

!-- traffic in accordance with existing security policies and 

!-- configurations for traffic that is authorized to be sent 

!-- to infrastructure devices. 

!-- Create a class map for traffic that will be policed by 

!-- the CoPP feature. 

! 

 
 
class-map match-all drop-tcp-class 
  match access-group 100 
 
 
 

! 

!-- Create a policy map that will be applied to the 

!-- Control Plane of the device, and add the "drop-tcp-traffic" 

!-- class map. 

! 

 
 
policy-map control-plane-policy 
 class drop-tcp-class 
  drop 
 
 
 

! 

!-- Apply the policy map to the control plane of the 

!-- device. 

! 

 
 
 
control-plane 
 service-policy input control-plane-policy

 

è¦å‘Šï¼šã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�Ÿã‚�ã�«TCPã‚¹ãƒªãƒ¼ã‚¦ã‚§ã‚¤ãƒ�ãƒ³ãƒ‰ã‚·ã‚§ã‚¤ã‚¯ã�¯å¿…è¦�ã�ªã�„ã�Ÿã‚�ã€�é€�ä¿¡å�´ã�®IPã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’ã‚¹ãƒ—ãƒ¼ãƒ•ã‚£ãƒ³ã‚°ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã€�ä¿¡é ¼ã�§ã��ã‚‹IPã‚¢ãƒ‰ãƒ¬ã‚¹ã�‹ã‚‰ã�“ã‚Œã‚‰ã�®ãƒ�ãƒ¼ãƒˆã�¸ã�®é€šä¿¡ã‚’è¨±å�¯ã�™ã‚‹ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆ(ACL)ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

å‰�è¿°ã�®CoPPã�®ä¾‹ã�§ã�¯ã€�æ‚ªç”¨ã�®å�¯èƒ½æ€§ã�Œã�‚ã‚‹ãƒ‘ã‚±ãƒƒãƒˆã�¨ã€Œpermitã€�ã‚¢ã‚¯ã‚·ãƒ§ãƒ³ã�Œä¸€è‡´ã�™ã‚‹Access
Control 
Entryï¼ˆACEï¼›ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ã‚¨ãƒ³ãƒˆãƒªï¼‰ã�«ã‚ˆã�£ã�¦ã€�ã�“ã‚Œã‚‰ã�®ãƒ‘ã‚±ãƒƒãƒˆã�¯ãƒ�ãƒªã‚·ãƒ¼ãƒžãƒƒãƒ—ã�®ã€Œdropã€�æ©Ÿèƒ½ã�«ã‚ˆã�£ã�¦å»ƒæ£„ã�•ã‚Œã�¾ã�™ã�Œã€�ã€Œdenyã€�ã‚¢ã‚¯ã‚·ãƒ§ãƒ³ï¼ˆå›³ã�«ã�¯ç¤ºã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ï¼‰ã�Œä¸€è‡´ã�™ã‚‹ãƒ‘ã‚±ãƒƒãƒˆã�¯ã€�ãƒ�ãƒªã‚·ãƒ¼ãƒžãƒƒãƒ—ã�®dropæ©Ÿèƒ½ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚CoPPæ©Ÿèƒ½ã�®è¨å®šã�¨ä½¿ç”¨ã�«ã�¤ã�„ã�¦ã�®è©³ç´°ã�¯ã€�ã€Žã‚³

ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ�ãƒªã‚·ãƒ³ã‚°ã�®å®Ÿè£…ã�«é–¢ã�™ã‚‹ãƒ™ã‚¹ãƒˆãƒ—ãƒ©ã‚¯ã
ƒ†ã‚£ã‚¹ã€�ã�Šã‚ˆã�³ã€Žã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ�ãƒªã‚·ãƒ³ã‚°
ã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html


iACLã�®è¨å®š

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚’é€šé�Žã�™ã‚‹ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ãƒ–ãƒãƒƒã‚¯ã�™ã‚‹ã�“ã�¨ã�¯å›°é›£ã�ªå ´å�ˆã�Œå¤šã�„ã�§ã�™ã�Œã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å¯¾ã�—ã�¦çµ¶å¯¾ã�«è¨±å�¯ã�—ã�¦ã�¯ã�ªã‚‰ã�ªã�„ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ç‰¹å®šã�—ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�®å¢ƒç•Œã�§ã��ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ãƒ–ãƒãƒƒã‚¯ã�™ã‚‹ã�“ã�¨ã�¯å�¯èƒ½ã�§ã�™ã€‚ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£
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Embedded Event Manager(EEM)

Tool Command Language(Tcl)ã�«åŸºã�¥ã��Cisco IOS Embedded Event 
Manager(EEM)ãƒ�ãƒªã‚·ãƒ¼ã‚’è„†å¼±æ€§ã�®ã�‚ã‚‹Cisco 
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�§ä½¿ç”¨ã�™ã‚‹ã�¨ã€�ã�“ã�®è„†å¼±æ€§ã�«ã‚ˆã�£ã�¦å¼•ã��èµ·ã�“ã�•ã‚Œã�Ÿãƒ�ãƒ³ã‚°ã€�æ‹¡å¼µã€�ã�¾ã�Ÿã�¯æœªå®šç¾©ã�®TCPæŽ¥ç¶šã‚’ç‰¹å®šã�—ã�¦æ¤œå‡ºã�§ã��ã�¾ã�™ã€‚ã�“ã�®ãƒ�ãƒªã‚·ãƒ¼ã�«ã‚ˆã‚Šã€�ç®¡ç�†è€…ã�¯Cisco
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�®TCPæŽ¥ç¶šã‚’ç›£è¦–ã�§ã��ã�¾ã�™ã€‚Cisco IOS 
EEMã�Œã�“ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�®å�¯èƒ½æ€§ã‚’æ¤œå‡ºã�™ã‚‹ã�¨ã€�ãƒ�ãƒªã‚·ãƒ¼ã�¯syslogãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�¾ã�Ÿã�¯Simple
Network Management 
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Tclã‚¹ã‚¯ãƒªãƒ—ãƒˆã�¯ã€�Cisco Beyond: Embedded Event Manager(EEM)Scripting Community(http://f

orums.cisco.com/eforum/servlet/EEM?page=eem&fn=script&scriptId=2041

ãƒªãƒ³ã‚¯)ã�‹ã‚‰ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚ãƒ‡ãƒ�ã‚¤ã‚¹ã�®è¨å®šä¾‹ã�¯æ¬¡ã�®ã�¨ã�Šã‚Šã�§ã�™ã€‚

 

 

! 

!-- Location where the Tcl script will be stored 

! 

 
 
event manager directory user policy disk0:/eem 
 
 

! 

!-- Define variable and set the monitoring interval 

!-- as an integer (expressed in seconds) 

! 

 

http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801afc76.shtml
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801afc76.shtml
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t7/feature/guide/gt_btsh.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t7/feature/guide/gt_btsh.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t7/feature/guide/gt_btsh.html
http://www.cisco.com/web/about/security/intelligence/protecting_bgp.html#7
http://www.cisco.com/web/about/security/intelligence/protecting_bgp.html#7
http://www.cisco.com/web/about/security/intelligence/protecting_bgp.html#7
http://www.cisco.com/go/ciscobeyond
http://forums.cisco.com/eforum/servlet/EEM?page=eem&fn=script&scriptId=2041
http://forums.cisco.com/eforum/servlet/EEM?page=eem&fn=script&scriptId=2041


 
event manager environment EEM_MONITOR_INTERVAL 60 
 
 

! 

!-- Define variable and set the threshold value as 

!-- an integer for the number of retransmissions 

!-- that determine if the TCP connection is hung 

!-- (a recommended value to use is 15) 

! 

 
 
event manager environment EEM_MONITOR_THRESHOLD 15 
 
 

! 

!-- Define variable and set the value to "yes" to 

!-- enable the clearing of hung TCP connections 

! 

 
 
event manager environment EEM_MONITOR_CLEAR yes 
 
 

! 

!-- Define variable and set to the TCP connection 

!-- state or states that script will monitor, which 

!-- can be a single state or a space-separated list 

!-- of states 

! 

 
 
event manager environment EEM_MONITOR_STATES SYNRCVD SYNSENT 
 
 

! 

!-- Register the script as a Cisco EEM policy 

! 

 
 
event manager policy monitor-sockets.tcl 
 
 

! 
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


