Cisco
0S4, Laf+af 4,4, 84 ¢A@®TCPaI 9 «a@Sae'a,<Den
of Service(DoS)a@®e, talstae€s

&, Caf%odf € a,na, flaFraFnlD : cisco-sa CVE-2010-
Hi gh 20100812-tcp 2827

& @a...~é-«@—Y¥ : 2010-08-12 21:30

af @afva, afsas 1.1: Find

CVSS3,14,33,¢: 7.8

726 ¢¢- : No Workarounds available

Cisco af€a,° ID : CSCti18193

Y- &3@«ad, d,«ef...3 t3@ A€QecteZiQ«ad,"a,<aZYr-13QREQZA...~ a1 a ¢
o, 6@

Cisco
|0SA®5 15f+af 5, I8, 88, CAf 5 YA, 115.1(2) TA@® FE€Q@TCPCCoC«af3,5af%3,°3 9«39 S5 9'3,<a,pafuaf s, s

Q"3 ®e,T81+2€83,5 @2£3OC " 3QO™E, IOV, QIQ QL 1IQ §;..8 | 93€,5,550%36>3,"3€,5

5,4,14%5@ €939 3O®,13%+2€839«a %at aO™35,3@Y3,939«Cisco
10S3,%af-af"4, ! 4,83,¢afafaf143,"15.1(2)T0aa, af*af*af%a,' d@ —a @i @—3 @ YaE,

3@ "3a@®3,Caf%05f€@a,13,95°5€ A€ @https://sec.cloudapps.cisco.com/security/center/content/CiscoS
ecurityAdvisory/cisco-sa-20100812-tcp &€ 83...~é—3€+3,Ed@ | 3@, @HIQ™E,

€023Y%" e£V2d" @

59" 3O ®e,13%+2€83Q®E111EY; 3,89 —3€9'5,«5QRIG 3€@Cisco

10S3,"%af-af"a, | 3,8a,¢cafafaf%a,"15.1(2)Ta @ 3©'a @83 @™3€,8»-a@®Cisco
10S3,%af*3°4, ! 3,83, Cafafassa, a@ av+éY:3,'a9—i9'ae%a€»3,"a€,Cisco I0S
XE&,%af+af°4,! 4,85,¢5€€Cisco I0S XR3,1af*3f°5, ! 5,83,C3€@5€53,"3€°Cisco NX-
0S3,%af-3f°4,15,83,5@ I€QIQ"3@®e,Ta1+rE839®IV+EY:3,'4Q—3Q'a@%I>3,"3E,

&, &/t e85 @ ®a@,a,<e£%23" @

Ciscoaftaf €4,0a,'a€ ECisco
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10S3,%af+afa, ! 4,83,¢afa5af%3,"15.1(2)Ta, a@Ye|FiQ@—3€@ | 36,33 39 3€9I9"39BRIftaf@a
Cisco IOS a,%af-af"a, | a,8a,¢

af*afeafaa,'a, @I P™Ma i@ «3Q aEQaftafea na,'a@«afs ca,niffa@9—ae | show

version 8,3afZaf3af%.a,’ av; @ L£A€Q | a€@a,-a,'aFtaf

é.f@éﬁé.f%é,'éi"gn°§0—50%§0m§€,"| nternetwork Operating System Software" &€ " Cisco

I0OS Software" 3€,5,<3€,3€@ a€"3,E3,%03@«€i28V1%3@™3a,3,-3,'aftaf
Af@afSafui€«3, " 3QLa@  aftar€s,na,'a€8 Cisco I0S

a,%2af+af"a,13,83,Ca@EC haf@PaO—3€ | 3€,3,30"3€@ 3,'((°°QIQPBIQPQIPNIG™EE,
QQPIQORINES, @I@«a,nafiafd, Q@I Ex-3A1IQPRE-"3Q@«e| (n°i@3, Ei€QPY35€,5@ |
"Version" 3@ Cisco IOS §,%.afaf"a, a," a,¢

afeafeafaa,' a @@ 3@ Ee| (ri@a, EG@ANIQ9™AE,a»-39®35, 3,3,

3ftafed,na,'3¢83€ 3€@show version

8,%8f78f38f %A@ EA"de " 3P —a9°a P AQL£AHVA,SACHIYaQBII 853 Q ER| " ¢n°aH+a,EIQV?

> 8@ ®a%4a€@ 3€E@Cisco
10S3,%af+af"a, | a,8a,caffafasa, 15.1 (2)T§,’é®Véi(l'é@—éf—:@é,néﬁéfé.fﬁf%éf«é@-é,(l’é@ =L
ENTSERVICES-Ma@83€,3,<3,-3,'3,°e£1,3"@4,'(r°3@—3€@ | 3€,3 93O ™aE,

<#root>

Router#

show ver si on

Cisco IOS Software, 2800 Software (C28@@ONM-ENTSERVICES-M), Version 15.1(2)T,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright Aeo) 1986-2010 by Cisco Systems, Inc.

Compiled Mon 19-Jul-10 16:38 by prod_rel_team

<output truncated>

Cisco
|OSA, Voiif +4f 8, 18, 84, CAfAfoaf YA, 1@ B4 Q@8 @3%0taP®e; 1585 f..4 +3€ FEQIEZA[>
{8 oaf af SAfYVaAf* Af YVa/SCisco | OSAfaf o4, jAf ~Ef34, 18, ~, 0af %o

%Qér,églg'"§ée_é0 : éQQéQ 50'50"5€,

)

&, tal/oc€8a, 49 «8,"89839,80°80,30"59 O E(°° QI Y4, EGHVRELA"§

3@ ®Cisco
I0S3,%2af+af"a, | é,§§,Céf@éf%é,,éf§éﬁé0_50“50®é,,Té%iae€§5Q®éVziév(’,é,’éé—éé’éé%ééé‘

8@ ®E, 3,3 °f1L8"QIQ«I95i,3Q | FEHIO"TO®S, Caf%af @A, 13,0359 ®V+6Y:5, 89 —3
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eo3¢ °
TCPa@ a€@afa raffaf d°ne@ af@affaf af aflud, ¢°acfa@8a;ié %x€83QP®é«a@,aftafa, a%e e

Cisco |0SA, Vsafaf "4, '4 83 ¢a@STCPeZ¥ (Y35 @ ECp,3°TAO™E, 3@ "IEQ 1P €9 3%af-5F-

3ff3, (TCB)a€ E&%0%8,58%- 5@ | §,%03, E3 @ %3 @™3€,8%0%3,5312"3€ | 3,%03, F3QYIQO™MI©'5€ | 5©®
tcp brief

all & 3Af 78f%8f %odf ©F, nAf34, 0Af34, (Af V.8, §5, 08 Y(CL1)3, 38f Z8f 38 %02 ®AT°3S 3@« ' ¢°a € +3, E3 %3¢

Cisco

|OSA, Vo8f+af "4, '3, 84, ¢af @af143, 3F83F%15.1(2)Ta@«3@ €93 @areYTCPeZ¥ Y553 ESYNRCVDcST ..
tcp brief

all & 3af 78f %8 %oa@ ®E1°85>3, 0t oe+°8>78%: 5@ '5,<3@ "3EQTCPA, »3ff4, 38550 Ea€"3,ES, %03 @ B3

5O"IQ®, T8Vt 2E53Q GEQIFIAfOE,05, 159 «E, 3OLIQ | U ,c« 53, EIQVIEQIO%IOVIO AftS

af «Af Vi, A9 IQBE-"3PP®E je-'3PPrZ¥Y3TPEIH 3O ®E, Ta%+2€83,3% 3@ QLU 3O 3O™IO
<ip address|hostname>

.. JEQAF—afafaf—af 3@ Ee| (r°a@+3, EIQAUIQP™AE,af«af13,: 3«3, 3QLIQ | 6383 QAUIPYIO
tcp tcb

Ox<addr ess>3, 38f 78 3af %oa€p 86 -CEE£3» " 3€'8, %03, EZQYTCBE,'3,” 4f°5,C3@™5,:3Q"3€ 3©83€93,143,
CL1&,3af zaf3af %odebug ip tcp
transaCti0n55.0®é13°5§>5,'éag_501§,<§Q"§€0§,"5.f©§f%§fiéff§,>>§f%§,,§€CEconnection queue

limit reached: port <port number>3€@3 Q%I @PY3€ F€ENo wild listener: port <port
number>3€Q 3@ Ee| ¢r°d+a,(Ed Q A@ d€Q@aftaf@a,nad,'d@«e,tal%+r€83@QEI A dQ™5,« 3@ efY;
5@ %3 @YIE@show tcp brief all
CLIé,3éfiéf3§f%oéQ®g1°§,§ég_"éQ—éi°é§>é@§énéé@@é@@TCBéQCESYN RCVD3€%3€©Y3€ SYNSEI

B 3P®I%AQ FEQTCP
SYNRCVD¢SYz...c3@8enize-°3@®HTTPAEQSSHAE 9355, 3@ Telnetd, »3ff3, 4f85 5@ E3€,5,<aft3

Example#show tcp brief all

TCB Local Address Foreign Address (state)
@7C2D6C8 192.168.0.2.443 192.168.0.5.11660 SYNRCVD
@7C38128 192.168.0.2.23 192.168.0.5.35018 SYNRCVD
@7C2DD6@ 192.168.0.2.443 192.168.0.5.19316 SYNRCVD
@7C2A8A0 192.168.0.2.80 192.168.0.5.13818 SYNRCVD

<output truncated>



OMiQ'3@ | dOB®TCPA,»aff3,-4f84f33,d, 4f°4,Ca@™35,<3Q«3€ d€@clear tcp tch

Ox<address>3,’ 84" 4@ —a€ | 6-CEEL3Q™E,TCBE,'3, 3f3,CIQP—3Q%IQP™IE€,39AUIQPYIQ FEQCB(
tcp tch

*3, ™Mo (@ —3€@ | A€QIQO™MIQ 3@ | dOBRTCBE,'3,€3° 3@«3, af3,Ca@™a«39" 39 3,593 Q @3¢

& 1/3Q"a,Ea@ 3€93,Ca, afta £if-3@°TCPRZY¥(N35€ 3f€af3,°39—3€  3€,3,TCP2Z¥cY335,a

d@"a@®e,Ta%+x€83€ €@Cisco Bug ID CSCti18193

(c™»eE2af 1af Y8, 18°,¢" ) a@«e " "e%%03 @ 3, Ei@ | i@, a QNIAQP™MIE Q" IQPBRE, TN+t EI Q@ FEQC
Vulnerabilities and Exposures(CVE)IDa@ “a@—a€ | CVE-2010-

282753 E3%0%3,5812"3€) | 5,%03, E3@ | 36,59 %IO™EE,

TCP3, ¢af —afaa, +af V4, -af §af 38 aoa@ ®aef...4 +3Q®3 €6 3@ F€P2-3QP®¢ .. 398072 7539 —3¢
Telnet3€Sa, " a€3SSH

Cisco
|0Saf1af €3,13,'3€8Telnetd, ' Z¢n°cs, 39 «C, i85S4 «3O™3 Q3@ 3 933P QIO%IH 5 a8
input

noned,’ & aRSAQP™3,«3@ FEQTCPIf@af1haf 23398x, " 3€+3,E5,«<39R3,/€iQ @iV i€ 19 TiQ!
I0S

SSH3,pafhaf@aeoVYefha@Eaftaf€ans, 'a€8e a®353€ 3, Ei€ 56,3, 39 3@ a€@transport
input

nonesd,’ dv:C" G@p—a€p | 4, a€QTCPaf@afaf 223@8aftaf@a,nd,'a@Ex, (" 3€+3,E35,<3Q"3@ 3@ &

50"3Q®8,18%teE83Q 3, 5f—afhaf 3, £33, 595, E5QVIPEEQE;i8..55,Caf%0af~3, "8, 8% " &

$

Af cefif VAfEAfY.A, 2AfYAf 4, A, 83, paf—Aaf Af &, %Af «

Border Gateway

Protocolivs BGPiY»af ceifv.af EafY.8, 28f VAf 4, '3 83, oaf —af af 4, 38f «iYhod€p8e " d®33 @3, EI@Yaf«af14a, ¢ 3
Time to

Liveita TTLiV8,€8"-aE-3" ¢339 eflaae™,é-"114%0d,»3,af¥af2af 13, £33, «afE,°3f (GTSM)e©Yef)a, 8V
security hopsa, 3af Zaf3af %od,” docC’ a€p—a€ | ABVYeE. . 3€+3, Fa@AUIQ™EE,

BGPA@®4; @& 3@ «39rie, i@ | 3@RLO 3@ I€QIE/A afa (AfYVaf—af08 04 °5€'a€'Bord
er Gateway Protocol(BGP)i€@®4; @&-5€3,'3€,C..809—3€  dQ Q3@ 3€°39,3€,

BGPa@®TCP
MD5e*@e 113 @83@ I€QIQ"3Q®e,Ta%tr€8aQRI @2LI"OC" 4@ € »2(a@ 3, EaQHIQA,"aE,

76 éC-
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5O"5Q®8, T4Vt RESE 1@ ) FP™E, 3" 3 €5ORIRES... 3920769 (-5@ FEQAFLIFQE,nA, E,e, 13
L8/ 59 3F1aF 98,05, 5€ 59 5@ ELORL"GO™E, AFaf @ 03, 89 «R7¥ 1359559 95,3, 50 T50«

éf@éfféféf_éf%é,_é’r...é@@Ciscoéfiéf@é,aéﬂé@«é@@g”"éo_éﬁ/zéQaé»—éé®g-©é'CEg—éQ«ééaé
ttps://sec.cloudapps.cisco.com/security/center/content/CiscoA ppliedMiitigationBull etin/ci sco-amb-2010081
2-tcp)a,’ 4€,C..8339—3€ | A9 QIO 30°39,3€,

Cisco |0S &f taf 8,153, '3 ®3 V-4 E-3,~,535%o

Cisco Guide to Harden Cisco |0OS
Devicesi@«3€ 3€QTCPSY . .«3@Px"@a12003@®8, TaVi+a€85, e» e  a@P ™3, 2@V, @3 «a12 c«d
AQP®x ™Mx’-¢ @2 %é@«éQ_é»¥é,<é0@50,5550%5\0”"5&

« Infrastructure Access Control Listiv4iACL; & oaf3af+af©3 14f a4f©3, af @afE 5,¢a, a,»a,"
3,°535f afafaaf« afea," af " %%o

« 3@—3a;i3,¢a, a,»a3,"3,’afaf afafnaf«afea, af (rACL)

- 8f"af©af3a, affaf a ¢a, & »a,'a %afaf afafyuaf «afea, *af (tACL)

* Vtyd €3, 8 »8 14,3af3af af af vaf «af%a,*af”

* 3 33f3af afafv.af« af—af -afv.ar af €afrea, afa, iva” CoPPi%%o

o &3af3af afafv.af«af—af-afyv.afa;ee-(CPPr)

5€"3,E3, %03 @®If af'affa, 4@ RO °5QP«aQPni®, 39 | 3@ 3€€5€7Cisco Guide to Harden Ci
sco 10S Devices3€€3,'3€,C..309—3€ | 09 QIO 3630 ,3E,

CoPP

TCP3 ff V875,18, 0@ @ ¥ 3@ ™3,<3;...8 | Q5@ E3Q,3,Af13f 95,135,508 39 I€Q RO TEE...59 (
10S3,1.8f-35°8, 5,85,C 3 af255143,"12.0S5€€12.2SX3€ 9 12.255€6 12.3T4€ 9 12.45€ 936 53,"56°12.41

- The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.

- Everything else is not trusted. The follow ng access list is used
- to determne what traffic needs to be dropped by a control plane
- policy (the CoPP feature.) If the access list matches (permt),

- then traffic will be dropped. If the access |ist does not

- match (deny), then traffic will be processed by the router

- Note that TCP ports 22 and 23 are exanples; this

- configuration needs to be expanded to include all used

- TCP ports

access-list 100 deny tcp 192.168.
access-list 100 deny tcp 192.168.

255 any eq 22

1.0 0.0.0.
1.0 0.0.0.255 any eq 23


https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100812-tcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100812-tcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20100812-tcp
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml

access-list 100 deny tcp host 172.16.1.1 any eq 22
access-list 100 deny tcp host 172.16.1.1 any eq 23
access-list 100 permit tcp any any

1-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
l-- traffic in accordance with existing security policies and

1-- configurations for traffic that is authorized to be sent

l-- to infrastructure devices

l-- Create a class map for traffic that will be policed by

l-- the CoPP feature

class-map match-all drop-tcp-class
match access-group 100

!
l-- Create a policy map that will be applied to the
I-- Control Plane of the device, and add the "drop-tcp-traffic"

1-- class nap.
1

policy-map control-plane-policy
class drop-tcp-class
drop

!
1-- Apply the policy map to the control plane of the

I-- device.
|

control-plane
service-policy input control-plane-policy

Q& SV 5O R, 1312853 @ REL O 3O™E,GOVE, QIO «TCPS, 5755%3, ! 5,53, n3F @ 5f355%03,-

%o @e;°aQ@®COPPIQPRENIPIQ 3€EQR, (" IQPRIQ efrx€’i@Ea@,a,afa,+affaf a€@ a€Eper
Control

Entryita"ACEi%»>3,¢a, 3,»3,"a,2af*af afaflaf«a, afaf afi%%od@«3,"d QL@ | 3€Q "3, ES, %03 @®AS
&fsaf afafyAaf «af—af -af VAfaf a3, 3F°3,°a @ ®ARVYeL .. 3@ «é-C3Q™], a5, 'af af —3f03, &

f13.£3,'56© 3953, 3 @>3€74 336 f af af v.af «af—af -afvafaf @afa, ara,°

#€3,99,0.83090—3€ | 30QIQ 39°39,3€,



http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
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http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html

IACLA@®e"a®

af @Affaf af afud, 3, 6€36@Z3€@™3,af afOaf+a £33, 3, af-afaffa, 3@O™a Q"3 3@ 3°6£3€°
ACL 3@ af@affaf af afua, &,»a,af¥afafta £a@®af™a,'as”

3f—af0a, aft3,£3,'3€ "e€f3€°3,%03,F3€ ' 3€53,53€ 930959 58O ®C%0'a®35Q®E, TaVita€83
3,»3,4fYaF5f15,F3 3@ B®é+2eY(3, 598> 78S 20YefLi€ 39— | e6fr.. . RI9™E,&;..8 QIOCE
rotecting Y our Core: Infrastructure Protection Access Control Lists

HEQPIQPAO €A, nafafaf03,'af 5f03, afQaffa; @e-ACLAO®E,~3,085%0afO3,naf5€ "7 3% 54

BGPa@®e€fae...0a%é ...

GTSMa@«3,"3@L£i€@ | e a®3a 3, E3@YTTLAf@4,85ff5, 3,af3,'3€@—3€3€,3f1af@3,03,"5€ 3, %0¢
GPa@«3,°3,TTLA,»3,3f¥aaf 13, £5f€48,85ffd, 3@ ®3,uaf@afhif 53653, 39>5€7/BCPIQ «
3,3,a"cYS3@ efrrae™, é-"(TTL)a,»a,af¥afaft3,£af€a,8aff3,

#€43,99,0.83090—3€ | 30QIQ 39°39,3€,

Embedded Event Manager (EEM)

Tool Command Language(Tcl)a€ «aY°a€@¥3€ @ Cisco I0S Embedded Event
Manager(EEM)af@afa,-af%a,'e,tal+e€83@®a€,a,«Cisco

[0Saftaf€pa,nd,'a@8a%i¢" d@™35,< 3@ A€QIO"IQP®E,1a1+2€8I@Q«3,"3QLIQP | 3113 Q QLU 3O "5¢€
[0Saftaf€a,na, a0®TCPan¥g1]“ '0fe | -39 @3IeNIe™at, Cisco I0S
EEM3@ES@"3@®e,Taltr€83@RA @rLA"OC" dQPRAQ &f1re€83,'ereifPaQ9™i 3@ I€EQIfQAS
Network Management

Protocol(SNMP)af af©affaf—3,é€@5;i3@—a€ | TCPaZ¥cY33,/a, 4f°5,C30™4,39"3€ 3983€HA;C

Tcl3, 18, afeaf—af"a€p a€€ Cisco Beyond: Embedded Event Manager(EEM)Scripting Community(http:/f
orums.cisco.com/eforum/servl et/ EEM ?page=eemé& fn=script& scriptl d=2041
Afoaf38, ) a€p<3,%0af€3, | 4P afaf1ha %03 @8I @ QAP HIG™IE,afFaf@a,03,'aQ®E AR5 EQ 2-jaQ®

1-- Location where the Tcl script will be stored
!

event manager directory user policy disk®:/eem

- Define variable and set the nonitoring interva
- as an integer (expressed in seconds)
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http://forums.cisco.com/eforum/servlet/EEM?page=eem&fn=script&scriptId=2041

event manager environment EEM_MONITOR_INTERVAL 60

1-- Define variable and set the threshold val ue as
I-- an integer for the nunber of retransni ssions
l-- that determne if the TCP connection is hung
1-- (a recomended value to use is 15)

event manager environment EEM_MONITOR_THRESHOLD 15

!
1-- Define variable and set the value to "yes" to

1-- enable the clearing of hung TCP connections
!

event manager environment EEM_MONITOR_CLEAR yes

I-- Define variable and set to the TCP connection

l-- state or states that script will monitor, which
1-- can be a single state or a space-separated |ist
1-- of states

event manager environment EEM_MONITOR_STATES SYNRCVD SYNSENT

1-- Register the script as a C sco EEM policy
!

event manager policy monitor-sockets.tcl
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