Ciscodf+4, |4, 08, ¢4, '8, OAfVAf«8, ffVAf & 1[4, Af¥a

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2010-

High | 20100804-fwsm 2819
& a...~é-«@—Y¥ : 2010-08-04 16:00 CVE-2010-

af @afvaa, afsaf 1.0 : Fina 2818
CVSS3,14,%,¢: 7.8 CVE-2010-

&76€¢¢- : No Workarounds available 2821
Ciscoaf€4a,°ID : CVE-2010-
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Cisco Catalyst 65008, -&f24f Y4, °4, 14, vaf faf @ 3€ 53,3 3Cisco

76003,-af2af%a,°af«afsa,;¢" " a@®Cisco Firewall Services

Module(FWSM)3€«3€ 3€€3-83 | ™M3@«( °a- Y33, E3@YSUNRPCIQHIQPYIQ (%0'a®35Q®TCPAS"

FWSM3@®3f5faf143f%03, 8% 3@ Q-3 5O™3Q &f1x€859RIQ,5,@nix-"1@®e,T81+2E53C
S, QTN QP QIO &33P ES,3,559%UIQ™AEE,

5 515,50 30"5,E3, %3908, Ta%tee55«3 %at! 3@™3a,8,%:aF3f 3, 5,53,¢5, Caffaf—aftafaaf a, s
&5 TV S, S, %odO ®, 3%+ 2 €559 4759, 3@ «CC«EAP—3O | 59, 5QUIOMIE 3,5, 2OVA™ 5
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ecurityAdvisory/cisco-sa-20100804-fwsm 4€83...~é—3€+3, Ed@ | 3@, @HhI@™3E,
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Cisco Catalyst 65008, -af3af Y8, %4, 14, oaf faf @ 3€ 53, a€>Cisco
76003,-afaf%a,caf«afaa,:¢" " a@®Cisco Firewall Services
Module(FWSM)3€ 3€@enixrCa@®e, Ta%+rE85@ @3 1+EY:3, 39— 34O ™IE,311E6Y;5,3€
FWSM3,af+af3,! 4,83,C3@Raf@af1a, 383 5€ €@ %0'aR35Q®, T81i+2€85 9«3, 3QL£3€ | ¢t

SUNRPCA, naf4, 14f &, 3, -Af8a%5@ «6-C a9 ™3, <DoSe,, TaVat e €S

Cisco
FWSMa, 28f«af"4, 8, 83, ¢éf05f%é,,éf§éf33.x50§”,“5034.x§0_5€05u NRPC3,03f33,"af83, a,-3f83F°a¢

SUnRPCA3, ndf33, 18 %3, 3, -4 §5f%5€@ Ea20e%085'3@«3 939 £3€ | 59,3, 393 Q03O TIHE,'(C°° Q5@
service-policy | include
sunrpca, 3af7af3af %08, AV & EA@ — € @ 2 - @ ®a%E @ «(r°I QO ™3, 39 T3 «31°8539 Fe;"36+3,E

<#root>

fwsm#

show service-policy | include sunrpc

Inspect: sunrpc , packet @, drop @, reset-drop 0

4@ %3QYIEQSUNRPCA,nafS, 435, 4, 5f83 5@ Eee%0dS' 3@ «3 Q3 QL3 | 50,3, Af15f @5 05,2

<#root>

class-map inspection_default

match default-inspection-traffic
|

policy-map global_policy
class inspection_default

i nspect sunrpc

!
service-policy global_policy global

& 1/:8Cisco ASA

55003, -af2af V-8, %@ ©3; 0edzd,»a,af¥afafta,£3,Caf—af©a,0a,caf%3,'a@ € @I Q"3 Q®3,Caf%0af @3
ASA

55003, 3f%813,°6 @ ©48; 00&7<8,»3,4f¥afaf13,£3,Caf—3f03,13,C 355, '5@ «81+éY;3,5,75€ 5,39 &
Security
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100804-asa

ttps://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20100804-asa
5€83.. ¥r%0 3 @3 Q@ IQNIQ™NEE,

TCP3, fif vAaf“ 4, 1o’ 4@ | 3@ ®e,, TaVat €S

Cisco

FWSM 3, Y28 +af "4, |3, 83, ¢af @aflad, 3f8af33.xa ©53,"393%4.x3€9 3€Qafraf«afQafcaf1haf%oith a»®aef
+ ASDMe®ic@13,¢a, §,»3,’
e Telnet
» SSH

FWSM 3@ E3575f«3f @ afCaf%af%03@8aca1ei@—i® 50,3, 39309 TaOE, (O QFH™3,
moded, 38f 2838 %od, 8oiC” AP —F QIO ™IE,

<#root>
FWSM(config)#
show node

Security context mode: multiple
The flash mode is the SAME as the running mode.

230 ®3, 23233 %03, 81" 5@ —3€  HTTPSA, uaf1haf @3, e0e%03S 56«39 —5€€192.168.1.0/2

<#root>
asa(config)#
http server enable

asa(config)#

http 192.168. 1.0 255. 255. 255.0 insi de

asa(config)#

telnet 192.168.1.0 255.255.255.0 inside

asa(config)#

ssh 192.168.1.0 255.255.255.0 inside

5, Y-Af-af 4,4 84, CAf @ aF1a, 3F5aF 39 BCCoR% @

ARY & (E5 3@ ®Cisco
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FWSM3,%af-af"a, | a,83,ca@®af@afaa, afsafa, ccoe’@a@™a, < @«a¢ a€@Cisco

10S3,%af-af"a, ! 4,83,¢39%439Y3@ Cisco

Catalysta,2afsaf-afuafta,£a£°a,°4,-3,"aftaf a,%.af-af 3, | a,8a,¢ a3 €<, %oshow

modul e, 3&f Z8f38f %08, cT™O¢| EA@—a € | 3€ @3, 3,"af taf 4€«3,0a%8,'af afhif«a @3, 3@ | 39,3,

&89 ®a%a@ €@ Cisco FWSM(WS-SVC-FWM-
1)a@E3,"afaffaf 2a€p«a,paf’a,'af afhaf«a€+a,Ea€@ | 59,3,<3,-3,'af1af &,/ (r°a@—3 € | 3©,3Q%a

<#root>

switch>

show nmodul e

Mod Ports Card Type Model Serial No.
1 16 SFM-capable 16 port 1000mb GBIC WS-X6516-GBIC SAL@6334NS9
2 6 Firewall Module WS-SVC-FWM-1 SAD10360485
3 8 Intrusion Detection System WS-SVC-IDSM-2 SAD09320897
4 4 SLB Application Processor Complex WS-X6066-SLB-APC ~ SAD@93004BD
5 2 Supervisor Engine 720 (Active) WS-SUP720-3B SAL@934888E
Mod MAC addresses Hw Fw Sw Status
1 0009.11e3.ade8 to 0009.11e3.adf7 5.1 6.3(1) 8.5(0.46)RFW Ok
2 0018.ba41.5092 to 0018.bad4l1.5099 4.0 .2(1) 3.2(2)10 0k
3 0014.a290c.9956 to 0014.a90c.995d 5.0 7.2(1) 5.1(6)E1 0k
4 @014.a90c.66e6 to 0014.a90c.66ed 1.7 4.2(3) ok
5 0013.c42e.7fe® to 0013.c42e.7fe3 4.4 8.1(3) 12.2(18)SXF1 Ok

HEEP—3©,3,"3faffaF 3@ Ee ! GPnIPEQLIPYE,%0FEshow module <slot
number >3, 3&f 28f (%08, C™o8| EA — 3@ | € Q23 QP BEHE P« IO™E, 5O TIP«IEQIBYEES 56

<#root>

switch>

show nodul e 2

Mod Ports Card Type Model Serial No.
2 6 Firewall Module WS-SVC-FWM-1 SAD10360485
Mod MAC addresses Hw Fw Sw Status

2 0018.bad41.5092 to 0018.badl.5099 4.0 7.2(1) 3.2(2)10 Ok

[...]



5 SEQ®AMAQ FEQFWSMIQES,1af+af"3,! 5,83, Caf@afha, af8asr3.2(2)103,a@Ye|Ei@—i€ | 59

a® 1V.8Cisco | OSE, Yoaf «af "3, 15, 88, Ca@ ®aee€e; a@®af@aflia, afsaffa@83€@ a€@show
moduled, 3af 78f35f %.a€ ®31°35>3 @ «3 €, ¢4, Jaf¥afnaf«a@®a,af-af'a, | a,8a, caf@afaa, afsafrae
module <slot number >3, 38f Z3f33f %03, AR Y & Ea@ ™4 ,<3;...¢ | @3 @ 3,3 ,S3@%3€3,"3€,

a»®aef33, 18, vaf faf @45°3,°4,-3,"af taf (VSS)a,'a%i¢" d@—a@ | 3€ @239 °3 @ ®c%oOc@TCisco
Catalyst

65003,-3f%af%3a,°3,'a,naffaf@a,'1 a@ri@®e«-c@Ta»®xf3,'d,raffaf Q3@ 3@ —a@ | dcd/2003 €3
module switch

all& 3af 28f38f %08, 8/C" 8@ —a€p | 3€ 93,3, naffaf@15€ "a,"3,paffaf @3 @ «A+23 Q™A A Q™33 @
module <slot

number>3@ ®31°8S>3@«a% %@ | 59,39 %IO™IHEIEQVSSEt.. .59 B®E,5,"3,naffafPIQBEFCS,

39%IQYIQ IEQPX-iTORIVIQP«r°IHP™E, 3PP «IEQSshow
version3d,2af7af3af%oa, a1 " 59 —a€ | FWSMAa€ A, %00 e/ ¥af@afk3, 3f8aff...4 +3,/89-3%—a

<#root>

FWSM>

show ver si on

FWSM Firewall Version 3.2(2)10
[...]

Cisco Adaptive Security Device

Managerivs ASDMiYo8, 8oiC" a@p—a € | affaf€@a,na,'a, (Ric@ 139 —3€ | 39,3, 4@ 3@ I€Qaf:
3,13,£3F335%03, 3@ ®e| € QI QPAUIYYFQ ASDM

a,a,£afaf%od, | 3@ ®3- ! éSéQ«é,Vzéf'é.f“é, '3,83,C3@®Af@af1aa, Af8af 3@ Ee| ¢u°a@-a,ES @i

FWSM Version: 3.2(2)10
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SUNRPCA, 0af34, 14188, 3, -Af8Af35@ «6-C39™a,<D0Se,, Tt €]

Cisco
FWSM é0_5€05unRPCé,néFé,1éféé,_é,-éf§éf350CEaeoe%oé§1é@«é@aéQEéQ 139,38« 0Q AQPOPIO«

o V59" 8, EA, %0a @ B8, Ta/-a£85@ CE€SEQZAf aFOES3,£3ff3, 39«3, 3QLI9 | 5QORIQ: 8130

&€"3,E3, %03 @®¢,Tal+x€83€ a€€Cisco Bug ID

CSCte617101%"¢c™»éE?af | af14a,9a°,¢" 1% %03 €€ CSCte61622(

GTMSECERAfIEYA T8, ¢ ) BEQ A @58, 3@ CSCte61662(cyeaf IAf Y4 18°,¢7 )49 3@ —a€ | e-fae> AE-3€+3,0
Vulnerabilities and Exposures(CVE)IDad@ "d@—a€ | CVE-2010-28183€€ CVE-2010-
28193€53,"39°93€ E93€ «83%0%83%0°5€+3, E3@ | 59,30 %IO™3€9 €3, E5€73,EVE-2010-

28203 @83 ™a<,

TCP& ffYAf* 4 1o 46 | 39 ®@, TaVat €5

3@ "3 €39® FWSM

3,/ente: 3 @Pa»Pxfaftaf@a,nd, 39«3 159'3,36"5€ 3@ EIQ &fLaH85€Q3"3,Ea€ TS »3,3f
5,°3f°513,3,'4f 3¢ 3'143€°3,E3,4,, 5QRIP8IQO™IE,8€,5,°3F°513,3, 4 36 F€ Q15O ®E,»3,A.
SfQafes, af A€, naf’a ;afhaf 3,853,038, 3€ @355, 393, Caf%oafYasfa, ' af af-3f14,:8,8, ™M@ 3¢ |
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3ftaf€a,na, 3@ «a%iQ | 5€,3Q%UIQ™IE af7af«af @ &,3a1°aF14,3,aF"

3fCAf14Ef %03 @83@ ansi@QIQPRROYeSLIQES PafQIfKaf 3€+3,Fi€  3€53,S53€Q36"5, EI
Sftaflhaf-af«3€@afa,id,na,¢ca,  5,0afhif«eOYef i€ P39 S53, 3@ (RO TaOYerLiQP EL O «3@%3,

Cisco

FWSM&a€@ 3€@a€E€£3Q@RTCPASfE,+affaf a8, é€@a;ia@™a, 653 @«a€@e° Qe i@+ 3, i@ |3€,350°
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G "3@®e,TaV+x€85¢ €@ Cisco Bug ID CSCtg68694
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SUNRPC3, 0df33, 1433, 4, -4 83f35@®e,Ta%+x€83 €@ €93 @ 9363 3@ 3¢ SunRPCE,raf3,"afsa, ¢
inspect
sunr pcd, af 287381 %08,  cT™O& (FAQ ™3 <3 @ 3@ "3 «3,°5,55€@SUnRPC3,0af5,'af33, 4,-584F°5,',,jaS'a€

TCP
DoSE@®&,13%+2€83 @ 3€Q5;ié %hiQP8IQ 5,353, af 3@ EHTTPI€HSSHICHI9%UIHYI@Q Telnet

<#root>

asa(config)#

http server enable

asa(config)#

http 192.168. 1.0 255. 255. 255.0 inside
asa(config)#

tel net 192.168. 1.0 255.255.255.0 inside
asa(config)#

ssh 192.168. 1. 0 255. 255. 255. 0 i nsi de

af@asfaf af afua, at..a€@® Cisco
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TCP3, ff /87" 3, lox’ 4@ | 3@ ®, 18V 2€5(CSCtg68694)
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