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snmp-server community public RO
snmp-server community private RW
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snmp-server community public RO 99
snmp-server community private RW 99
snmp-server community public view <mib> RO 99
snmp-server community private view <mib> RO 99

access-1list 99 deny any
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event manager applet cisco-sa-20100707-snmp

event timer countdown time 30

action 10 c1i command "enable"

action 20 cli command "configure terminal"

action 30 c1i command "no snmp-server community public RO"
action 40 c1i command "no snmp-server community private RW"
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action 50 c1i command "end"
action 60 c1i command "disable"
action 70 syslog msg "Hard-coded SNMP community names as per Cisco Security Advisory cisco-sa-20100707
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I--- Deny SNMP traffic from all other sources destined to
!--- configured IP addresses on the IE3000.

[

access-1list 150 deny udp any host 192.168.0.1 eq snmp
access-1list 150 deny udp any host 192.168.1.1 eq snmp

[

I--- Permit/deny all other Layer 3 and Layer 4 traffic in
!--- accordance with existing security policies and configurations
!I--- Permit all other traffic to transit the device.

[

access-1list 150 permit ip any any

[

I--- Apply access-1ist to all Layer 3 interfaces
I--- (only two examples shown)

[

interface Vlanl
ip address 192.168.0.1 255.255.255.0
ip access-group 150 1in

interface GigabitEthernetl/1
ip address 192.168.1.1 255.255.255.0
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