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ETLTWATNAREFTT,

fESEtENH2>Rm

ZHIB/N—T32NDCiscolOSY T R ITITHBEEBL, SIPXYE—JZREITDRSICEHE
ENTVWBRIRAOATFNA AN EEZZTERT,

CiscolOSY 7 RIJITDOTRIEDN—23 2T, F7AILRNTRESIPXY t—2 FBENE
H A, dial-peer voice AN RZRITLTHAVILET ZERTH L. SIP7OEANHKBE
. Cisco IOST/NA ATSIPXY E—IFBEhET, £, ePhone’s &N Cisco Unified
Communications Manager Express® — SO #EEZERE TS &, SIP7AOEAN BBWICHBE
N3, FNAAGSIPXYE—20NBZBHBRLET, RS THIREDHZRICALET

o

dial-peer voice <Voice dial-peer tag> voip

Cisco IOST /N A4 ADMELE Tdial-peerdN > RZKREL TFNA ANSIPAY E—D Z0EBTE
BDEIICTRETTHEL, EEEEshow processes AN REFHATZEETEET |
include SIPN> RZEZEITL T, CiscolOSY 7RI ITHNSIPXY+—22EBIS70€A
ZERITLTVRLESHZHIELET . XOHITE., 7O ACCSIP_UDP_SOCKET& 1z (&
CCSIP_TCP_SOCKETHZE&E T =8, Cisco IOST/NA ANSIPXY t—2 0BT H &N
RENTVET,

<#root>
Router#
show processes | include SIP

149 Mwe 40F48254 1 400023108/24000 0 CCSIP_UDP_SOCKET
150 Mwe 40F48034 4 1 400023388/24000 0 CCSIP_TCP_SOCKET

N
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(FE¥hH B =%, show processes |include SIPOIX > REFEATZE, BENHKREIN RD
BEICKETZRDYIC, FNAANSIPXY E—2#0BLTVWRAESH ERIETEET
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Cisco Unified Border Elementf X—J £ NS DfSsEOREEZZ(TE T,

3£ : Cisco Unified Border Element#gE ( IH#:Cisco Multiservice IP-to-IP Gateway ) (&.
CiscoNILFH—ERT—RNIVIATTY NTA—LTEET D454 CiscolOSY T R I ITT
AX=DTY, &R&E, E¥21UT«4, O-IIT7RIvZ3I2HEHE, Quality of Service(QoS).
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4> LT show version AN REFE>T, PATL/NFT—ZRTRULET, "Internetwork
Operating System Software", "Cisco |0S Software" 2 Wk NS ICELUT D AT AL NT
— K 2TFNAL1ATCiscolOS YT RIITHABEBLTVR L EZBRTEXT, TOES
CAX—=DZNFEIMOBICRREN, £V T "Version" & CiscolOS Y7 RNIITF7 UIU—RAHR
HFRRENET, O A F/N14 AT, show version AN RABEELEL 2V, Bl
ODEANRTENLEYLET,

LTI, Cisco®mIZT, I0SUU—X 12.3(26) AEEIL. TD A X—T &N C2500-I1S-L
THA I EZRLTVET:

<f#froot>

Router#

show versi on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-08 14:39 by dchih

I--- output truncated

ROBIE, AV AR=)ILEhlc4 X—TFH C1841-ADVENTERPRISEK9-M T, Cisco 10S
Y7R0LIF7 V)—A12420)T ZRTLTVR Y AORMEZRLTVERT,

<f#froot>

Router#

show versi on

Cisco IO0S Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc:
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 10-Jul-08 20:25 by prod_rel_team

I--- output truncated
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EEI,
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sip-ua

no transport udp

no transport tcp

no transport tcp tls
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&% : Media Gateway Control Protocol(MGCP) X £ 1&H.323 01— /)L &ZEB L TVWB F /N1 AT
NERZEZERATRE. POTF1471-ILOMEBHRICT/NA ATSIPRLEN ELEhEEA, =
NDESBRATE, COEBRE, POTA7 A= E2—BNICEILETEZIATFATAY
ROFICRETIHENHYET,

show udp connections, show tcp brief all, & & T'show processes | include SIPINY > R&EFERT
&, CORBREBAL LB TSIPUDPAR—RNETCPAR—RMABIUTVWRD CEEBERTERT

o

FERALTW3CiscolOSY 7 R IJITT7DO/N—232(C& 2Tk, showip sockets 1N > RO E I
SIPR—RAFBAVTVWR CENTENBDBEN HYVETH. ThSICNT T4V I REETDE
SIP7OEANTOXY —2 KR RLET,



*Feb 2 11:36:47.691: sip_udp_sock_process_read: SIP UDP Listener is DISABLED

Ak O=-L7L—=> RIS 2T

SIPH—EAZRMIIMLENHDT/NAATR., I OA=ILTL—2KRUZ 2T (CoPP)% i
ALT, GETEBZVEGRLISTFNAAANDSIPRN S 74V 0 2TOAVYITBENTEXT
o CoPP#8ElE. CiscolOS!J)!1)—2R12.0S, 12.2SX, 12.2S. 12.3T. 124, BRVP124TTHR
—REhTVET, F/NAARIZCoPP Z2REL T, BB L—> &> NO-)L 7L—2%RE
L. BEOEF1UT 1 RUI—BRUEREICR 2T, 1 VT7FARNTZIFYOFT/INAARIZEES
ENBDERBENLERNTTAVIETZRATNICHET TSR ET, 1 V7T7ARNTIVFYADERE
REQUAVEMNRERPRICHAD ZENTEEFT, XOHIE. BEORY NT—UREICHE
ATZEEY,

I-- The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
I-- Everything else is not trusted. The following access 1list is used
I-- to determine what traffic needs to be dropped by a control plane
I-- policy (the CoPP feature.) If the access 1list matches (permit)
I-- then traffic will be dropped and if the access 1ist does not

I-- match (deny) then traffic will be processed by the router.
access-1list 100 deny udp 192.168.1.0 0.0.0.255 any eq 5060
access-1list 100 deny tcp 192.168.1.0 0.0.0.255 any eq 5060
access-1list 100 deny tcp 192.168.1.0 0.0.0.255 any eq 5061
access-1list 100 deny udp host 172.16.1.1 any eq 5060

access-1list 100 deny tcp host 172.16.1.1 any eq 5060

access-1list 100 deny tcp host 172.16.1.1 any eq 5061

access-1list 100 permit udp any any eq 5060

access-1list 100 permit tcp any any eq 5060

access-1list 100 permit tcp any any eq 5061

I-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
I-- traffic in accordance with existing security policies and
!-- configurations for traffic that is authorized to be sent
!I-- to infrastructure devices.
I-- Create a Class-Map for traffic to be policed by
I-- the CoPP feature.
class-map match-all drop-sip-class
match access-group 100

I-- Create a Policy-Map that will be applied to the
I-- Control-Plane of the device.
policy-map control-plane-policy
class drop-sip-class
drop

I-- Apply the Policy-Map to the Control-Plane of the
I-- device.
control-plane



service-policy input control-plane-policy
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