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<#root>

Router#
show crypto engi ne bri ef

crypto engine name: Virtual Private Network (VPN) Module

crypto engine type: hardware
State:
Enabl ed
Location: slot 4
VPN Module in slot: 4
Product Name:
VAMR +
Software Serial #: 55AA
Device ID: @Q1F - revision 0000
Vendor ID: 0000
Revision No: 0x001F0000
VSK revision: 0
Boot version: 902
DPU version: O
HSP version: 3.4(3) (PRODUCTION)
Time running: 00:00:10
Compression: Yes
DES: Yes
3 DES: Yes
AES CBC: Yes (128,192,256)
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AES CNTR: No
Maximum buffer length: 4096
Maximum DH index: 5120
Maximum SA index: 5120
Maximum Flow index: 10230

" Yo @e;°aQPRIYIP8IQY FEQAIEEProduct Named€@VAM2+

3@ ETe; (r°3€)+3,E3€ | 355,53€Qaf«afld, ;3@ « VAM2+

3@ E3,naf3,'af af%af«3€+3,E3@ ' §€,3,30 50 3@ ECCi9+3,FiQ 50,50 %IQ™AE,
S€EStated€ Q@39 ® Enabled 3 afVAaf 3f Vdf%ea€ S€@VAM2+

3@ Ere%odS'3€83,C3, af15,Faf-39«319 QLI | 59,3,39 "3 3,/(°39—3€ | 5€,39%IO™.

IPsec 8, &/C" 8@ —a€ | 3€,8,<0 3@ 3E€QIKE

3@ aftafed,0af«3f 5@820e%03S'iP«I OO LI© | 3@, 3% ™aE, IKE

" a@«e AR3IY3,EIQ | 3€,3,« Cisco [0S aftaf€a,nd,'a@ ac@affaf@a na,'a@E NAT
3f 3fOaf@af1ha, uaf<ih NAT-Tita%o(" " 3@ «e " a®33€+3,E3Q ' 5€,5,<3 39 56 UDP
3f@afkasf 500 3@%3@Ya€ 4500 3,3Faff3,3Pa@—3€@aftar€a nd, 'a@CcE Group
Domain of Interpretationi%”GDOI; &§,°af«af%af— af%oafia,caf a,af-
a,paf%a,;afhaf—afrastafaa, afsaffia%oc”’ d@«e AR3Q+3,ESQ | 3€,5,<a 3@ 3¢ UDP
AfQ@afvuas 848 3Q%3I@PYI@ 4848 3,3 5ff3,'aFP 3@ —3@%IO™AE,
*-i3@®31°853@ €@ UDP afeafiaf 500

3,/3f°5ff3, 350 —3@ | 3€,5,af«af%3,63,/ (3 Q—3Q | 5©,5Q0%IO™IE,

<#root>

Router#

show i p sockets

Proto Remote Port Local Port In Out Stat TTY OutputIF
17  --listen-- 192.168.66.129 506 © o 11 ©
Or
Router#
show udp
Proto Remote Port Local Port In Out Stat TTY OutputIF
17 --listen-- 192.0.2.1 500 © 0 1011 ©
17(v6) --listen-- --any-- 500 © 0 20011 ©
Router#
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Router#show version

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-1S-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@8 14:39 by dchih

I--- output truncated
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Router#show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-@08 20:25 by prod_rel_team

I--- output truncated
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12.2XNE Cisco 10S XE 8 Yéf+af 5 14 85 ¢A@®a€ ¢ 2€85 ' 4€,C..839—3@ | 3¢
12.2XNF Cisco |0S XE 3 Yfeaf 4,15 85 (A0 ®I@ ¢ €85 ' 5€,C..839—3€ 3¢
12.2X0 8, t&/aec8589 3 @ —
12.2XQ 8, T8/st £S5 @ —
12.2XR 8, t&/caeE859 3 @ —
12.2XS 8, T8/ aeL859 3 @ —
12.2XT 8, t&/caeE859 3 @ —
12.2XU 8, T8/ L8593 @ —
12.2XV 8, T8/st £S5 @ —




12.2XW 8, T8/t oL@ 3 @ —
12.2YA 8, t&/aeE859 3 @ —
12.2YB 8, 1&/rto£83°3 @ —
12.2YC &, 1&/to£83°3 @ —
12.2YD &, t&/aec859 3 @ —
12.2YE 8, T8/ aeL859 3 @ —
12.2YF 8, T8Y/st £S5 @ —
12.2YG 8, T8/at £S5 @ —
12.2YH 8, T8Y/st £S5 @ —
12.2YJ 8, T8/st £S5 @ —
12.2YK 8, 1&/to£83°3 @ —
12.2YL 8, T&/taec859 3 @ —




12.2YM 8, T8/t oL@ 3 @ —
12.2YN 8, T8/at o853 @ —
12.2Y0 8, T8/st £S5 @ —
12.2YP e, Ta/+aeE88Q 3 @ —
12.2YQ &, T&/ceE859° 3 @ —
12.2YR &, t&/aec859 3 @ —
12.2YS &, T8/ L8893 @ —
12.2YT 8, T8/at £S5 @ —
12.2YU 8, T8Y/st £S5 @ —
12.2YV 8, T8/st £S5 @ —
12.2YW 8, t&/caeE859 3 @ —
12.2Y X 8, 1&/to£83°3 @ —




12.2YY 8, TaY/ L8525 €@ —
12.2YZ 8, TaY/ L8525 €@ —
12.2ZA 8, T8Vt 859 3@ —
12.2ZB 8, T4/ o859 3@ —
12.2ZC e, T4/ 85939 —
12.2ZD 8, T4/ o853 €@ —
12.2ZE 8, T4/ a£85@° 3@ —
12.2ZF 8, T8YraL859 3@ —
12.2Z2G 8, T4/ +a£85@° 3@ —
12.2ZH 8, T8YraL8a9 3@ —
12.27J 8, T&Y/ £ 8533 @ —
12.2ZL 8, T4/ a£85@° 3@ —




12.2ZP 8, T8/at o853 @ —
12.2ZU 8, t&/aeE859 3 @ —
12.2ZX 8, T&Y/stae£85Q 5 @ —
12.22Y 8, T8Y/at £S5 @ —
12.2ZYA 8, T8/at £S5 @ —

Affected 12.3-Based Releases

d@"a@®a,caf%oafea,na, Jafa@®aec

12.3 &, 1&/ae£859°3 @ —
12.3B 8, t&/caeE859 3 @ —
12.3BC &, T&/ L8593 @ —
12.3BW 8, T8/st £S5 @ —
12.3EU 8, t&/aec859 3 @ —
12.3JA 8, T8Y/at £S5 @ —
12.3JEA 8, 1&/to£83 Q3 @ —




12.3JEB 8, T8/t oL@ 3 @ —
12.3JEC 8, T8/at o853 @ —
12.3JED 8, T8/st £S5 @ —
12.3(2)K 3 5© %3 @83 @ ®AF A a3, 4@ «5@ &,T8lte€85@ 36,4,
12.3K )
12.3(8)JK1 ™ Q3@ ®AFEFEf 1A, 5@ «a@ &, TaVi+e€83€ 5€,3,53
12.31L 8, T8/st £S5 @ —
12.3JX 8, t&/aeE859 3 @ —
12.3T Vulnerable; 15.0M 4@ ®a»»ae, @ 3@ ®IFEFE143,'3@%IQYIQ 4, @=L
12.3TPC 12.3(4)TPC11a 4@ %43 @83 @ ®AF a3, 3@ «3@ &,T8%+2€83@ 3@
12.3VA &, T&/s+ o859 °3 @ —
12.3XA 8, t&/caeE859 3 @ —
12.3XB &, T&/ L8593 @ —
12.3XC 8, T8/ aeL889 3 @ —




12.3XD 8, T8/t oL@ 3 @ —

12.3XE Vulnerable; 15.0M 4@ ®a»»ae, @3@®IF 513143, 3@ %IQ Y@ 4;®=L.
12.3XF 8, T8/st £S5 @ —

12.3XG 8, t&/caeE859 3 @ —

12.3XI 8, T8/t oL@ 3 @ —

12.3XJ Vulnerable; 12.4XN 3@ ®a»»ae, @3 @®afafaf1aa, ' a€«c8»ejEaE,
12.3XK 8, T8/ L8593 @ —

12.3XL 8, T8/st o853 @ —

12.3XQ &, T&/ceE85@° 3 @ —

12.3XR Vulnerable; 15.0M 4@ ®a»»ae, @3@®IF 515143, 3@ %IQ Y@ 4;®aL.
12.3XS 8, 1&/rto£83°3 @ —

12.3XU Vulnerable; 15.0M 4@ ®a»», @ 3@ ®IF 515143, 3@ %@ Y@ 4;®=L.
12.3XW Vulnerable; 12.4XN 3@ ®a»»ae, @3 @®afafaf1ad, a€«c8»ejEa€,
12.3XX Vulnerable; 15.0M 4@ ®a»»ae, @ 3@ ®IF 513143, 3@ %A@ Y@ 4;®af.




12.3XY 8, T8/t oL@ 3 @ —

12.3XZ 8, t&/aeE859 3 @ —

12.3YA 8, T&/ L8593 @ —

12.3YD 8, T8/st £S5 @ —

12.3YF Vulnerable; 12.4XN 3@ ®a»»ae, @3 @®afafaf1ad, a€@«c8»ejEa€,

12.3YG Vulnerable; 15.0M 4@ ®a»»ae, @3@®IF 515143, 39 %IQ Y@ 4;®=L.

12.3YH &, t&/aec859 3 @ —

12.3YI 8, T8Y/at £S5 @ —

12.3YJ 8, t&/aec8589 3 @ —

L2 avK 12.3(11)YK1 8,4, éé%0050®afaéfaaf%a,1ao«éo‘é,,féw_rave@éoﬁao
A»¥EMPIQ®IFAFAS14S, 39 «FQ &,18%12€83Q 3€,5,559%43>3,

12.3YM 8, T8Y/st £S5 @ —

12.3YQ Vulnerable; 15.0M 4@ ®a»»ae, @3 @®IFEFE143,3@%IQYIQ 4. ®E

12.3YS Vulnerable; 15.0M 4@ ®a»»a, @ 3@ ®IF 513143, 3@ %A@ Y@ 4;®af.

12.3YT 8, t&/aeE859 3 @ —

12.3YU Vulnerable; 15.0M 4@ ®a»»ee, @ 3@ ®IF 513143, 3@ %3O Y@ 4;®af.




12.3YX Vulnerable; 12.4XN 3@ ®a»»ae, @3 @®afafaf1aa, a @ «c8»e|EaE,
12.3YZ 12.3(11)YZ1 3 %3983 @ ®AFaf 513,39 «3€ &, T8%+2€83€ 3.3,
12.3ZA Vulnerable; 15.0M 4@ ®a»»ae, @3Q®AFIFEF14E,'39%IQYIQ 4, ®ef

Affected 12.4-Based Releases

4@ "a@®a,caf%oafea, na, Naf7a@®ae0

12.4(25b)
12.4 15.0()M1
15.0(1)M25€, 2010 & 3 a8 26 se—¥i€p<3, %08 " O¢" " 3@ &f)
12.4GC e, TdV/t+a£85@2a @ —
12.4JA 8, T8YraL8a9 3@ —
12.4JDA 8, T8V o855 @ —
12.41DC 8, T8V o855 @ —
12.4JDD 8, T4/ a£859° 3@ —
12.4HA 8, T8V -aeE85@ 5@ —
12.4K 8, TaY/ o855 €@ —




12.4)L 8, T8/at o853 @ —

12.4IMA 8, t&/aeE859 3 @ —

12.4IMB 8, T8/ a£85Q° 5 @ —

12.43X 8, T8/t oL@ 3 @ —

12.4MD 8, t&/aec859 3 @ —

12.4MDA 8, T&/aa£85Q 5 @ —

12.4MR 8, T8/st £S5 @ —

12.4SW 8, t&/caeE859 3 @ —

T 12.4(15)T &4, éé%ooa@®afaafaéf%é,1ao«a@‘é,,fémae€§a@$éo,a,£
I»Y¥EMQPIPBIFIFAS14E, 19 «F3Q &,18%+2E83Q 3€,5,559%3>3,

12.4XA 8, T8/at £S5 @ —

12.4XB Vulnerable; 15.0M 4@ ®a»»ae, @ 3@ ®AFIFEF14E,'39%IQYIQ 4, ®f




12.4XC Vulnerable; 15.0M 4@ ®a»»ae, @3Q®IFEF 513,59 %IQYIQ 4;®af
Vulnerable; 15.0M 4@ ®a»»ae, @3@®afafafa,'a@«c8»ejEaE,

12.4XD
Vulnerable; 15.0M @ ®a»»ae, @3Q®IFAF 5143, 59 %IQYIQ 4;®af

12.4XE Vulnerable; 15.0M 4@ ®a»»ae, @ 3@ ®AFIFEF14E,'39%IQYIQ 4, ®f

12.4XF 8, Ta/+o£859° 3 @ —

12.4XG &, Td/t £S5 3 @ —

12.4%3 12.4(11)X )4 8,78, S&%. @ 3@ ®af2 555143, 3@ «3 Q_é,,Té%i&i€§§0(E§0,
¥EVQIQBIFEfES S, 3P «aQ &,Ta%+xe€83@ 3€,3,5593%3¢»>3,

12.4XK &, T&V/ £S5 ° 3 @ —

12.4XL &, Ta/t £S5 3 @ —

12.4XM &, Td/t £S5 3 @ —

12.4XN e, T/t oec85@ 3 @ —

19.4%P Vulnerable; 4“3 @ ®3a,Caf%o0af€@a,23, 93 3@ ®a€EL;Racfee "a@;a,%2a]
@3, »a, 4,3f8a3@®x%ué Ti@«b-(3@—39 3@ 3€@a yafear

12.4XQ 8, T&/atoE83Q 3 @ —

12.4XR &, Td/t £S5 3 @ —




12.4(11)X 4 8,78, Si%e. @ 3 @ ®Afafaf 143, 3 @«3@ &,1a%+xe€839 T3,

12.4XT . ~ .
HYEMQIQPRIFIFES4A, 39«3 &,TaVtrE83¢@ 3€,3,53€3%43€>3,
12.4XV 8, T4/ o853 €@ —
12.4XW 8, T4/ a£85@° 3@ —
12.4XY 8, T8Vt 859 3@ —
12.4XZ 8, T4/ a£85@° 3@ —
12.4YA 8, T&/ £S5 3@ —
12.4YB 8, T&Y/ £ 8533 @ —
12.4YD 8, T4/ o859 3@ —
12.4YE 8, T8V o855 @ —
12.4YG 8, T&Vat o853 @ —

a+éY 4, 2@—ae'd« 15.0
af™Mafra,'a@®afrasfrasna,’

d@"a@®a,caf%oafea,na, Jaf'a@®aec

B/rEY (A 8@ —3€'3,< 15.0 Af™af1a, 3@ ®afafafa, 3@ 3€,3,539%3€>3,"3€,




a+éY a4, d@—ae'd,« 15.1

4@ "aQP®a,caf%oafa,na, 1afa@®axrc
afafa,'a@@afafasna,’ V"3 bodf@d,na, 93,40

B/rEY (A 8@ —3€'8,< 15.1 Af™afla, 3@ ®afaf a1k, 5@ 3€,3,539%3€>3,"3€,

Cisco |OS XE &, v4f+af 4, 4, 84, ¢

|0S XE First Fixed
AfeafeafYia, | Releassivi 4, Pacta@ +a, Ed O Ve e€d” 93 ®aF 3,55 E, "1V4%o
2.1x &, T&/r-ok 85959 —
22.x &, T&/-a 53939 —
2.3x &, T&/r-ok 85959 —
2.4 &, T&/-a 53939 —
2.5x &, T&/r-ok 85959 —
2.6 &, T&/-ak 53939 —

8, @REAOC" " 8%i8%<3Q "a...,a%ec™og;"

Cisco PSIRT

G833 €@ F€Q@r0e-3,Caf%af¢a,ra, Naffa@«e "elh%iea,EIQ | i€, d,,TaV+trE8aQRA, @rLI"OC
3@ "3@®e,Ta%+x€83@ 3,«3,'d,cafz7af% a,uafnafa,’

323, 3,73,'af 3@ ®e8fx+5 3@ «C™e |33, EIQPNIQP—IQYAE,

URL

http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20100324-i psec



http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100324-ipsec
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