Cisco
| OSE, VLAf+af 4, 8, 85, ¢H.3233€ «a @ Sa€'a, <Denial
of Service(DoS)a@®e, talstae€s

3, CAf%oaf @ 8,24, 9aFf*afID : cisco-sa- CVE-2010-

High 20100324-h323 0582
8 €4...~é-<@—Y¥ : 2010-03-24 16:00 CVE-2010-
3B0ECI B 28—"2e—¥ ; 2012-09-21 19:08 0583

af @afva, afsas 1.1: Find
CVSS3,14,33,¢: 7.8

726 ¢¢- : No Workarounds available

Cisco af€4a,° ID : CSCtal9962 CSCth93855

Y- &3@«ad, d,«ef...3 t3@ A€QecteZi@Q«ad,"a,<aZYe-13QREQZA...~ a1«
o, 6@

Cisco |0S4, Vs8f«af 4, '4, 85, ¢A@ ®H.3233®VYeE...3€«3€ 3£€Cisco
10S3a,%af+af"a, | §,§§,Cé0®é,,1‘é%ia—:‘€§§0®§0,5,<§f@§f%§,,éf§§f3§,'é®VéiCEé@—é@ 13,3 «aftaf @

8,-8,14,%€ "3, (E3,%a@®e,Ta%tr€83@«d %At a@™a,4,%afaf 4, | 4,84,Ca caffaf—aftasinasa, s

539" "3@®3,Caf%0af@5,13,9af25€ €€ https://sec.cloudapps.cisco.com/security/center/content/CiscoS
ecurityAdvisory/cisco-sa-20100324-h323 4@ 83...~é—3 @3, E3 @ | 3@, 3 @A Q™AE,

a3 14820108 32606 24e—¥a€ ®Cisco
10S3,%af+af"a,!4,83,¢3,»3,af¥afaft3,£3,¢af%0af 4,238, 9afaf @af?af%odf«a...~é—3@«3@ €@ 73»1.
Cisco IOS

3,%af3f5,15,83,C5@®e,T81%+r€85@ E3€-5,55,55€'3,%03, E3@ | 30,3 Q%IO™3E€,36,5,Caf%03f &
a3 xx" 24

2—YiQ%IPYI® 3003, Ei»Ya% @i@«d..~é—39-3,FIQYi0O™i®'3€  3€® Cisco I0S
3,%,af-3f"5,13,83,C3@®e, Ta1%+20€83@«d %3, 0aQ—3@Yifaf a1l 3@ «3Pnie, i@ 3@ IEQx-i
URL 3@«3€,3,<6]"3,2€,(..8309—3€@ | 5QQIQ 3€°30,3€,

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20100324-bundle

&E<E€... 3@ ®A...~é—Afaf3, 4@ d€Q@x-d@®IfEfa, a@®AEECisco Event Response:
Semiannual Cisco IOS Software Security Advisory Bundled


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100324-h323
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100324-h323
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100324-bundle
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCta19962
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtb93855
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0582
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0582
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0583
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0583

Publication3€@3€«3€,3,53@3%43Q™3E,

http://www.cisco.com/web/about/security/intelligence/Cisco ERP_mar10.html

€023Y%" e£V2a" @

5Q"3Q®e,T%+2€83Q®IV+EY;3,/'8Q—3€'5,5QBRIQ F€QH.3236Y33£°5, 041433, 5€ FEee%odS'
10S3,%af-a°4,!3,83,¢3,'aRYe|E3@—3@ | 59,3, taf€4,05,'5¢ 3@ @8O ™aE,

e, T&/st €83 @ ®a,a,<e£%23" @

H.3233fiaf f4 »afv.4, 5, atlc@1a@™a,«3,"a@1a@«e a®35@-3,Ei@ | 5€,5,€0%31,"3€™34,Cisco
10S3,%.af-3f°4,! 8,83, caf@afad, af83f3,a®Ve|Fi@—3€ | 3€,3,<3,-3,'3,35f13f@3,13,'3@ €93
Cisco

|OSA, oAf+af "4, |4 85, ¢af taf 3,13, a€@8H.3235,pafkafd, ' a@ Ea®VYe|Ei€ 3, Fi® | 59,5, 33908
process cpu | include 3233, 38f Zaf3af %08, ¢ ™% (Ea@ —a @743 @ ™a€,

<#froot>
Router#
show process cpu | include 323
249 16000 3 5333 0.00% ©.00% ©.00% © CCH323_CT
250 0 1 0@ 0.00% 0.00% 0.00% © CCH323_DNS
Router#

8% @I QP®EYEQPLIQ AEQAF—Aaf4,»58,"CCH323_CTa655,"5€9>CCH323_DNSI@ Eaftaf@a, 03, 36!

o T/Af @ AFHEF TCP
172053983555, '3P39 —3€ | 5€,3,H.32350 30'3€T8V:16Y:3, 50 —39'5OHIQ™IE,

8,818, %L @A 8¢ haf@Pi@9—a@ | 3,3« Cisco I0OS §,%%af-af"a,!4,83,¢

af*afeasfaa,'a, e’ @I PMa I @«3Q aEQaftafea na,'a@«afs, ca naffa@9—aie | show

version a,3afzaf3af%.a,’ v, A £Ea € | a€@a,-a,'aftas

aF@asrSaflaa, e ¢n°a @ —aQ%ae™a€, Internetwork Operating System Software"2£€" Cisco

I0S Software" 5€,3,<3€,3€ a€"3,E3,%03@«Ei2a%%a@™a,<3,-3,'aftaf

3f@arSafhia€«3, 3Q@£f3@ | aftar€s,na, 398 Cisco I0S

a,%af+af"a,)3,83,Ca@EC haf@PIO—3€ |3€,3,<30"3€ 3,'((°°QPIQPBIQPQIONIG™E,
dQQPIORINES, @I@«a,nafiaf1d, QP @PIQEx-3A1IQPRE-"3@«8| (n°i@3,Ei€QPCY35€,59 |
"Version" 3@~ Cisco IOS a,%.af+af"3, a,"a,¢

afeafeafad,' c @@ 3@ Ee| (riea, EF@AIQ9™AEE, a»-39®3E, 3,3,


http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_mar10.html

aftafea,n3,'3€83€ 3€E@show version
5,38525F5f %03 E&™ 80 3@ —39 593 OLIOVE, S5 VIQPIIS 39 Ee| (059 3, EFOVE,S:

B¥8 <A@ B®a3aQ AEQCisco e£13"@i@P«aQ | 3€QI0Safafraraa," 12.3(26)
dQEC NI QP—I€QIQOVIO®A nafiafhd, 2@ @3 E C2500-IS-L
d983€,3«309"39 3,/(r°3@—3¢ |39,39%IO™:

<#root>

Router#

show versi on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C250@-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@8 14:39 by dchih

I--- output truncated

2 aOBE%EQ FE€QE, R3S, 3 afYaf«5 €3, EFQVE,nafaF 1S, @95 E C1841-
ADVENTERPRISEK9-M 5@83€€Cisco 10S &,%3af3f°3,'5,83,¢ 3fafaf%a," 12.420)T
5,80V E5Q—3€ | 50,5,8,5,5,£18"9 3, (1°3Q9—3@ | 5,3 9%IQ™EE,

<#root>

Router#

show ver si on

Cisco I0S Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc:
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 10-Jul-08 20:25 by prod_rel_team

I--- output truncated

Cisco

|OS4, Yaf*8f "4, 13, 84, ¢afeafeaf .4, 4@ ®a':2 @ @ ¢ | QD 3%0t3Q®&;18S 2f...4 +3Q Q3O BAFIF:
Paper: Cisco I0S Reference Guided€ @a€@8¢(° e’ @3¢ 83 @ @333 ™aE http://www.cisco.co
m/web/about/security/intelligence/ios-ref.html



http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html

&, TaY/rac€ss, 49 «a,"89839,39%36,,30"30 3G ECC°R* QIO 3, EIHYELLI"O

Cisco IOSXR
8 AfAf 4 15, 84 040 FEQF9"5, 5, %03 @ B8, 18%t2ESTO®EN:1EY:3, 39— 59%IYA,"3E,

3@ ®3,3,'3,3ef 13" 939 «39539, 5@ ' 3Q"3Q®3,Caf%0af @3, 03, 3 3Q®E2+EY;3,49—3 '3,
0%
H.3233€@) 3€@afa,+affaf af™Masid, (IP)af@asfaf af afha,” 3, a» 3@ —3@Yaf s, caf«a,a,naf 3f7af«5f+

Cisco

|OS4, Y28f *af "4, 14, 88, ¢é0®H.323é®\"(é£...é0«50_%0250n50®DoSé,,Té%4_rae€§§0CEéQ,EISEIO%éQT
10S3,%af+af"a, | é,§é,¢é,’é®\"(éiCEéQ—§0 | 3€,3,00%3"aftaf@3,13,"3€«a-83 ' MIQ«C A ¥ @3, (EA4
34, 3,83,053f @3 af%03,-3,83,03, 3@ ES,...e | QAP8IO™AE,

dQ"3Q®e,Ta%+e€83@ES @RLIO¢" 3€+3,ES 3@ 3€@3,n3f%4,;afhaf5,83,08,'3,af¥af 14, | 8,8aff

& nafd, ¢AfY/4f -4 84 08,14 af ¥af 44, |8, 8af 4, 6@ a€@Cisco
10Saf«af1hd, 3 @%3@Ya@ 3,'3,naffaf @a@«a, dQLIQ | (%0'AR3AQRESE, +affaf d@ Ea@—a.ia€-a

2Q—3;i3@—3@Yafa,+3ffaf 3@ €@, naf3a,;3f%af5,838,08,"3... ¥3S3€ES, 3FYAfLI€Q I Q«d KhIP—
queue
valued@8e AR P IQ QIO UIO™AEE,A.. Y353, 3fYafhIQ«IE€EQIf@3,°5@EAZYS 3@8afta,afYaf1ha

503,39 FEQRTOCIOMI, 5O TIQIEDA.. ¥35>5, 5 YA, 15, 13,25 Eit4"Cisco
10S4, %3353, 8,83,Caf 35143, 5«8, 3@~ 59 |1%%0.. ¥45:3, 3F¥aF %5 @ @re€inE5€n3@ " 5O E3
I0S&ft5f 8,05, 595 QIP5IQO QIO IO ™MIE, 5O IORI%IPEIQ 3€94..¥85:3,3M¥af 43 9B

<#root>

Router#

show interface Ethernet 0/0

Ethernet@/@ is up, line protocol is up
Hardware is AmdP2, address is 0001.0001.0001
Internet address is 10.1.1.100/24
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:20, output 00:00:05, output hang never
Last clearing of "show interface" counters never
Input queue: 75/75/44/0 (size/max/drops/flushes);
Total output drops: @
Queueing strategy: fifo



Output queue: @0/40 (size/max)
5 minute input rate 4000 bits/sec, 9 packets/sec

5 minute output rate @ bits/sec, @ packets/sec

2937 packets input, 182298 bytes, @ no buffer
Received 7 broadcasts, @ runts, @ giants, @ throttles
@ input errors, @ CRC, @ frame, @ overrun, @ ignored
@ input packets with dribble condition detected

58 packets output, 6540 bytes, @ underruns

@ output errors, @ collisions, 1 interface resets

@ babbles, @ late collision, @ deferred
@ lost carrier, @ no carriexr

@ output buffer failures, @ output buffers swapped out

Cisco

|0S4, Y58f <& 4, '3, 83, ¢ap8af-afaffa, a€-3,E3@ V3,034, 35143f3,85,03,'3,/8" 3 Y@ ™3 <3 QY3 @3«
ttp://blogs.cisco.com/security/comments/cisco_ios queue wedges explained/

5'80,C.500—39 30 9IQ §0°30,3€,

snoehtoa) -3, 3@ Yafiafcafrarasa, a,e; ¢n°d@™a, 3@ «3@ €@ %' OEXECAFCAf143f%0a€8sho
memory debug leak s3, 3af Zaf3af %08, 8/2:C" " a@—a @ Ya @ ™aE,

Router#show memory debug leaks
Adding blocks for GD...

Address

Address

640854D4
640EASES
65961B38

I/0 memory

Size Alloc_pc

Processor memory

Size Alloc_pc
1940 622265A4
1940 622265A4
1940 622265A4

PID

PID
196
196
196

Alloc-Proc

Alloc-Proc
CCH323_CT
CCH323_CT
CCH323_CT

Name

Name
CCH323_CT
CCH323_CT
CCH323_CT

8% QAQPBIIQ AEQIF—afa,»a,'CCH323_(Ta@®afiafcafafrasiaa, a,/(ua@—ai@ | 3€,39%43ie@™a
memory debug leak s, 3af Zaf38f %.5€p A€ QI @ @3, E3@Z3,ECisco
1053, %:4f+45°3, ! 3,83, Caf@aflsd, 35835°12.3(8)T15€53,"3€312.2(25)S5€85°74.. Y55, FA@ %I @ —i 4

o e, @iVu3afiafCaf i @eNPaQEcC°e Q9iPa,EIQPYA a9 39 «af«afi,;aQRafiafcafar asy

memory

debuga, 3af 78738 %o, BoC’ AO™3,<8;...8 | QIO E39,3,550%IO™IE,30"5, €3, %03 ®3 255735 %05€

a€"a,(E3,%03@®e,Ta%+x€83€ a€@Cisco BugID


http://blogs.cisco.com/security/comments/cisco_ios_queue_wedges_explained/
http://blogs.cisco.com/security/comments/cisco_ios_queue_wedges_explained/

CSCta19962i% c™M»EE25F ! 5F143,98°,C" 114%08 53,83 CSCIb93855(C™»EME2af Af VA T8, ¢ )3 " 5@ —3
ID5€ "5 —3€ ' CVE-2010-05825€ “CVE-2010-
058336 Ea%0%4,58%:"5€ | 3,%03, E3@ | 5€, 59 %39 ™3E,

D7 éC-

Cisco
|OSaftaf € 3,0a,'a@8H.3235@ &5, @€ | @393 ’é0A50_5€0H.3235,’@,,ié§1é@«é@mé,<é>>¥én—é@«éa

3, -4,18,%5€ A€QIFQASFAf af afl4d, 3,3 af¥af 13, 3f833@®e & "3 "3°74.. Y@ «312 c«d@rd, 13
ttp://www.cisco.com/go/srnd
3€«3€,3,55QUIO™IE,6Y33£°3,»5,3 YA A 13, £3QB®AF™E, A 3f—aFO3, 4f15,£3, 4@ «3On3,5@ 2
Unified Communications SRND Based on Cisco Unified Communications Manager 6.xa€ € (htt
p://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/6x/security.html

)8, 39,C..309—39 |39 QIO 36°30,3€,

2 a@P®AWAQ«Cr°aQP™a,” a3 @ Ta @ «IE@Voice service voipaf Caf af %oa€p8call service stop
forcedd, 3afZaf3af %08’ 8v2;C" 883 @ @A @A @ ™AE,

voice service voip
h323
call service stop forced

a8 1v.Scall service stop
for cedd, 3af 7838 %oa@ F€QIO™IQP'3Q | 3O ®H.3235,33F1haf«3T ! c@13,C,i3S @« —3QAUIO™AE,

af@affaf af afaa, at..a@®Ciscodftaf€a,na,'a@«eQ@O¢" 4@ efLa@a»r-a@®c O EC-3@«a@QPra
Unified Communications Manager§0§é,A§03Cisco

10S&,%af+af"a,a,83,¢a@®a,pafuaf'a, ' ed@ | d@®e,Tal%+x€839 Exr,¢" 3€-3,E5,« 3 9EEIQB®E”
amb-20100324-voice

a,®acfxa@¢a,2afaf " q,,4,8a,¢

8 CAf fAf—8, °Af~Af Vif%03, amoes 73 ™3 <& "39 "5 FE@ hitp://www.cisco.com/go/psirt
50 AUECYEIO®F,Caf%0af 93,155,953, 89,C.. 50— | 5€93 9 EEIO@ELR+ SN2’ 93O 3@
8,Y:3Faf¥af 143, 55538, CC QIO —39 | 5993 5939, 3€,

39,3933, F3O®3 395, 5€€4a,Caffaf—a,°af-3f14af%od @™ «eOYa™ 3@ «a Q@3 T3@2afiafCafa€
Technical Assistance
CenterTWTACT%%oéO%éoYé0_é¥‘g',,é,’gpéé,"§0§§Q,,é,é.f;é.f%ﬁéﬁa.f-”éﬂ


http://www.cisco.com/go/srnd
http://www.cisco.com/go/srnd
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/6x/security.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/6x/security.html
http://www.cisco.com/go/psirt

3f—3faf€3,pafEaf1hIQ«I 953 939,30 3030 QIO 3630 ,3E,

Cisco |0S & V:Af+4f 4, |4, 83, CA@®&; 1% 4 222 1%03 @ P, i E3 @ «3€ 3€Cisco I0S

EL IGENRENEENIZER

af af-3,03P3@Ee "e%%03@ 3, EIQ | 39,393 ™E,C%0' ARG HB®IfEafEf 148,
af"af-a,pafa@«e,1a%+e€83@ Ei€,8,«3 3@ 3@ F€Q;RRLS, aQ«3 €xeEd"QIGB®IfAfEf1a, TV
1
d;®aefe,"3@;af°afafa," €@ —a3 @« "% %0a @3, EF @AY ™EE, [Af@af A %0af« G QPR R EED” @
First Fixed Releasei%%o] 8" —3€ €@ 3@ 3@ ® Cisco I0S 3,»3,af¥afafta £

a,Caf%oaf€a,na, gas

3f@afaf%oaf«e te-MI@«@ "e%%03 @3, FiQ 59,5, 3QO™IQP 3@  3QPBS..é-E393,FIQYe, 1%

afia, . af£afvaafeafeafya,

Affected 12.0-Based Releases 4@"aO®a,Caf%o0a

SO28Y5 5@ ™3, 12.0 AfMaF3, 3@ ®AFAFEI1A, 5@ 5€,5,5593%3€>3,"3€,

Affected 12.1-Based Releases 4" ®a, a5 %03
12.1 8, TaVat L8593 @ —
12.1AA &, T8/ L8893 @ —
12.1AX 8, t&/caec859 3 @ —
12.1AY 8, T8/t oL@ 3 @ —
12.1AZ 8, t&/caeE859 3 @ —
12.1CX 8, T&/aeL859 3 @ —




12.1DA 8, T8/t oL@ 3 @ —
12.1DB 8, t&/aeE859 3 @ —
12.1DC 8, T&/ L8593 @ —
12.1E 8, T8/st £S5 @ —
12.1EA 8, T&Y/sto£85Q° 5 @ —
12.1EB 8, T8/st £S5 @ —
12.1EC 8, t&/to£83°3 @ —
12.1EO 8, T8Y/at £S5 @ —
12.1EU 8, 1&/to£83 3 @ —
12.1EV 8, T8/st £S5 @ —
12.1EW 8, t&/caeE859 3 @ —
12.1EX 8, T8/ aeL859 3 @ —
12.1EY 8, t&/caeE859 3 @ —
12.1EZ 8, T&Y/ata£85Q 5 @ —
12.1GA 8, T8/st £S5 @ —




12.1GB 8, T8/t oL@ 3 @ —
12.1T 8, t&/aeE859 3 @ —
12.1XA 8, T&/ata£85Q 5 @ —
12.1XB 8, T8/st £S5 @ —
12.1XC 8, T&Y/sto£85Q° 5 @ —
12.1XD 8, T8/st £S5 @ —
12.1XE 8, t&/aceE859 3 @ —
12.1XF 8, T8Y/at £S5 @ —
12.1XG e, TaVat L8593 @ —
12.1XH 8, T8/st £S5 @ —
12.1XI 8, t&/caeE859 3 @ —
12.1XJ 8, T8/ aeL859 3 @ —
12.1XL 8, t&/caeE859 3 @ —
12.1XM 8, T&Y/ata£85Q 5 @ —
12.1XP 8, T8/st £S5 @ —




12.1XQ 8, T8/t oL@ 3 @ —
12.1XR 8, t&/aeE859 3 @ —
12.1XS 8, T&/ata£85Q 5 @ —
12.1XT 8, T8/st £S5 @ —
12.1XU &, T&Y/oeE85€p,5,55€,12.23 9 ®arre, QIO ®IFAF 143, 4@ «C8»&E
12.1XV 8, T8/st £S5 @ —
12.1XW 8, t&/aceE859 3 @ —
12.1XX 8, T8Y/at £S5 @ —
12.1XY 8, 1&/to£83 3 @ —
12.1XZ 8, T8/st £S5 @ —
12.1YA 8, t&/caeE859 3 @ —
12.1YB 8, T8/ aeL859 3 @ —
12.1YC 8, t&/caeE859 3 @ —
12.1YD 8, t&Y/-a£85€p,3,53€,1 2.239®ar» >, @IQB®Ifafaf14a,'a@«c8»e|E
12.1YE 8, T8/st £S5 @ —




12.1YF 8, T8/t oL@ 3 @ —
12.1YH 8, t&/aeE859 3 @ —
12.1YI 8, T&/ata£85Q 5 @ —
12.1YJ 8, T8/st £S5 @ —

Affected 12.2-Based Releases 4@ 3O ®3a,¢a5%0d
12.2 8, T8/st £S5 @ —
12.2B &, T&Y/aeE85€p,5,55€,15.0M39 %3 QY@ 5, @xfe, 3€;12.43F5F4f
12.2BC 8, T8Y/at £S5 @ —
12.2BW &, T&/s+a£85€p,3,55€,15.0M3 Q%3 QYIQ 4;Pxfa, 36 12.43f4F5fY
12.2BX 8, t&Y/-a£85€p,5,53€,12.25B3 O ®ar»e, @IOB®IFAafEf1a, a@«c8»e|E
12.2BY &, T&Vs+a£85€p,5,55€,15.0M3@ %3 QY@ 4;Pxfae, 36 12.43f8F 5V
12.2BZ 8, T8/ aeL859 3 @ —
12.2CX 8, t&/caeE859 3 @ —
12.2CY 8, T8/ L8593 @ —
12.2C7Z 8, t&Ysa£85€p,5,53€,1 2.2S3@®ar»e, @aQ®AfFAfAaf1A, @ «c8»eE




12.2DA 8, T8/t oL@ 3 @ —
12.2DD 8, t&/aeE859 3 @ —
12.2DX 8, T&/ L8593 @ —
12.2EW 8, T8/st £S5 @ —
12.2EWA 8, T&/aec859 3 @ —
12.2EX &, T8/ L8893 @ —
12.2EY 8, T8Y/st £S5 @ —
12.2EZ &, t&/aec859 3 @ —
12.2FX 8, T8/at o853 @ —
12.2FY 8, 1&/rto£83°3 @ —
12.2FZ 8, T8Y/st £S5 @ —
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