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10Saftaf€a,na,'a€  show running-config
8,3 233 %o ECTVO8 EAD 3, (5,3 @ 59 QR3O BEI°85E 8] (05 O™3 ¢

call-manager-fallback

5 3,18, %LV Q@IQSC UAfOIO—3€ | 56,3« Cisco 10S &,145f35°3,'3,85,¢
3FafEfE,8, O PIO™I GO «IO FEQIFIAFOE,nE, 59 «FE,°5 1359 —5€ ' show


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20100324-bundle
http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_mar10.html

version & 38f 28f3af %08, 8o AP LA | 3€E@A, 3, afTAf AF@ASSAfAE,'8] (AP —3QUIY™EE,
"Internetwork Operating System Software"a€€"Cisco I0S Software"

3€,8,39,39 30"3,E3,%0d3@«Eiza%hi@™a,<3, 3, aftaf

3f@arSafha€«3, 3Q£f3@ | aftar€s,na,'3€8 Cisco I0S

a,%2af+af"a,)3,83,Ca@EC haf@PIO—3€ |3€,3,<30"3€ 3,'((°°QPIQPBIQPQIONIG™EE,
3,08f;af1a, 3@ @@ AETAf@arld, 3f8arPa€93€53,3€° Cisco I0S
a,%.af-af"a,)a,83,caf*afaf1aa,  c @ @@ «3,"aQLIQ | F€QCSaQ 3, EIQ | 2~aW8aT...a@«e| ¢r°aQ
a»-3€@®3,3,"33 aftaf€3,03,'3€83€ 3£@show version

8,38f 78f%8f %o Fa"ace " 3@ —3 3@ 3 QLI YA, SIEHI YIHPB®EIES3Q T (°56+3, E3Y3,Sa:

¥8 G@PB®a%aQ AEQCisco e£13"@i@P«aQ | 3€QI0SAfafaraa," 12.3(26)
dQEC NI QP—I€QIQOYIO®A nafiafhd, @3 E C2500-IS-L
d983€,3«39"39 3,/(r°3@—3¢ 39,39H%IO™:

<#root>

Router#

show versi on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.
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<#root>
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show ver si on

Cisco I0S Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.
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Affected 12.0-Based Releases AQ"a@®a,CafY%oaf€a,na,fafPa@®xr0

SO28Y5 5™, 12.0 AfMaf3, 3@ ®AFAFEf S, 5@ 5€,5,559%3€>3,"3€,

Affected 12.1-Based Releases AQ"a@®a,Caf%oaf€a,na, fafPa@®axr0

12.1 &, T8/ o859 3 @ —

12.1AA 8, T4/ o853 @ —



http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt

12.1AX 8, T8/t oL@ 3 @ —
12.1AY 8, t&/aeE859 3 @ —
12.1AZ 8, T&/ata£85Q 5 @ —
12.1CX 8, T8/st £S5 @ —
12.1DA 8, T&Y/sto£85Q° 5 @ —
12.1DB 8, T8/st £S5 @ —
12.1DC 8, t&/to£83°3 @ —
12.1E 8, T8Y/at £S5 @ —
12.1EA e, TaVat L8593 @ —
12.1EB &, T&/+ L85 °3 @—
12.1EC 8, T8Y/st £S5 @ —
12.1EO 8, t&/caeE859 3 @ —
12.1EU 8, T8/ aeL859 3 @ —
12.1EV 8, t&/aeE859 3 @ —
12.1EW 8, T&/sta£85Q 5 @ —




12.1EX 8, T8/t oL@ 3 @ —
12.1EY 8, t&/aeE859 3 @ —
12.1EZ 8, T&/ata£85Q 5 @ —
12.1GA 8, T8/st £S5 @ —
12.1GB 8, T&/aec859 3 @ —
12.1T 8, T8/st £S5 @ —
12.1XA 8, t&/aceE859 3 @ —
12.1XB 8, T8Y/at £S5 @ —
12.1XC e, TaVat L8593 @ —
12.1XD 8, T8/st £S5 @ —
12.1XE 8, t&/caeE859 3 @ —
12.1XF 8, T8/ aeL859 3 @ —
12.1XG 8, t&/caeE859 3 @ —
12.1XH 8, T&Y/ata£85Q 5 @ —
12.1XI 8, T8/st £S5 @ —




12.1XJ 8, T8/t oL@ 3 @ —
12.1XL 8, t&/aeE859 3 @ —
12.1XM 8, T&/ata£85Q 5 @ —
12.1XP 8, T8/st £S5 @ —
12.1XQ &, T&/ceE85Q° 3 @ —
12.1XR 8, T8/st £S5 @ —
12.1XS 8, t&/aceE859 3 @ —
12.1XT 8, T8Y/at £S5 @ —
12.1XU e, TaVat L8593 @ —
12.1XV 8, T8/st £S5 @ —
12.1XW 8, t&/caeE859 3 @ —
12.1XX 8, T8/ aeL859 3 @ —
12.1XY 8, t&/caeE859 3 @ —
12.1XZ 8, T&Y/ata£85Q 5 @ —
12.1YA 8, T8/st £S5 @ —




12.1YB 8, T4/ +a£85@° 3@ —

12.1YC 8, t&/aeE859 3 @ —

12.1YD Vulnerable; migrate to any releasein 12.2

12.1YE Vulnerable; 15.0M 4@ ®a»»ae, @3Q®IFAF 5143, 5Q%IQYIQ 4;®af
12.1YF 8, T8/at o853 @ —

12.1YH 8, t&/a-ceE859 3 @ —

Vulnerable; 4@"“3@®3,Caf%0af 3,113,933 @RI€ES;Rafee d@; d,2a]

121vl EQa,»3, 3,383 5@ ®x%oé T3QP«é-(IQP—3Q | 3@ €A, afas)
12.1YJ 8, T8Y/at £S5 @ —

Affected 12.2-Based Releases 2@"a@®a,Caf%oaf@a, ra, fafr,fae®aec
12.2 8, T8/st £S5 @ —
12.2B Vulnerable; 15.0M 4@ ®a»»ae, @3 @®IFEFE143,'3@%IQYIQ 4. ®E
12.2BC 8, T8/ aeL859 3 @ —
12.2BW 8, t&/aeE859 3 @ —
12.2BX Vulnerable; migrate to any release in 12.2SB

12.2BY Vulnerable; 15.0M 4@ ®a»»ae, @3Q®AFAFEF14E,'39%IQYIQ 4, ®ef




12.2BZ 8, T8/t oL@ 3 @ —
12.2CX 8, t&/aeE859 3 @ —
12.2CY 8, T&/ L8593 @ —
12.2CZ 8, T8/st £S5 @ —
12.2DA 8, T&/aec859 3 @ —
12.2DD 8, T8/st £S5 @ —
12.2DX 8, t&/to£83°3 @ —
12.2EW 8, T8Y/at £S5 @ —
12.2EWA 8, 1&/to£83 3 @ —
12.2EX 8, T&/ L8593 @ —
12.2EY 8, T8Y/st £S5 @ —
12.2EZ 8, t&/caeE859 3 @ —
12.2FX 8, T8/ aeL859 3 @ —
12.2FY 8, t&/caeE859 3 @ —




12.2FZ 8, T8/t oL@ 3 @ —
12.2IRA 8, t&/aeE859 3 @ —
12.2IRB 8, T&/ L8593 @ —
12.2IRC 8, T8/st £S5 @ —
12.2IRD 8, T8Y/at £S5 @ —
12.21XA 8, T8/at £S5 @ —
12.21XB 8, T8Y/st £S5 @ —
12.21XC 8, T8/at £S5 @ —
12.21XD 8, T8Y/st £S5 @ —
12.2IXE 8, T8/st £S5 @ —
12.2IXF 8, t&/caeE859 3 @ —
12.21XG 8, 1&/to£83°3 @ —




12.21XH 8, T8/at o853 @ —
12.2JA 8, t&/aeE859 3 @ —
12.2JK 8, T&Y/stae£85Q 5 @ —
12.2MB 8, t&/caeE859 3 @ —
12.2MC afeafeary.a,t 12.2(15)MC2b 4953, 339 @3, Ear¥é™MQ I &,T8%+3¢
12.2MRA 8, T8Y/st £S5 @ —
12.2S 8, T&Y/sta£85Q° 5 @ —
12.2SB 8, 1&/to£83°3 @ —
12.2SBC 8, 1&/rto£83°3 @ —
12.2SCA 8, T8/st £S5 @ —
12.2SCB 8, t&/caeE859 3 @ —
12.2SCC 8, T&/a £S5 @ —
12.2SCD 8, t&/caeE859 3 @ —




12.2SE 8, T8/t oL@ 3 @ —
12.2SEA 8, t&/aeE859 3 @ —
12.2SEB 8, T&/ L8593 @ —
12.2SEC 8, T8/st £S5 @ —
12.2SED 8, T&/aec859 3 @ —
12.2SEE 8, T8/st £S5 @ —
12.2SEF 8, t&/to£83°3 @ —
12.2SEG 8, T8Y/at £S5 @ —
12.2SG 8, t&/aec8589 3 @ —
12.2SGA 8, T8/st £S5 @ —
12.2SL 8, t&/caeE859 3 @ —
12.2SM 8, T8/ aeL859 3 @ —
12.2S0 &, T8/s+ L8539 °3 @ —
12.2SQ 8, 1&/t £S5 °3 @ —
12.2SRA 8, T&/aeL859 3 @ —




12.2SRB 8, T4/ +a£85@° 3@ —
12.2SRC 8, T&/ £S5 3@ —
12.2SRD 8, T4/ o853 €@ —
12.2SRE 8, TaY/ L8525 @ —
12.2STE 8, T4/ o853 €@ —
12.2SU 8, TaY/ L8525 €@ —
12.2SV 8, T4/ o859 3@ —
12.2SVA 8, T4/ a£85@° 3@ —
12.2SVC 8, T4/ a£85@° 3@ —
12.2SVD 8, T4/ a£85@° 3@ —
12.2SVE 8, T4/ a£85@° 3@ —
12.2SW 8, T8V o855 @ —
12.2SX 8, T&Y/ 8593 @ —




12.2SXA 8, T8/t oL@ 3 @ —

12.2SXB 8, t&/aeE859 3 @ —

12.2SXD 8, T&/ L8593 @ —

12.2SXE 8, T8/st £S5 @ —

12.2SXF 8, T&/aec859 3 @ —

12.2SXH 8, T8/st £S5 @ —

12.2SXI 8, T&/aeL859 3 @ —

12.2SY 8, t&/aec859 3 @ —

12.287 &, T8/ L8893 @ —

12.2T Vulnerable; 15.0M 4@ ®a»»ae, @ 3@ ®IFEFE143,'4@%IQYIQ 4. ®E

12 2TPC Vulnerable; 49”3 ®3,¢3f%0af 3,03, 93 3@ ®I€E 4, Rafr 5@, 3,13S
BEQ3,»3, 3,3f83 3@ ®x%0é T13Q«b-(IP—3 3@ €3 afQaf

12.2XA 8, T8/ aeL859 3 @ —

12.2XB Vulnerable; 15.0M 4@ ®a»»ae, @3Q®AFAFEF14A,'39%IQYIQ 4, ®ef

12.2XC 8, T8/ oL@ 3 @ —




12.2XD 8, T8/t oL@ 3 @ —
12.2XE 8, t&/aeE859 3 @ —
12.2XF 8, T&/ L8593 @ —
12.2XG Vulnerable; 15.0M 3@ ®a»»a, @3 @ ®AFaF 5143, 39A%UI QY@ 5. ®E
12.2XH 8, T&/aec859 3 @ —
12.2XI 8, T8/st £S5 @ —
12.2XJ 8, t&/to£83°3 @ —
12.2XK 8, T8Y/at £S5 @ —
12.2XL 8, 1&/to£83 3 @ —
12.2XM Vulnerable; 15.0M 4@ ®a»»ae, @ 3@ ®IF 513143, 3@ %@ Y@ 4;®aL.
12.2XN 8, t&/caeE859 3 @ —
12.2XNA Cisco |0S XE & Yfeaf 4,15 85 (5@ ®a@ ¢ €85 ' 5€,C..839—3€ 3¢
12.2XNB Cisco |OS XE & Yaf-af 4 !4 84 (2@ ®a€@ " €84 '4¢),C..809—39 |34€
12.2XNC Cisco |0S XE & Yffeaf 4,15 85 (A0 ®a@ ¢ €84 '5€,C..839—3€ 3¢
12.2XND Cisco |OS XE & Yaf-af 4 !4 84 (2@ ®a@ " €85 4¢),C..809—39 |34€




12.2XNE Cisco |0S XE & Yoaf+af "5 |5, 85, ¢a@®aA€ ¢ 2€83'4€,C..889—3@ |36

12.2XNF Cisco |OS XE & Yif-af 4 !4 84 (2@ ®a@ " €84 '4¢,C..809—39 |34€

12.2X0 6, T8/ aL8393 @ —

12.2XQ e, T&/soeE88Q 3 @ —

12.2XR 6, T8/s- L8393 @ —

12.2XS e, T&/stocE88Q 3 @ —

12.2XT Vulnerable; 15.0M 4@ ®a»»ae, @ 3@ ®AFIFEf14A,'39%IQYIQ 4, ®zf

12.2XU Vulnerable; 15.0M 4@ ®i»»ae, @3@®IFEF A 143, 3@%IQYIQ 4L

12.2XV &, T/ +aeE88Q 3 @ —

12.2XW Vulnerable; 15.0M 4@ ®i»»ae, @3@®IFEFEf143,'a@9%IQYIQ 4. ®E

12.2YA Release prior to 12.2(4)Y A8 are vulnerablei/4E releases 12.2(4)Y A8 and later

192vB Vulnerable; 4@"“a@®3,Caf%0af €@ 3,23, 933 @®I€ES;,Rafae 86/ d,V2a]
3Qa,»3, 3, af83fa@®r%ué ta@P«é-(3P—3@ | i@ I€Q3,uafQaf)

12.2vC Vulnerable; 4@"“a@®3,Caf%0af €@ 3,23, 933 @®I€ES;,Rafae 8@/ d,2a]
3Qa,»a, 3, af8afa@®r%ué ta@P«é-(3P—3@ 3@ I€Q3,afQaf)

122D Vulnerable; 4@"“a@®3,Caf%0af €@ 3,23, 933 @®I€ES;Rafae 8@/ d,V2a]

3@a,»3, a,3f83a@®x%0é 1adQ«E-CiQ@—i@ | 3@ €@, uifear




12.2YE 8, T4/ +a£85@° 3@ —

12.2YF 8, T4/ a£85@° 3@ —

12.2YG 8, T4/ +aE85@° 3@ —

12 9vH Vulnerable, 4@"3€@®3,¢Caf%0af@ 3,013,933 @ R®IEE S, Rafe 4@, 3,153 ]
' BEQ3,»3, 3,3f83 3@ ®x%0é T5Q«b-CIP—3 3@ €I afQasf

1293 12.2(8)Y J1 5»¥&% @ 3@ ®afaf2afa, 5@ ¢,1a%+3€@ariafriafa,’ 12.2
' 3953,739%50 93, EirYéNGiesie 36©°3€,30850™e,Ta%ta@83

12.2YK 8, T&Vat o853 @ —

2oyl Vulnerable, 4“3 ®3,¢af%0af@ 3,13, 933 @ ®IEE S, Rafe "5€ ;3,13 ]
' BEQ3a,»3, 3,3f83 3@ ®x%0é T5Q«b-CIP—3 5@ €9 NafPar

12.2YM Vulnerable; 15.0M 4@ ®a»»ae, @ 3@ ®AFAFEF14A,'a9%IQYIO 3, ®ef

129YN Vulnerable, 4@"3€@®3,¢C3f%0af@ 3,013,933 @ R®IEE S, Rafe 4@, 3,153 ]
' BEQa,»3, 3,3f83 3@ ®x%0é T3Q«b-CIP—3 3@ €I, afQasf

12.2Y0 8, T4/ oE 8593 @ —

12.2YP 8, T&Vat o853 @ —

12.2YQ

8, TaV/-aeL85@ 25 @ —




12.2YR 8, T&Y/sta£85Q°5 @ —

12.2YS 8, T&/stae£85Q° 3 @ —

LooyT Vulnerable, 4€"3€@®3,¢3f%0af 3,03, 933 Q®IEE 5 Pafae 4@, 3,13]
' 5EQ3,»3, 3,383 5Q@®re%oé 13QP«b-CIP—3¢ |5 3€Q3,af@af

122vU Vulnerable, 43 ®3,¢af%0af 3,103,933 Q@ ®IEE 5 Rafar 4@, 3, 13]
' 3EQAa,»3, 3,383 3Q@®re%oé T13QP«b-CIP—3¢ |5 F€Q3,af@af

129vV 12.2(11)YV1 &¥&%.@ 3@ ®af2afafa,'a@ e,ta%+3€@afiasriasria, 12
' 5€53,39°50 03, Eir¥éVQiQsie 19°36,50836™e, 131%+3685

122V W Vulnerable, 43 ®3,¢3f%0af 3,103,933 @ R®IEE 5 Rafar 4@, 3, 13]
' 53,3, 8,3f33P5@®2%0é T3P «é-CiH—39 ' 3O €3, afOaf

12.2Y X 8, T8/ a£85Q° 3 @ —

o2y Vulnerable, 43 ®3,¢3f%0af 3,035,933 Q@ ®IEE 4 Rafae 4@, a, 131
' 56 3,»3,7 3, 3f85P5 9 ®x%0é 159 «b-CiP—i@ | 3@ €3, Paf @S]

12.2YZ 8, T8/ a£85Q 5 @ —

12.2ZA 8, t&/aceE859 3 @ —

12.2ZB 12.2(8)ZB &% @3 @ ®AF a5 1k3,"'3€ ¢,13%+3983€ 359,508




12.27C 12.2(11)ZC a»¥3%. @3 @®afafafha,'a@ e,1a%+iesi€¢ i6°39,3¢

19970 Vulnerable; 4@"“a@®3,Caf%0af €@ 3,23, 933 @®I€ES;,Rafae 86/ d,V2a]
3Qa,»a, 3, af8aa@®r%ué t1a@«é-(3QP—3@ i@ I€Q3,uafQaf)

12.27ZE Vulnerable; 15.0M 4@ ®i»»ae, @3@®IFEFEf143,'3@9%IQYIQ 4. ®E

12.27F Vulnerable; 15.0M &@®&»»ae, @3 @®afafaf1a,'a@%3@Ya@ ;@=L

12.27G 8, T&/atoE88Q 3 @ —

12.2ZH Release prior to 12.2(13)ZH6 are vulnerabl eiV4E releases 12.2(13)ZH6 and | ate

12273 Vulnerable; 4@"“a@®3,Caf%0af €@ 3,23, 93 @®I€ TS, Rafax 8@ d,V2a]
3Qa,»3, 3, af83fa@®r%ué ta@«é-(3P—i@ | i@ I€QP3,uafQaf)

12971 Vulnerable; 4@"“a@®3,Caf%0af €@ 3,23, 933 @®I€ES;,Rafae 8€;d,V2a]
3Qa,»3, 3, af83fa@®r%ué ta@«é-(3P—3@ | i@ I€Q3,uafQaf)

19 27P Vulnerable; 4@"“a@®3,Caf%0af €@ 3a,23, 933 @®I€E;,Rafare 8@ d,V2a]
3Q3a,»3, 3, af8afa@®r%ué ta@P«é-(3P—3@ | i@ I€QP3,uafQaf)

12.27U &, T&/atoeE88Q 3 @ —

12.27ZX e, T&/ataeE88Q 3 @ —

12.27Y &, T/ +aeL88Q 3 @ —

12.2ZYA 8, T&/atoeE88Q 3 @ —




Affected 12.3-Based Releases

d@"a@®a,caf%oafea,na, Jaf"a@®aec

12.3 Vulnerable; 15.0M 4@ ®i»»a, @3@®IFEFEf143,'3Q9%IQYIQ 4. ®E
12.3B Vulnerable; 15.0M 4@ ®a»»ae, @3@®IF 513143, 3@ %IQ Y@ 4;®zL.
12.3BC 8, T&/aec859 3 @ —
12.3BW 8, T8/st £S5 @ —
12.3EU &, t&/aec859 3 @ —
12.3JA 8, T8Y/at £S5 @ —
12.3JEA 8, 1&/to£83 3 @ —
12.3JEB 8, T8/st £S5 @ —
12.3JEC 8, T8/st £S5 @ —
12.3JED 8, T8/st £S5 @ —
12.3(2))K3 39 %3983 @ ®AF 351148, "4« ¢, 1aY+€559 39,3,5
12.3K )
12.3(8)JK1 Y™ Q3@ ®AFEFEf 1A, 5«3 @ &, TaVi+€83€ 3€,3,53
12.3JL 8, 1&/to£83°3 @ —




12.33X 6, &/ taeE 8593 @ —
12.3T Vulnerable; 15.0M &@®3&»»a2, @3 @®Af 2313, a9 %3 QY@ a; @=L
12.3TPC 12.3(4)TPClla 2@%3@33@®afafaf1ha, a@«3€¢ e,1a%+x€83@ 3@
12.3VA 6, T8/ aec859° 3 @ —
12.3XA Release prior to 12.3(2)XA7 are vulnerableiV4E releases 12.3(2)XA7 and later
12.3%B Vulnerable; 4@"“a@®3,Caf%oaf@a, 13,933 @ ®IE€ T, Rafee " d@;d,V2a]
3Qa,»3, 3, af83fa@®r%ué ta@«é-(3P—i@ | i@ I€QP3,uafQaf)
12.3XC Vulnerable; 15.0M 4@ ®i»»a, @3@®IFEFEf143,'3Q9%IQYIQ 4. ®E
12.3XD Vulnerable; 15.0M 4@ ®a»»ae, @3Q®AFIFEF14E,'39%IQYIQ 4, ®ef
12.3XE Vulnerable; 15.0M &@®a»»a, @3 @®Af 2313, a9 %3 QY@ a; @=L
12.3XF Vulnerable; 4@"“a@®3a,Caf%oaf@a, 13,933 @ ®IE TS, RaLee " d@;d,V2af
G@a,»3, a,3f83a@®x%ué 1adQ@«E-CiQ@—3@ 3@ €3, pifeas
12.3XG Vulnerable; 15.0M 4@ ®i»»a, @ 3@ ®IFEFEf143,'3@9%IQYIQ 4. ®E
12.3X1 Vulnerable; 15.0M 4@ ®i»»ae, @ 3@ ®IFEFE143,' 3% QYIQ 4. ®aE




12.3XJ Vulnerable; 12.4XN 3@ ®a»»ae, @3 @®afafaf1aa, a @ «c8»e|EaE,
12.3XK Vulnerable; 15.0M 4@ ®a»»ae, @3Q®AFAFEF14E,'39%IQYIQ 4, ®f
12.3XL Vulnerable; 15.0M 3@ ®a»»ae, @3Q®AFaF 5143, 39%UIQPYIQ 4, ®E
12.3XQ Vulnerable; 15.0M 4@ ®ad»»ae, @ 3@ ®IFA 51143, 5@ %IQYIQ a;®af
12.3XR Vulnerable; 15.0M &@®a»»ae, @3 @®aFafa51a,'a@%3@Ya@ 4;®@=f
12.3XS 8, TaVat e85 3 @ —

12.3XU Vulnerable; migrate to any release in 15.0M 4€<«3>°a®s 12.4T af*afafaa,’a
12.3XW Vulnerable; 12.4XN 3@ ®a»»ae, @3 @®afafaf1ha, a@«c8»eEaE,
12.3XX Vulnerable; 15.0M &@®&»»ae, @3 @®afafaf1ha,'a@%3@Ya@ ;@=L
12.3XY Vulnerable; 15.0M @ ®a»»ae, @3Q®IFAF 5143, 5Q%IQYIQ 4;®af
12.3XZ Vulnerable; 15.0M 5@ ®&»»ae, @3 @®afafaf1ha,'a@%3@Ya@ ;@=L
12.3YA &, T&/atoeE85Q° 3 @ —

12.3YD 8, TaVat e85 3 @ —

12.3YF Vulnerable; 12.4XN 4@ ®a»»ae, @3 @®afafaf1a,'a @ «c8»e|EAE,
12.3YG Vulnerable; migrate to any releasein 15.0M 5€<3>°a®3 12.4T 4f2a52a5%4,3




12.3YH &, T&/atoeE88Q 3 @ —

12.3YI 8, TaVat e85 3 @ —

12.3YJ 8, T&/atoE83Q° 3 @ —

12.3YK Release prior to 12.3(11)YK3 are vulnerabl ei/4E releases 12.3(11) YK 3 and lat

12.3YM Vulnerable; migrate to any release in 15.0M &€<3>°a®s 12.4T af*afafaa,’a

12.3YQ Vulnerable; migrate to any release in 15.0M 5€<3>°a®3 12.4T 4f255285%4,3

12.3YS Vulnerable; migrate to any release in 15.0M 4€<«3>°a®s 12.4T af*afafaa,’a

12.3YT Vulnerable; migrate to any release in 15.0M 3€<3>°a®S 12.4T af*afafa,a

12.3YU Vulnerable; migrate to any release in 15.0M 3€<3>°a®s 12.4T af2af2a5%4,"3

12.3YX Vulnerable; 12.4XN 3@ ®a»»ae, @3 @®afafaf1ha, a@«c8»eEaE,

123y7 Vulnerable; 4@"3@®3,Caf%0af@3a,0a,93 3 @RAE€ES; Raefe 4@, d, Va5
3€@a,»3, a,3f8aa@®x%ué 1aQ«E-CiQ@—3@ 3@ €@, pifeas

12.3ZA Vulnerable; migrate to any release in 15.0M 4€<3>°a®s 12.4T af*afafaa,’a

Affected 12.4-Based Releases

4@ "a@M®a,caf%oafea, na Yaf7a@®aec

124

12.4(25¢)

15.0()M1




15.0(1)M23€, 2010 & 3 a6’ 26 s—¥5€p<3,%03"O¢" 3@ efls

12.4GC Vulnerable; 15.0M 4@ ®a»»ae, @3@®IF 513143, 3@ %IQ Y@ 4;®=L.
12.4JA 8, T8/t aeL859 3 @ —
12.4JDA 8, t&/cceE859 3 @ —
12.41DC &, t&/aec859 3 @ —
12.4JDD 8, T8/ aeL859 3 @ —
12.4JHA 8, t&/caeE8589 3 @ —
12.4JK 8, t&/aceE859 3 @ —
12.4L 8, t&/ceE859 3 @ —
12.4IMA 8, T8/t oL@ 3 @ —
12.4IMB 8, T8/at o853 @ —
12.4IX 8, t&/caeE8589 3 @ —




12.4MD 8, TaV/at e85 3 @ —
12.4AMDA e, T/t oec85@ 3 @ —
12.4MR 12.4(19)MR1 &¥&%.@ 3@ ®af3fafa,'a@ e,tal+3€@ariariasra, 1.
' 53953,39°390 03, Eir¥eVQiQsie 19°3€,50830™e,13%+3€85

12.4SW e, ta/ o883 @ —

12.4(22)T4

12.4(20)T5
12.4T

12.4(24)T35€, 2010 & 3 o008 26 ce— Y593, %08"O¢" " 5@ &f

12.4(15)T12
12.4XA Vulnerable; migrate to any release in 15.0M 3€<3>°a®s 12.4T af2af2af%a,"a
12.4XB Vulnerable; migrate to any release in 15.0M 5€<3>°a®3 12.4T 4f255285%4,3
12.4XC Vulnerable; migrate to any release in 15.0M 3€<3>°a®s 12.4T af2af2af%a,"a
12.4XD Vulnerable; migrate to any release in 15.0M 5€<3>°a®3 12.4T 425528514,
12.4XE Vulnerable; migrate to any releasein 15.0M 5€<a>°a®s 12.4T af2af2af1a,'
12.4XF e, Ta/+ot8a@°3 @ —
124XG 12.4(9)X Gl &»¥&%. @3 @ ®afafafha,'a€@ e,1a%+3983@ 39°3€,39

3955,30°19 03, Er¥e™MQie ¢,18%+3985¢ 19°5€,39830™3




12.4XJ Vulnerable; migrate to any release in 15.0M 3€<3>°a®3 12.4T af*af°afa,
12.4XK 8, TaVat e85 3 @ —
12.4%L Vulnerable; 4@"“a@®3a,Caf%oaf@a, 13,933 @ ®IE€ T, Rafee " d@;d,V2a]
' 3Qa,»3, a,3f83a@®x%0é 1aQ«E-CiQ@—i@ | 3@ €@, uifeas
12.4(15) XM &-¥8%. @3 @B®af*afaf1aa,'a@ ¢,1a%+3@83€ 393,36
12.4XM
afeafearya,l 12.4(15)XM3 4953, 3939 €3, Ear¥é™MQi€ &,T8%+3 !
12.4XN e, TaVat L8583 @ —
19.4XP Vulnerable, 4@"3@®3,Caf%0af@ 48,03, 933 @RAE€ES; Raefee 4@ d,Y2a5
' 3@a,»3, a,3f83a@®x%0é 1a4Q«E-CiQ@—3@ | 3@ €@, uifeas
12.4XQ 8, T8/t oeE85Q 3 @ —
12.4XR e, Ta/+aeE88Q 3 @ —
12.4XT Vulnerable; migrate to any release in 15.0M 3€<3>°a®3 12.4T af2afafa, '3
12.4%V Vulnerable; 4@"“a@®a,Caf%oaf@a,na,93fa @®IEES;,Rafee @/ d,2a]
' 3€@a,»a, a,3f8aa@®x%ué 1aQ«E-CiQ@—3@ 3@ €93, pifear
12.4XW Vulnerable; migrate to any release in 15.0M 5€<3>°a®3 12.4T af2af2a5%4,"3
12.4XY Vulnerable; migrate to any release in 15.0M 3€<3>°a®3 12.4T af2afafa,'a
12.4XZ Vulnerable; migrate to any releasein 15.0M 5€<3>°a®3 12.4T 4f2a5285%4,3




12.4YA Vulnerable; migrate to any release in 15.0M 3€<3>°a®3 12.4T af*af°afa,

12.4YB 12.4(22)YB5

12.4YD 8, T8/st £S5 @ —
12.4YE 8, T8/ a£85Q° 5 @ —
12.4YG 8, T8Y/at £S5 @ —

ay+éY 8, a@—ae'a,« 15.0

DR i 50"50®3,Caf%0af 94,13, 1550 O

Bi/r6Y (A 8@ —3€'3,< 15.0 Af™af1a, ' 3@®AFEFE143,'5€ 3€,3,539%3€>3,"3€,

a+éY 4, d@—ae'd,« 15.1

50 5©®3,C3%0af 4,138,953 ®aec
afMaf143, 3@ ®aFaFa5%E," ©"ao bodf 4,535,955

B/rEY (A 8@ —3€'3,< 15.1 Af™af1a, 3@ ®afafafa, 3@ 3€,3,539%3€>3,"3€,

Cisco | OS XE &, v4f+af 4, 4 84, ¢

IOS XE First Fixed
af%afearyd, | ReleaseiVs 4; ®cefa@+a, Ed QYR e€d™ 93 QRS aF a4, '14%o

2.1 &, T8/ o859 3@ —




2.2.X &, t&/ctaec889 3 @ —
2.3.X &, T8/ aL859 3@ —
2.4.x &, ta/caeL889 3 @ —
2.5.x &, T8/ o839 3@ —
2.6.x &, T8/ o859 3 @ —

4, @eE£A"OC" " 8%i8%<E3Q "a...~a% Q™o "

59 "3Q®3,Ca %05 3,08, 95398872 7593, Ei@ | 5€,3,@,T81+2€35Q®4...~] " 4,,2,°C" 5@ «é-
Cisco PSIRT 8@«3€ 3 ,3€»8,%03, E3€ | 3€,3©%3€>38,"a€,

56"5,E3, %059 ®8, 13%+2€559 5€@Cisco
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