MIT Kerberos GSS-APIZ A4 7S 1)E—K
DoSHEs5 1%

7 R/)NA 1) —ID : Cisco-SA-20100519- CVE-2010-
Mediu VE-2010-1321 1321
7226 B : 2010-05-19 15:40 CVE-2010-
R EFHH : 2015-01-31 05:30 3566
/N\—> 32 19.0 : Final CVE-2010-
CVSSA7 :6.8 3565
38 % : No Workarounds available CVE-2010-
Cisco /N7 ID : 3541
CVE-2010-
3563
CVE-2010-
3562
CVE-2010-
3561
CVE-2010-
3560
CVE-2010-
3549
CVE-2010-
3548
CVE-2010-
3569
CVE-2010-
3568
CVE-2010-
3567
CVE-2010-
3555
CVE-2010-
3554
CVE-2010-
3553
CVE-2010-
3552
CVE-2010-
3574
CVE-2010-


http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:S/C:N/I:N/A:C/E:POC/RL:OF/RC:C
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1321
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1321
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3566
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3566
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3565
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3565
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3541
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3541
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3563
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3563
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3562
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3562
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3561
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3561
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3560
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3560
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3549
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3549
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3548
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3548
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3569
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3569
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3568
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3568
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3567
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3567
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3555
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3555
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3554
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3554
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3553
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3553
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3552
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3552
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3574
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3574
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3551

(o8]

551
CVE-2010-
3573
CVE-2010-
3550
CVE-2010-
3572
CVE-2010-
3571
CVE-2010-
3570
CVE-2010-
3559
CVE-2010-
3558
CVE-2010-
3557
CVE-2010-
3556

BAZEICLDBEHRIE. RFBICRXDIEXDIFLABZHRTHY), RERNENETH
AOEEN H2BEICF. RERNABELIT,

BE

MIT KerberosiC ik, FREIE NIz E—NOHEEN Y —E A E(DoS)REZ 5| E#E C T AREM
NDHBMHUENFEELET,

COMRTEERFE., KA EORIANAT+DB L, GSS-APIT VLT RIAVKR—FNCHFHELE
¥, WAEThEVE-—PRBEER, ZEAVAR—FXDMIR/ULTHYCMI T LEEREZITSC
ET, CORSBUEZFAENATEIARMEN BV ET. ZOBRELCKY, AVKR-—FKFIOTY
232U, DoSIREEN LT D AREMN BV ET,

MITEC DM ERERL., EFEnEY 7N 72 JU—ALELE,

COMRTEERE, FBRENERBEILI>TOANERNAET D AREAHY), RIEZATLAND
BRENBREZEVSSHERTEXRTY,

Active Directory> > J )L A 2 A2 A" EM%35E . Cisco Network Admission Control(NAC)%* A
R—NHFEEEZZTHARENIrHYET,


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3551
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3573
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3573
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3550
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3550
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3572
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3572
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3571
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3571
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3570
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3570
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3559
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3559
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3558
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3558
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3557
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3557
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3556
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3556

HUHR

MITRRRDUZOTEFIVT AT RNAHF )2 ) —-ALKRL Iz, MITKRB5-SA-2010-005

SAARROIV O TNTIDZE) JU—ALEL =, CSCtg59379

F5 NetworkslE, XOU> oD —R /—NTHEFEEZERE L TVWE T, Enterprise Manager
23.00V)—RAR/—b

HPIERD > O THF 1) T 115802257427 ') ') —AL TWE T, HPSBUX02544
SSRT100107

IBMIZRXDV>OTEF1UTATZ5—h2)J—ALKL L : CVE-2010-1321

OraclelE XDV TtEFx1)FT4T7Z5—r2!1))—AULEL f, Critical Patch Update October
2010

Red Hatk 21 UF A 7 RNAHFVZRXDI>TT)I)—ALEL % : RHSA-2010-0423,
RHSA-2010:0770, RHSA-2010:0873. RHSA-2010:0935, RHSA-2010:0987, RHSA-210 152,
& K T'RHSA-2011:0880

Sun@XDUZOTEF1)T+BAZ))—ALEL Lz, CVE-2010-1321

VMwareld, VMSA-2010-0013. VMSA-2010-0016. 3 & TFVMSA-2011-0013D &>V Tt+F1
DTFATRNAFD)Z) )AL TVET,

st nH2HRm

MIT Kerberos 5/X\—= 3 1.8 1 ABIIC EBEBHEAFEL E TS

el ZEEATVREVWC ENEREENERR

O ADHRBICEVTZOT RNA P IO EZZTRE0E. RERBEATLVEREA,
[B] 3 5%

BYBRTYT7TF—N2BERAIREZHERLET,

EEER, GHETEDI—HYIEFIRYRNDI—IOTIVEAZHAID L ZHELET,

HEEZWRTTIVT—23aANOT I EAER., EETED I HOXIFETH2HR
WELET,

SATOEEERIE, Cisco

HEBEZTDVATLZERTD L ZHRLET,


http://web.mit.edu/kerberos/advisories/MITKRB5-SA-2010-005.txt
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtg59379
http://support.f5.com/kb/en-us/products/em/releasenotes/product/relnote-em-2-3-0.html
http://support.f5.com/kb/en-us/products/em/releasenotes/product/relnote-em-2-3-0.html
http://support.f5.com/kb/en-us/products/em/releasenotes/product/relnote-em-2-3-0.html
http://support.f5.com/kb/en-us/products/em/releasenotes/product/relnote-em-2-3-0.html
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c02257427
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c02257427
http://www.ibm.com/developerworks/java/jdk/alerts/
http://www.oracle.com/technetwork/topics/security/cpuoct2010-175626.html
http://www.oracle.com/technetwork/topics/security/cpuoct2010-175626.html
http://blogs.sun.com/security/entry/cve_2010_1321_null_pointer
http://www.vmware.com/security/advisories/VMSA-2010-0013.html
http://lists.vmware.com/pipermail/security-announce/2010/000108.html
http://lists.vmware.com/pipermail/security-announce/2010/000108.html
http://www.cisco.com/en/US/docs/security/nac/guestserver/configuration_guide/20/g_sponsor.html#wp1070364%22

BEZRYVTRNDIT

MITERDU>OTINY F&1))—ALEL 2, MITKRB5-SA-2010-005

CentOS/NY 7 —2 ik, up2date AN RELIEyumIAN Y REFEALTEHRTEET,

F5 NetworkslE, XU O TERI—HEEFOVINIITFTTFYTF—R2JIJ—ALTVE
9, Enterprise Manager 2.3.0

HPIXX M 1) > 2 TKerberos Web Update(KRBSCLIENT)DE#FHY 7 kDI F7Z VI —ALTVE
EP

HP-UX B.11.11(11i v1)
KRB5CLIENT C.1.3.5.10 HP UX B.11.11 32 64.depotiAf&

HP-UX B.11.23(11i v2)
KRB5CLIENT D.1.6.2.08 HP UX B.11.23 IA PA.depot2ABE

HP-UX B.11.31(11i v3)
KRB5CLIENT E.1.6.2.08 HP UX B.11.31 IA PA.depotiAf#

HPIE., XDV > U T&EI1—Y M@ FIZCore-OS(KRB5-Client)MKerberosV A4 7> NERADE
MENLEVYTIRDIT7Z))—-ALTVET,

HP-UX B.11.11(11i v1)
PHSS 411663 1=l 2 h Ak

HP-UX B.11.23(11i v2)
PHSS 41167% 1=l Z h Ak

HP-UX B.11.31(11i v3)
PHSS 411683 1= ld Z h Ak

IBMIERDOD > OTTYTTF—RZ2U)—ALTWVWET, IBM Developer Kits

Oracleld. BEFI1—YmHbo/NYyFERXOIV>OTII)—ALEL L, Oracle

Red Hat/\ Y 7 —2 &, up2dateE A lkyumINY > REFEALTEFHTEE T,
Sunld, ROV O TEEI—FETONYFZII)—ALTVET,

SPARC

Solaris 10(/X ¥ F141500-07 LA f§)

JNY F112908-38 A& A1 A & 1 7= Solaris 9
INY F112390-17 LA A 1B A & t iz Solaris 8



http://web.mit.edu/kerberos/advisories/MITKRB5-SA-2010-005.txt
https://login.f5.com/resource/login.jsp?ctx=719748
http://software.hp.com/
http://software.hp.com/
http://software.hp.com/
http://software.hp.com/
http://software.hp.com/
http://software.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://itrc.hp.com/
http://www.ibm.com/developerworks/java/jdk/
https://metalink.oracle.com/CSP/ui/index.html
http://sunsolve.sun.com/patchfinder/?uiForm=N&patchId=141500-07
http://sunsolve.sun.com/patchfinder/?uiForm=N&patchId=112908-38
http://sunsolve.sun.com/patchfinder/?uiForm=N&patchId=112390-17

Intel

Solaris 10(/\ ¥ F141501-08 LAF%)

INY F115168-24 LARE A" E B & 1 /= Solaris 9
INY F112240-16 AR A" E B &« 1r /= Solaris 8

VMwareld, XOV O TEFHwENEY I NI TFTZ))—ALTVWET,

ESX 3.5
ESX350-201008411-SG

ESX 4.0
ESX400-201009403-SG

ESXi 4.1
ESXi410-201010401-SG

ESX 4.1
ESX410-201010419-SG
ESX410-201110201-SG

ESX 3.0.3
ESX303-201102401-SG

vCenter 4.1

TV TT—h2

HREIE
$propertyAndFields.get("recommendations")
TERMABH ELNAKSEK

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RNAHFUIZEBEEhTWVS
MEHEEOTEFAEFHPTOLAREEEL TLERE A,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-
20100519-CVE-2010-1321

iG] B
{\—73 =4 5 :lz'?*zEl AT—24 a4
> ~ A

1.0 MR |ERAS  |Final 2010558



http://sunsolve.sun.com/patchfinder/?uiForm=N&patchId=141501-08
http://sunsolve.sun.com/patchfinder/?uiForm=N&patchId=115168-24
http://sunsolve.sun.com/patchfinder/?uiForm=N&patchId=112240-16
http://download3.vmware.com/software/vi/ESX350-201008411-SG.zip
https://hostupdate.vmware.com/software/VUM/OFFLINE/release-240-20100919-359479/ESX400-201009001.zip
https://hostupdate.vmware.com/software/VUM/OFFLINE/release-251-20101108-239087/ESXi410-201010001.zip
https://hostupdate.vmware.com/software/VUM/OFFLINE/release-252-20101109-182791/ESX410-201010001.zip
http://downloads.vmware.com/d/info/datacenter_cloud_infrastructure/vmware_vsphere/4_1
http://download3.vmware.com/software/vi/ESX303-201102401-SG.zip
http://downloads.vmware.com/d/info/datacenter_cloud_infrastructure/vmware_vsphere/4_1
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20100519-CVE-2010-1321
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/Cisco-SA-20100519-CVE-2010-1321

\‘_:“3 _ <, 3 —— -
N—=2 5 o O3 | AT—X a4

X
m

X

N

—A 19H

AR

AT RNABVRERLEODEDE L TIRHLTHEY ., WL BIBEORILEETRRIDENTE
HYERBA, ETRNABVOBHBBICVIVDOERICETZIREN—IFTNhSOEREC
HB2ENELERT, Fh, DATRBAERFIXNOABRZFESLICEELLY, EFLLEY
TRENEBLET,

AT RNAF)DORRNBICEL TIHREE O URL ZEBEL, BOEHEPERZRL 258,
HUANEBLIEBEREGRBEENERA. TS LEERE, BRR[FEsIERILEY, EEX
BHAXELTVWEY TRAEMEA DY ET. CORFIXDMOBRE, ATIRHAOIVR
A—HZXHRELTLVET,




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



