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Hi gh 20090923-h323 2866
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af @afva, afsas 1.1: Find

CVSS3,14,33,¢: 7.8

726 ¢¢- : No Workarounds available
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process cpu | include 3233, 38f Zaf3af %08, ¢ ™% (Ea@ —a @13 @ ™aE€,

<#root>
Router#
show process cpu | include 323
249 16000 3 5333 0.00% ©.00% ©.00% © CCH323_CT
250 0 1 @ 0.00% 0.00% 0.00% © CCH323_DNS
Router#

TV EY (B, d@P—a 93« QPRIQ a€QPH.32353,"afaf3,°af@afuas TCP
17208@ 3@'3@33@™3E,

8, -8,18, %Ly @3 8¢ hif@I9—ae | 3,3« Cisco I0S §,%%af-af"a,!4,83,¢

af2afeaf1aa,'a, ¢’ @I P™Ma i P«3Q AEQPaftafea nd,'a@«afs,ca,niff a9 —i@ ! show
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"Version" 3@~ Cisco IOS §,%2af+af"a, 3, a,¢

afrafeasad,' c @ @3 Ee| (ri@a, EF@AIQP™AE,a»-39®3, 3,3,

3ftaf€3,03,'3¢85€ 3€@show version
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<#root>

Router#



show ver si on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@8 14:39 by dchih

I--- output truncated

8O %GO FEQE, R3S, 4 8 AT« €5, E3 OV nafaf S, 4@ @I E C1841-
ADVENTERPRISEK9-M 3€83€€Cisco I0S &,%3f-35°3, 5,53, af°afaf%a," 12.420)T
5,/8@Ve ;59— | 50,5,3,5,5,0£13"9 3, (°AQ—3O | 5,3 Q%IQ™EE,

<#root>

Router#

show ver si on

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-08 20:25 by prod_rel_team

I--- output truncated
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G "a@®e,TaV+x€83€ a€@Cisco Bug ID CSCsz38104

(c™»6E2af 184, 18°,¢" )4 a@—a@ | 2-Te> AE-3@+3,EGEQCommon Vulnerabilities and
Exposures(CVE)IDa€ “a€©@—a€ | CVE-2009-

28663€ E3%0%3,581,"3€ | 5,%03, E3@ | 3€,3Q%IO™EE,
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5€«3€,3,55QUIO™IE,6Y33£°38,»3,3 YA A 13, £3QB®AF™E, A 3f—4FO3, 4f15,£3,4«3Qn3,5@ 2
Unified Communications SRND Based on Cisco Unified Communications Manager 6.xa€ € (htt
p://www.cisco.com/en/US/docs/voice_ip_comm/cucm/srnd/6x/security.html

)8, 39,C..309—39 |39 QIO 36°30,3€,

§+39 593, EAQVAFQAFFAF 4 aF A3, G»¥an-39®3 %€ <3 %oH.323¢@ic@ 1af afOaf5 L5553,

l--- Permt access fromany |IP address in the 172.16.0.0/ 16
l--- network to anywhere on port 1720.

access-list 101 permit tcp 172.16.0.0 ©0.0.255.255 any eq 1720

l--- Permt access fromanywhere to a host in the
1--- 172.16.0.0/26 network on port 1720.

access-list 101 permit tcp any 172.16.0.0 ©0.0.255.255 eq 1720
l--- Deny all traffic fromport 1720.

access-list 101 deny tcp any eq 1720 any

l1--- Deny all traffic to port 1720.

access-list 101 deny tcp any any eq 1720
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l--- Permit all other traffic.

access-list 101 permit ip any any
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afia, afeafs

Afeafearya,: &
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12.0-Based First Fixed ReleaseiVs 4, ®@aLi€+a, Ed O Ve
Releases

SO28Y5 5@ ™3E,<12.0af™5f143,'a@®AFEF A4S, 3@ 3€,3,53€9%3€>3,"5€,

Affected
12.1-Based
Releases

First Fixed ReleaseiVs a;®aeLa€p+a, Ea @ Ye

80285 3@ ™3,<12.13F™MaF 1A, A @ ®AFEF 13, 49 3€,3,5593%3 €3, 3€,

Affected
12.2-Based First Fixed ReleaseiVs 4, ®@aLi€p+a, Ed @ Ve
Releases
12.2 e, TaY/ L85 5@ —
8, T8Vt aeE83€),3,5(re€a" QIO PRI, PRfIQ 12.4)
12.2B
12.2(4)B8ar¥&%. @ 3@ ®af 5513, 3«3 &,18%+e€83@ 3€,3,53€%3€>3,"3E,
12.2BC e, TaV/ L8595 @ —
12.2BW 8, TaVataeL85@° 5 @ —
&, T8VtacE§a€),3,5(r0e€a" QIO PRI, RRfi@Q 12.4)
12.2BX

12.2(15)BX &»¥8%.@ 3@ ®IF 3513, 59«5 ¢,T8%+2€83@ 3€,5,550%36>3,"3€,




12.2BY 8, TaVa- L8595 @ —

12.2BZ 8, 1&/c-ceE859°3 @ —
12.2CX 8, T8/t aec8a9° 3 @ —
12.2CY e, Ta/aeL839°a @—
12.2CZ &, 1aY/c-aeE85€p,3,S3€ 9 12.25B3@ «(8»&(E
12.2DA e, Ta/aL83e 3 @—
12.2DD 8, T&/caL85e°a @ —
12.2DX 8, ta/ec859 3 @ —
12.2EW e, Ta/aeL839 3 @—

12.2EWA 8, 1&V/ o853 @ —

12.2EX e, Ta/aeL839 3 @—
12.2EY 8, T8/t aec859° 3 @ —
12.2E7 8, T&/to£859°3 @ —
12.2FX 8, t8/ataec8a9° 3 @ —

12.2FY 8, 1&V/ L8523 @ —




12.2FZ 8, t8/taec889 3 @ —
12.2IRA 8, T&/to£859°3 @ —
12.2IRB 8, T8/t aec8a9° 3 @ —
12.2IRC e, Ta/aeL839°a @—
12.21XA &, T8/t o839 3 @ —
12.21XB e, Ta/aL83e 3 @—
12.21XC 6, T8/t o839 3 @ —
12.2I1XD 8, ta/ec859 3 @ —
12.2IXE e, Ta/aeL839 3 @—
12.2IXF 8, ta/cec859° 3 @ —
12.21XG e, Ta/aeL839 3 @—
12.2I1XH 8, T8/t aec859° 3 @ —
12.2JA 8, T&/to£859°3 @ —
12.2JK 8, t8/ataec8a9° 3 @ —
12.2MB e, Ta/aeL83e°a @ —




12 2(15)MCLan¥&%0@ 3@ ®afaf*af 143, 'aQ«3Q ¢, 13%+2€85Q 5€,3,539%a€3,"3€,
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afafaafyaa, 112.2(15)MC2bar¥é™ @ 3@ «3@ &, 18%+e€83€ 3€,5,530%3€>3,"5€,200€4"

12.2S 6, TaV/ L8595 @ —

12.2SB 8, t&Y/ L8323 @ —

12.2SBC 8, T&Y/+a£85@° 5@ —

12.2SCA &, T8/ +oL839 3 @ —

12.2SCB e, TaV L8595 @ —

12.2SE 8, 1&V/+oec85@23 @ —

12.2SEA e, TaV- L8595 @ —

12.2SEB 8, &Y/ +oeE85@23 @ —

12.2SEC e, TaV L85 5@ —

12.2SED e, 1&V/ o853 @ —

12.2SEE 8, 1&V/ o853 @ —

12.2SEF e, taVa- L8595 @ —

12.2SEG &, T8/ +oL839 3 @ —




12.2SG 8, t8/taec889 3 @ —
12.2SGA 8, T&/to£859°3 @ —
12.2SL 8, T8/t aec8a9° 3 @ —
12.2SM e, Ta/aeL839°a @—
12.2SO 8, t8/taec8a9 3 @ —
12.2SQ 8, T8Vt o859 3 @ —
12.2SRA 6, T8/t o839 3 @ —
12.2SRB 8, ta/ec859 3 @ —
12.2SRC e, Ta/aeL839 3 @—
12.2SRD 8, ta/cec859° 3 @ —
12.2STE e, Ta/aeL839 3 @—
12.2SU 8, T8/t aec859° 3 @ —
12.28V 8, T&/to£859°3 @ —
12.2SVA 8, t8/ataec8a9° 3 @ —
12.2SVC e, Ta/aeL83e°a @ —




12.2SVD 8, TaVa- L8595 @ —

12.2SVE &, T8/ o859 3 @ —

12.2SW e, taV L8595 @ —
12.2SX 8, 1&V/ o853 @ —

12.2SXA &, TaVt- L8595 @ —

12.2SXB 8, 1&V/ o853 @ —

12.2SXD &, TaY L8595 @ —

12.2SXE 8, 1&V/ o853 @ —

12.2SXF 8, 1&V/oeL85@°3 @ —

12.2SXH 8, 1&V/ o853 @ —

12.2SX | 8, 1&V/oeL85@23 @ —
12.2SY e, taVa- L85 5 @ —
12.2S7 8, TaY/ L8595 @ —
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12.2TPC 8, t8/taec889 3 @ —
12.2XA 8, T&/to£859°3 @ —
12.2XB 8, T8/t aec8a9° 3 @ —
12.2XC e, Ta/aeL839°a @—
12.2XD &, T8/t o839 3 @ —
12.2XE e, Ta/aL83e 3 @—
12.2XF 6, T8/t o839 3 @ —
12.2XG 8, ta/ec859 3 @ —
12.2XH e, Ta/aeL839 3 @—
12.2XI 8, ta/cec859° 3 @ —
12.2XJ e, Ta/aeL839 3 @—
12.2XK 8, T8/t aec859° 3 @ —
12.2XL 8, T&/to£859°3 @ —
12.2XM 8, t8/ataec8a9° 3 @ —
12.2XNA e, Ta/aeL83e°a @ —




12.2XNB 8, t8/taec889 3 @ —
12.2XNC 8, T&/to£859°3 @ —
12.2XND 8, T8/t aec8a9° 3 @ —
12.2X0 e, Ta/aeL839°a @—
12.2XQ 8, t8/taec8a9 3 @ —
12.2XR e, Ta/aL83e 3 @—
12.2XS 6, T8/t o839 3 @ —
12.2XT 8, ta/ec859 3 @ —
12.2XU e, Ta/aeL839 3 @—
12.2XV 8, ta/cec859° 3 @ —
12.2XW e, Ta/aeL839 3 @—
12.2YA 8, T8/t aec859° 3 @ —
12.2YB 8, T&/to£859°3 @ —
12.2YC 8, t8/ataec8a9° 3 @ —
12.2YD e, Ta/aeL83e°a @ —




12.2YE

&, TadY/+aE83@ 3@ —

12.2YF

&, T8/ o859 3 @ —

12.2YG

&, T&/ ¢85 °3 @ —

12.2YH

&, T8/cta£859,5,55€, 39" 30 ®3, C3f%03f 3,03, Y55 @ @€ E 4 Ratamn 5@, 5,1b3f 4 5, | 3
B 5,3, 3, 35539 ®x%0é 5@ U SOLIQ | 5EQ5,aTQAFHEF P, "5 Q<5053+ @

12.2YJ

8, T&Y/coE85€p,5,53€, 59" 3@ ®3,C 5f%0af @ 5,05, 35 @ OF€E 4 Rt 565, 153f 313, 3
53,3, 5, -3f55FP 5@ ®x%oé 13U QLI | 5693, NAf@aFKEF U, ¢ "5« PS5+ @

12.2YK

&, T8/ o859 3 @ —

12.2YL

&, TaY/ct o859, 3,55€, 39" 3@ @3, Caf%03f 3,13, 31 5@ @€ EaRatfm 5@ 5, 143f 43, | 3
HEQ5,»3, 3, 55539 Dx%0é 5@ U 'SPLIQ | 5@, UaTOAFHEF P, "E P« T 953+ @

12.2YM

&, T8YtoL85€p,3,5(cee€8" Q3P ®3; PREIQ 12.4)

12.2YN

&, TaY/ct o859, 3,55€, 39" 39 @3, Caf%03f 3,13, 3 5@ @€ EaRafm 5@ 5,144 43, | 3
HE@5,»3, 3, 35539 ®x%0é 5P U 'SPLIQ | 5EQH, UaTOAFHEF P, "a P« T 953+ @

12.2Y0O

e, t8/taec85a9 3 @ —

12.2YP

&, T8/ taec889 3 @ —

12.2YQ

&, T8/ roL839 3 @ —

12.2YR

&, T3/ 8393 @ —




12.2YS

&, TadY/+aE83@ 3@ —

122YT

8, T&/coE85€p,3,53€, 59" 3@ ®3, ¢ 5f%0af @ 5,03, 35 @ OFEE 4 Rt 565, 153f 31 3, 3
53,3, 5, -3f55FP 5@ ®x%oé 15U 5PLIQ | 5693, NAf@aFHEF Y, ¢ "5« PS5 @

12.2YU

8, T&/coE85€p,5,53€, 59" 3@ ®3,C5f%0af @ 5,03, 35 @ OFEE 4 Rt 56 ;5,133 3, 3
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