Cisco |OS4, 24 +af 4,3, 84, tae@®Multiple
Features Crafted UDP Packet Vulnerability

3, CAf %oaf @ 8,24, 9aF*aFID : cisco-sa- CVE-2009-
Hi gh 20090325-udp 0631

&@a...~é-<e—Y¥ : 2009-03-25 16:00

af @afvaa, afsas 2.0 : Find

CVSS3,14,33,¢: 7.8

726 ¢¢- : No Workarounds available

Cisco af€a,° ID : CSCsk64158
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59 3O B8, TVite€ss, erlhe >3O ™E, D26 @ -39 EFD,3,559%IQ™EE,
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sa-20090325-udpa€p8a...~é—«3@+3, i@ | i@ ,3 @I QP™IE,

& 1/,820094"" 3208 250 —¥a€@ ® Cisco
10S3,»3,af¥afafta,£3,caf%oaf @a,03, afaf @af’af%oaf«a...~é—3@«3@ I€@8a»YaQ®3,»3,af¥afaf
10S4,%af+af"3,,3,83,Ca@®e,Tal+te€8a@«d 343t |3O—3€ |3€,80%IQ™I€,3€,3,C3%0af@a,24,1

3, 3f%03,aF¥af3Faf 3@ AOB®IFAFE, 5@ 2-dQRIQ 395555985 ™AE,

» Cisco |OS cTCPa@®DoSe, talatae€s
https:.//sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20090325-
ctep

» Cisco
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» Cisco |0S3, Y58f+af "4, |4, 83, ta@ ®Secure
Copyd@«39S3@'d e ©Oé™@a"te 4hIP®e,TaltrEs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/ci sco-sa-20090325-
P

« Cisco 1053, 28f+4f 4, 4, 88, ¢a€@ ®Session Initiation Protocold€@«3€S53€'d,<Denial of
Service(DoS)a@®e, Tal+ar€s
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20090325-sip

« Cisco 10S3, v2af+af "4, |3, 88, ¢a@®Multiple Features Crafted TCP Sequence Vulnerability
https:.//sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvi sory/cisco-sa-20090325-tcp

» Cisco |0S3, Y58f+af "4, |4, 88, ¢a@®Multiple Features Crafted UDP Packet Vulnerability
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvi sory/ci sco-sa-20090325-
udp

« Cisco |OSA, Y5f+af "4 4 88, ¢4 ®WebVPNE@S3, 3@°SSLVPNI@®@, 13 Vi+ €8
https:.//sec.cloudapps.cisco.com/security/center/content/Ci scoSecurity A dvisory/ci sco-sa-20090325-
webvpn
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P& Efyaf 8 18f~af ™af B¥ ¢, (SLA)acom' 40

» Session Initiation Protocol /4" Sl PiY/4%o

* H.323 Annex E3 3afY.af«4, -8 °af SAf%af35, (e
» Media Gateway Control Protocoli¥s M GCPiY/4%o
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"Version" 3@ Cisco IOS a,%.af-af"a, a," a,¢

afrafeasad,' c @ @@ Ee| (r°i@a, EG@AIQ™AE, a»-aQ@®Ciscodftaf@a,nd,'d@«a€@ FEEshow
ver Siona€ 4, %af 23f 38 %o 3@ F3 @59, 3@ SEQC+°503,:31°353 @ Ee| (n°3¢+3,E5 3 39 5O F3Q
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a¥i ORI AQ FEQCisco L1 QIO IO | 5EQIOSAFAFEFE," 12.3(26)
OEC %hacIQ9—i€QiP IO, nafiaf %3, 39 @39E C2500-IS-L
59559,3, 39 50 3/ (1°I9—30 ' 59, 30%IO™

Router#show version

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-08 14:39 by dchih

<output truncated>

¥4 AQ@®A33Q €@QCisco e£113"Qa@«a@ | F€QI0SAfafarka,’ 12.4(20)T
dQOEC %A QP—3€QiQP@IO®A nafiafha, I Q@3 E C1841-ADVENTERPRISEKI-M
50§501§1<é0“§0 ) érlgnoao_ég : 501150%501“:

Router#show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-@8 20:25 by prod_rel_team

<output truncated>
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|0S3, YA8f+3f "4, |3, 88, ta@®afafafa,'ava @ e | ©3%0t3Q®&;1aS *f...4 +3€@ €@ http//www.cisce
ref.html&@®a€EWhite Paper: Cisco IOS Reference

Guided€ @a@8¢(°° @I QZ QP OIQHAIG™AE,

&, TaYrae€8s,’ 49 «a,"89839,39%36,30"30 39 ECC QIO 3, EIHYeLLI"Q
YA AQPRLLNI"QPIPHIPYIQP xOYLfI@Q 3@ "daQP®E, 1AVt aQ®AV1EY 3, 'AQP—IQ aPHI

* Cisco |OS XR & Y4af+af 515,85 ¢

.« 8 ffYVaf 5 1ac@e 1ha,” afa, 3,8aFaf 14" SAAIYA%0

» Response Time Reporteri¥a RTRiY4%o

« Cisco 5003, -af3fY.4,°af 3, odfodf -4 1Expressa, ¢4, & »4, 1af @4a,0afaf"
» Cisco Aironet 1250 3, -4f%afv.4,°

» Cisco Aironet 1240 AG &, -af%afvs4,°

» Cisco Aironet 1230 AG &, -af%afvs4,°


http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html

» Cisco Aironet 1200 3, -af%afv.a,°
» Cisco Aironet 1140 3, -af%afv.a,°
» Cisco Aironet 1130 AG &, -af%afv.a,°
» Cisco Aironet 1100 3, -af%afv.a,°
» Cisco Aironet 1500 &, -af%afv.a,°
» Cisco Aironet 1400 §, -af%afv.a,°
» Cisco Aironet 1300 &, -af%afv.a,°
« Cisco AP801iv'8604€p 53, 38804, 3255143, ISRi¥%o0
» Cisco WMIC(Cisco 3200 MAR)
» Cisco
0S4 RIQP @I P Bir-39B®xOYef13,,af—afaf 3,25f«3@ I€QIP 3P®e,1aV+x€8IH®E:

3@ ®3,3,'3,3ef 13" 939 «319539, 5@ | FEQIQ"TOP®A, Caf%0af 3,13, 03 5Q®AV+EY: 3, aQ—3
0%

2|4 «@?-"739™3,«2OYefLIPPIQ,i 938, FIP QT AR339 3, EFEQE-CEELE»"2€'5,%03,ES
10S5f13f€3,n3,'3@®¢,181%4+2€83@®I,5,@ A®3E, 2% 55,39 39 59«35 59 30 | 3£HCRICOT
10Saftaf€a,nd,'a€@EUDPE,pafhafa, s, at | c@ta@™a,af—afa,»3,"a, a®Ye|Ea@—i@ | 53,3, 3@

Cisco |0S4, Yifeaf "4, |4 85 ¢a@ ®af@afsd, 833 «3, 3@ L£3€ | 3€@Cisco

10S3,1,af3f°4, ! 5,83,Caft5f€3,03,'5@ Eaf3,'af5F5,°39—3€ | 3€,3,\UDPAf@Af14af 5,8 ¢(x°a@™3
ip socketsa, 3af Zaf3af %2343 @ Y3 € show

udpa, 3af Z8f3af %od, dvscC AP 83 QP QIO NIQP™IE, 39,20V 3@ «d hIAQP—3Q | FEPE1EY5, 8@ —F4

59"53O®R, 131+ 2E55QB3 9ELE O 39«2 QISVIO™I 3@ FEQAFIafQa,n8, 3@ ®F naf S, 5
59"39®8,18%1e€85, 4 @RLOC 5955995, IQRIQ 3€QAf1ifOF 13, 59,3033, Ei9E6

59 "3Q®3,:3,03f—3QOAf-3faffa, 5€-3,EI@YE,AVafUIQBOC—IcSNIQ A€ Qaf«aflhafta £553,°5f-
TDP/LDP3 @23 ©a@®3,afaf afafhaf«af—af-afhafaf—afaf a af«a@E€ @03, "a@™a,<a,naf

Af—Afaff3 2@ +3, E3OVS.. ¥35:3,08535,; 55 13F+5,53,03,"3,C%0" S®ET Q™3 39«3 O FEQFEEshow
inter facesi€@ 3,23 F 2578 %03, (MO8 E3@—3€ | GEQ4... Y453, aF¥aF e (ES, Rrcec CAO—3QUIO™IE,S

aftaf€@a,na,"'a@ &3, *af*af afafnaf«af—af-afhafa® a€@ | 3@®af afoaf-a,£affa, a,é«"a@,af-af1as

Router#show interface ethernet 0/0
Ethernet@/@ is up, line protocol is up

Hardware is AmdP2, address is 0050.500e.fle@ (bia 0050.500e.f1e0)
Internet address is 192.168.0.1/24

MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, load 1/255
Encapsulation ARPA, loopback not set, keepalive set (10 sec)

ARP type: ARPA, ARP Timeout 04:00:00



Last input 00:00:41, output 00:00:07, output hang never
Last clearing of "show interface" counters 00:07:18
Input queue: 76/75/1091/@0 (size/max/drops/flushes); Total output drops: @

|P8, fif/&f" & 8f -8f ™af «8¥ ¢, (SLA)af -4, ‘af @af afe

User Datagram

Protocolivs UDPiv»af \af Va8 Taf 188, ¢4 °af O8f af —afaf & %af «iVdod@®3, 3,25 1h3 @43 @Y 3,3ffa,:a
IOS IP Service Level

Agreementia"SLAIY»a,uafuaf a, af-afMaf«a¥'c’, %%o0af-3,'af@affafca@Ee a®3a9+3, 3¢ | 5,3,
SLAG;eC"'a @ A@83@™AE,

ip sla responder

5Q%IPYie

ip sla monitor responder

89 «F€QF,3,54...-Y5"C5, 39 UDPAf-3, ' 4f @3 5F€3, ¢ SR35 @ —3 QY200 @I P®E " A®3A, CHOFH—

ip sla responder
ip sla responder udp-echo ipaddress 10.10.10.10 port 1025

Service Assurance
AgentiVi SAATY»3, BfVEf 8, 18: @& 143, af 143, 3,834 114%0a €53, 3@°Response Time
Reporter(RTR)éQ@ae@Vészé © I€F0RYYs 49— 939, Q39 Y3, QIEHYCLIZ A28 af %o 8e-13

rtr responder

QPRI IQ FEQA1EY;3,/89—a9'a,UDPAFQAfhAf 19673,V a@—a@ | aftaf+3,0af«af 54
SLA M a%jaf@afEaf@af«a@8afa, af«af’a,°a@—a€ | 39 ,3,<aftaf@a,r3,"3,¢(n°3@—3@ | 3,3 @3¢

<#root>



Router#show udp

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 0.0.0.0 0 10.2.6.1
1967

6 o0 211 ©

Cisco IOSIP SLAG@®EQ3C i @«i@ri®, i@ | 3@ i€Qx-a@®If3fa, d@B®IEECisco IOSIP
SLAs Configuration Guide, Release 12.4 - Cisco IOS IP SLAs
Overviewd€ €3, 'd€,..809—3€ | 3@ QIO 3©+39,3€ http://www.cisco.com/en/US/docs/ios/12_4/ip_slalcc

Session I nitiation Protocol ¥4 Sl PiY%o

o /35| Pa@ Ee%0dS'3@af1af 945,138,589 SxE QI 3QRIHSIR(xE 3@ F€Q2-3Q®IFIFS
Security Advisory: Cisco IOS Session Initiation Protocol Denial of Service

Vulnerabilityd€€3a, 3€,c..839—3€ | 3@ @3 3+3€,3€ https.//sec.cloudapps.cisco.com/security/center/c
sa-20090325-sip

SIPAfiaffa »afvaa, 4 &flc@ta@™a,<d, 3,33 taf@3,03,'a9 Ea+éY: 3,89 —3€'3a€9%43@™aE,Cisco
10S3,%af+3f"3,!4,83,Ca@®rete; 'a@®If@af1ha, af8aP3€85€¢ a€@aftaf-3,0af«af 3€83€ SIPaf;
peer

Voicea€@a,’ dloig 8@ —a@ | a€(EASE€S, pafudf«af'a,Ca€@a,'al.cee” @I QP—a€E@arre, @AQ®A,23fF—3,
10S4,%2af-af"a, | 8,83,Ca@8SIPafiaffa, »afd, a@®at | (@13 @ EE—a839 3, Ea@HAO™AE ePhoned &
Call Manager

Expressd@®a €6f 3@ ®x0OVYef)43,'2 " 4R33Q™E, 3@  IEQSIPAF—fE,»3,' 8@ Eet28¢ (5,3 @ «E-585¢€
ip socketa€@ 29343 Y3€ aEEshow

UdpaE@ 3, 3af 7af38f %ood,’ &vocC” 8 —a € | SIPAF—AFE,»3,'3@®3" 800 "3, CCOL°QIHO™E, 3O "3 3,353

dial-peer voice <Voice dial-peer tag> voip

& 1/:8Cisco

| 0S4, 8f+8f "4, 13, 83, Ca@®A@Pra€,af @afhd, 3f8afa€ € @SIPAaY00d@Ee " ARSIQ 3, ESQ | 30,3
1053, %4453, 3,83, 3@ ESIPASiaffa,»af 13, 3,8t cOQTAO™E,AZYH 3@ 39 3QLIQYAf@5,°59®IY
Security Advisory: SIP Packets Reload IOS Devices with support for

SIP3€€3,'39,C..809—3@ | S @ QIO 3©°3€,3€ https.//sec.cloudapps.cisco.com/security/center/content/Cisc
sa-20070131-sip

QPRI IQP FEQA1EY; 3,/ 8@ —a€'5,af1af+ 3,03« 3@®UDPASf@af14af 50603 €8SIPASfiaffa,»e


http://www.cisco.com/en/US/docs/ios/12_4/ip_sla/configuration/guide/hsoverv.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-sip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-sip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070131-sip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070131-sip

<#root>

Router#show ip socket

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 0.0.0.0 @ 192.168.0.2
5060
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SIPA@®e©’¢ 5@« Prie, i@ ! 5@ d€EQx-3O®ifaFa, 3@ ®AEZCisco I0S SIP
Configuration
Guided€€©43,3€9,C..889—3@ | dQ QIO 3©+3€,3€ hitp://www.cisco.com/univercd/cc/td/doc/product/softwe

H.323 Annex E&,3afVAf«d, -4, °af SAfoAf4, “erCeEd

H.3233 ' 4 if @ af%af 3@ ™33, 3913« dR35€+3,EIQ | 5€,3,<3,-3,53,35f15f 95,13, 3@ EaV2+EY;3,
Annex E Call Signaling Transport over UDP3€83€@™3&€,ITU-T&4&'SH.323 Annex

E3983€ 3€@UDPCUEC"+3€8H.225.08,3af14af«a,-8,°8fSaf a8, °af;affa,»3f13, 3, e»CC€HIH™E, 3@
10S3,%.af+3f"3,14,83,Ca@®rete; 'a@®If@af1ha, afSa P 3€85€¢ a€@aftaf-3,0af«af 383 H.225.
UDPaf@afhaf a, é—3@@a@3ie»a, a€,a, af2afaf%oa€Edial-peer

Voicea€Qd,’ dloi’ a@—a@ | a€(EASEQ, nafraf«af’a, Ca€@a,'d%cee” @AQP—A€E@arre, @AQ®A,*afF—3,
UDPaf@afhhaf d@Eé-« 3@ @a@4a@™a€,ePhoned @3 @0©a€@Cisco Call Manager

Expressd@®a €£6f 3@ ®x0OVYef)3, e dR33Q™E, 3@  F€QH.3233f—if5,»3,"a@ FEe12a¢¢5,3@ «E—a5:
ip socket3€ @ 29439 Ya€ aEEshow

udpAE &, 3af Z8f38f %o, Bl/ocC’ QP ™A, AP 3@ "3, 395383, QIO —3QUIQ™IE O TQY ™S @ ABIH¢

dial-peer voice <Voice dial-peer tag> voip

&8 1Y/&Cisco

| OSA, Voif+8f "4, |4, 84 (A I @ni@,af@afd, 383 5@ 3€@H.32339P®Aa1reiQ@EL AR35Q3,EF€
10S3,%3f-3°4, ! 4,83,C3€@EH.323af @afkaf 3@8afaffs, ar’a@™a,az¥s 3@ 393 QLiQYif€35,°5€
Bug ID CSCsh25337 (¢™»&@24f 1af 44, 18°,¢" )8, 4€,C..83 9 —3@ | @ Q3@ 39°3€,3€,

e APRIINIQP AEQAVr+EY:E, 4@ —a9'a,aftaf+3,05f«af d@B®UDPAf@afhaf 25173€8H.225.05F4,:

<#root>

Router#show ip socket


http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/vvfax_c/callc_c/sip_c/sipc1_c/index.htm
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsb25337
https://sec.cloudapps.cisco.comRPF/register/register.do

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 0.0.0.0 @ 192.168.0.2
2517
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H.3235@®e0©*¢ i @«a Qi ,i@ | 3@ dEQx-aO®ifara, 3@ ®AEZCisco I0S H.323
Configuration
Guided€€43,3€9,C..889—3@ | IO QIO 3©3€,3€ hitp://www.cisco.com/en/US/docs/ios/12_3/vvf_c/cisco_

Media Gateway Control Protocoli¥aM GCPi%/4%o

MGCPaOY ef /5@ Ee " aR35 €3, E3 @ Yaftaf€a,03,'3@«3@ ¢,13%+2€839E3" a0 3Q—3@%IQO™3

24275983 @™3€,2-d@BRIYIQ d€QL,TAN+rrE8IQPRIH 8,0 ARSE, (P EIQP—3@ | 3©,3ONIO™IE

mgcp

&A@ B®aIIQ I€QPLO?3)"aO™3a UDPaf@asfhaf a@8EMGCPafE, +affaf a, at | c@ta@™a aftafea,

<#root>

Router#show ip socket

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 192.168.0.1 2427 10.66.91.138
2427

e 0 211 0

MGCP3@®e©’¢ 3@« 3@ri@,i@ | 3@ €Q9x-ja@®afafa, a€®i€EConfiguring the Cisco
IOS MGCP Gateway
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udpa€3%43€@Y3€ show ip
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el& SiVAMGCP3, 3éfV4éf<<é0%§QV§Q_H.3235,353‘%53‘«5,'511 lc@Ti@—3€ | 3€©,3,affaf@a,n3,'3@«3@"

Enter configuration commands, one per 1ine.CNTL/Z 8@ 8¢p,a°Ta @—a @343 @™a<,

Router(config)#sip-ua
Router(config-sip-ua)#no transport udp
Router(config-sip-ua)#end

SIPA@83€ a€@x-idQ@®3,3af7afa5%0d,'aY¢¢" a@—a€p | 3€QAF—afO3,naf™Maf1af a,caf%oaf-3,'a @

voice service voip

sip
bind control source-interface <int>
bind media source-interface <int>

8, cAfoaf-afO4, af af 08, Af @AFE &,¢8,7a,»8,1 4,255 aF afafnaf« 558, aF
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3ftaf€a,n3,'3,3,;af%3,28ffaf 3@ 3@ —3@Ye +3Q 3O™IQ'3QVIO8IO 195€,3f AfOASf3, £AfS

iIACL 3@ ®a3453€ a€@Infrastructure access-list

IP 3,¢af%0af-3,'3a@®¢ ,3’a@«a@«ae34a,ES«IP
3,Caf%03f-3,'3, > EQ3OQ4.. 3¢ | FOB®rOYA™" 3,67°33%4;3Q@—a3QAHIO™:



l--- Only sections pertaining to features enabl ed on the device
I--- need be configured

l--- Feature: |IP SLAs UDP Responder

access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1967

1--- Deny IP SLAs UDP Responder traffic fromall other sources
l--- destined to infrastructure addresses.

access-list 150 deny udp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1967

l--- Feature: Session Initiation Protocol (SIP)

access-1list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 5060

l--- Deny SIP traffic fromall other sources destined
l--- to infrastructure addresses.

access-list 150 deny udp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 5060

l--- Feature: H 323 Call Signaling

access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2517

1--- Deny H 323 Call Signaling traffic fromall other sources
l--- destined to infrastructure addresses.

access-list 150 deny udp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2517

l--- Feature: Media Gateway Control Protocol (M3CP)



access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2427

l--- Deny MCP traffic fromall other sources destined
l--- to infrastructure addresses.

access-list 150 deny udp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2427

- Permit/deny all other Layer 3 and Layer 4 traffic in

- accordance with existing security policies and

- configurations. Permt all other traffic to transit the
- device

access-list 150 permit ip any any

l--- Apply access-list to all interfaces (only one exanple
1--- shown)

interface serial 2/0
ip access-group 150 in
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8, 3af3A[ AfAfYAf« Af—Af-AfVAf Af @aSa, 558,°
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l--- Only sections pertaining to features enabl ed on the device
I--- need be configured

l--- Feature: |IP SLAs UDP Responder

access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 1967

l--- Deny |IP SLAs UDP Responder traffic fromall other sources
l--- destined to the device control plane

access-list 150 permit udp any any eq 1967

l--- Feature: Session Initiation Protocol (SIP)

access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 5060

1--- Deny SIP traffic fromall other sources destined
l--- to the device control plane

access-list 150 permit udp any any eq 5060

l--- Feature: H 323 Call Signaling

access-1list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 2517

1--- Deny H 323 call signaling traffic fromall other sources
1--- destined to the device control plane

access-list 150 permit udp any any eq 2517



l--- Feature: Media Gateway Control Protocol (M3CP)

access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 2427

1--- Deny MCP traffic fromall other sources destined
l--- to the device control plane

access-list 150 permit udp any any eq 2427

| —

l--- Permt (Police or Drop)/Deny (Allow) all other Layer3 and
1--- Layer4 traffic in accordance with existing security policies
I--- and configurations for traffic that is authorized to be sent
l--- to infrastructure devices

l--- Create a Cass-Map for traffic to be policed by

1--- the CoPP feature

class-map match-all drop-udp-class
match access-group 150

l--- Create a Policy-Map that will be applied to the
l--- Control -Plane of the device

policy-map drop-udp-traffic
class drop-udp-class
drop

l--- Apply the Policy-Map to the
l--- Control -Plane of the device

control-plane
service-policy input drop-udp-traffic

4,859 ® COPP 3@ ®a%43€83€ 3€Q "permit"
3,C3, 4,af8afa@83€,3,<3,Ca, 3,»3,'3,’afaf afafnaf«afea, as a, asafas (ACE)



d@«eO0’3"aQ—i€Qx"»x'faQ8ie,3,« 3@ efrxE8i@P®IP,4,afa,+taffaf a€ a€@policy-
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policy-map drop-udp-traffic
class drop-udp-class
police 32000 1500 1500 conform-action drop exceed-action drop
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12.1EV 8, 18V/stoe£83€p,3,53€, TAC3 9 «3953° 939,39 3,930°30 030 3636,
12.1EW &, T8t 85€p,3,53€ 9 12.2SGAZ @ «C8»&|E

12.1EX 8, T8/ oE83€,3,5(ee€8" @3 Q®A; ®efi @ 12.4)

12.1EY & 18V ra£85€p,3,53€, TACG 9 «3953- 93,393, 9360°30 930 3636,
12.1EZ 8, T8Vt aeE85€,3,5(re€s @3 Q®3; P2fIQ 12.25XF)

12.1GA 8, T8VtaeE§5€),3,5(ee€a" QIO PRI, PRfIQ 12.4)

12.1GB 8, T8/t oE83€,3,5(e €8 @3 Q®A; BefI @ 12.4)

12.1T &, T8/r+oE88€,3,5(ee€8" 93O ®A; RefI @ 12.4)

12.1XA &, T8/r+oE88€,3,5(e €8 93O ®A; BefI @ 12.4)



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_3BC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SG
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4

12.1XB &, T8Y/-ot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.4)
12.1XC &, T8Ytot85€p,3,5(cee€8” QAP ®I; PRLIQ 12.4)
12.1XD 8, T8VtaeE8a€),3,5(re€a" QIO PRI, PRfIQ 12.4)
12.1XE &, TaYtot85€p,3,5(cee€8” QAP ®I; PRLIQ 12.4)
12.1XF 8, T8VtaeE§a€),3,5(re€a" QIO PRI, RRfIQ 12.4)
12.1XG &, T8Ytot85€p,3,5(cee€8" QAP ®I; PREIQ 12.4)
12.1XH &, T&Ytoc£85€p,3,5(cee€d” QAP ®3; PRLIQ 12.49)
12.1XI &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.4)
12.1XJ &, TaV/c-aeE85€,3,5(e €S Q3P ®E; PREI @ 12.4)
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12.1XS 8, T8VtaeE§a€),3,5(r0e€a" QIO PRI, PRfIQ 12.4)
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12.1XY &, T8Ytot85€p,3,5(cee€8” QAP ®I; PRLIQ 12.4)
12.1XZ 8, T8VtaeE8a€),3,5(re€a" QIO PRI, PRfIQ 12.4)
12.1YA &, TaYtot85€p,3,5(cee€8” QAP ®I; PRLIQ 12.4)
12.1YB 8, T8VtaeE§a€),3,5(re€a" QIO PRI, RRfIQ 12.4)
12.1YC &, T8Ytot85€p,3,5(cee€8" QAP ®I; PREIQ 12.4)
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12.2EW 8, T8/c+oE83€,3,5(e €8 @3 Q@®A; ®RfI @ 12.2SG)
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12.2FY &, T8Ycot85€p,3,53€ @€ Q39 ®3; PrFIQ 12.2SE

12.2FZ &, T8Ytot85€p,3,53€ @€ Q39 ®3; PrFIQ 12.2SE

12.2IRA &, TaY/c-aeE85€,3,5(ce €S @3 Q@®3; ®efi€ 12.2SRC

12.2IRB &, T8t 85€p,3,5(cee€8” Q3@ ®3; PReLIQ 12.25RC

12.2IXA 8, T&/taeE85€p,3,55€, 1 2.2IXHG@®ar»e, @3 Q®aFaf a3, a@«c8»e|E
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12.2SE 12.2(44)SE5
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12.2SEA 8, T8Vt acE§5€),3,53€ QR e€ QIO ®I; ®rfi€ 12.2SE
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12.2SEE &, T8Ytot85€p,3,53€ @2 e€S" Q39 ®3; PRLIQ 12.2SE

12.2SEF &, T8Ycot85€p,3,53€ @€ Q39 ®3; PrFIQ 12.2SE

12.2SEG &, T8Ytot85€p,3,53€ @€ Q39 ®3; PrFIQ 12.2SE

12.2SG 12.2(50)SG
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12.2SU &, T8Yt-ot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.4T)

12.28V &, T8Y-o£85€p,3,53€, TACI 9«3 953 93,5973, 936°50 030 36°36,
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12.2XB 8, T8VtaeE8a€),3,5(re€a" QIO PRI, RfIQ 12.4)

12.2XC 8, T8/ oE83€,3,5(ee€8" 93O ®A; ®efI @ 12.4)

12.2XD 8, T8VtaeE§5€),3,5(ee€a" QIO PRI, PRfIQ 12.4)

12.2XE 8, T8/t oE83€,3,5(e €8 93O ®A; BefI @ 12.4)
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12.2XF &, T8/ ek §V512.2SCBaQ %3 @ Y39 12.3BCa@«C8»&|E

12.2XG &, T8Vt 85€p,3,5(cee€8" QAP ®3; PRLIQ 12.4)

12.2XH 8, T8VtaeE§a€),3,5(re€a" QIO PRI, PRfiQ 12.4)

12.2XI &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.4)

12.2XJ 8, T8VtacE§5€),3,5(re€a" QIO PRI, PRfIQ 12.4)

12.2XK &, T8Yot85€p,3,5(cee€8" Q3P ®E; PREIQ 12.4)

12.2XL &, T&Yto85€p,3,5(cee€8" QAP ®3; PRLIQ 12.4)

12.2XM &, T8Yot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.4)

12.2XN &, T8Ytot85€p,3,5(cee€8” Q3@ ®3; PReLIQ 12.25RC

12.2XNA 8, &Y/t o£85€p,3,55€,1 2.2SRDa@®a»»e, @3 @B®Ifafaf1a, a@«c8»e|E
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12.2XNB 12.2(33)XNB1

12.2XNC 8, T&/aL83e°a @ —

12.2X0 12.2(46)X0O

12.2XQ &, T&Y/to85€p,3,5(cee€d” QAP ®3; PRLIQ 12.49)
12.2XR e, Ta/araeL85Q 3 @ —

12.2XS &, TaV/c-aeE85€,3,5(e €S Q3P ®E; ®RfI @ 12.4)
12.2XT &, T8Yot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.4)
12.2XU &, TaYto85€p,3,5(cee€d” QAP ®3; PRLIQ 12.4)
12.2XV &, T8Y/cot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.4)
12.2XW &, T8t 85€p,3,5(cee€8” QAP ®3; PRLIQ 12.4)
12.2YA &, T8Y/-ot85€p,3,5(cee€8" Q3P PE; PRFIQ 12.4)
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12.2YB &, T8/t oeE85€,3,55€, TACG 9«3 953- 939,59 °5,056°30 039 36°56,
12.2YC &, Ta/rae£85€),3,55€, TACG 9 «5953- 939,395,930 950 56°36,
12.2YD &, T/t oc85€,3,55€, TACG 9«3 953- 939,59 °5,056>30 039 30°56,
12.2YE &, TaYtot85€p,3,53€, TACI 9«3 953 93,5973, 903650 030 36°30,
12.2YF 8, T8V/stoe£83€p,3,53€, TACI 9 «3953° 939,39 3,930°30 030 3636,
12.2YG &, T8Ytot85€p,3,53€, TACI 9«3 953 93,5973, 936°50 030 36°30,
12.2YH 8, Ta/stoe£83€p,3,53€ TACI 9 «3953° 939,39 3,930°30 030 3636,
12.2YJ &, T8Ytot85€p,3,553€, TACI 9«3 953 93,5973, 936°50 030 36°30,
12.2YK &, Ta/ra£85€),3,53€, TACG 9 «5953- 939,395,930 950 56°36,
12.2YL &, T8Yto£55€p,3,53€, TACI 9«3 953 93,5973, 936°50 030 36°36,
12.2YM &, T8/t ocE85€,3,5(ee€8" QIO ®3; ®REIQ 12.4T)

12.2YN &, T8/c+ae£85€),3,53€, TACG 9«5 953 939,393, 9330 950 56°36,
12.2Y0 &, Ta/+ae£85€),3,55€, TACG 9 «5953- 939,39 73,9330 0350 56°36,
12.2YP &, T8/t ocE859,3,5(e €8 QIO ®E; PRL£IQ 12.4)
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12.2YQ &, T8/t oeE85€,3,55€, TACG 9«3 953- 939,59 °5,056°30 039 36°56,
12.2YR &, Ta/rae£85€),3,55€, TACG 9 «5953- 939,395,930 950 56°36,
12.2YS &, Ta/t E859 3 @ —

12.2YT &, TaYtot85€p,3,53€, TACI 9«3 953 93,5973, 903650 030 36°30,
12.2YU 8, T8V/stoe£83€p,3,53€, TACI 9 «3953° 939,39 3,930°30 030 3636,
12.2YV &, T8Ytot85€p,3,53€, TACI 9«3 953 93,5973, 936°50 030 36°30,
12.2YW 8, Ta/stoe£83€p,3,53€ TACI 9 «3953° 939,39 3,930°30 030 3636,
12.2Y X &, T8Ytot85€p,3,553€, TACI 9«3 953 93,5973, 936°50 030 36°30,
12.2YY &, Ta/ra£85€),3,53€, TACG 9 «5953- 939,395,930 950 56°36,
12.2YZ &, T8Yto£55€p,3,53€, TACI 9«3 953 93,5973, 936°50 030 36°36,
12.2ZA &, T8/t ocf85€,3,5(e €8 @I Q®3; ®RL5Q 12.2SXF)

12.2ZB &, T8/+ae£85€),3,53€, TACG 9«5 953 939,303, 9330 950 56°36,
12.2ZC &, Ta/rae£85€),3,55€, TACG 9 «5953- 939,39 75,9330 050 56°36,
12.2ZD &, T/t ocE85€,3,55€, TACG 9«3 953- 939,59 °5,056>30 039 30°56,
12.2ZE &, T8/t ocE859,3,5(e €8 QIO ®E; PRL£IQ 12.4)
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12.27F 8, T8/t oE8a€p,3,5(e €8 93O ®i; ®efI @ 12.4T)

12.27G &, T8/c+oE88€),8,5(e €8 93O ®E; ®efI @ 12.4T)

12.2ZH 8, T8VtaeE8a€),3,5(re€a" QIO PRI, PRfIQ 12.4)

12.22] 8, T8V/stoe£83€p,3,53€, TACI 9 «3953° 939,39 3,930°30 030 3636,
12.27ZL 8, 1&/taeE85€p,3,55€, TACI 9«3 953 936,39 3, 036:30 036 36°36,
12.2ZP 8, T8/rtoe£83€p,3,53€, TACI 9 «3953° 939,39 3,930°30 030 3636,
12.2ZU 8, T8/c+oE83€,3,5(ee€8" @3 Q®3; L3 12.25XH)

12.2ZX 8, T8Vt aeE85€,3,53€ @ re€ IO PRI, P2fiQ 12.25B

12.2ZY &, T8V ra£85€p,3,53€, TACG 9 «3953- 936,39 3, 9360°30 930 3636,

12.2ZYA 12.2(18)ZYA1

Affected
12.3-Based  [|First Fixed ReleaseiVs a;®@afi€+a, Ed @ Yee€a €A ®aFrafeaF i, %o
Releases

12.3 e, TaVataeEsa
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©,3,5(0E3"9IORI; Pefi¢ 12.4)

12.3B &, 1&/stae£85€,3,5(e €S @3 Q®A; ®eLi € 12.4T)
12.3BC 12.3(23)BC6

12.3BW 8, T8/t oE8a€),3,5(e €8 93O ®E; ®efI @ 12.4T)
12.3EU 8, T8Vt 855 —

12.3JA 8, 18Vt 85@ 5@ —

12.3JEA 8, T8Vt e85 5@ —

12.3JEB 8, 1&V/+oeL85@23 @ —

12.3JEC 8, T8V e85 5@ —

12.3JK 8, T8Vt aE85@ 5@ —

12.3)L &, T8/+ae£85€),3,53€, TACG 9«5 953 939,39 73,9330 950 56°36,
12.3IX 8, T8Vt a£839 3@ —

12.3T &, T8/r+oE88€,8,5(e €8 93O ®E; ®ef 3@ 12.4T)
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12.3TPC & T8V ra£85€p,3,53€, TACG 9 «3953- 939,393, 9360°30 930 3636,
12.3VA 8, T8/t aeE85€,3,53€, TACG 9«3 953° 939,39 °5,956°50 030 39°36,
12.3XA &, T8/c+oE88€,3,5(ee€8" 93O ®A; BefI @ 12.4)

12.3XB 8, taY/taeE85€,3,53€, TACG 9«3 953° 939,39 °5,950°50 030 39°36,
12.3XC &, T8/ oE88€),3,5(e €8 93O ®E; ®efI @ 12.4T)

12.3XD 8, T8VtaeE83€,3,5(re€s QIO ®I,; P2FIQ 12.47)

12.3XE &, 1&/staeE85€p,3,5(ce0e€S" @3 Q®A; ReLi @ 12.4)

12.3XF &, T8V to£85€p,3,53€, TACG 9 «3953- 936,393, 9360°30 930 3636,
12.3XG 8, T8/t oE8a€),3,5(e €8 93O ®A; ®efI @ 12.4T)

12.3X1 8, T8Vt aeE85€,3,53€ QR e€s IO B3I, L5 12.25B

12.3XJ 8, T8Vt 856, 3,5(e0e€a" @39 ®I; ®ReFIQ 12.3YX)

12.3XK 8, T8/t oE8a€),3,5(e €8 93O ®i; ®efI @ 12.4T)



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_3YX
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T

12.3XL &, T8Yt-ot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.4T)
12.3XQ &, TaYtot§5€p,3,5(cee€8” QAP ®3; PRLIQ 12.4T)
12.3XR 8, T8VtaeE8a€),3,5(re€a" QIO PRI, PRfIQ 12.4)
12.3XS &, Ta/+aeE85€),3,5(e0e€3 Qa9 ®a; PREI @ 12.4T)
12.3XU &, TaV/c-aeE85€,3,5(e €S Q3@ ®E; ®ef i€ 12.4T)
12.3XW 8, T8VtaeE§5€),3,5(ee€a" 9 IO®I; ®RfIQ 12.3YX)
12.3XX &, Ta/ta£85€),3,5(cee€d" QAQP®I; PRLFQ 12.4T)
12.3XY 8, T8/t oE8a€),3,5(e €8 93O ®E; ®efI @ 12.4T)
12.3XZ &, TV a£85€p,3,5(020€8" QAP ®I; ®RLIQ 12.4T)
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12.3YA &, T&Yto§5€p,3,5(cee€d” Q3P ®3; PRLIQ 12.4T)
12.3YD &, T8Y/-oE85€p,3,5(cee€8” Q3O ®3; PRFIQ 12.4T)
12.3YF &, T8Y/c-ot85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.3YX)
12.3YG 8, T8/t oE85€,3,5(e €8 QIO ®E, PRLIQ 12.4T)
12.3YH &, Ta/+aeE85€),3,5(e0e€3 Qa9 ®a; PREI @ 12.4T)
12.3Y1 &, TaV/c-aeE85€,3,5(e €S Q3@ ®E; ®ef i€ 12.4T)
12.3YJ &, T8/ oE85€),3,5(e €8 93O ®E; ®efI @ 12.4T)
12.3YK &, &/t ae£85€),3,5(cee€d" QAQ®I; PRLIQ 12.4T)
12.3YM 12.3(14)YM13

12.3YQ 8, 18/ ae£88@,3,5(e €S @A Q®E; PRLIQ 12.4T)
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12.3YS &, T8/r+oE88€),8,5(e €8 93O ®3; ®ef 3@ 12.4T)
12.3YT 8, T8/t oE8a€p,3,5(e €8 93O ®i; ®efI @ 12.4T)
12.3YU 8, T8Vt aeE85€,3,53€ @R e€a @ IQOP®I,; PrL5Q 12.4XB
12.3YX 12.3(14)Y X 14
12.3YZ &, T8Yro£85€p,3,55€, TACG 9«3 953- 936,39 3, 9360°30 930 3636,
12.3ZA 8, T8/t ok 856, 3,5(e €8 93O ®E; ®efI @ 12.4T)
Affected
12.4-Based | First Fixed ReleaseiVs 4, ®aLa@p+3, Ea @ Yre€d” €3 ®afafafvaa, 1%%o
Releases
12.4(23)
12.4 12.4(18¢)
12.4(23)iV4" 20098 63605 5oe— YA€ «3...¥e %o a € &FV5i%%o
12.4JA 8, &/t aE85e°3 @ —
12.4JDA 6, TaV L8595 @ —
12.4K 8, &/t aE859°3 @ —
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12.4JL 8, T&Y/ L8595 @ —
12.4IMA 8, &/ t-aeE85€p,3,55€, TACI 9«3 953 936,39 3, 036:30036 36°36,
12.4IMB & T8V ra£85€p,3,55€, TACG €9 «3953- 93,39 3, 9369°30 930 3636,
12.4IX 8, 1&V/ o853 @ —
12.4MD 12.4(11)MD7
12.4MR 12.4(19)MR1
12.4SW 8, Ta/taeE85€p,3,53€, TACI @ «3953: 936,39 3, 036:30 036 36°36,
12.4(15)T8
12.4(20)T2
12.4T
12.4(22)T
12.4(15) T9Y4 20098&:" a8 29a0—¥a@p «d... Yo %o 3 € ef1i%h%o0
12.4XA &, T&/c+ae£85€p,3,5(ce €S @ IO ®E; ®ef i€ 12.4T)
12.4(15)T8
12.4XB
12.4(20)T2
12.4XC 8, T8/t oE83€p,3,5(e €8 @I ®i; ®efIQ 12.4T)
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12.4XD 12.4(4)X D127Y4" 20098 30608 275e—¥a€p «3... ¥ %o 3 @ ef5iVh%o
12.4XE 8, T8/t oE8a€p,3,5(e €8 93O ®i; ®efI @ 12.4T)
12.4XF &, T8/c+oE88€),8,5(e €8 93O ®E; ®efI @ 12.4T)
12.4(15)T8
12.4XG 12.4(20)T2
12.4(22)T1
12.4XJ 8, T8Vt aeE85€),3,5(re€s 93O ®I,; P2FIQ 12.47)
12.4XK 8, T8/t oE8a€),3,5(e €8 93O ®E; ®efI @ 12.4T)
12.4XL 12.4(15)XL4
12.4XM &, T8/c+oE88€),8,5(e €8 93O ®E; ®ef 3@ 12.4T)
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