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ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã�„ã�šã‚Œã�‹ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«è¨å®šã�•ã‚Œã�Ÿã€�åˆ°é�”å�¯èƒ½ã�ªIPã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’å®›å…ˆã�¨ã�™ã‚‹ãƒ‘ã‚±ãƒƒãƒˆã� ã�‘ã�§ã�™ã€‚é€šé�Žãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�¯ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�—ã�¾ã�›ã‚“ã€‚

ã�“ã�®ã‚¿ã‚¤ãƒ—ã�®ãƒ–ãƒãƒƒã‚¯ã�•ã‚Œã�Ÿã‚ãƒ¥ãƒ¼ã�®ç—‡çŠ¶ã�¯ã€�ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ãƒ—ãƒãƒˆã‚³ãƒ«ï¼ˆOSPFã€�EIGRPã€�BGPã€�ISISã�ªã�©ï¼‰ã‚„MPLS
TDP/LDPã�ªã�©ã�®ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ—ãƒãƒˆã‚³ãƒ«ã�Œã€�è©²å½“ã�™ã‚‹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ä¸Šã�§æŽ¥ç¶šã‚’é�©åˆ‡ã�«ç¢ºç«‹ã�§ã��ã�ªã�„ã�“ã�¨ã�§ã�™ã€‚å½±éŸ¿ã‚’å�—ã�‘ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ãƒ—ãƒãƒˆã‚³ãƒ«ã‚¿ã‚¤ãƒžãƒ¼ã�Œæ™‚é–“åˆ‡ã‚Œã�«ã�ªã‚‹ã�¨ã€�ãƒˆãƒ©ãƒ³ã‚¸ãƒƒãƒˆãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�Œå½±éŸ¿ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ãƒ–ãƒãƒƒã‚¯ã�•ã‚Œã�Ÿå…¥åŠ›ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚’ç‰¹å®šã�™ã‚‹ã�«ã�¯ã€�ã€Œshow

interfacesã€�ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦ã€�å…¥åŠ›ã‚ãƒ¥ãƒ¼è¡Œã‚’æ¤œç´¢ã�—ã�¾ã�™ã€‚å…¥åŠ›ã‚ãƒ¥ãƒ¼ã�®ã‚µã‚¤ã‚ºã�¯ã€�å¼•ã��ç¶šã��å¢—åŠ ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ç�¾åœ¨ã�®ã‚µã‚¤ã‚ºï¼ˆæ¬¡ã�®ä¾‹ã�§ã�¯76ï¼‰ã�Œæœ€å¤§ã‚µã‚¤ã‚ºï¼ˆãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�¯75ï¼‰ä»¥ä¸Šã�®å ´å�ˆã€�å…¥åŠ›ã‚ãƒ¥ãƒ¼ã�¯ãƒ–ãƒãƒƒã‚¯ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³å®›ã�¦ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’é«˜ã�„ãƒ¬ãƒ¼ãƒˆã�§å�—ä¿¡ã�—ã€�ãƒ•ãƒ«ã‚ãƒ¥ãƒ¼ã�Œä¸€æ™‚çš„ã�ªã‚¤ãƒ™ãƒ³ãƒˆã�§ã�‚ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�Œå®Ÿéš›ã�«ãƒ–ãƒãƒƒã‚¯ã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�shutdownã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚’ã‚·ãƒ£ãƒƒãƒˆãƒ€ã‚¦ãƒ³ã�—ã€�å…¥åŠ›ã‚ãƒ¥ãƒ¼ã‚’èª¿ã�¹ã�¾ã�™ã€‚å…¥åŠ›ã‚ãƒ¥ãƒ¼ã�«0ãƒ‘ã‚±ãƒƒãƒˆã�Œè¡¨ç¤ºã�•ã‚Œã�ªã�„å ´å�ˆã€�ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�¯ãƒ–ãƒãƒƒã‚¯ã�•ã‚Œã�¾ã�™ã€‚

 

Router#show interface ethernet 0/0 
Ethernet0/0 is up, line protocol is up 
 Hardware is AmdP2, address is 0050.500e.f1e0 (bia 0050.500e.f1e0) 
 Internet address is 192.168.0.1/24 
 MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, load 1/255 
 Encapsulation ARPA, loopback not set, keepalive set (10 sec) 
 ARP type: ARPA, ARP Timeout 04:00:00 



 Last input 00:00:41, output 00:00:07, output hang never 
 Last clearing of "show interface" counters 00:07:18 
 Input queue: 76/75/1091/0 (size/max/drops/flushes); Total output drops: 0

 

IPã‚µãƒ¼ãƒ“ã‚¹ãƒ¬ãƒ™ãƒ«å¥‘ç´„(SLA)ãƒ¬ã‚¹ãƒ�ãƒ³ãƒ€

User Datagram 

Protocolï¼ˆUDPï¼›ãƒ¦ãƒ¼ã‚¶ãƒ‡ãƒ¼ã‚¿ã‚°ãƒ©ãƒ ãƒ—ãƒãƒˆã‚³ãƒ«ï¼‰ã�®ã‚¨ã‚³ãƒ¼ã�¾ã�Ÿã�¯ã‚¸ãƒƒã‚¿ãƒ¼æ“�ä½œæ©Ÿèƒ½ã�«é–¢ã�™ã‚‹Cisco
IOS IP Service Level 
Agreementï¼ˆSLAï¼›ã‚µãƒ¼ãƒ“ã‚¹ãƒ¬ãƒ™ãƒ«å¥‘ç´„ï¼‰ãƒ¬ã‚¹ãƒ�ãƒ³ãƒ€ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚ãƒ¬ã‚¹ãƒ�ãƒ³ãƒ€ã�¨ã�—ã�¦å‹•ä½œã�™ã‚‹ã‚ˆã�†ã�«è¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚æ¬¡ã�«ã€�è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹2ã�¤ã�®è¨å®šã‚’ç¤ºã�—ã�¾ã�™ã€‚1ã�¤ç›®ã�¯ã€�ä¸€èˆ¬çš„ã�ªIP
SLAå¿œç”å�´ã�§ã�™ã€‚

 

ip sla responder

 

ã�¾ã�Ÿã�¯

 

ip sla monitor responder

 

æ¬¡ã�«ã€�ã‚ˆã‚Šå…·ä½“çš„ã�ªUDPãƒ¬ã‚¹ãƒ�ãƒ³ãƒ€ã‚’è¨å®šã�—ã�Ÿ2ç•ªç›®ã�®è¨å®šã‚’ç¤ºã�—ã�¾ã�™ã€‚

 

ip sla responder 
ip sla responder udp-echo ipaddress 10.10.10.10 port 1025

 

Service Assurance 

Agentï¼ˆSAAï¼›ã‚µãƒ¼ãƒ“ã‚¹ä¿�è¨¼ã‚¨ãƒ¼ã‚¸ã‚§ãƒ³ãƒˆï¼‰ã�Šã‚ˆã�³Response Time 
Reporter(RTR)ã�®æ©Ÿèƒ½ã�¯ã€Œè©²å½“ã�—ã�ªã�„ã€�ã�Ÿã‚�ã€�CLIã‚³ãƒžãƒ³ãƒ‰æ§‹æ–‡ã€Œrtrã€�ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�è„†å¼±æ€§ã�®ã�ªã�„è¨å®šã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

rtr responder

 

æ¬¡ã�®ä¾‹ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹UDPãƒ�ãƒ¼ãƒˆ1967ã‚’ä½¿ç”¨ã�—ã�¦ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®IP
SLAåˆ¶å¾¡ãƒ�ãƒ£ãƒ�ãƒ«ã�§ãƒªã‚¹ãƒ‹ãƒ³ã‚°ã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>



Router#show udp 
Proto    Remote      Port      Local       Port  In Out Stat TTY OutputIF 
 17 0.0.0.0             0 10.2.6.1 

1967

   0   0  211   0

 

Cisco IOS IP SLAã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�®ã€ŒCisco IOS IP 
SLAs Configuration Guide, Release 12.4 - Cisco IOS IP SLAs 
Overviewã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/12_4/ip_sla/configuration/guide/hsoverv.html

Session Initiation Protocolï¼ˆSIPï¼‰

æ³¨ï¼šSIPã�Œæœ‰åŠ¹ã�ªãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ã�ŠæŒ�ã�¡ã�®ã�Šå®¢æ§˜ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã€ŽCisco
Security Advisory: Cisco IOS Session Initiation Protocol Denial of Service 
Vulnerabilityã€�ã‚‚å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-

sa-20090325-sip

SIPãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’å‡¦ç�†ã�™ã‚‹ã‚·ã‚¹ã‚³ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œå½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€è¿‘ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�§ã�¯ã€�ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯SIPãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�¯å‡¦ç�†ã�•ã‚Œã�¾ã�›ã‚“ã€‚ã‚³ãƒžãƒ³ãƒ‰ã€Œdial-

peer 

voiceã€�ã‚’ä½¿ç”¨ã�—ã�¦ã€Œãƒ€ã‚¤ãƒ¤ãƒ«ãƒ”ã‚¢ã€�ã‚’ä½œæˆ�ã�—ã€�ä»»æ„�ã�®ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã‚’æŒ‡å®šã�™ã‚‹ã�¨ã€�SIPãƒ—ãƒã‚»ã‚¹ã�Œé–‹å§‹ã�•ã‚Œã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§SIPãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�®å‡¦ç�†ã�Œé–‹å§‹ã�•ã‚Œã�¾ã�™ã€‚ePhoneã�ªã�©ã€�Cisco
Call Manager 
Expressã�®ä¸€éƒ¨ã�®æ©Ÿèƒ½ã‚’è¨å®šã�™ã‚‹ã�¨ã€�SIPãƒ—ãƒã‚»ã‚¹ã�Œè‡ªå‹•çš„ã�«é–‹å§‹ã�•ã‚Œã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§SIPãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�®å‡¦ç�†ã�Œé–‹å§‹ã�•ã‚Œã�¾ã�™ã€‚ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ä½•ã‚‰ã�‹ã�®éŸ³å£°è¨å®šã�Œå®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�ã€Œshow

ip socketã€�ã�¾ã�Ÿã�¯ã€Œshow 

udpã€�ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦SIPãƒ—ãƒã‚»ã‚¹ã�®å˜åœ¨ã‚’ç¢ºèª�ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚è©²å½“ã�™ã‚‹è¨å®šã�®ä¾‹ã‚’æ¬¡ã�«ç¤ºã�—ã�¾ã�™ã€‚

 

dial-peer voice <Voice dial-peer tag> voip 
 ... 
!

 

æ³¨ï¼šCisco 

IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¤ã�„ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯ã€�SIPå‹•ä½œã�Œè¨å®šã�•ã‚Œã�¦ã�„ã�ªã�„å ´å�ˆã�§ã‚‚ã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�ŒSIPãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’å‡¦ç�†ã�™ã‚‹åŽŸå› ã�¨ã�ªã�£ã�Ÿãƒ�ã‚°ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�—ã�Ÿã€‚æ¬¡ã�®ãƒªãƒ³ã‚¯ã�®ã€ŒCisco
Security Advisory: SIP Packets Reload IOS Devices with support for 
SIPã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-

sa-20070131-sip

æ¬¡ã�®ä¾‹ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®UDPãƒ�ãƒ¼ãƒˆ5060ã�§SIPãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’å‡¦ç�†ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

http://www.cisco.com/en/US/docs/ios/12_4/ip_sla/configuration/guide/hsoverv.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-sip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-sip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070131-sip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070131-sip


 

<#root>

Router#show ip socket 
Proto    Remote      Port      Local       Port  In Out Stat TTY OutputIF 
 17 0.0.0.0             0 192.168.0.2 

5060

   0   0  211   0

 

SIPã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�®ã€ŽCisco IOS SIP 
Configuration 
Guideã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/vvfax_c/callc_c/sip_c/sipc1_c/index.htm

H.323 Annex Eã‚³ãƒ¼ãƒ«ã‚·ã‚°ãƒŠãƒªãƒ³ã‚°è»¢é€�

H.323ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹ã‚ˆã�†ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã‚·ã‚¹ã‚³ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œå½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚å½±éŸ¿ã‚’å�—ã�‘ã‚‹ãƒ—ãƒãƒˆã‚³ãƒ«ã�¯ã€�H.323
Annex E Call Signaling Transport over UDPã�§ã�™ã€‚ITU-Tå‹§å‘ŠH.323 Annex 
Eã�§ã�¯ã€�UDPçµŒç”±ã�§H.225.0ã‚³ãƒ¼ãƒ«ã‚·ã‚°ãƒŠãƒªãƒ³ã‚°ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã‚’è»¢é€�ã�™ã‚‹ã�Ÿã‚�ã�®ã‚·ã‚°ãƒŠãƒªãƒ³ã‚°ãƒ•ãƒ¬ãƒ¼ãƒ ãƒ¯ãƒ¼ã‚¯ã�¨ãƒ¯ã‚¤ãƒ¤ãƒ—ãƒãƒˆã‚³ãƒ«ã�«ã�¤ã�„ã�¦èª¬æ˜Žã�—ã�¦ã�„ã�¾ã�™ã€‚Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ€è¿‘ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�§ã�¯ã€�ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯H.225.0
UDPãƒ�ãƒ¼ãƒˆã‚’é–‹ã��ã�¾ã�›ã‚“ã€‚ã‚³ãƒžãƒ³ãƒ‰ã€Œdial-peer 

voiceã€�ã‚’ä½¿ç”¨ã�—ã�¦ã€Œãƒ€ã‚¤ãƒ¤ãƒ«ãƒ”ã‚¢ã€�ã‚’ä½œæˆ�ã�—ã€�ä»»æ„�ã�®ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã‚’æŒ‡å®šã�™ã‚‹ã�¨ã€�H.225.0
UDPãƒ�ãƒ¼ãƒˆã�Œé–‹ã��ã�¾ã�™ã€‚ePhoneã�ªã�©ã€�Cisco Call Manager 
Expressã�®ä¸€éƒ¨ã�®æ©Ÿèƒ½ã‚‚è¨å®šã�™ã‚‹ã�¨ã€�H.323ãƒ—ãƒã‚»ã‚¹ã�Œè‡ªå‹•çš„ã�«é–‹å§‹ã�•ã‚Œã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§H.323ãƒ‘ã‚±ãƒƒãƒˆã�®å‡¦ç�†ã�Œé–‹å§‹ã�•ã‚Œã�¾ã�™ã€‚ãƒ‡ãƒ�ã‚¤ã‚¹ã�§éŸ³å£°è¨å®šã�Œå®Ÿè¡Œã�•ã‚Œã�¦ã�„ã�¦ã€�H.323ãƒ—ãƒã‚»ã‚¹ã�Œå˜åœ¨ã�™ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã‚‹å ´å�ˆã�¯ã€�ã€Œshow

ip socketã€�ã�¾ã�Ÿã�¯ã€Œshow 

udpã€�ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã‚’ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚è©²å½“ã�™ã‚‹è¨å®šã�®ä¾‹ã‚’æ¬¡ã�«ç¤ºã�—ã�¾ã�™ã€‚

 

dial-peer voice <Voice dial-peer tag> voip 
 ... 
!

 

æ³¨ï¼šCisco 

IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¤ã�„ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯ã€�H.323ã�®å‹•ä½œã�Œè¨å®šã�•ã‚Œã�¦ã�„ã�ªã�„çŠ¶æ…‹ã�§ã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�ŒH.323ãƒ�ãƒ¼ãƒˆã�§ãƒªãƒƒã‚¹ãƒ³ã�™ã‚‹åŽŸå› ã�¨ã�ªã�£ã�Ÿãƒ�ã‚°ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�—ã�Ÿã€‚Cisco
Bug ID CSCsb25337 (ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

æ¬¡ã�®ä¾‹ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®UDPãƒ�ãƒ¼ãƒˆ2517ã�§H.225.0ãƒ‘ã‚±ãƒƒãƒˆã‚’å‡¦ç�†ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

Router#show ip socket 

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/vvfax_c/callc_c/sip_c/sipc1_c/index.htm
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsb25337
https://sec.cloudapps.cisco.comRPF/register/register.do


Proto    Remote      Port      Local       Port  In Out Stat TTY OutputIF 
 
 17 0.0.0.0             0 192.168.0.2 

2517

   0   0  211   0

 

H.323ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�®ã€ŽCisco IOS H.323 
Configuration 
Guideã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/12_3/vvf_c/cisco_ios_h323_configuration_guide/old_archives_h323/323confg.html

Media Gateway Control Protocolï¼ˆMGCPï¼‰

MGCPæ©Ÿèƒ½ã�Œè¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚MGCPã�¯ã€�ã€Œmgcpã€�ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã‚°ãƒãƒ¼ãƒ�ãƒ«ã�«æœ‰åŠ¹ã�«ã�—ã�¾ã�™ã€‚MGCPã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®ãƒªã‚¹ãƒ‹ãƒ³ã‚°ãƒ�ãƒ¼ãƒˆã�¯UDP
2427ã�§ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è¨å®šã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

mgcp

 

æ¬¡ã�®ä¾‹ã�¯ã€�è©²å½“ã�™ã‚‹UDPãƒ�ãƒ¼ãƒˆã�§MGCPãƒ‘ã‚±ãƒƒãƒˆã‚’å‡¦ç�†ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

Router#show ip socket 
Proto    Remote      Port      Local       Port  In Out Stat TTY OutputIF 
 17 192.168.0.1     2427 10.66.91.138 

2427

   0   0  211   0

 

MGCPã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�®ã€ŒConfiguring the Cisco 
IOS MGCP Gateway 
referenceã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_tech_note09186a008017787b.shtml

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCsk64158 

(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�Common Vulnerabilities and 
Exposures(CVE)IDã�¨ã�—ã�¦CVE-2009-
0631ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

http://www.cisco.com/en/US/docs/ios/12_3/vvf_c/cisco_ios_h323_configuration_guide/old_archives_h323/323confg.html
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_tech_note09186a008017787b.shtml
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsk64158
https://sec.cloudapps.cisco.comRPF/register/register.do


ã�“ã�®è„†å¼±æ€§ã�¯ã€�æ¬¡ã�®ç·©å’Œç–ã�§ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«è¨å®šã�•ã‚Œã�ŸIPã‚¢ãƒ‰ãƒ¬ã‚¹å®›ã�¦ã�®ãƒ‘ã‚±ãƒƒãƒˆã� ã�‘ã�§ã�™ã€‚é€šé�Žãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�¯ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�—ã�¾ã�›ã‚“ã€‚

å½±éŸ¿ã‚’å�—ã�‘ã‚‹ãƒªã‚¹ãƒ‹ãƒ³ã‚°ãƒ�ãƒ¼ãƒˆã�®ç„¡åŠ¹åŒ–

å½±éŸ¿ã‚’å�—ã�‘ã‚‹æ©Ÿèƒ½ã�Œä¸�è¦�ã�ªå ´å�ˆã�¯ã€�æ˜Žç¤ºçš„ã�«ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ãƒ‡ã‚£ã‚»ãƒ¼ãƒ–ãƒ«ã�«ã�—ã�Ÿå¾Œã€�CLIã‚³ãƒžãƒ³ãƒ‰show

udpã�¾ã�Ÿã�¯show ip 

socketã‚’å…¥åŠ›ã�—ã�¦ã€�ãƒªã‚¹ãƒ‹ãƒ³ã‚°UDPãƒ�ãƒ¼ãƒˆã�Œé–‰ã�˜ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚ä¸€éƒ¨ã�®æ©Ÿèƒ½ã�§ã�¯ã€�æ©Ÿèƒ½ã‚’ç„¡åŠ¹ã�«ã�—ã�Ÿå¾Œã�§ãƒªã‚¹ãƒ‹ãƒ³ã‚°UDPãƒ�ãƒ¼ãƒˆã‚’é–‰ã�˜ã‚‹ã�Ÿã‚�ã�«ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒãƒ¼ãƒ‰ã�Œå¿…è¦�ã�«ã�ªã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚

SIPã�§ã�¯ã€�TCPã‚µãƒ¼ãƒ“ã‚¹ã�®ã�¿ã�Œå¿…è¦�ã�ªå ´å�ˆã�«UDPãƒªã‚¹ãƒ‹ãƒ³ã‚°ã‚’ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�é–¢é€£ä»˜ã�‘ã‚‰ã‚Œã�ŸUDPãƒ�ãƒ¼ãƒˆã�§SIPã�Œãƒªã‚¹ãƒ‹ãƒ³ã‚°ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹æ–¹æ³•ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

æ³¨ï¼šã�“ã�®å›žé�¿ç–ã�¯ã€�Cisco Bug ID CSCsi34903ã�Œçµ±å�ˆã�•ã‚Œã�ŸCisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¤ãƒ¡ãƒ¼ã‚¸ã�«ã�®ã�¿é�©ç”¨ã�•ã‚Œã�¾ã�™ã€‚

è¦å‘Šï¼šMGCPã‚³ãƒ¼ãƒ«ã�¾ã�Ÿã�¯H.323ã‚³ãƒ¼ãƒ«ã‚’å‡¦ç�†ã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�“ã�®å›žé�¿ç–ã‚’é�©ç”¨ã�™ã‚‹ã�¨ã€�ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã‚³ãƒ¼ãƒ«ã�®å‡¦ç�†ä¸ã�«SIPå‡¦ç�†ã‚’å�œæ¢ã�§ã��ã�ªã��ã�ªã‚Šã�¾ã�™ã€‚å�¯èƒ½ã�§ã�‚ã‚Œã�°ã€�ã�“ã�®å›žé�¿ç–ã�¯ã€�ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã‚³ãƒ¼ãƒ«ã‚’ä¸€æ™‚çš„ã�«å�œæ¢ã�§ã��ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹æ™‚é–“å¸¯ã�«å®Ÿè£…ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

Enter configuration commands, one per line.CNTL/Z ã�§çµ‚äº†ã�—ã�¾ã�™ã€‚

 

Router(config)#sip-ua 
    Router(config-sip-ua)#no transport udp 
    Router(config-sip-ua)#end

 

SIPã�§ã�¯ã€�æ¬¡ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�ãƒ—ãƒ©ã‚¤ãƒ™ãƒ¼ãƒˆã‚¢ãƒ‰ãƒ¬ã‚¹ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ãƒ—ãƒã‚»ã‚¹ã‚’ãƒ�ã‚¤ãƒ³ãƒ‰ã�§ã��ã�¾ã�™ã€‚ã�“ã‚Œã�«ã‚ˆã‚Šã€�SIPã�¯å†…éƒ¨ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ä¸Šã�§ã�®ã�¿ãƒªãƒƒã‚¹ãƒ³ã�™ã‚‹ã‚ˆã�†ã�«ã�ªã‚Šã€�ã�“ã�®è„†å¼±æ€§ã�®ç™ºç�¾ã‚’åˆ¶é™�ã�§ã��ã�¾ã�™ã€‚

 

voice service voip 
 sip 
  bind control source-interface <int> 
  bind media source-interface <int>

 

ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ ã‚¢ã‚¯ã‚»ã‚¹ ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ãƒªã‚¹ãƒˆ

è¦å‘Šï¼šã�“ã�®è„†å¼±æ€§ã�®æ©Ÿèƒ½ã�¯ãƒˆãƒ©ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�¨ã�—ã�¦UDPã‚’ä½¿ç”¨ã�™ã‚‹ã�Ÿã‚�ã€�é€�ä¿¡å…ƒã�®IPã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’ã‚¹ãƒ—ãƒ¼ãƒ•ã‚£ãƒ³ã‚°ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã€�ä¿¡é ¼ã�§ã��ã‚‹IPã‚¢ãƒ‰ãƒ¬ã‚¹ã�‹ã‚‰ã�“ã‚Œã‚‰ã�®ãƒ�ãƒ¼ãƒˆã�¸ã�®é€šä¿¡ã‚’è¨±å�¯ã�™ã‚‹ACLã‚’ç„¡åŠ¹ã�«ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚ˆã‚Šæœ‰åŠ¹ã�ªç·©å’Œç–ã�¨ã�—ã�¦ãƒ¦ãƒ‹ã‚ãƒ£ã‚¹ãƒˆ
RPF ã‚’ä½µç”¨ã�™ã‚‹ã�“ã�¨ã‚‚ã�Šå‹§ã‚�ã�—ã�¾ã�™ã€‚

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚’é€šé�Žã�™ã‚‹ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’é�®æ–ã�™ã‚‹ã�“ã�¨ã�¯ã�—ã�°ã�—ã�°å›°é›£ã�§ã�™ã�Œã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£
ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ã‚¿ãƒ¼ã‚²ãƒƒãƒˆã�¨ã�—ã�Ÿè¨±å�¯ã�™ã�¹ã��ã�§ã�¯ã�ªã�„ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ç‰¹å®šã�—ã€�ã��ã�®ã‚ˆã�†ã�ªãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�®å¢ƒç•Œã�§é�®æ–ã�™ã‚‹ã�“ã�¨ã�¯å�¯èƒ½ã�§ã�™ã€‚ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆ(iACL)ã�¯ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�®ãƒ™ã‚¹ãƒˆãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã�§ã�‚ã‚Šã€�ã�“ã�®ç‰¹å®šã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�¨ã�—ã�¦ã� ã�‘ã�§ã�ªã��ã€�å„ªã‚Œã�Ÿãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�¸ã�®é•·æœŸçš„ã�ªä»˜åŠ æ©Ÿèƒ½ã�¨ã�—ã�¦ã‚‚è€ƒæ…®ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ä»¥ä¸‹ã�®
iACL ã�®ä¾‹ã�¯ã€�Infrastructure access-list 
ã�®ä¸€éƒ¨ã�¨ã�—ã�¦è¨å®šã�•ã‚Œã‚‹ã�¹ã��ã�§ã�‚ã‚Šã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£
IP ã‚¢ãƒ‰ãƒ¬ã‚¹ã�®ç¯„å›²ã�«å�«ã�¾ã‚Œã‚‹ IP 
ã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’æŒ�ã�¤å…¨ã�¦ã�®æ©Ÿå™¨ã‚’é˜²å¾¡ã�—ã�¾ã�™:

 



 

!--- Only sections pertaining to features enabled on the device 

!--- need be configured. 

!--- 

!--- 

!--- Feature: IP SLAs UDP Responder 

!--- 

 
 
access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
    INFRASTRUCTURE_ADDRESSES WILDCARD eq 1967 
 
 

!--- Deny IP SLAs UDP Responder traffic from all other sources 

!--- destined to infrastructure addresses. 

 
 
access-list 150 deny udp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1967 
 
 

!--- 

!--- Feature: Session Initiation Protocol (SIP) 

!--- 

 
 
access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 5060 
 
 

!--- Deny SIP traffic from all other sources destined 

!--- to infrastructure addresses. 

 
 
access-list 150 deny udp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 5060 
 
 

!--- 

!--- Feature: H.323 Call Signaling 

!--- 

 
 
access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 2517 
 
 

!--- Deny H.323 Call Signaling traffic from all other sources 

!--- destined to infrastructure addresses. 

 
 
access-list 150 deny udp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 2517 
 
 

!--- 

!--- Feature: Media Gateway Control Protocol (MGCP) 

 

!--- 

 



 
access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
    INFRASTRUCTURE_ADDRESSES WILDCARD eq 2427 
 
 

!--- Deny MGCP traffic from all other sources destined 

!--- to infrastructure addresses. 

 
 
access-list 150 deny udp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 2427 
 
 

!--- Permit/deny all other Layer 3 and Layer 4 traffic in 

!--- accordance with existing security policies and 

!--- configurations.  Permit all other traffic to transit the 

!--- device. 

 
 
access-list 150 permit ip any any 
 
 

!--- Apply access-list to all interfaces (only one example 

!--- shown) 

 
 
interface serial 2/0 
 ip access-group 150 in

 

ãƒ›ãƒ¯ã‚¤ãƒˆãƒšãƒ¼ãƒ‘ãƒ¼ã€ŽProtecting Your Core: Infrastructure Protection Access Control 

Listsã€�ã�§ã�¯ã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ä¿�è·ã‚¢ã‚¯ã‚»ã‚¹ãƒªã‚¹ãƒˆã�®ã‚¬ã‚¤ãƒ‰ãƒ©ã‚¤ãƒ³ã�¨æŽ¨å¥¨ã�•ã‚Œã‚‹å°Žå…¥æ–¹æ³•ã�«ã�¤ã�„ã�¦èª¬æ˜Žã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®ãƒ›ãƒ¯ã‚¤ãƒˆãƒšãƒ¼ãƒ‘ãƒ¼ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯å…ˆã�§å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ãƒ—ãƒ¬ãƒ¼ãƒ³ ãƒ�ãƒªã‚·ãƒ³ã‚°

è¦å‘Šï¼šã�“ã�®è„†å¼±æ€§ã�®æ©Ÿèƒ½ã�¯ãƒˆãƒ©ãƒ³ã‚¹ãƒ�ãƒ¼ãƒˆã�¨ã�—ã�¦UDPã‚’ä½¿ç”¨ã�™ã‚‹ã�Ÿã‚�ã€�é€�ä¿¡å…ƒã�®IPã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’ã‚¹ãƒ—ãƒ¼ãƒ•ã‚£ãƒ³ã‚°ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã€�ä¿¡é ¼ã�§ã��ã‚‹IPã‚¢ãƒ‰ãƒ¬ã‚¹ã�‹ã‚‰ã�“ã‚Œã‚‰ã�®ãƒ�ãƒ¼ãƒˆã�¸ã�®é€šä¿¡ã‚’è¨±å�¯ã�™ã‚‹ACLã‚’ç„¡åŠ¹ã�«ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚ˆã‚Šå„ªã‚Œã�Ÿç·©å’Œã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’æ��ä¾›ã�™ã‚‹ã�«ã�¯ã€�ãƒ¦ãƒ‹ã‚ãƒ£ã‚¹ãƒˆRPFã‚’ä½µç”¨ã�™ã‚‹ã�“ã�¨ã‚’æ¤œè¨Žã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ãƒ�ãƒªã‚·ãƒ³ã‚°(CoPP)ã‚’ä½¿ç”¨ã�—ã�¦ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¸ã�®ä¿¡é ¼ã�§ã��ã�ªã�„UDPãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ãƒ–ãƒãƒƒã‚¯ã�§ã��ã�¾ã�™ã€‚Cisco
IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 
12.0Sã€�12.2SXã€�12.2Sã€�12.3Tã€�12.4ã€�ã�Šã‚ˆã�³ 12.4T ã�¯ã€�CoPP 
æ©Ÿèƒ½ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�„ã�¾ã�™ã€‚ç®¡ç�†ã�Šã‚ˆã�³ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒ—ãƒ¬ãƒ¼ãƒ³ã‚’ä¿�è·ã�™ã‚‹ã�Ÿã‚�ã�«
CoPP 
ã‚’æ©Ÿå™¨ã�«è¨å®šã�—ã€�æ—¢å˜ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ¼ãƒ�ãƒªã‚·ãƒ¼ã�¨ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã�«å¾“ã�£ã�¦èª�å®šã�•ã‚Œã�Ÿãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã� ã�‘ã�Œã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ãƒ‡ãƒ�ã‚¤ã‚¹å®›ã�«é€�ä¿¡ã�•ã‚Œã‚‹ã�“ã�¨ã‚’æ˜Žç¤ºçš„ã�«è¨±å�¯ã�™ã‚‹ã�“ã�¨ã�§ã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ã�¸ã�®ç›´æŽ¥æ”»æ’ƒã�®ãƒªã‚¹ã‚¯ã�¨ã��ã�®åŠ¹æžœã‚’æœ€å°�é™�ã�«æŠ‘ã�ˆã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ä¸‹è¨˜ã�®
CoPP ã�®ä¾‹ã�¯ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ IP ã‚¢ãƒ‰ãƒ¬ã‚¹ã�®ç¯„å›²å†…ã�«ã�‚ã‚‹ 
IP 
ã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’æŒ�ã�¤å…¨ã�¦ã�®æ©Ÿå™¨ã‚’ä¿�è·ã�™ã‚‹ã�Ÿã‚�ã�«å®šç¾©ã�•ã‚Œã‚‹
CoPP ã�®ä¸€éƒ¨ã�¨ã�—ã�¦å�«ã�¾ã‚Œã‚‹ã�¹ã��é …ç›®ã�§ã�™:

 

 

http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml


!--- 

!--- Only sections pertaining to features enabled on the device 

!--- need be configured. 

!--- 

 

!--- 

!--- Feature: IP SLAs UDP Responder 

!--- 

 
 
access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 1967 
 
 

!--- 

!--- Deny IP SLAs UDP Responder traffic from all other sources 

!--- destined to the device control plane. 

!--- 

 
 
access-list 150 permit udp any any eq 1967 
 
 

!--- 

!--- Feature: Session Initiation Protocol (SIP) 

!--- 

 
 
access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
    any eq 5060 
 
 

!--- 

!--- Deny SIP traffic from all other sources destined 

!--- to the device control plane. 

!--- 

 
 
access-list 150 permit udp any any eq 5060 
 
 

!--- 

!--- Feature: H.323 Call Signaling 

!--- 

 
 
 
access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
    any eq 2517 
 
 

!--- 

!--- Deny H.323 call signaling traffic from all other sources 

!--- destined to the device control plane. 

!--- 

 
 
access-list 150 permit udp any any eq 2517 
 
 



!--- 

!--- Feature: Media Gateway Control Protocol (MGCP) 

!--- 

 
 
access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 2427 
 
 

!--- 

!--- Deny MGCP traffic from all other sources destined 

!--- to the device control plane. 

!--- 

 
 
access-list 150 permit udp any any eq 2427 
 
 

!--- 

!--- Permit (Police or Drop)/Deny (Allow) all other Layer3 and 

!--- Layer4 traffic in accordance with existing security policies 

!--- and configurations for traffic that is authorized to be sent 

!--- to infrastructure devices 

!--- Create a Class-Map for traffic to be policed by 

!--- the CoPP feature 

!--- 

 
 
class-map match-all drop-udp-class 
 match access-group 150 
 
 

!--- 

 

!--- Create a Policy-Map that will be applied to the 

!--- Control-Plane of the device. 

!--- 

 
 
policy-map drop-udp-traffic 
 class drop-udp-class 
  drop 
 
 

!--- 

!--- Apply the Policy-Map to the 

!--- Control-Plane of the device 

!--- 

 
 
 
control-plane 
 service-policy input drop-udp-traffic

 

ä¸Šè¨˜ã�® CoPP ã�®ä¾‹ã�§ã�¯ã€�"permit" 
ã‚¢ã‚¯ã‚·ãƒ§ãƒ³ã�§ã�‚ã‚‹ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆã‚¨ãƒ³ãƒˆãƒª (ACE) 



ã�«è©²å½“ã�—ã€�æ”»æ’ƒã�§ã�‚ã‚‹å�¯èƒ½æ€§ã�®ã�‚ã‚‹ãƒ‘ã‚±ãƒƒãƒˆã�¯ã€�policy-
map ã�® "drop" æ©Ÿèƒ½ã�«ã‚ˆã‚Šå»ƒæ£„ã�•ã‚Œã�¾ã�™ã�Œã€�ä¸€æ–¹ã€�"deny" 
ã‚¢ã‚¯ã‚·ãƒ§ãƒ³(è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“)ã�«è©²å½“ã�™ã‚‹ãƒ‘ã‚±ãƒƒãƒˆã�¯ã€�policy-
map ã�® "drop" æ©Ÿèƒ½ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚policy-map 
ã�®æ§‹æ–‡ã�¯ã€�12.2S ã�¨ 12.0S Cisco IOS 
ãƒˆãƒ¬ã‚¤ãƒ³ã�§ã�¯ç•°ã�ªã‚‹ã�®ã�§æ³¨æ„�ã�Œå¿…è¦�ã�§ã�™:

 

policy-map drop-udp-traffic 
class drop-udp-class 
police 32000 1500 1500 conform-action drop exceed-action drop

 

CoPPæ©Ÿèƒ½ã�®è¨å®šã�¨ä½¿ç”¨ã�«ã�¤ã�„ã�¦ã�®è©³ç´°ã�¯ã€�http://www.cisco.com/web/about/security/intelligence/coppwp_gs.htmlã�Šã‚ˆã�³http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.htmlã�«ã�‚ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã€ŽControl
Plane Policing Implementation Best Practicesã€�ã�Šã‚ˆã�³ã€ŽCisco IOS Software Releases 
12.2 S - Control Plane Policingã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ã�®Ciscoãƒ‡ãƒ�ã‚¤ã‚¹ã�«é�©ç”¨å�¯èƒ½ã�ªä»–ã�®ç·©å’Œç–ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä»˜å±žãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�§ã�‚ã‚‹ã€ŽCisco
Applied Mitigation 
Bulletinã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-

amb-20090325-sip-and-udp

ä¸�æ£åˆ©ç”¨ã�®æ¤œå‡º

Cisco IOS Embedded Event 

Manager(EEM)ãƒ�ãƒªã‚·ãƒ¼ã‚’ä½¿ç”¨ã�™ã‚‹ã�¨ã€�ãƒ–ãƒãƒƒã‚¯ã�•ã‚Œã�Ÿã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚ãƒ¥ãƒ¼ã‚’æ¤œå‡ºã�§ã��ã�¾ã�™ã€‚EEM
ã�¯ Cisco IOS 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�Šã�‘ã‚‹ã‚¤ãƒ™ãƒ³ãƒˆæ¤œçŸ¥ã�¨å¯¾å¿œã‚¢ã‚¯ã‚·ãƒ§ãƒ³æ©Ÿèƒ½ã‚’æ��ä¾›ã�—ã�¾ã�™ã€‚EEM
ã�¯ 
ç®¡ç�†è€…ã�«å¯¾ã�—ã�¦ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ãƒ¼ã‚¹ã�Œãƒ–ãƒãƒƒã‚¯ã�•ã‚Œã�Ÿã�“ã�¨ã‚’
email, syslog ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ ã�¾ã�Ÿã�¯ Simple Network Management Protocol (SNMP) 
trap ã�«ã‚ˆã‚Šè¦å‘Šã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ãƒ¼ã‚¹ã�Œãƒ–ãƒãƒƒã‚¯ã�•ã‚Œã�Ÿã�“ã�¨ã‚’ç®¡ç�†è€…ã�« syslog 
ã�§è¦å‘Šã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã‚‹ã‚µãƒ³ãƒ—ãƒ« EEM ãƒ�ãƒªã‚·ãƒ¼ã‚’ EEM 
å°‚é–€ã�®ã‚ªãƒ³ãƒ©ã‚¤ãƒ³ã‚³ãƒŸãƒ¥ãƒ‹ãƒ†ã‚£ Cisco Beyond 
ã�§å…¥æ‰‹ã�™ã‚‹ã�“ã�¨ã�Œå‡ºæ�¥ã�¾ã�™ã€‚ã‚µãƒ³ãƒ—ãƒ«ã‚¹ã‚¯ãƒªãƒ—ãƒˆã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚http://forums.cisco.com/eforum/servlet/EEM?page=eem&fn=script&scriptId=981

EEMã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco.comã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/products/ps6815/products_ios_protocol_group_home.htm

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20090325-sip-and-udp
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20090325-sip-and-udp
http://forums.cisco.com/eforum/servlet/EEM?page=eem&fn=script&scriptId=981
http://www.cisco.com/en/US/products/ps6815/products_ios_protocol_group_home.html


ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt 

ã�¨å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�å•�é¡Œã�®è§£æ±ºçŠ¶æ³�ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹æ©Ÿå™¨ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��é�©åˆ‡ã�«ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�®ç¢ºèª�ã‚’å��åˆ†ã�«è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚æƒ…å ±ã�«ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã�¾ã�Ÿã�¯å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è¡¨ï¼ˆä¸‹æŽ²ï¼‰ã�®å�„è¡Œã�«ã�¯ã€�Cisco IOS 
ã�®ãƒªãƒªãƒ¼ã‚¹ 
ãƒˆãƒ¬ã‚¤ãƒ³ã�Œè¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ç‰¹å®šã�®ãƒªãƒªãƒ¼ã‚¹ 
ãƒˆãƒ¬ã‚¤ãƒ³ã�«è„†å¼±æ€§ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�ä¿®æ£ã‚’å�«ã‚€æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼ˆã�Šã‚ˆã�³ã€�ã��ã‚Œã�žã‚Œã�®äºˆæƒ³æ��ä¾›æ—¥ï¼‰ã�Œè¡¨ã�®ã€Œç¬¬
1 
ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã€�åˆ—ã�«è¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚ã€ŒæŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã€�åˆ—ã�«ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œä½œæˆ�ã�•ã‚Œã�Ÿæ™‚ç‚¹ã�§ç™ºè¡¨ã�•ã‚Œã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®è„†å¼±æ€§ã�®ä¿®æ£ã‚’å�«ã‚€ãƒªãƒªãƒ¼ã‚¹ã�Œè¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚ç‰¹å®šã�®åˆ—ã�«è¨˜ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹ã‚ˆã‚Šã‚‚å�¤ã�„ï¼ˆç¬¬
1 
ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚ˆã‚Šå�¤ã�„ï¼‰ãƒˆãƒ¬ã‚¤ãƒ³ã�«å�«ã�¾ã‚Œã‚‹ãƒªãƒªãƒ¼ã‚¹ã�Œç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼±ã�§ã�‚ã‚‹ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚è¡¨ã�®ã€ŒæŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã€�åˆ—ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹ã€�ã�¾ã�Ÿã�¯ã��ã‚Œã‚ˆã‚Šã‚‚æ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹
ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®å…¥æ‰‹å�¯èƒ½æ€§

Affected 

12.0-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

12.0 è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0DA è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2DA
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0DB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2DA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4


12.0DC è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0S
12.0(32)S12

12.0(33)S3ï¼ˆ2009å¹´4æœˆ30æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰
12.0(32)S12

12.0SC è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.0S) 12.0(32)S12

12.0SL è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.0S) 12.0(32)S12

12.0SP è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0ST è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.0S) 12.0(32)S12

12.0SX è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.0S) 12.0(32)S12

12.0SY 12.0(32)SY8 12.0(32)SY8

12.0SZ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.0S) 12.0(32)S12

12.0T è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0W è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.0WC è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.0WT è„†å¼±æ€§ã�ªã�—  

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_0S
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_0S
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_0S
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12.0XA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XC è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XD è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XE è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XF è„†å¼±æ€§ã�ªã�—  

12.0XG è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XH è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XI 12.0(4)XI2ã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œã�‚ã‚Šã€�12.0(4)XI2ä»¥é™�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚12.4ã�§æœ€åˆ�ã�«ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XJ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰
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12.0XK è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XL è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XM è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XN è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XQ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XR è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XS è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XT è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.0XV è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

Affected First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹
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12.1-Based 

Releases

12.1 è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1AA è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.1AX è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.1AY è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.1EA
12.1(22)EA13

12.2(44)SE6

12.1AZ è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.1EA
12.1(22)EA13

12.2(44)SE6

12.1CX è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.1DA è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.1DB è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.1DC è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.1E è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.1EA 12.1(22)EA13 12.1(22)EA13

12.1EB è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_1EA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_1EA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXF


12.1EC è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.3BC
12.2(33)SCB1

12.3(23)BC6

12.1EO è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.1EU è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SG) 12.2(31)SGA9

12.1EV è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.1EW è„†å¼±æ€§ã�‚ã‚Šã€�12.2SGAã�«ç§»è¡Œ 12.2(31)SGA9

12.1EX è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1EY è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.1EZ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.1GA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1GB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1T è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4(18e)12.1XA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_3BC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SG
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4


12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XC è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XD è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XE è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XF è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XG è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XH è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XI è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XJ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰
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12.1XL è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XM è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XP è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XQ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XR è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XS è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XT è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XU è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XV è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4(18e)12.1XW è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4


12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XX è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XY è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1XZ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1YA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1YB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1YC è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1YD è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1YE 12.1(5)YE6ã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œã�‚ã‚Šã€�12.1(5)YE6ä»¥é™�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚12.4ã�§æœ€åˆ�ã�«ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1YF è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4


12.1YH è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.1YI è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.1YJ è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.1EA
12.1(22)EA13

12.2(44)SE6

Affected 

12.2-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

12.2 è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2B è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2BC è„†å¼±æ€§ï¼š12.2SCBã�¾ã�Ÿã�¯12.3BCã�«ç§»è¡Œ
12.2(33)SCB1

12.3(23)BC6

12.2BW è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2BX è„†å¼±æ€§ã�‚ã‚Šã€�12.2SBã�«ç§»è¡Œ 12.2(33)SB4

12.2BY è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_1EA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4


12.2BZ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2CX è„†å¼±æ€§ï¼š12.2SCBã�¾ã�Ÿã�¯12.3BCã�«ç§»è¡Œ
12.2(33)SCB1

12.3(23)BC6

12.2CY è„†å¼±æ€§ï¼š12.2SCBã�¾ã�Ÿã�¯12.3BCã�«ç§»è¡Œ
12.2(33)SCB1

12.3(23)BC6

12.2CZ è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2DA 12.2(12)DA14ï¼ˆ2009å¹´7æœˆ30æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2DD è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2DX è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2EW è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SG) 12.2(31)SGA9

12.2EWA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SG) 12.2(31)SGA9

12.2EX è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2EY 12.2(44)EY 12.2(44)SE6

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SG
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SG
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE


12.2EZ è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2FX è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2FY è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2FZ è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2IRA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC 12.2(33)SRC4ï¼ˆ2009å¹´5æœˆ18æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2IRB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC 12.2(33)SRC4ï¼ˆ2009å¹´5æœˆ18æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2IXA è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXHï¼ˆ2009å¹´3æœˆ31æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2IXB è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXHï¼ˆ2009å¹´3æœˆ31æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2IXC è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXHï¼ˆ2009å¹´3æœˆ31æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2IXD è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXHï¼ˆ2009å¹´3æœˆ31æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2IXE è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXHï¼ˆ2009å¹´3æœˆ31æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2IXF è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXHï¼ˆ2009å¹´3æœˆ31æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2IXG è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXHï¼ˆ2009å¹´3æœˆ31æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2JA è„†å¼±æ€§ã�ªã�—  

12.4(22)T112.2JK è„†å¼±æ€§ã�ªã�—

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SRC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SRC


12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2MB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2MC 12.2(15)MC2m 12.2(15)MC2m

12.2S è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2SB

12.2(31)SB14

12.2(33)SB3

12.2(28)SB13

12.2(33)SB4

12.2SBC è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2SCA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SCB) 12.2(33)SCB1

12.2SCB 12.2(33)SCB1 12.2(33)SCB1

12.2SE

12.2(46)SE2

12.2(44)SE5

12.2(50)SE

12.2(44)SE6

12.2SEA è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SEB è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SEC è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SCB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE


12.2SED è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SEE è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SEF è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SEG è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SG 12.2(50)SG 12.2(52)SGï¼ˆ2009å¹´5æœˆ15æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2SGA 12.2(31)SGA9 12.2(31)SGA9

12.2SL è„†å¼±æ€§ã�ªã�—  

12.2SM è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SO è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SQ 12.2(44)SQ1  

12.2SRA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC 12.2(33)SRC4ï¼ˆ2009å¹´5æœˆ18æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2SRB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC
12.2(33)SRC4ï¼ˆ2009å¹´5æœˆ18æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2(33)SRB5aï¼ˆ2009å¹´4æœˆ3æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2SRC 12.2(33)SRC3 12.2(33)SRC4ï¼ˆ2009å¹´5æœˆ18æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2SRD è„†å¼±æ€§ã�ªã�—  

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SRC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SRC


12.2STE è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SU è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2SV è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SVA è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SVC è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SVD è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SVE è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SW è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SX è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.2SXA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.2SXB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.2SXD è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.2SXE è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.2SXF 12.2(18)SXF16 12.2(18)SXF16

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXF


12.2SXH 12.2(33)SXH5ï¼ˆ2009å¹´4æœˆ20æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰ 12.2(33)SXH5ï¼ˆ2009å¹´4æœˆ20æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2SXI è„†å¼±æ€§ã�ªã�—  

12.2SY è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2SZ è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2T è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2TPC è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2XA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XC è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XD è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XE è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4


12.2XF è„†å¼±æ€§ï¼š12.2SCBã�¾ã�Ÿã�¯12.3BCã�«ç§»è¡Œ
12.2(33)SCB1

12.3(23)BC6

12.2XG è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XH è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XI è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XJ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XK è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XL è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XM è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XN è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC
12.2(33)SB4

12.2(33)SRD1

12.2XNA è„†å¼±æ€§ã�‚ã‚Šã€‚12.2SRDã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(33)SRD1

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SRC


12.2XNB 12.2(33)XNB1 12.2(33)XNB3

12.2XNC è„†å¼±æ€§ã�ªã�—  

12.2XO 12.2(46)XO 12.2(46)XO

12.2XQ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XR è„†å¼±æ€§ã�ªã�—  

12.2XS è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XT è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XU è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XV è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2XW è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2YA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4


12.2YB è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YC è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YD è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YE è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YF è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YG è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YH è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YJ è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YK è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YL è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YM è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2YN è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YO è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YP è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4


12.2YQ è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YR è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YS è„†å¼±æ€§ã�ªã�—  

12.2YT è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YU è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YV è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YW è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YX è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YY è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2YZ è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2ZA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.2ZB è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2ZC è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2ZD è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.4(18e)12.2ZE è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4


12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2ZF è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2ZG è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2ZH è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2ZJ è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2ZL è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2ZP è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2ZU è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXH) 12.2(33)SRC4ï¼ˆ2009å¹´5æœˆ18æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.2ZX è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2ZY è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2ZYA 12.2(18)ZYA1 12.2(18)ZYA1

Affected 

12.3-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

è„†å¼±æ€§ã 12.4(18e)12.3

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SXH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SB


�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4) 12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3B è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3BC 12.3(23)BC6 12.3(23)BC6

12.3BW è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3EU è„†å¼±æ€§ã�ªã�—  

12.3JA è„†å¼±æ€§ã�ªã�—  

12.3JEA è„†å¼±æ€§ã�ªã�—  

12.3JEB è„†å¼±æ€§ã�ªã�—  

12.3JEC è„†å¼±æ€§ã�ªã�—  

12.3JK è„†å¼±æ€§ã�ªã�—
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3JL è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.3JX è„†å¼±æ€§ã�ªã�—  

12.3T è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T


12.3TPC è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.3VA è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.3XA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XB è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.3XC è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XD è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XE è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XF è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.3XG è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XI è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.3XJ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.3YX) 12.3(14)YX14

12.4(22)T112.3XK è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_3YX
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T


12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XL è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XQ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XR è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4)
12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XS è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XU è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XW è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.3YX) 12.3(14)YX14

12.3XX è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XY è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3XZ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_3YX
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T


12.3YA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3YD è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3YF è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.3YX) 12.3(14)YX14

12.3YG è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3YH è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3YI è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3YJ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3YK è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3YM 12.3(14)YM13 12.3(14)YM13

12.3YQ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_3YX
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T


12.3YS è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3YT è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.3YU è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.4XB 12.4(22)T1

12.3YX 12.3(14)YX14 12.3(14)YX14

12.3YZ è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.3ZA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

Affected 

12.4-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

12.4

12.4(23)

12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4(18e)

12.4(23a)ï¼ˆ2009å¹´6æœˆ5æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4JA è„†å¼±æ€§ã�ªã�—  

12.4JDA è„†å¼±æ€§ã�ªã�—  

12.4JK è„†å¼±æ€§ã�ªã�—  

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4XB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T


12.4JL è„†å¼±æ€§ã�ªã�—  

12.4JMA è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.4JMB è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.4JX è„†å¼±æ€§ã�ªã�—  

12.4MD 12.4(11)MD7 12.4(11)MD7

12.4MR 12.4(19)MR1 12.4(19)MR2

12.4SW è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.4T

12.4(15)T8

12.4(20)T2

12.4(22)T

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XB
12.4(15)T8

12.4(20)T2

12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XC è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T


12.4XD 12.4(4)XD12ï¼ˆ2009å¹´3æœˆ27æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰ 12.4(4)XD12ï¼ˆ2009å¹´3æœˆ27æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XE è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XF è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XG

12.4(15)T8

12.4(20)T2

12.4(22)T1

12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XJ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XK è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XL 12.4(15)XL4 12.4(15)XL4

12.4XM è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XN è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.4XP è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.4XQ 12.4(15)XQ2 12.4(15)XQ2

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp#12_4T


12.4XR 12.4(15)XR4
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XT è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XV è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.4XW 12.4(11)XW10 12.4(11)XW10

12.4XY è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)
12.4(22)T1

12.4(15)T9ï¼ˆ2009å¹´4æœˆ29æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XZ 12.4(15)XZ2 12.4(15)XZ2

12.4YA 12.4(20)YA2 12.4(20)YA3

12.4YB è„†å¼±æ€§ã�ªã�—  
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


