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 Airline Product Set (ALPS)
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» Remote Source-Route Bridging(RSRB)

 Point to Point Tunneling Protocol (PPTP)
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<#root>

Router#

show ver si on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
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<#root>

Router#

show ver si on

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3
Technical Support: http://www.cisco.com/techsupport
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Airline Product Set (ALPS)

ALPSG 3@ «@ " d®35€9+3, E3@Yaftaf€a,03,'3@«3@ ¢,13%+2€83@ES 4 3@ —3QAUIQ™EALPS:

alps local-peer <ip address>

ALPSA@ RO a9 «39ri@, 3 | 3@ Q25O ®IFIFS, 19«3€,5,5€/Cisco I0S

Bridging and IBM Networking Configuration Guide, Release 12.2 - Configuring the Airline

Product

Setd€€@3,'3€,C..8090—3€ | QO QIQ 33 @,3€ hitp://www.cisco.com/en/US/docs/ios/12_2/ibm/configuratis

Serial Tunnel Code(STUN)4€Sa,”a€>Block Serial Tunneling(BSTUN)

STUN&@%3@Y3€@ BSTUNG@«2 d®33@-3, E3QYaftaf@a,na,'5@«3€@ ¢,14%+txec85€@Ea"ae " 36—

interface serial 0/0/0
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encapsulation stun

& dQP®IIIQ €@, TaV+trE83Q®IQ,5,<BSTUNE AB®3E, (r°3@—a@ | 3,3 9HIQ™MAE,

interface serial 0/0/0
encapsulation bstun

STUN&@53,"3€@°BSTUNI@®O*C 39 «39ni€, 3@ | 3@ I€Hx-3@®AF a3, hitp://www.cisco.com/e
I0S Bridging and IBM Networking Configuration Guide, Release 12.2 - Configuring Serial
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df¢a,nafta, £af-a, afoa,na,cafiaf a,nafa,cafnasfa sa,qa,'a cafna,afta, afead

NCIAZ@Ee " aR359 3,3 | 5€,3,<aftaf@5,13,'3@ €Qal¢" 3Q™E,aY°0ni@ 3%, Af af0af3

ncia server 1 10.66.91.138 0000.1111.2222 2222.2222.2222 1

NCIAG@ RO’ 5@ «iPni, i@ | 5@ €Qx-3QB®IFIfE, 1€ «2€,3,E€ZCisco I0S
Bridging and IBM Networking Configuration Guide, Release 12.4 - Configuring NCIA
Client/Serverd€€3,'3€,c..80 9—3€@ | @ Q3@ 3€°3€,3€ http://www.cisco.com/en/US/docs/ios/bridgingl/c
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DLSWG "9« a®35€+3, EG@Yaftaf€a,03,'59«3@ ¢,1a%txe€83@ES 4 3@ —a93%43Q™FE DSLy

dlsw local-peer peer-id <ip address>

FST3, «af—3, »af BAE-29 %39 Y3€ Directd,«af—3,»af«dE-3@EFe d®33@ 3, F3QYaftaf€@a,nd, '3 ¢
local-peer peer-idip
addressAE @ 4 A 255 %A 56— 3,5, G OVE, Q€ Q%O C, 150 50— &, TaltiO55™IE,

DLSWA@®EO’C 3«3 QPri®,i@ 1@ 3€Qx-ia@®ifaf3, 5€«5€,5,3a€ZCisco I0S

Bridging and IBM Networking Configuration Guide, Release 12.4 - Configuring Data-Link

Switching

Plusé€€3,'3€,¢..80 0—3€© | O QIO 3©3©,3€ http://www.cisco.com/en/US/docs/iog/bridging/configurati
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Remote Sour ce-Route Bridging(RSRB)

TCPae/¥cT84 SA@8IPA, «af—3&,»af«aE-3,'812:¢" " a9 ™3,<RSRBIQEFe " aR35Q 3, FQYaftaf@a,nd, a6«

source-bridge ring-group 10
source-bridge remote-peer 10 tcp <ip address>

FSTa/ ¥cl5h, Sa€p 83 €3, 083, af 8, «af—3a,»3f«aE-3,41:¢" 39 ™3,«RSRBIQ %I Y3 1P3,«3f—3,»af

RSRBA© «3913€,3€ | 3@®LO (5@ 3€Qx-3QB®IfafE, 4€«2€,3,E€7Cisco I0S

Bridging and IBM Networking Configuration Guide, Release 12.2 - Configuring Remote
Source-Route

Bridginga€€3a,'3€,c..839—3€ | 3@ @3 3€+3€,3€ hitp://www.cisco.com/en/US/docs/ios/12_2/ibm/confi

Point to Point Tunneling Protocol (PPTP)

PPTPE@Ee 4®33€ 3, EGQYaftaf@a,n3,'59«3@ &,1a%+xe85@E3" e 3@ —a@%iQ™IE,PPTPI€

<#root>

vpdn enable
|

vpdn-group pptp
! Default PPTP VPDN group
accept-dialin

protocol pptp

virtual-template 1

ONIOYIO

<#root>

vpdn enable

!

vpdn-group L2_Tunneling

! Default L2TP VPDN group
! Default PPTP VPDN group
accept-dialin

protocol any

virtual-template 1


http://www.cisco.com/en/US/docs/ios/12_2/ibm/configuration/guide/bcfrsrb_ps1835_TSD_Products_Configuration_Guide_Chapter.html

PPTPE@«3 936,35 | 3@BO°( 3@ 3€Qx-ia@®IFIFS, 3€«3€,3,3E€/Cisco I0S VPDN
Configuration Guide, Release 12.4 - Configuring Client-Initiated Dial-In VPDN
Tunnelingd€@3,'d€,¢..8890—3€ | 3@ VIO 3©*3©,3€ http://www.cisco.com/en/US/docs/ios/vpdn/configu
in_ps6350 TSD_Products Configuration_Guide Chapter.html#wpl1051405€,

X.25 Record Boundary Preservation(RBP)

RBP@ Ee " 4®33€+3, E3QYaftaf€a,n3,'5€«3@ &,T3%+e€83QES 0 3O —3QUIO™EE, 33, 4
port

port_numbera€@a,’ &4 d@—a@ | & ARSIQP—I@NhAQP™MNIE,x-dQPRIIIQ €@, TAVtrEEIHPRIQ
Virtual Circuitita"SVCi%a¢> 2%o<d... 6 € 2257a7¥c95i1%4%03,'8"O¢" " 3@ ™3 e 3983 Q™3E,

interface Seriall/@
x25 map rbp 1111 local port <port_number>

2¢0RAP®EAP8IQ FE@Permanent Virtual
Circuiti%a PVCivhos a8%o04d... 8°a®37¥cY5i%%03,'8"O¢" 30 —3€ | 36,39 %I@™3E,

interface Seriall/Q
x25 map pvc <pvc_number> rbp local port <port_number>

RBPE©«3@n3€,3€ | 3©O®O (3@ F€Qx-ia@®IfEF3, 5€«5€,3,dE€ZCisco I0S Wide-
Area Networking Configuration Guide, Release 12.4 - X.25 Record Boundary Preservation for

Data Communications
Networksd€€3,'3€,¢..80 9—3€© | Q@I 3©+3©,3€ http://www.cisco.com/en/US/docs/ios/wan/configur:

X.25 over TCP(XOT)

XOT¢" 5@«e " a®35Q 3, Ea@Yaftaf@ad, ng, 'a€«3@ &,13%+x€83@Ea"ae 3@ —a@%HIQP™FEXOTa¢

xot access-group 1

and a corresponding access-1list 1.

XOTa@®e©3 ¢ °5@«3Pni, i | 5@ €Q9x-3QBRIFIfE, 36 «3€,3,E€ZCisco I0S Wide-
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Area Networking Configuration Guide, Release 12.4 - X.25 over TCP
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X255 e " aR35€9+3, E3@Yaftaf€a,n3,'3@«3@ ¢,18%+2€85@Ea e 3@ —3@%IQ™IE X255 «a!

x25 routing

X255 @O’ 5@« Pni®, i@ | 5@ F€Qx-3QB®IFIFE, 36 «5€,3,E€ZCisco I0S Wide-
Area Networking Configuration Guide, Release 12.4 - Configuring X.25 and
LAPB3€€©3,'3€,C..889—3@ | 3@ Q3@ 3€+3€,3€ hitp://www.cisco.com/en/US/docs/i os/wan/configuration/
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(C™»E@E2Ef1af 8, 1&°,¢" ) a@ d@—a @ | -t AE-3€+3, EG€9@Common Vulnerabilities and
Exposures(CVE)IDad€@ "a©—a€ | CVE-2009-

06293 € E&%0°3,53%:"5€ 13,%08, E3€p | 3@, 3 QIO ™IE,
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10S4,%af-35°3, ! 3,55,C 39 ®4; ®xLe, 36 if@af k3, 553256 30 ®,CAffaf—a,°af-af%af%od @ Ea,'a

& caf3af+Af O, 18 4f 04, Af @AFE &,¢8, d,»3," 3,2aFaF afafnif« a4, a5

af @Affaf af afiud, 3,6€36 @239 ™3,af 3fOaf+a,£3ff3, 3,6 PPr-3O™5, 3O "3 IO O0—39°3O
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Access Control Lists (iACLs)

3@ A€QASFQAFfAf af afhd,” a,»3,3FYaFEfT3,£3@B®AF™E,'af 3f—af03, aft5,£3,'3€83€,3,53€€ %o’
IACL 3@ ®3a3453€ a€@Infrastructure access-list

FORIEE 39 39— 2 AR339+5,F3, 339 VIP859,5,55€94,na3af4f03,'aF 3f03, afaft
IP 3,¢8f%03f-3,'3@®¢ ,3’a@«a@«ae34a,ES«IP

3,¢af%03f-3,"3, 2 FQIQri... 3@ 3Q®rOYI™ 5,6 28%i5Q—IQHIO™:

- Only sections pertaining to features enabled on the device
- need be configured

- Feature: ALPS
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access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 350

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 10000

1--- Deny ALPS TCP traffic fromall other sources destined
l--- to infrastructure addresses.

access-list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 350

access-list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 10000

I--- Feature: STUN

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1994

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD range 1990 1992

I--- Deny STUN TCP traffic fromall other sources destined
l--- to infrastructure addresses.

access-list 150 deny tcp any

INFRASTRUCTURE_ADDRESSES WILDCARD eq 1994
access-list 150 deny tcp any

INFRASTRUCTURE_ADDRESSES WILDCARD range 1990 1992

1 ---
l--- Feature: BSTUN

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1963

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD range 1976 1979

1--- Deny BSTUN TCP traffic fromall other sources destined
l--- to infrastructure addresses



access-list 150 deny tcp any

INFRASTRUCTURE_ADDRESSES WILDCARD eq 1963
access-list 150 deny tcp any

INFRASTRUCTURE_ADDRESSES WILDCARD range 1976 1979

l---
l--- Feature: NCA

I--- Leverage the underlying protocols, DLSw, RSRB, etc.

l--- Feature: DLSW

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2065

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2067

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD range 1981 1983

l--- Deny DLSWTCP traffic fromall other sources destined

l--- to infrastructure addresses.
1---

access-list 150 deny tcp any

INFRASTRUCTURE_ADDRESSES WILDCARD eq 2065
access-list 150 deny tcp any

INFRASTRUCTURE_ADDRESSES WILDCARD eq 2067
access-list 150 deny tcp any

INFRASTRUCTURE_ADDRESSES WILDCARD range 1981 1983

I--- Feature: RSRB

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD range 1987 1989

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1996

l--- Deny RSRB TCP traffic fromall other sources destined

l--- to infrastructure addresses

access-list 150 deny tcp any



INFRASTRUCTURE_ADDRESSES WILDCARD range 1987 1989
access-list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1996

!--- Feature: PPTP

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1723

1--- Deny PPTP TCP traffic fromall other sources destined
l--- to infrastructure addresses

access-list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1723

I--- Feature: RBP

l--- RBP will listen for TCP connections on the configured port
1--- as per "local port

The follow ng exanpl e
l--- uses port 1055

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1055

l--- Deny RBP traffic fromall other sources destined
l--- to infrastructure addresses

access-list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1055

l--- Feature: XOT and X 25 Routing

access-list 150 permit tcp TRUSTED_HOSTS WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1998



- Deny XOT and X25 TCP traffic fromall other sources
- destined to infrastructure addresses.

access-list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 1998

- Permit/deny all other Layer 3 and Layer 4 traffic in

- accordance with existing security policies and

- configurations Pernmit all other traffic to transit the
- device

access-list 150 permit ip any any

- Apply access-list to all interfaces (only one exanple
- shown)

interface serial 2/0
ip access-group 150 in
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l--- Only sections pertaining to features enabled on the device
1--- need be configured

l--- Permit ALPS traffic fromtrusted hosts allowed to the RP

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 350

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 10000

l--- Deny ALPS traffic fromall other sources to the RP
[

access-list 150 deny tcp any any eq 350
access-list 150 deny tcp any any eq 10000

l--- Permt STUN traffic fromtrusted hosts allowed to the RP

access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 1994

access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any range 1990 1992

l--- Deny STUN traffic fromall other sources to the RP
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access-list 150 deny tcp any any eq 1994
access-list 150 deny tcp any any eq range 1990 1992

l--- Permit BSTUN traffic fromtrusted hosts allowed to the RP.

access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 1963

access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any range 1976 1979

1--- Deny BSTUN traffic fromall other sources to the RP.

access-list 150 deny tcp any any eq 1963
access-list 150 deny tcp any any eq range 1976 1979

l--- Permit DLSw fromtrusted hosts allowed to the RP

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 2065

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 2067

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any range 1981 1983

l--- Deny DLSw all other sources to the RP.

access-list 150 deny tcp any any eq 2065
access-list 150 deny tcp any any eq 2067
access-list 150 deny tcp any any range 1981 1983

l--- Permt RSRB traffic fromtrusted hosts allowed to the RP

access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 1996

access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any range 1987 1989

l--- Deny RSRB traffic fromall other sources to the RP



access-list 150 deny tcp any any eq 1996
access-list 150 deny tcp any any range 1987 1989

l--- Permt PPTP traffic fromtrusted hosts allowed to the RP

access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 1723

1--- Deny PPTP traffic fromall other sources to the RP.

access-list 150 deny tcp any any eq 1723

l--- Permit RBP traffic fromtrusted hosts allowed to the RP.
l--- RBP will listen for TCP connections on the configured port
l--- as per "local port

The followi ng exanpl e
l--- uses port 1055

access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 1055

l--- Deny RBP traffic fromall other sources to the RP

access-list 150 deny tcp any any eq 1055

l--- Permit XOT and X. 25 Routing traffic fromtrusted hosts all owed
l--- to the RP.

access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 1998



1--- Deny XOT and X. 25 Routing traffic fromall other sources to

I--- the RP.
[

access-list 150 deny tcp any any eq 1998

l--- Permt all other traffic to the RP
l--- according to security policy and configurations.

access-list 150 permit ip any any
1--- Apply this access list to the 'receive' path

ip receive access-1list 150
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l--- Only sections pertaining to features enabled on the device
1--- need be configured

l--- Feature: ALPS
1 ---

access-list 150 deny tcp TRUSTED_HOSTS WILDCARD any eq 350
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD any eq 10000

l--- Permt ALPS traffic sent to all |P addresses
l--- configured on all interfaces of the affected device so
l--- that it will be policed and dropped by the CoPP feature

access-list 150 permit tcp any any eq 350
access-list 150 permit tcp any any eq 10000



l--- Feature: STUN

access-list 150 deny tcp TRUSTED_HOSTS WILDCARD
any eq 1994

access-list 150 deny tcp TRUSTED_HOSTS WILDCARD
any range 1990 1992

l--- Permit STUN traffic sent to all |IP addresses
1--- configured on all interfaces of the affected device so
l--- that it will be policed and dropped by the CoPP feature

access-list 150 permit tcp any any eq 1994
access-list 150 permit tcp any any range 1990 1992

I--- Feature: BSTUN

access-1list 150 deny tcp TRUSTED_HOSTS WILDCARD
any eq 1963

access-1list 150 deny tcp TRUSTED_HOSTS WILDCARD
any range 1976 1979

l--- Permit BSTUN traffic sent to all |P addresses
1--- configured on all interfaces of the affected device so
l--- that it will be policed and dropped by the CoPP feature

access-list 150 permit tcp any any eq 1963
access-list 150 permit tcp any any range 1976 1979

l--- Feature: NCIA

1--- Leverage the underlying protocols, DLSw, RSRB, etc

l--- Feature: DLSW

access-list 150 deny tcp TRUSTED_HOSTS WILDCARD
any eq 2065
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD



any eq 2067
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD
any range 1981 1983

l--- Permit DLSWtraffic sent to all |IP addresses
1--- configured on all interfaces of the affected device so
l--- that it will be policed and dropped by the CoPP feature

access-list 150 permit tcp any any eq 2065
access-list 150 permit tcp any any eq 2067
access-list 150 permit tcp any any range 1981 1983

l--- Feature: RSRB

access-list 150 deny tcp TRUSTED_HOSTS WILDCARD
any range 1987 1989
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD

any eq 1996
| —
l--- Permit RSRB traffic sent to all |IP addresses
I--- configured on all interfaces of the affected device so

l--- that it will be policed and dropped by the CoPP feature

access-list 150 permit tcp any any range 1987 1989
access-list 150 permit tcp any any eq 1996

!--- Feature: PPTP

access-list 150 deny tcp TRUSTED_HOSTS WILDCARD

any eq 1723
| —
l--- Permit PPTP traffic sent to all |IP addresses
1--- configured on all interfaces of the affected device so

l--- that it will be policed and dropped by the CoPP feature

access-list 150 permit tcp any any eq 1723

l--- Feature: RBP



l--- RBP will listen for TCP connections on the configured port
1--- as per "local port

The follow ng exanpl e
l--- uses port 1055

access-list 150 deny tcp TRUSTED_HOSTS WILDCARD

any eq 1055
| —
l--- Permit RBP traffic sent to all |IP addresses
I--- configured on all interfaces of the affected device so

l--- that it will be policed and dropped by the CoPP feature

access-list 150 permit tcp any any eq 1055

l--- Feature: XOT and X 25 Routing

access-list 150 deny tcp TRUSTED_HOSTS WILDCARD
any eq 1998

l--- Permt XOT and X25 traffic sent to all |IP addresses
1--- configured on all interfaces of the affected device so
l--- that it will be policed and dropped by the CoPP feature

access-1list 150 permit tcp any any eq 1998

l--- Permit (Police or Drop)/Deny (Allow) all other Layer3 and
1--- Layer4 traffic in accordance with existing security policies
1--- configurations for traffic that is authorized to be sent
I--- and to infrastructure devices

l--- Create a Cass-Map for traffic to be policed by

I--- the CoPP feature

class-map match-all drop-tcp-class
match access-group 150



l--- Create a Policy-Map that will be applied to the
l--- Control -Plane of the device.

policy-map drop-tcp-traffic
class drop-tcp-class
drop

- Apply the Policy-Map to the
- Control -Plane of the device

control-plane
service-policy input drop-tcp-traffic
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class drop-tcp-class
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12.2SGA 12.2(31)SGA9

12.2SL e, Ta/aoeL 853 @ —

12.2SM &, T8Y/to£85€9,3,53€, TACI 9«3 953 93,5973, 936°50 030 36°36,
12.2S0 &, T&Ytot85€p,3,53€, TACA 9«3 953 93,5973, 936°50 030 36°30,
12.2SQ &, T8/t o855 @ —

12.2SRA &, T8Vt 85€p,3,5(cee€8” Q39 ®3; PeLIQ 12.25RC

12.2SRB &, T&Yto£85€p,3,5(cee€8” Q3@ ®3; P2eLIQ 12.25RC

12.2SRC 12.2(33)SRC3
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12.2SRD 12.2(33)SRD1

12.2STE &, 1aY/c-aec85€p,3,53€, TACG 9 «3953- 959,303, 936030 939 36°539,
12.2SU &, TaY/-aeE859°3 @ —

12.2SV 8, T&/tae£85€p,3,53€, TACI @ «3 953 936,39 3, 0356:30 036 3636,
12.2SVA &, Ta/crae£85€),3,55€, TACG 9«5 953 939,39 73,9330 950 56°36,
12.2SVC 8, Ta/tae£85€p,3,55€, TACI @ «3 953 936,39 3, 0356:30 030 36°36,
12.2SVD &, T8Yto£85€p,3,53€, TACI 9«3 953 93,5973, 9036°50 030 36°30,
12.2SVE &, T&Ytot§5€p,3,553€, TACI 9«3 953 93,5973, 9036°50 030 36°30,
12.2SW 8, T8Vt aeE85€p,3,53€,12.4SWa @ ®arre, @ 3@ ®EFaaF 1A, 3@ «c8»eiE
12.2SX 8, 1&/ceE 859 3 @ —

12.2SXA 8, T&/ - eE85Q°3 @ —

12.2SXB 8, 18/ ceE 859 3 @ —

12.2SXD &, T8V/c+aeE85€),3,5(cee€ @A Q®3; ®RE5 € 12.25XF)

12.2SXE &, T8/ raeE85€),3,5(cee€d" QA9 ®3; ®RL5€ 12.25XF)

12.2SXF 12.2(18)SXF16



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SXF
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12.2SXH 12.2(33)SXH5

12.2SX| 12.2(33)SX11
12.2SY 8, Ta&/caL85e°a @ —
12.2S87 &, T8Ytot85€p,3,53€ @€ QIO ®I; ®rFI 12.25B
12.2T e, Ta/araeL85Q 3 @ —

12.2TPC 8, 1&V/ o853 @ —

12.2XA e, Ta/aeL839 3 @—
12.2XB 8, T8/t aec889° 3 @ —
12.2XC 8, t&/to£859°3 @ —
12.2XD 8, t8/taec889° 3 @ —
12.2XE 8, T&/o£859°3 @ —
12.2XF 8, T8/t aec889 3 @ —
12.2XG e, Ta/aeL83e a @—
12.2XH &, T8Vt o839 3 @ —

12.2X1 &, T8/ ta£859° 5@ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SB

12.2XJ 8, TaVa- L8595 @ —

12.2XK 8, T8V aeE 85923 @ —
12.2XL e, taV L8595 @ —
12.2XM 8, 1&V/ o853 @ —
12.2XN 8, T8Vt aeE85€,3,5(ee€a" @ 3O ®3,; ®2LIQ 12.2SRC

12.2XNA 8, T8VtaeE85€),3,53€ QR e€ QIO ®I; ®Ref5€ 12.2SRD

12.2XNB 12.2(33)XNB1

12.2XNC e, taVa- L8595 @ —

12.2X0 12.2(46)X0

12.2XQ 8, T8Y/st o853 @ —
12.2XR &, T8Y/r+o£839 3 @ —
12.2XS e, Ta/aL83e°a @ —
12.2XT 6, T8/t o839 3 @ —

12.2XU 8, T8/ t+a£859° 5@ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SRC
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12.2XV 8, t8/taec889 3 @ —
12.2XW 8, T&/to£859°3 @ —
12.2YA 8, T8/t aec8a9° 3 @ —
12.2YB e, Ta/aeL839°a @—
12.2YC &, T8/t o839 3 @ —
12.2YD e, Ta/aL83e 3 @—
12.2YE 6, T8/t o839 3 @ —
12.2YF 8, ta/ec859 3 @ —
12.2YG e, Ta/aeL839 3 @—
12.2YH 8, ta/cec859° 3 @ —
12.2YJ e, Ta/aeL839 3 @—
12.2YK 8, T8/t aec859° 3 @ —
12.2YL 8, T&/to£859°3 @ —
12.2YM 8, t8/ataec8a9° 3 @ —
12.2YN e, Ta/aeL83e°a @ —




12.2Y0 8, t8/taec889 3 @ —
12.2YP 8, T&/to£859°3 @ —
12.2YQ 8, Ta&/aL83e°a @ —
12.2YR e, Ta/aeL839°a @—
12.2YS &, T8/t o839 3 @ —
12.2YT e, Ta/aL83e 3 @—
12.2YU 6, T8/t o839 3 @ —
12.2YV 8, ta/ec859 3 @ —
12.2YW e, Ta/aeL839 3 @—
12.2Y X 8, ta/cec859° 3 @ —
12.2YY e, Ta/aeL839 3 @—
12.2YZ 8, T8/t aec859° 3 @ —
12.2ZA 8, T&/to£859°3 @ —
12.27B 8, t8/ataec8a9° 3 @ —
12.2zC e, Ta/aeL83e°a @ —




12.2ZD 8, T&Y/at o853 @ —

12.2ZE 8, 1&/c-ceE859°3 @ —

12.2ZF 8, Ta&/aL83e°a @ —

12.22G e, Ta/aeL839°a @—

12.2ZH 8, T&/aaL83e°a @ —

12.27] e, Ta/aL83e 3 @—

12.2ZL 8, T&/caL85e°a @ —

12.2ZP 8, T&Y/+o£859°3 @ —

12.27U &, T&/rae£85€,3,5(cee€d" Q3@ ®3; ®RL£3€ 12.2SXH)

12.27X &, T8/ +aeE85€),3,S3€ @€ QIO ®3; ®2£5€ 12.25B

12.22Y &, T8/t ocE859,3,53€, TACG 9«3 953- 939,595,050 0 939 30°56,
12.2ZYA 12.2(18)ZYA1

Affected

12.3-Based | First Fixed ReleaseiVs 4;®afa€p+3, EdQYre€d™ a9 ®aFafaf1a, 1% %o0
Releases

QO28Y5 5™« 12.3 AfMafa, 3@ ®AFAF A1, 5@ 5€,5,5593%3€>3,"3€,



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SXH
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Affected

12.4-Based First Fixed Rd ease|'1/4‘a(;®ae£é0-§,Eé@?aeoe€é‘050®é.faé.fa§.f%§,"i%%o
Releases
12.4 8, T8V taE85@ 5@ —
12.4JA 8, 1&V/oe85@23 @ —
12.4JDA e, TaV- L8595 @ —
12.4K 8, &V o853 @ —
12.4JL 8, 18Vt 85@ 5@ —
12.4IMA 8, T8/t a£859° 5@ —
12.4IMB 8, 1&V/+oeL85@23 @ —
12.4JX 8, T&Y/ L8595 @ —
12.4(15)MD2
12.4MD
12.4(11)MD643, "8, S&% @ 3@ ®af 3143, 3@ «3@ &,18%+2€83@ FIQ3QQI€12.4(1
12.4(19)MR1
12.4MR
12.4(16)MR23,"8, S8%. @ 3 @ ®afaf 513, a9 «3€ &,13%+e€85Q 33O 9 I€H12.4(1"
12.4SW 8, T8/t a£859° 5@ —
12.4T 12.4(22)T




12.4(20)T2
12.4(20)T4, "8, S3%. @ 3@ ®AFafaf 143, 3@ «3@ &,13%+2€839 3€,3,53€0%33,"

12.4XA 8, T&/to£859°3 @ —

12.4XB 8, T8/t aec8a9° 3 @ —

12.4XC e, Ta/aeL839°a @—

12.4XD &, T8Y/r+o£839 3 @ —

12.4XE e, Ta/aeL839°a @ —

12.4XF 8, t&/tec8a9 3 @ —

12.4XG 8, ta/aec859 3 @ —

12.4XJ e, Ta/aeL839 3 @—

12.4XK 8, ta/cec859° 3 @ —

12.4XL e, Ta/aeL839 3 @—

12.4XM 8, T8/taec889° 3 @ —

12.4XN 8, T&/to£859°3 @ —

12.4XP e, t8/tae£889 3 @ —




12.4XQ 12.4(15)XQ2
12.4XR 12.4(15)XR4
12.4XT e, TaV L8595 @ —
12.4XV 8, 1&V/ o853 @ —
12.4XW 8, 1&V/oeL85@23 @ —
12.4XY 12.4(15)XY 4
12.4XZ 12.4(15)XZ2
12.4YA 12.4(20)YA2
12.4YB &, TaY L8595 @ —
12.4YD 8, 1&V/ o853 @ —

4, @Rr£A"OC¢" " a%a%<«aQ "a...ma¥h@g™Mog;”

Cisco PSIRT
4@ 83@ a€EQr0e-a,Caf%odf@a,nd Nafa@«e "e%%id@a,EIQ | 3,3, Ta1tr€88QRE @RLA"OC

5O"5O®R,13Y%+t2E33Q FE4,3,"5,°5Q®¢r¥AT...4f15,4F 59«3, GQLIQ | (MO8 |35, EIOUIO—.
URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20090325-tcp
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