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ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20090325-tcp

åˆ�å…¬é–‹æ—¥ : 2009-03-25 00:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.2 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.8

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID : CSCsr29468

CVE-2009-
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ä»¥ä¸‹ã�®ä¾‹ã�¯ã€�Cisco è£½å“�ã�«ã�¦ã€�IOSãƒªãƒªãƒ¼ã‚¹ 12.3(26) 
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<#root>

Router#

show version

Cisco Internetwork Operating System Software 
IOS (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2) 
Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2008 by cisco Systems, Inc. 
Compiled Mon 17-Mar-08 14:39 by dchih 
 
<output truncated>
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<#root>

Router#

show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3) 
Technical Support: http://www.cisco.com/techsupport 



Copyright (c) 1986-2008 by Cisco Systems, Inc. 
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alps local-peer <ip address>
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interface serial 0/0/0 

http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html
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interface serial 0/0/0 
encapsulation bstun

 

STUNã�Šã‚ˆã�³BSTUNã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯http://www.cisco.com/en/US/docs/ios/12_2/ibm/configuration/guide/bcfstun_ps1835_TSD_Products_Configuration_Guide_Chapter.htmlã�«ã�‚ã‚‹ã€ŽCisco
IOS Bridging and IBM Networking Configuration Guide, Release 12.2 - Configuring Serial 
Tunnel and Block Serial Tunnelã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚
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ncia server 1 10.66.91.138 0000.1111.2222 2222.2222.2222 1

 

NCIAã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ã€ŽCisco IOS 
Bridging and IBM Networking Configuration Guide, Release 12.4 - Configuring NCIA 
Client/Serverã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/bridging/configuration/guide/br_ncia_client_svr_ps6350_TSD_Products_Configuration_Guide_Chapter.htmlã€‚

ãƒ‡ãƒ¼ã‚¿ãƒªãƒ³ã‚¯ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚°(DLSw)

DLSwç”¨ã�«è¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚DSLwã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®TCPãƒªã‚¹ãƒ‹ãƒ³ã‚°ãƒ�ãƒ¼ãƒˆã�¯ã€�2065ã€�2067ã€�1981ã€�1982ã€�ã�Šã‚ˆã�³1983ã�§ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è¨å®šã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

dlsw local-peer peer-id <ip address>

 

FSTã‚«ãƒ—ã‚»ãƒ«åŒ–ã�¾ã�Ÿã�¯Directã‚«ãƒ—ã‚»ãƒ«åŒ–ã�Œè¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹TCPãƒ�ãƒ¼ãƒˆã�Œã€Œdslw

local-peer peer-id ip 

addressã€�ã‚³ãƒžãƒ³ãƒ‰ã�§é–‹ã�‹ã‚Œã‚‹ã�Ÿã‚�ã€�ä¾�ç„¶ã�¨ã�—ã�¦è„†å¼±ã�§ã�™ã€‚

DLSwã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ã€ŽCisco IOS 
Bridging and IBM Networking Configuration Guide, Release 12.4 - Configuring Data-Link 
Switching 
Plusã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/bridging/configuration/guide/br_dlsw_plus_ps6350_TSD_Products_Configuration_Guide_Chapter.htmlã€‚

http://www.cisco.com/en/US/docs/ios/12_2/ibm/configuration/guide/bcfstun_ps1835_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/bridging/configuration/guide/br_ncia_client_svr_ps6350_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/bridging/configuration/guide/br_dlsw_plus_ps6350_TSD_Products_Configuration_Guide_Chapter.html


Remote Source-Route Bridging(RSRB)

TCPæŽ¥ç¶šä¸Šã�§IPã‚«ãƒ—ã‚»ãƒ«åŒ–ã‚’ä½¿ç”¨ã�™ã‚‹RSRBã�Œè¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚RSRBã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®TCPãƒªã‚¹ãƒ‹ãƒ³ã‚°ãƒ�ãƒ¼ãƒˆã�¯1996ã€�1987ã€�1988ã€�ã�Šã‚ˆã�³1989ã�§ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è¨å®šã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

source-bridge ring-group 10 
source-bridge remote-peer 10 tcp <ip address>

 

FSTæŽ¥ç¶šä¸Šã�§ãƒ€ã‚¤ãƒ¬ã‚¯ãƒˆã‚«ãƒ—ã‚»ãƒ«åŒ–ã‚’ä½¿ç”¨ã�™ã‚‹RSRBã�¾ã�Ÿã�¯IPã‚«ãƒ—ã‚»ãƒ«åŒ–ã‚’ä½¿ç”¨ã�™ã‚‹RSRBã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚

RSRBã�«ã�¤ã�„ã�¦ã�®è©³ç´°ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ã€ŽCisco IOS 
Bridging and IBM Networking Configuration Guide, Release 12.2 - Configuring Remote 
Source-Route 
Bridgingã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/12_2/ibm/configuration/guide/bcfrsrb_ps1835_TSD_Products_Configuration_Guide_Chapter.htmlã€‚

Point to Point Tunneling Protocol(PPTP)

PPTPã�Œè¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚PPTPã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®TCPãƒªã‚¹ãƒ‹ãƒ³ã‚°ãƒ�ãƒ¼ãƒˆã�¯1723ã�§ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è¨å®šã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

vpdn enable 
! 
vpdn-group pptp 
! Default PPTP VPDN group 
 accept-dialin 
 

protocol pptp

  virtual-template 1

 

ã�¾ã�Ÿã�¯

 

<#root>

vpdn enable 
! 
vpdn-group L2_Tunneling 
! Default L2TP VPDN group 
! Default PPTP VPDN group 
 accept-dialin 
 

protocol any

  virtual-template 1 

http://www.cisco.com/en/US/docs/ios/12_2/ibm/configuration/guide/bcfrsrb_ps1835_TSD_Products_Configuration_Guide_Chapter.html


 

PPTPã�«ã�¤ã�„ã�¦ã�®è©³ç´°ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ã€ŽCisco IOS VPDN 
Configuration Guide, Release 12.4 - Configuring Client-Initiated Dial-In VPDN 
Tunnelingã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/vpdn/configuration/guide/client_init_dial-

in_ps6350_TSD_Products_Configuration_Guide_Chapter.html#wp1105140ã€‚

X.25 Record Boundary Preservation(RBP)

RBPã�Œè¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚ãƒªã‚¹ãƒ‹ãƒ³ã‚°TCPãƒ�ãƒ¼ãƒˆã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�CLIã‚³ãƒžãƒ³ãƒ‰ã€Œlocal

port 

port_numberã€�ã‚’ä½¿ç”¨ã�—ã�¦è¨å®šã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è¨å®šã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚1ã�¤ç›®ã�¯ã€�Switched
Virtual Circuitï¼ˆSVCï¼›ç›¸æ‰‹å…ˆé�¸æŠžæŽ¥ç¶šï¼‰ã‚’åˆ©ç”¨ã�™ã‚‹æ–¹æ³•ã�§ã�™ã€‚

 

interface Serial1/0 
   x25 map rbp 1111 local port <port_number>

 

2ç•ªç›®ã�®ä¾‹ã�§ã�¯ã€�Permanent Virtual 
Circuitï¼ˆPVCï¼›ç›¸æ‰‹å…ˆå›ºå®šæŽ¥ç¶šï¼‰ã‚’åˆ©ç”¨ã�—ã�¦ã�„ã�¾ã�™ã€‚

 

interface Serial1/0 
   x25 map pvc <pvc_number> rbp local port <port_number>

 

RBPã�«ã�¤ã�„ã�¦ã�®è©³ç´°ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ã€ŽCisco IOS Wide-
Area Networking Configuration Guide, Release 12.4 - X.25 Record Boundary Preservation for 
Data Communications 
Networksã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/wan/configuration/guide/wan_x25_rbp_dcn_ps6350_TSD_Products_Configuration_Guide_Chapter.htmlã€‚

X.25 over TCP(XOT)

XOTç”¨ã�«è¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚XOTã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®TCPãƒªã‚¹ãƒ‹ãƒ³ã‚°ãƒ�ãƒ¼ãƒˆã�¯1998ã�§ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è¨å®šã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

xot access-group 1 
 
and a corresponding access-list 1.

 

XOTã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ã€ŽCisco IOS Wide-

http://www.cisco.com/en/US/docs/ios/vpdn/configuration/guide/client_init_dial-in_ps6350_TSD_Products_Configuration_Guide_Chapter.html#wp1105140
http://www.cisco.com/en/US/docs/ios/vpdn/configuration/guide/client_init_dial-in_ps6350_TSD_Products_Configuration_Guide_Chapter.html#wp1105140
http://www.cisco.com/en/US/docs/ios/wan/configuration/guide/wan_x25_rbp_dcn_ps6350_TSD_Products_Configuration_Guide_Chapter.html


Area Networking Configuration Guide, Release 12.4 - X.25 over TCP 
Profilesã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/wan/configuration/guide/wan_x25otcp_pro_ps6350_TSD_Products_Configuration_Guide_Chapter.htmlã€‚

X25ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°

X25ã�Œè¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚X25ãƒ«ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�®TCPãƒªã‚¹ãƒ‹ãƒ³ã‚°ãƒ�ãƒ¼ãƒˆã�¯1998ã�§ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�è„†å¼±æ€§ã�®ã�‚ã‚‹è¨å®šã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

x25 routing

 

X25ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ã€ŽCisco IOS Wide-
Area Networking Configuration Guide, Release 12.4 - Configuring X.25 and 
LAPBã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/wan/configuration/guide/wan_cfg_x25_lapb_ps6350_TSD_Products_Configuration_Guide_Chapter.htmlã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCsr29468 

(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�Common Vulnerabilities and 
Exposures(CVE)IDã�¨ã�—ã�¦CVE-2009-
0629ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦æ¬¡ã�®ç·©å’Œç–ã�Œç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã‚Œã�¯ã€�Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ä¿®æ£æ¸ˆã�¿ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�Œã‚¹ã‚±ã‚¸ãƒ¥ãƒ¼ãƒ«å�¯èƒ½ã�«ã�ªã‚‹ã�¾ã�§ã�®ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ã�®ä¿�è·ã�«å½¹ç«‹ã�¤å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ ã‚¢ã‚¯ã‚»ã‚¹ ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« ãƒªã‚¹ãƒˆ

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚’é€šé�Žã�™ã‚‹ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’é�®æ–ã�™ã‚‹ã�“ã�¨ã�¯ã�—ã�°ã�—ã�°å›°é›£ã�§ã�™ã�Œã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£
ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ã‚¿ãƒ¼ã‚²ãƒƒãƒˆã�¨ã�—ã�Ÿè¨±å�¯ã�™ã�¹ã��ã�§ã�¯ã�ªã�„ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ç‰¹å®šã�—ã€�ã��ã�®ã‚ˆã�†ã�ªãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�®å¢ƒç•Œã�§é�®æ–ã�™ã‚‹ã�“ã�¨ã�¯å�¯èƒ½ã�§ã�™ã€‚Infrastructure
Access Control Lists (iACLs) 
ã�¯ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�®ãƒ™ã‚¹ãƒˆãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã�§ã�‚ã‚Šã€�ç‰¹å®šã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹å›žé�¿ç–ã�§ã�‚ã‚‹ã�¨å�Œæ™‚ã�«é•·æœŸã�«æ¸¡ã�£ã�¦å½¹ç«‹ã�¤ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚’ä»˜åŠ ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ä»¥ä¸‹ã�®
iACL ã�®ä¾‹ã�¯ã€�Infrastructure access-list 
ã�®ä¸€éƒ¨ã�¨ã�—ã�¦è¨å®šã�•ã‚Œã‚‹ã�¹ã��ã�§ã�‚ã‚Šã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£
IP ã‚¢ãƒ‰ãƒ¬ã‚¹ã�®ç¯„å›²ã�«å�«ã�¾ã‚Œã‚‹ IP 
ã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’æŒ�ã�¤å…¨ã�¦ã�®æ©Ÿå™¨ã‚’é˜²å¾¡ã�—ã�¾ã�™:

 

 

!--- 

!--- Only sections pertaining to features enabled on the device 

!--- need be configured. 

!--- 

!--- Feature: ALPS 

http://www.cisco.com/en/US/docs/ios/wan/configuration/guide/wan_x25otcp_pro_ps6350_TSD_Products_Configuration_Guide_Chapter.html
http://www.cisco.com/en/US/docs/ios/wan/configuration/guide/wan_cfg_x25_lapb_ps6350_TSD_Products_Configuration_Guide_Chapter.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsr29468
https://sec.cloudapps.cisco.comRPF/register/register.do


!--- 

 
 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
    INFRASTRUCTURE_ADDRESSES WILDCARD eq 350 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
    INFRASTRUCTURE_ADDRESSES WILDCARD eq 10000 
 
 

!--- 

!--- Deny ALPS TCP traffic from all other sources destined 

!--- to infrastructure addresses. 

!--- 

 
 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 350 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 10000 
 
 

!--- 

!--- Feature: STUN 

!--- 

 
 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1994 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD range 1990 1992 
 
 

!--- 

!--- Deny STUN TCP traffic from all other sources destined 

!--- to infrastructure addresses. 

!--- 

 
 
access-list 150 deny tcp any 
    INFRASTRUCTURE_ADDRESSES WILDCARD eq 1994 
access-list 150 deny tcp any 
    INFRASTRUCTURE_ADDRESSES WILDCARD range 1990 1992 
 
 

!--- 

!--- Feature: BSTUN 

!--- 

 
 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1963 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD range 1976 1979 
 
 

!--- 

!--- Deny BSTUN TCP traffic from all other sources destined 

!--- to infrastructure addresses. 

!--- 

 



 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1963 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD range 1976 1979 
 
 

!--- 

!--- Feature: NCIA 

!--- 

 

!--- 

!--- Leverage the underlying protocols, DLSw, RSRB, etc. 

!--- 

 

!--- 

!--- Feature: DLSW 

!--- 

 
 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 2065 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 2067 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD range 1981 1983 
 
 

!--- 

!--- Deny DLSW TCP traffic from all other sources destined 

!--- to infrastructure addresses. 

!--- 

 
 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 2065 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 2067 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD range 1981 1983 
 
 

!--- 

!--- Feature: RSRB 

!--- 

 
 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD range 1987 1989 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1996 
 
 

!--- 

!--- Deny RSRB TCP traffic from all other sources destined 

!--- to infrastructure addresses. 

!--- 

 
 
access-list 150 deny tcp any 



     INFRASTRUCTURE_ADDRESSES WILDCARD range 1987 1989 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1996 
 
 

!--- 

!--- Feature: PPTP 

!--- 

 
 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1723 
 
 

!--- 

!--- Deny PPTP TCP traffic from all other sources destined 

!--- to infrastructure addresses. 

!--- 

 
 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1723 
 
 

!--- 

!--- Feature: RBP 

!--- 

!--- RBP will listen for TCP connections on the configured port 

!--- as per "local port 

 

          

 

           ". The following example 

!--- uses port 1055 

!--- 

 

          

 
 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1055 
 
 

!--- 

!--- Deny RBP traffic from all other sources destined 

!--- to infrastructure addresses. 

!--- 

 
 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1055 
 
 

!--- 

!--- Feature: XOT and X.25 Routing 

!--- 

 
 
access-list 150 permit tcp TRUSTED_HOSTS WILDCARD 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1998 



 
 

!--- 

!--- Deny XOT and X25 TCP traffic from all other sources 

!--- destined to infrastructure addresses. 

!--- 

 
 
access-list 150 deny tcp any 
     INFRASTRUCTURE_ADDRESSES WILDCARD eq 1998 
 
 

!--- 

!--- Permit/deny all other Layer 3 and Layer 4 traffic in 

!--- accordance with existing security policies and 

!--- configurations Permit all other traffic to transit the 

!--- device. 

!--- 

 
 
access-list 150 permit ip any any 
 
 

!--- 

!--- Apply access-list to all interfaces (only one example 

!--- shown) 

!--- 

 
 
interface serial 2/0 
 ip access-group 150 in

 

ãƒ›ãƒ¯ã‚¤ãƒˆãƒšãƒ¼ãƒ‘ãƒ¼ã€ŽProtecting Your Core: Infrastructure Protection Access Control 

Listsã€�ã�§ã�¯ã€�ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ä¿�è·ã‚¢ã‚¯ã‚»ã‚¹ãƒªã‚¹ãƒˆã�®ã‚¬ã‚¤ãƒ‰ãƒ©ã‚¤ãƒ³ã�¨æŽ¨å¥¨ã�•ã‚Œã‚‹å°Žå…¥æ–¹æ³•ã�«ã�¤ã�„ã�¦èª¬æ˜Žã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®White
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å�—ä¿¡ACL(rACL)

åˆ†æ•£åž‹ã�®ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ ã�«ã�Šã�„ã�¦ã�¯ã€�Cisco12000 
ã‚·ãƒªãƒ¼ã‚º(GSR) ã�§ã�¯ 12.0(21)S2ã€� Cisco7500 ã‚·ãƒªãƒ¼ã‚ºã�§ã�¯ 
12.0(24)Sã€�Cisco10720 ã‚·ãƒªãƒ¼ã‚ºã�§ã�¯ 12.0(31)S ã�® IOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«ã�¦ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ Receive ACL 
ã‚‚é�¸æŠžè‚¢ã�¨ã�ªã‚Šã�¾ã�™ã€‚å�—ä¿¡ ACL ã�¯ã€�ãƒ«ãƒ¼ãƒˆ 
ãƒ—ãƒã‚»ãƒƒã‚µã�Œæœ‰å®³ã�ªãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹å‰�ã�«ã€�ã��ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�‹ã‚‰ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ä¿�è·ã�—ã�¾ã�™ã€‚å�—ä¿¡
ACL 
ã�¯ã€�ã��ã‚Œã�Œè¨å®šã�•ã‚Œã�Ÿãƒ‡ãƒ�ã‚¤ã‚¹ã�®ã�¿ã‚’ä¿�è·ã�™ã‚‹è¨è¨ˆã�«ã�ªã�£ã�¦ã�„ã�¾ã�™ã€‚Cisco
12000, 7500, 10720 ã�§ã�¯é€šé�Žãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�¯ Receive ACL 
ã�«ã‚ˆã‚‹å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚ã�“ã�®ã�Ÿã‚�ã€�ä»¥ä¸‹ã�® ACL 
ã�®ä¾‹ã�«ã�Šã�„ã�¦å®›å…ˆ IP ã‚¢ãƒ‰ãƒ¬ã‚¹ "any" 
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ã�Œç”¨ã�„ã‚‰ã‚Œã�¦ã‚‚ã€�è‡ªãƒ«ãƒ¼ã‚¿ã�®ç‰©ç�†ã�‚ã‚‹ã�„ã�¯ä»®æƒ³ IP 
ã‚¢ãƒ‰ãƒ¬ã‚¹ã�®ã�¿ã�Œå�‚ç…§ã�•ã‚Œã�¾ã�™ã€‚å�—ä¿¡ ACL 
ã�¯ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã�®ãƒ™ã‚¹ãƒˆ 
ãƒ—ãƒ©ã‚¯ãƒ†ã‚£ã‚¹ã�¨è€ƒã�ˆã‚‰ã‚Œã�¦ã�Šã‚Šã€�ã�“ã�“ã�§ã�®ç‰¹å®šã�®è„†å¼±æ€§ã�®å›žé�¿ç–ã�¨ã�—ã�¦ã� ã�‘ã�§ã�ªã��ã€�å„ªã‚Œã�Ÿãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯
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Your Core: Infrastructure Protection Access Control 
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æ¬¡ã�® receive path ACL 
ã�¯ä¿¡é ¼ã�§ã��ã‚‹ãƒ›ã‚¹ãƒˆã�‹ã‚‰ã�®ã�“ã�®ã‚ˆã�†ã�ªã‚¿ã‚¤ãƒ—ã�®ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã‚’è¨±å�¯ã�™ã‚‹ã‚ˆã�†ã�«è¨˜è¿°ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

 

 

!--- 

!--- Only sections pertaining to features enabled on the device 

!--- need be configured. 

!--- 

 

!--- 

!--- Permit ALPS traffic from trusted hosts allowed to the RP. 

!---  

 
 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 350 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
    any eq 10000 
 
 

!--- 

!--- Deny ALPS traffic from all other sources to the RP. 

!---  

 
 
access-list 150 deny tcp any any eq 350 
access-list 150 deny tcp any any eq 10000 
 
 

!--- 

!--- Permit STUN traffic from trusted hosts allowed to the RP. 

!---  

 
 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 1994 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any range 1990 1992 
 
 

!--- 

!--- Deny STUN traffic from all other sources to the RP. 

!---  
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access-list 150 deny tcp any any eq 1994 
access-list 150 deny tcp any any eq range 1990 1992 
 
 

!--- 

!--- Permit BSTUN traffic from trusted hosts allowed to the RP. 

!---  

 
 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 1963 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any range 1976 1979 
 
 

!--- 

!--- Deny BSTUN traffic from all other sources to the RP. 

!---  

 
 
access-list 150 deny tcp any any eq 1963 
access-list 150 deny tcp any any eq range 1976 1979 
 
 

!--- 

!--- Permit DLSw from trusted hosts allowed to the RP. 

!---  

 
 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 2065 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 2067 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any range 1981 1983 
 
 

!--- 

!--- Deny DLSw all other sources to the RP. 

!---  

 
 
access-list 150 deny tcp any any eq 2065 
access-list 150 deny tcp any any eq 2067 
access-list 150 deny tcp any any range 1981 1983 
 
 

!--- 

!--- Permit RSRB traffic from trusted hosts allowed to the RP. 

!--- 

 
 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 1996 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any range 1987 1989 
 
 

!--- 

!--- Deny RSRB traffic from all other sources to the RP. 

!--- 



 
 
access-list 150 deny tcp any any eq 1996 
access-list 150 deny tcp any any range 1987 1989 
 
 

!--- 

!--- Permit PPTP traffic from trusted hosts allowed to the RP. 

!---  

 
 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 1723 
 
 

!--- 

!--- Deny PPTP traffic from all other sources to the RP. 

!---  

 
 
access-list 150 deny tcp any any eq 1723 
 
 

!--- 

!--- Permit RBP traffic from trusted hosts allowed to the RP. 

!--- RBP will listen for TCP connections on the configured port 

!--- as per "local port 

 

          

 

           ".  The following example 

!--- uses port 1055 

!--- 

 

          

 
 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 1055 
 
 

!--- 

!--- Deny RBP traffic from all other sources to the RP. 

!--- 

 
 
access-list 150 deny tcp any any eq 1055 
 
 

!--- 

!--- Permit XOT and X.25 Routing traffic from trusted hosts allowed 

!--- to the RP. 

!--- 

 
 
access-list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 1998 
 
 

!--- 



!--- Deny XOT and X.25 Routing traffic from all other sources to 

!---  the RP. 

!--- 

 
 
access-list 150 deny tcp any any  eq 1998 
 
 

!--- Permit all other traffic to the RP. 

!--- according to security policy and configurations. 

 
 
access-list 150 permit ip any any 
 
 

!--- Apply this access list to the 'receive' path. 

 
 
ip receive access-list 150
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12.0Sã€�12.2SXã€�12.2Sã€�12.3Tã€�12.4ã€�ã�Šã‚ˆã�³ 12.4T ã�¯ã€�CoPP 
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CoPP 
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!--- 

!--- Only sections pertaining to features enabled on the device 

!--- need be configured. 

!--- 

!--- Feature: ALPS 

!--- 

 
 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD any eq 350 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD any eq 10000 
 
 

!--- 

!--- Permit ALPS traffic sent to all IP addresses 

!--- configured on all interfaces of the affected device so 

!--- that it will be policed and dropped by the CoPP feature 

!--- 

 
 
access-list 150 permit tcp any any eq 350 
access-list 150 permit tcp any any eq 10000 



 
 

!--- 

!--- Feature: STUN 

!--- 

 
 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any eq 1994 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any range 1990 1992 
 
 

!--- 

!--- Permit STUN traffic sent to all IP addresses 

!--- configured on all interfaces of the affected device so 

!--- that it will be policed and dropped by the CoPP feature 

!--- 

 
 
access-list 150 permit tcp any any eq 1994 
access-list 150 permit tcp any any range 1990 1992 
 
 

!--- 

!--- Feature: BSTUN 

!--- 

 
 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any eq 1963 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any range 1976 1979 
 
 

!--- 

!--- Permit BSTUN traffic sent to all IP addresses 

!--- configured on all interfaces of the affected device so 

!--- that it will be policed and dropped by the CoPP feature 

!--- 

 
 
access-list 150 permit tcp any any eq 1963 
access-list 150 permit tcp any any range 1976 1979 
 
 

!--- 

!--- Feature: NCIA 

!--- 

!--- Leverage the underlying protocols, DLSw, RSRB, etc. 

!--- 

 

!--- 

!--- Feature: DLSW 

!--- 

 
 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any eq 2065 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 



     any eq 2067 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any range 1981 1983 
 
 

!--- 

!--- Permit DLSW traffic sent to all IP addresses 

!--- configured on all interfaces of the affected device so 

!--- that it will be policed and dropped by the CoPP feature 

!--- 

 
 
access-list 150 permit tcp any any eq 2065 
access-list 150 permit tcp any any eq 2067 
access-list 150 permit tcp any any range 1981 1983 
 
 

!--- 

!--- Feature: RSRB 

!--- 

 
 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any range 1987 1989 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any eq 1996 
 
 

!--- 

!--- Permit RSRB traffic sent to all IP addresses 

!--- configured on all interfaces of the affected device so 

!--- that it will be policed and dropped by the CoPP feature 

!--- 

 
 
access-list 150 permit tcp any any range 1987 1989 
access-list 150 permit tcp any any eq 1996 
 
 

!--- 

!--- Feature: PPTP 

!--- 

 
 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any eq 1723 
 
 

!--- 

!--- Permit PPTP traffic sent to all IP addresses 

!--- configured on all interfaces of the affected device so 

!--- that it will be policed and dropped by the CoPP feature 

!--- 

 
 
access-list 150 permit tcp any any eq 1723 
 
 

!--- 

!--- Feature: RBP 



!--- 

!--- RBP will listen for TCP connections on the configured port 

!--- as per "local port 

 

          

 

           ".  The following example 

!--- uses port 1055 

 

          

 
 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any eq 1055 
 
 

!--- 

!--- Permit RBP traffic sent to all IP addresses 

!--- configured on all interfaces of the affected device so 

!--- that it will be policed and dropped by the CoPP feature 

!--- 

 
 
access-list 150 permit tcp any any eq 1055 
 
 

!--- 

!--- Feature: XOT and X.25 Routing 

!--- 

 
 
access-list 150 deny tcp TRUSTED_HOSTS WILDCARD 
     any eq 1998 
 
 

!--- 

!--- Permit XOT and X25 traffic sent to all IP addresses 

!--- configured on all interfaces of the affected device so 

!--- that it will be policed and dropped by the CoPP feature 

!--- 

 
 
access-list 150 permit tcp any any eq 1998 
 
 

!--- 

!--- Permit (Police or Drop)/Deny (Allow) all other Layer3 and 

!--- Layer4 traffic in accordance with existing security policies 

!--- configurations for traffic that is authorized to be sent 

!--- and to infrastructure devices 

!--- Create a Class-Map for traffic to be policed by 

!--- the CoPP feature 

!--- 

 
 
class-map match-all drop-tcp-class 
 match access-group 150 
 
 

!--- 



!--- Create a Policy-Map that will be applied to the 

!--- Control-Plane of the device. 

!--- 

 
 
policy-map drop-tcp-traffic 
 class drop-tcp-class 
  drop 
 
 

!--- 

!--- Apply the Policy-Map to the 

!--- Control-Plane of the device 

!--- 

 
 
control-plane 
 service-policy input drop-tcp-traffic

 

ä¸Šè¨˜ã�® CoPP ã�®ä¾‹ã�§ã�¯ã€�"permit" 
ã‚¢ã‚¯ã‚·ãƒ§ãƒ³ã�§ã�‚ã‚‹ã‚¢ã‚¯ã‚»ã‚¹ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ«ãƒªã‚¹ãƒˆã‚¨ãƒ³ãƒˆãƒª (ACE) 
ã�«è©²å½“ã�—ã€�æ”»æ’ƒã�§ã�‚ã‚‹å�¯èƒ½æ€§ã�®ã�‚ã‚‹ãƒ‘ã‚±ãƒƒãƒˆã�¯ã€�policy-
map ã�® "drop" æ©Ÿèƒ½ã�«ã‚ˆã‚Šå»ƒæ£„ã�•ã‚Œã�¾ã�™ã�Œã€�ä¸€æ–¹ã€�"deny" 
ã‚¢ã‚¯ã‚·ãƒ§ãƒ³(è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“)ã�«è©²å½“ã�™ã‚‹ãƒ‘ã‚±ãƒƒãƒˆã�¯ã€�policy-
map ã�® "drop" æ©Ÿèƒ½ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚policy-map 
ã�®æ§‹æ–‡ã�¯ã€�12.2S ã�¨ 12.0S Cisco IOS 
ãƒˆãƒ¬ã‚¤ãƒ³ã�§ã�¯ç•°ã�ªã‚‹ã�®ã�§æ³¨æ„�ã�Œå¿…è¦�ã�§ã�™:

 

policy-map drop-tcp-traffic 
class drop-tcp-class 
police 32000 1500 1500 conform-action drop exceed-action drop
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Technical Assistance 
Centerï¼ˆTACï¼‰ã�¾ã�Ÿã�¯å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è¡¨ï¼ˆä¸‹æŽ²ï¼‰ã�®å�„è¡Œã�«ã�¯ã€�Cisco IOS 
ã�®ãƒªãƒªãƒ¼ã‚¹ 
ãƒˆãƒ¬ã‚¤ãƒ³ã�Œè¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ç‰¹å®šã�®ãƒªãƒªãƒ¼ã‚¹ 
ãƒˆãƒ¬ã‚¤ãƒ³ã�«è„†å¼±æ€§ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�ä¿®æ£ã‚’å�«ã‚€æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼ˆã�Šã‚ˆã�³ã€�ã��ã‚Œã�žã‚Œã�®äºˆæƒ³æ��ä¾›æ—¥ï¼‰ã�Œè¡¨ã�®ã€Œç¬¬
1 
ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã€�åˆ—ã�«è¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚ã€ŒæŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã€�åˆ—ã�«ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œä½œæˆ�ã�•ã‚Œã�Ÿæ™‚ç‚¹ã�§ç™ºè¡¨ã�•ã‚Œã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®è„†å¼±æ€§ã�®ä¿®æ£ã‚’å�«ã‚€ãƒªãƒªãƒ¼ã‚¹ã�Œè¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚ç‰¹å®šã�®åˆ—ã�«è¨˜ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹ã‚ˆã‚Šã‚‚å�¤ã�„ï¼ˆç¬¬
1 
ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚ˆã‚Šå�¤ã�„ï¼‰ãƒˆãƒ¬ã‚¤ãƒ³ã�«å�«ã�¾ã‚Œã‚‹ãƒªãƒªãƒ¼ã‚¹ã�Œç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼±ã�§ã�‚ã‚‹ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚è¡¨ã�®ã€ŒæŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã€�åˆ—ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹ã€�ã�¾ã�Ÿã�¯ã��ã‚Œã‚ˆã‚Šã‚‚æ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹
ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®å…¥æ‰‹å�¯èƒ½æ€§

Affected 

12.0-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 12.0 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Affected 

12.1-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 12.1 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Affected 

12.2-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

http://www.cisco.com/go/psirt


12.2 è„†å¼±æ€§ã�ªã�—  

12.2B è„†å¼±æ€§ã�ªã�—  

12.2BC è„†å¼±æ€§ã�ªã�—  

12.2BW è„†å¼±æ€§ã�ªã�—  

12.2BX è„†å¼±æ€§ã�ªã�—  

12.2BY è„†å¼±æ€§ã�ªã�—  

12.2BZ è„†å¼±æ€§ã�ªã�—  

12.2CX è„†å¼±æ€§ã�ªã�—  

12.2CY è„†å¼±æ€§ã�ªã�—  

12.2CZ è„†å¼±æ€§ã�ªã�—  

12.2DA è„†å¼±æ€§ã�ªã�—  

12.2DD è„†å¼±æ€§ã�ªã�—  

12.2DX è„†å¼±æ€§ã�ªã�—  

12.2EW è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SG) 12.2(31)SGA9

12.2EWA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SG) 12.2(31)SGA9

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SG
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SG


12.2EX 12.2(44)EXã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œã�‚ã‚Šã€�12.2(44)EXä»¥é™�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚æœ€åˆ�ã�«ä¿®æ£ã�•ã‚Œã�Ÿã�®ã�¯12.2SEã�§ã�™ 12.2(44)SE6

12.2EY 12.2(44)EY 12.2(44)SE6

12.2EZ è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2FX è„†å¼±æ€§ã�ªã�—  

12.2FY è„†å¼±æ€§ã�ªã�—  

12.2FZ è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2IRA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC 12.2(33)SRC4

12.2IRB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC 12.2(33)SRC4

12.2IXA è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXH

12.2IXB è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXH

12.2IXC è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXH

12.2IXD è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXH

12.2IXE è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXH

12.2IXF è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXH

12.2IXG è„†å¼±æ€§ã�‚ã‚Šã€‚12.2IXHã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ 12.2(18)IXH

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SRC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SRC


12.2JA è„†å¼±æ€§ã�ªã�—  

12.2JK è„†å¼±æ€§ã�ªã�—  

12.2MB è„†å¼±æ€§ã�ªã�—  

12.2MC è„†å¼±æ€§ã�ªã�—  

12.2S è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2SB

12.2(33)SB3

12.2(28)SB13

12.2(31)SB14

12.2(33)SB4

12.2SBC è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2SCA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SCB) 12.2(33)SCB1

12.2SCB 12.2(33)SCB1 12.2(33)SCB1

12.2SE

12.2(46)SE2

12.2(50)SE

12.2(44)SE5

12.2(44)SE6

12.2SEA è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SEB è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SEC è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SCB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE


12.2SED è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SEE è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SE 12.2(44)SE6

12.2SEF è„†å¼±æ€§ã�ªã�—  

12.2SEG 12.2(25)SEG4ã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œã�‚ã‚Šã€�12.2(25)SEG4ä»¥é™�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚æœ€åˆ�ã�«ä¿®æ£ã�•ã‚Œã�Ÿã�®ã�¯12.2SEã�§ã�™ 12.2(44)SE6

12.2SG 12.2(50)SG 12.2(52)SG

12.2SGA 12.2(31)SGA9 12.2(31)SGA9

12.2SL è„†å¼±æ€§ã�ªã�—  

12.2SM è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SO è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SQ è„†å¼±æ€§ã�ªã�—  

12.2SRA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC 12.2(33)SRC4

12.2SRB è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC

12.2(33)SRB5a

12.2(33)SRC4

12.2(33)SRD1

12.2SRC 12.2(33)SRC3
12.2(33)SRC4

12.2(33)SRD1

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SRC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SRC


12.2SRD 12.2(33)SRD1 12.2(33)SRD1

12.2STE è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SU è„†å¼±æ€§ã�ªã�—  

12.2SV è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SVA è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SVC è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SVD è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SVE è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2SW è„†å¼±æ€§ã�‚ã‚Šã€‚12.4SWã�®ä»»æ„�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ç§»è¡Œ  

12.2SX è„†å¼±æ€§ã�ªã�—  

12.2SXA è„†å¼±æ€§ã�ªã�—  

12.2SXB è„†å¼±æ€§ã�ªã�—  

12.2SXD è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.2SXE è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXF) 12.2(18)SXF16

12.2SXF 12.2(18)SXF16 12.2(18)SXF16

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SXF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SXF


12.2SXH 12.2(33)SXH5 12.2(33)SXH5

12.2SXI 12.2(33)SXI1 12.2(33)SXI1

12.2SY è„†å¼±æ€§ã�ªã�—  

12.2SZ è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2T è„†å¼±æ€§ã�ªã�—  

12.2TPC è„†å¼±æ€§ã�ªã�—  

12.2XA è„†å¼±æ€§ã�ªã�—  

12.2XB è„†å¼±æ€§ã�ªã�—  

12.2XC è„†å¼±æ€§ã�ªã�—  

12.2XD è„†å¼±æ€§ã�ªã�—  

12.2XE è„†å¼±æ€§ã�ªã�—  

12.2XF è„†å¼±æ€§ã�ªã�—  

12.2XG è„†å¼±æ€§ã�ªã�—  

12.2XH è„†å¼±æ€§ã�ªã�—  

12.2XI è„†å¼±æ€§ã�ªã�—  

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SB


12.2XJ è„†å¼±æ€§ã�ªã�—  

12.2XK è„†å¼±æ€§ã�ªã�—  

12.2XL è„†å¼±æ€§ã�ªã�—  

12.2XM è„†å¼±æ€§ã�ªã�—  

12.2XN è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRC
12.2(33)SB4

12.2(33)SRD1

12.2XNA è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SRD 12.2(33)SRD1

12.2XNB 12.2(33)XNB1 12.2(33)XNB3

12.2XNC è„†å¼±æ€§ã�ªã�—  

12.2XO 12.2(46)XO 12.2(46)XO

12.2XQ è„†å¼±æ€§ã�ªã�—  

12.2XR è„†å¼±æ€§ã�ªã�—  

12.2XS è„†å¼±æ€§ã�ªã�—  

12.2XT è„†å¼±æ€§ã�ªã�—  

12.2XU è„†å¼±æ€§ã�ªã�—  

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SRC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SRD


12.2XV è„†å¼±æ€§ã�ªã�—  

12.2XW è„†å¼±æ€§ã�ªã�—  

12.2YA è„†å¼±æ€§ã�ªã�—  

12.2YB è„†å¼±æ€§ã�ªã�—  

12.2YC è„†å¼±æ€§ã�ªã�—  

12.2YD è„†å¼±æ€§ã�ªã�—  

12.2YE è„†å¼±æ€§ã�ªã�—  

12.2YF è„†å¼±æ€§ã�ªã�—  

12.2YG è„†å¼±æ€§ã�ªã�—  

12.2YH è„†å¼±æ€§ã�ªã�—  

12.2YJ è„†å¼±æ€§ã�ªã�—  

12.2YK è„†å¼±æ€§ã�ªã�—  

12.2YL è„†å¼±æ€§ã�ªã�—  

12.2YM è„†å¼±æ€§ã�ªã�—  

12.2YN è„†å¼±æ€§ã�ªã�—  



12.2YO è„†å¼±æ€§ã�ªã�—  

12.2YP è„†å¼±æ€§ã�ªã�—  

12.2YQ è„†å¼±æ€§ã�ªã�—  

12.2YR è„†å¼±æ€§ã�ªã�—  

12.2YS è„†å¼±æ€§ã�ªã�—  

12.2YT è„†å¼±æ€§ã�ªã�—  

12.2YU è„†å¼±æ€§ã�ªã�—  

12.2YV è„†å¼±æ€§ã�ªã�—  

12.2YW è„†å¼±æ€§ã�ªã�—  

12.2YX è„†å¼±æ€§ã�ªã�—  

12.2YY è„†å¼±æ€§ã�ªã�—  

12.2YZ è„†å¼±æ€§ã�ªã�—  

12.2ZA è„†å¼±æ€§ã�ªã�—  

12.2ZB è„†å¼±æ€§ã�ªã�—  

12.2ZC è„†å¼±æ€§ã�ªã�—  



12.2ZD è„†å¼±æ€§ã�ªã�—  

12.2ZE è„†å¼±æ€§ã�ªã�—  

12.2ZF è„†å¼±æ€§ã�ªã�—  

12.2ZG è„†å¼±æ€§ã�ªã�—  

12.2ZH è„†å¼±æ€§ã�ªã�—  

12.2ZJ è„†å¼±æ€§ã�ªã�—  

12.2ZL è„†å¼±æ€§ã�ªã�—  

12.2ZP è„†å¼±æ€§ã�ªã�—  

12.2ZU è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SXH) 12.2(33)SXH5

12.2ZX è„†å¼±æ€§ã�‚ã‚Šã€�æœ€åˆ�ã�®ä¿®æ£ã�¯12.2SB 12.2(33)SB4

12.2ZY è„†å¼±æ€§ã�‚ã‚Šã€‚TACã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„  

12.2ZYA 12.2(18)ZYA1 12.2(18)ZYA1

Affected 

12.3-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 12.3 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SXH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp#12_2SB


Affected 

12.4-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

12.4 è„†å¼±æ€§ã�ªã�—  

12.4JA è„†å¼±æ€§ã�ªã�—  

12.4JDA è„†å¼±æ€§ã�ªã�—  

12.4JK è„†å¼±æ€§ã�ªã�—  

12.4JL è„†å¼±æ€§ã�ªã�—  

12.4JMA è„†å¼±æ€§ã�ªã�—  

12.4JMB è„†å¼±æ€§ã�ªã�—  

12.4JX è„†å¼±æ€§ã�ªã�—  

12.4MD
12.4(15)MD2

12.4(11)MD6ã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œã�ªã��ã€�12.4(15)MDä»¥é™�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
12.4(11)MD7

12.4MR
12.4(19)MR1

12.4(16)MR2ã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œã�ªã��ã€�12.4(19)MRä»¥é™�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œã�‚ã‚Šã�¾ã�™
12.4(19)MR2

12.4SW è„†å¼±æ€§ã�ªã�—  

12.4(22)T 12.4(22)T112.4T



12.4(20)T2

12.4(20)Tã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“

12.4(15)T9

12.4XA è„†å¼±æ€§ã�ªã�—  

12.4XB è„†å¼±æ€§ã�ªã�—  

12.4XC è„†å¼±æ€§ã�ªã�—  

12.4XD è„†å¼±æ€§ã�ªã�—  

12.4XE è„†å¼±æ€§ã�ªã�—  

12.4XF è„†å¼±æ€§ã�ªã�—  

12.4XG è„†å¼±æ€§ã�ªã�—  

12.4XJ è„†å¼±æ€§ã�ªã�—  

12.4XK è„†å¼±æ€§ã�ªã�—  

12.4XL è„†å¼±æ€§ã�ªã�—  

12.4XM è„†å¼±æ€§ã�ªã�—  

12.4XN è„†å¼±æ€§ã�ªã�—  

12.4XP è„†å¼±æ€§ã�ªã�—  



12.4XQ 12.4(15)XQ2 12.4(15)XQ2

12.4XR 12.4(15)XR4
12.4(22)T1

12.4(15)T9

12.4XT è„†å¼±æ€§ã�ªã�—  

12.4XV è„†å¼±æ€§ã�ªã�—  

12.4XW è„†å¼±æ€§ã�ªã�—  

12.4XY 12.4(15)XY4
12.4(22)T1

12.4(15)T9

12.4XZ 12.4(15)XZ2 12.4(15)XZ2

12.4YA 12.4(20)YA2 12.4(20)YA3

12.4YB è„†å¼±æ€§ã�ªã�—  

12.4YD è„†å¼±æ€§ã�ªã�—  

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco PSIRT 

ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚
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URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp


æ”¹è¨‚å±¥æ´

ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 

1.2
2009å¹´7æœˆ6æ—¥ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ��ä¾›é–‹å§‹æ—¥ã�«é–¢ã�™ã‚‹è¨˜è¿°ã‚’å‰Šé™¤ã€‚

ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 

1.1
2009å¹´6æœˆ26æ—¥ 2009å¹´3æœˆã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ†ãƒ¼ãƒ–ãƒ«ã�¸ã�®å�‚ç…§ã‚’å‰Šé™¤ã€‚

ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 

1.0
2009å¹´3æœˆ25æ—¥ åˆ�ç‰ˆãƒªãƒªãƒ¼ã‚¹

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


