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WFBDENTT, FEFRNAFVIZE, TOT RNAFUICREE W I-IRBEEEZEETHIIL
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BERFAIXVRANDVORRDEHVTT,

« Cisco IOS cTCP®MDoSHEs5 1%
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¢ CiscolOSY 7RI ITTENANIPE LV TE/NALILIPV6DAEIFME
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-mobileip

+ Cisco I0SY 7 N7 T 7 MSecure Copyl- & |+ 2R FEDHEFEHE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
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Ak, COMBEUHOFEEZTET, CcORBEOHE—DOEHIE, Cisco |IOST /N1 AN RE
ENEVoIPHEED —ZBE L TSIPX Y E—C &M EBITBETT, Chik, NATOBKRT 774
To+— LBty NO—HPELTOSIPAY E—CORBICEBEAEABZVZEICEELT
<EEL,

CiscoIOSY 7 RV IT7OTRIEON—23 TR, F7AIBNTRSIPXY E—2FAEBENE
B A, AN Rdial-peer voiceZEAL TH A VILET ZERT D &, SIP7OANHKBEh
. Cisco IOST/NA ATSIPXY E—2 DAEBAFEKBENET, £/, ePhone’ £ NDCisco
Unified Communications Manager Express® —ZBD¥EEZRE TS &, SIP7O AN BEHN
ICHBEND O, FNAARSIPXYE—200BEBBLET, ZAETHIREDHZIXRIC
R~ULET,

dial-peer voice <Voice dial-peer tag> voip

3 : CiscolOSY 7RI IT7OHEW/N—2 3k, CiscolOSY 7 NI T 7N SIPEIMERRRELE
FICSIPXY =2 #BIBZ2REAEB 2 ENTOEEEZ(TEL =, CiscoBug ID
CSCsb25337 (& 1—HHERA)DFMIC DV T,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20070131-sipZZBRL T &\,

Cisco IOST /N4 ADMFEE Tdial-peerdN > RZKREL TFNA ANSIPAY -2 Z0EBTE
BEIICTRETTHL, EEEEshow processes AN REFERATZEETEET |
include SIPNY> RZZE{TL T, CiscolOSY 7 RV IT7HSIPXY —2#ABTH 701K
ZERITLTVRLESHZBIELET, XOHITE., 7O ACCSIP_UDP_SOCKETH KT
CCSIP_TCP_SOCKETA'BEET D &N S, Cisco IOST/NA ANSIPXY £—2 7B L TU
BENDALYET,

Router#show processes | include SIP

147 Mwe 40F46DF4 12 2 600023468/24000 0O CCSIP_SPI_CONTRO
148 Mwe 40F21244 0 1 0 5524/6000 0 CCSIP_DNS

149 Mwe 40F48254 4 1 400023108/24000 O CCSIP_UDP_SOCKET
150 Mwe 40F48034 4 1 400023388/24000 0 CCSIP_TCP_SOCKET

BE CiscolOSY 7 RIVITERITLTVBRFNAANSIPAY E—2 OB ZRBT S HE
I S =%, show processes |include SIPIN > REFEHATZI L, BENKREIN RO
BEICEKETZRDYIL, FNAANSIPXY =220 BLTVRAESH ERRBTEERT
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SAOAHMTHEBL TVS CiscolOS Y7 RV 7 VU—RZ2HREBITHICE. NI ARICOY
4> LT show version AN REFE>T, PATL/NFT—ZRTRULET, "Internetwork
Operating System Software", "Cisco |0S Software" 2 Wk NS ICELUT D AT AL NT
— K 2TFNAL1ATCiscolOS YT RIITHABEBLTVR L EZBRTEXT, TNES
CAX—=DZNFEIMOBICRREN, £V T "Version" & CiscolOS Y7 RNIITF7 UIU—RAHR
HFRRENET, O A F/N14 AT, show version AN RAEELEL 2V, Bl
ODEANRTENLEYLET,

LTI, Cisco®mIZT, I0SUU—X 12.3(26) AEEIL. TD A X—T &N C2500-I1S-L
THAEZRLTVET:

Router#show version

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-08 14:39 by dchih

I--- output truncated

ROBIE, AV AR=)ILEhlc4 X—TFH C1841-ADVENTERPRISEK9-M T, Cisco 10S
Y7R0LIF7 V)—A12420)T ZRTLTVR Y AORmEZRLTVERT,

Router#show version

Cisco IO0OS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc:
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 10-Jul-08 20:25 by prod_rel_team

I--- output truncated

Cisco lOSY 7 Rz 7D —A0OwmBARUOEMERKIE. XD DD "White Paper: Cisco
IOS Reference Guide T TE X9, http://www.cisco.com/warp/public/620/1.html,

feBtEEATVAVWZ EfBFEEh-REA

Cisco IOS NATB R UV'Cisco IOSY 7 NI ITDT77AT IO A—)LBEICL > TFEAETNDS
SIP77U—23a> LAY —RNIJIA(ALG) K, CORBUENFELEZTELEA,

CiscoIOSXEV 7 R DI T7HKLUVCiscolOSXRY 7 DT F7&RFEITLTVWBR S AOF/NA A
FEEZTERA,
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2—MNETFI)I7ORINTYE, SIPIK, I—=ILOEY RTFYTERTOIXNTOAIE
ERBETRHEEEBLET, EFEEF AR, SIPTRABEhZBE—BHREYSI I RA(T
TEN. COTORTLCE,. D—LOEY RFYTERTELEETRMEOT S Vr—3Y
CHRBETERREMABYET. SPO—LITFUTI TR, BEEORNSYRAA—R7ORNT
JLELTUDP ( K—K~5060 )., TCP ( K—K5060). £HETLS (TCPKR—K5061) ZEAT
EET,

Cisco I0SY 7 R T FDOSIPREICIF, H—E RIEF(DoS)DIEBUENBELET, COMBEH
k. BEOEDASIPAY t—S MBI B ElCL2TRIZERCENET,

C DESEMEE. Cisco Bug ID CSCsu11522 (g 1—HEHH)E L TXE/HLE L, Common
Vulnerabilities and Exposures(CVE)ID & L TCVE-2009-0636A"E|V) H TS5 TVET,

7 ZDCisco IOST RINAH N RILO—EBT & % Cisco 10S Software Multiple Features IP
Sockets Vulnerabilityd & TFCisco I0S Software Multiple Features Crafted UDP Packet
Vulnerability (C 2B E N TWBEHEEESIPOBEICHKEEEX D AESEN BV £T,

=] 38 %R

Z Y9 BCisco IOSTF /N1 ATVolPH—E RAAICSIPAMERIBE, SIPEEMICIBD LR TE
FthA, LEN>T, BBREHYELA, BEHEORRZEFIRIZDLDHIC, BNTIZV %
BATRHCLEHBELET, BNRE., EEETFNAREFNIL—RIZERTEDKRSICTEC
ETT, IRZFHDICE. COBNMEZRY ND—VIVISOTUFRT—T 12T EBHE
DETHERATISENHYET, SIPENSVAR—N7ORIILELTUDPEFERTES 2
DTV AVIGHMEAETT,

XY RID—URDOCiscoT/NA AISERAITREBMBOFNDRIEE, ROV IICHBDFBEBRFIX N

FCisco Applied Mitigation Bulletin: Identifying and Mitigating Exploitation of the Cisco 10S SIP
and Crafted UDP Vulnerabilitesa TSR TEE T,
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-
20090325-sip-and-udp.
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BEALTINEERTTEEXT,
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sip-ua
no transport udp
no transport tcp

% . Media Gateway Control Protocol(MGCP) & /= l&H.323 01— )L ZRE L TWSF /N1 AL
OEMEZERTRE., POT470-)LOAEBHRIZFT/NA ATSIPRAEAN ELEhEHA, <
DESBRRTRE., CORBEREG, PIOTA 7D z2—KHICELTERAXDTFVRAT1Y
ROFICRETIHVENHYET,

COEEBRZBALERE., COTRNATFUO TZHRR, O3> THESATVLS
showdY > REFEHL T, Cisco IOST/NA ANSIPXAY —2&#MBLTVWERVWS EZEETS
CEEHERLET,

Ak O=-L7L—=2 RIS 2T

SIPH—EAZRMIIMLENHBDT/NA AT, I NOA=ILTL—2KRUZ > T (CoPP)% i
ALT, GETEBZVEGRLISTFNAAANDSIPRNS 74V 0 TOAVYITBENTEXT

o CoPP#gElE. CiscolOSJ 1) —2RA12.0S, 12.2SX. 12.2S, 12.3T, 12.4, B &LLZ124TTHR

—KRENTVWET, /N1 AICCoPP ZEL T, BB L—> & bhO-)IL 7L—2 2 RE
L. BEOEF1VT 14 RUI—BLUOBREILHK 2T, 12T TARNZIFr¥OTFTINA RIZESF
ThBERENERNT T4V IR ERARNICHET TS CET, 1 VT TARNRTIF YA AOEE
REQVAVEMRZR/PIRICHMAZ CENTEERT, XOJlFE, XY ND—DICERATEET

o

I-- The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
I-- Everything else is not trusted. The following access 1list is used
I-- to determine what traffic needs to be dropped by a control plane
I-- policy (the CoPP feature.) If the access 1list matches (permit)
I-- then traffic will be dropped and if the access 1ist does not

I-- match (deny) then traffic will be processed by the router.

access-1list 100 deny udp 192.168.1.
access-1list 100 deny tcp 192.168.1.
access-1list 100 deny tcp 192.168.1.
access-1list 100 deny udp host 172.1 any eq 5060
access-1list 100 deny tcp host 172.16. any eq 5060
access-1list 100 deny tcp host 172.16.1.1 any eq 5061
access-1list 100 permit udp any any eq 5060
access-1list 100 permit tcp any any eq 5060
access-1list 100 permit tcp any any eq 5061

0 0.0.0.255 any eq 5060
0 0.0.0.255 any eq 5060
0 0.0.0.255 any eq 5061
6.1.1
1.1

I-- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4
I-- traffic in accordance with existing security policies and

I-- configurations for traffic that is authorized to be sent

I-- to infrastructure devices.

I-- Create a Class-Map for traffic to be policed by

I-- the CoPP feature.



class-map match-all drop-sip-class
match access-group 100

I-- Create a Policy-Map that will be applied to the
!-- Control-Plane of the device.

policy-map drop-sip-traffic
class drop-sip-class
drop

I-- Apply the Policy-Map to the Control-Plane of the
I-- device.

control-plane
service-policy input drop-sip-traffic

BELE  SIPCREMNZAR—KNZ7ORINLELTUDPEZFERTES 2O, EEEDIPT RLAZ
BEICAT—T714 20D ENTETT, cnlcky), EETESBIPTRLAAS NS DR
— M DOBEZFFT 9 B Access Control List (ACL ; 72RO MAO—I)LUARN ) ZERICTS
CENTEET,

EEDCoPPOHITIE, access control entries (ACE ; 727 2Ad NO—I)LI KN ) OFBEHN
BEANTY NC Tpermity 723V F—HT3EBE. ChsONTY NERISD—IVYTD
Mdropy BEBEIC K D TEEENETAH. Tdenyys 70232 (ERTR) IC—HITB/NTY N,
RIS — Y T OdropBENFEEZ(TEH A, CoPP MEDREL FAICET S M.
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WThoZas, TYTIL—RIDHEBICTDIBXATINI D, BLRTBEED/\—RIIT
TEVTIRIITOBEAHLVWI U —RATEERMEBYICHR—REhTVWBR L OHERZ T
DT 2TLEEV, BRICTFHABE RN HBHESE. Cisco Technical Assistance

Center (TAC ) FEREWEZERZATVR XA TF A 7ONAZ—ICHEBVEELSEET L,

CiscolOS Y7 RIITDOR (TH) OFTICE, CiscolOSDVIU—A NLAUHNREEENT
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FCisco Security Advisory: Crafted UDP Packet Affects Multiple Cisco 10S Features.
(https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-udp) T&HBAE N T L\ B Cisco Bug CSCsk64158 TEIFE B fHEUEEBEhTVE
¥, —DFTIE. TCisco Security Advisory: Cisco IOS IP Sockets Vulnerability Affecting Multiple
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