Cisco | OSA, Yiifaf 4, '4, 83, ¢ Af CAf @&,naF« IP
3953, a@%afCafuaf af« IPV6 &, talutae€s

3, CAf %oaf @ 8,24, 9aF*aFID : cisco-sa- CVE-2009-

H igh 20090325-mobileip 0634
& @a...~é-<@—Y¥ : 2009-03-25 16:00 CVE-2009-
af @afva, afsas 1.3 : Find 0633

CVvSS4,14,%4,¢: 7.8
726 ¢¢- : No Workarounds available
Cisco af€4a,° ID : CSCsm97220 CSCso05337

B Yore-875@«ad,"a «ef...a t3@ a€He«te?Z3P«a, a,«aZYe-faHPREQZA..., a1 a¢
Al

£1 el@

Cisco 10S3, V58f*4f "4, 14,85, ¢35, AR Y & EA@p—3€ | éQ,,é,é0§é,“é®3éf(:éféé,néf« IP

af@affasraf afa,

5,Céf%oé.f-é,15U%o&@ﬁ%ANATI'%%oép°&V»&©Vé.f1/2§Q®§OV§,Q§O«é - [GIER TERCGER S 3 ER SRR N EL

IPv6

é0_53‘—53‘5&1’5,_50-5,CEéQVé,néPé,géf%éf-ééé,05,150"é@,,éQT(;IJQaeioeé0«gp,é,<50<é,,é0—é,CEé

%" DoS1%4%0 2"»x'fa¢p«e,Talk+a@83@™aftaf€@a, na, a€,

8,-815%€ a€"3,(E3,%3@®e,Tal+r€85@«a %At a@™a,4,%afaf"4,]4,84,¢

a,caffaf—aftafhas a, » @ @a¥»3Q@—a3@ | 3,3 9%AQ™AE,

FQ"3Q®3,Caf%0af@a,13,955€ x-ja@®IFIFE,

http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20090325-mobileip

5987353, E3QUIQ™IE,

& 2000 & 3o6 25 ;e—¥aE@ Cisco 10S &,»3,3f¥af 4514,

5,C3f%03f 93,03, 93F59 <3, 3QLIQ | U, 3 %19, ES @ 5O 8

5QnaQ®E,»3,aF¥AFPAFTE £ 8, Caf%05f 5,05 5P 5@ i@ «a0%3, T3 59,50%IQ™IE,
5,C3f%03f 3,03, 93F59 ™59 '3€ | 5 Cisco

I0S3,1%45+3F 4, 5,55,C3@®8, 13%te€559«d %it 4Q—IQUIO™IE,

5,3,C3f%03f 93,53, 1359 aFaFAfA3, 3,58, 4F 3@ —aQ %O ™3, Caf%0af 3,13, 1559 ®8, Ta%:

3€,3f%03,3f¥3f35f 3@ AQBAFAFE, 3@ >x-id@RIQ 3653539839 ™IE,

* Cisco IOSCTCP &, fif v8f 8, 'oe’ 2€p | d @ ®€, T3 Vet e€8


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-mobileip
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsm97220
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCso05337
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0634
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0634
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0633
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0633

http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20090325-ctcp

» Cisco |0S3, Yaf+8f 4,13, 85, ¢aE@x°3€@ P
a,%4a,+affaf e, tav%+ae€83,¢%0'€%0°d @« P —3 @13 @™
http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20090325-ip

+ Cisco |OS3, vaaf+af 4,8, 84, ¢ af ¢af @a,naf« IP 353,333 Cafuaf af« IPv6 &, Tav+r€s
http://tool s.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-mobileip

« Cisco 1083, Yaf+af 4,13, 88, ¢ Secure CopyiVa SCPIY96o C%olae © axjdn8e, TaY/taeEs
http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20090325-scp

* Cisco |0S4, Y4f+af 4,13, 88, ¢ Session Initiation Protocol iVa"S| PiY/%o
8 ffvaaf 4 lee’ 3@ | d@®e, TalVite€s
http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20090325-sip

o Cisco 10S3, Vaaf+af"a, 18,838, tente @ ®rOVYefhie«d, 3QLi€ l¢’°a¥ 3€+3,ES,«TCP
3,-af1a,+afa,'e, tavt €8
http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20090325-tcp

« Cisco 0S4, A8f+af 3, 14, 84, tentee 5@ ®aeOYefY: §-88 | ™Ma@«( °4-¥3€ -3, E5€Y UDP
af'a,taffaf a@®e,tal+e€s
http://tools.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20090325-udp

» Cisco 10S4, Y48f+af "4, 18,88, ¢ WebVPN 5055,“503 SSLVPN e, talitae€s
http://tools.cisco.com/security/center/content/CiscoSecurityA dvisory/cisco-sa-20090325-webvpn
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/€Y (A’ 4Q—aQ'a@Yar@arna, afsasra, Cisco
1053, 1,4f-3f°3,!5,84,C 3@ @353, 392 A®35€+3,ES,AfCaf @A, naf« IP NAT


http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-ctcp
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-ip
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-mobileip
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-scp
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-sip
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp
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epceY»eOYefha@afcafuafaf« IPv6
FORIPYI, QI9« ARV EIQ—i@ | 3€,5,af1af@5,13,'39 ¢,13%+3@83Q™E,

& TVt eE83@RaQ,a,<e£-3" @
Cisco |OSA, VoAf+3f 4, 5 84, ¢4, 4BV & CA@ —a€ @ aFC3F @ 3,naf« IP NAT

®e-20YefLi®RIOPYI, QIO «2 AR3IH 3, EIQYafTaf€3,03,"5€9  show running-config
a, 35.f2éf3éf%oé0®éi°é§>50®ae-li€\0 L IGER ERER S ET SENGERSEVEE RERLET ST R JER-=7E R AR

ip mobile home-agent nat traversal [...]

FO%IOYIO

ip mobile foreign-agent nat traversal [...]

FO%IOYIO

ip mobile router-service collocated registration nat traversal [...]

Cisco |0S3, V-af+af 5,15, 85, ¢5, aRY & Ea@p —a€@afcafuaf af« IPv6
FORIQPYI, QIQ« 4R35 3, E3QYArtar€rd n3,'a€ show running-config
51,3éfiéf3éf%oéﬁ®éi°§l§>§0®ae-|i50"50055Q~<§,Aé0'l'5Qaéf©§,ﬁ§f3§,'&°1,TM§0A§Q 1 3@, QNIQ™:

ipv6 mobile home-agent

& 8,18, 3L @a Q8¢ haf@PIO—3@ 3,3, Cisco IOS §,%»af-af"a, | a,8a,¢

af*afeafad,'a, cC°e* @aP™a i @«3@ EQaftaf@a,na,'a@«afa, °a,naffa9—a€ | show
version & 3afZaf38f %08, & AP L€ | 3€@5, -8, aftAf AF@AFSafa, e (°iQP—3QAUIG™IE,
"Internetwork Operating System Software"a€€"Cisco I0S Software"

§€,58,8€9,59 303, (E3,%03@«Ej28%1%UIO™5,4,a,"aftaf

afQ@afSafui@«a, " a@£3@  aftarf@a,na,'a€8 Cisco I0S

a,%af-af"3,,3,83,Ca@E¢ Lhaf@PiO—i€ |3€,330"3@ 3,/((°°QIQLIQQIONIO™AE,



dQQPIORINES, @I@«a,nafiaf1d, 9 @IQEx-3A1IQPRE-"3@«8| ¢n°i@3,Ei€QcY35€,5© |
"Version" 3@~ Cisco IOS a,%2af+af"a, | a,"a,¢

afeafeafad,' c @@ 3@ Ee| (r°i@d, EFQAUIQ™AE, a»-3€®3F,-3,'3,°

3fiaf€3,03,'3¢83€ 3€@show version

¥4 <A@ B®a%3Q A€QCisco e£13"@i@«aQ | 3€QI0Safafasaa,’ 12.3(26)
O EC %I QP—a€ QIO QIHQB®I,pafiafld, a @ @3IGE C2500-1S-L
3983€,0«309"30 3,/(°a9—39 39,30%Ie™

Router#show version

Cisco Internetwork Operating System Software

I0OS (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-@8 14:39 by dchih

I--- output truncated

23O @3V FEQE,nEfE,aF aFhaS«5 -5, EFOVE, nafiaf S, SO VIO T C1841-
ADVENTERPRISEK9-M 3€§3€@Cisco 10S &,%3faf3,5,83,¢ afaraf4a," 12.4(20)T
580V E5@—3@ ' 5€,5,3,3,3,°0£1:3"Q 8, (59 —39 | 59,30 %IO™EE,

Router#show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 1@-Jul-08 20:25 by prod_rel_team

I--- output truncated

Cisco 10S

8 Y-8f~4f 8,13, 8 ¢a@®affafiafaa,'aa @ e ©3%0t3@®&;18S *f...4 +3@ a»¥a«3@®afiafs, a@
"White Paper: Cisco IOS Reference Guide" 3@8¢(°e’°@a@83@@a3@ae™:
http://www.cisco.com/warp/public/620/1.html &€,

&, tavcee€8a, 49 «a,"8 9839 ,39°39,30"59 49 ECC° 9aO 4, EaHYeLE"§


http://www.cisco.com/warp/public/620/1.html

Cisco I0S XR 4@~ 59"5,(E3 %03 @®2, 1414+ €533, %odV2+6Y;3, 49—/ Q%I >3,"5€,

Cisco IOS XE 3@ 3€"3,E3,%03@®¢, 13%+€85€3,%0d%21EY:3, 4 @—3Q'39%33,"8€,

8@ ®3F,3,'3,°0£1,3" Q3O «3Q539,50 | 19 "IOBE, Caf%EfQF 8, N33O ®EY:1EY:8,89—39'F,
e©3¢ °

dfcaf@a,naf« IP 3 IPv4 3€53,"3€° IPV6 dje-'e | @ UIGPRI €Ef FQIAQ™AE,

afcafea,naf« IP
éé_éfié.féé,ﬁéﬂéQCEéQé,%oéO,éO@é“aééQ®é,,é®®g%o©g0fg§"éQaae2¥g1]§g,1é,’ 1
d@QriQB®If@affafaf aftad, (8»a«a@™a,a@d,ie—3,EIQ°3€,3Q9RIQ«aNH3,"af aftaf¢a,rna,'a€
IP 3,¢8f%03f-3,'3@«3,"3 QL@ | €73 ¥+ 3,E5,4,"3Q9 139 «3Q—3QHIH™AE,

C-°a @23 «af@affaf af afad, d@®E-"aQ@B(8»acaQ«E-C3;,dQ I QP QPIEQP(°393,<afQ@a,nafaf aQC
8»3.. Ya@ 3@ —3983,afhaf 3f-3,' 3@ «ARYCQUIQP—3QHhIQP™IE,

e0e%oc-33fQAffaf af afha,” 33, %03 @®3f 3,03 af-3,'3Q%I QY@ af 3,135%03, af3,¢
AfQAffafaf afud,” 3@ 3Q@®afafkuafYafa, i@ 39%IQPYIQ efhx€iieo®IQ,5, 39339 ™IE,
afcafvaaf af « IPv6

G «é-CaQO™3,«eOC°3@ x-d@B®IfAfE, 398« IPri@a a9 i@ IQPLIQPIQOPIVNIO™:
http://www.cisco.com/en/US/docs/iog/i pv6/configuration/quide/ip6-mobile.html

af¢af @3, naf« IP 3,paf@asfaf” NAT & 2e-20Yef»3€ RFC 3519

d@8xe-te AE-3€°3, i@ 3€@,59%i@™A€, 39O, EFQ afCaf@araf«IP

3ftaf1ud,¢af af0af-a,£3ffa,” 3, af afPaf@af«3V4 Q€ QAQ™A rfarie-'8%€3,3, 309 V3, %39 —30%
afcafe@a,naf« IP

CM»Eé(E2R ! @aet, 3955, 3938, 02C"afAffA,»af 1A, GO RR-"3P—3@,2(dNhpeOYes i@ af afka,q
affaflaaa,°afoaf

Sf—afaf a,af«i% UDPi%%o0af a3 af @af2as35,°3,'cCoc«a@™a, 3@ Y3, 39«2 1435 53, FIQ%UIQ9—3
FQ"'3QPRrOYfH3Q e°—i»"3,¢af%0df-3, 174" CoAI%%i @PRIPYS, @ 3@ «af—3fO3,naf™afhas”

IP &,¢af%o0af-a,"1%4"RFC

1918i%%03 @43 QY@ au-3>Va»£c@Ta%°8, 114 FASI14%03 @ Q3@ ®AV2, "

af—afoa,raf™afuasf” IP a,caf%oaf-a," af affaf@af«a, ccoc«a@—ac@Home Agent

%4 HAY4%03 €<3, %03 @ ®AfCAf @3, 0af«AfZaf %435 %0114 MNi14%0a 135 143,; 3F 3fOaf+a,£3f3, 3,2 E Q3O
3,¢af%0af-3,'an%0e 3@ ef123@af«afha, id, e 2e-aQ™i I QPRIQ«AV (" FP™E, L. 93 —39-],
afcafea,naf« IP NAT

epteY»20YefLa@«b-Ca9™3, 03¢ °3@ x-ja@B®IfIf], €88 AQPrie'd e ie IQTFiQPsie
http://www.cisco.com/en/US/docs/ios/12 3t/12 3t8/feature/guide/gtnatmip.html

/€Y (A’ 4Q—3Q'a@Yar@arha, afsasra, Cisco


http://www.cisco.com/en/US/docs/ios/ipv6/configuration/guide/ip6-mobile.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t8/feature/guide/gtnatmip.html

10S3,%3f°3f°4,! 5,83, 3@ @353, 393 "A®33€3,ES,AFCaf1haf'af« IPV6 3€AfCaf@a,naf«

IP NAT epCaeY»e0Yefi@Ri@ Y3, @39 «d®YeEFi9—i@ | 3€,3,af1af€3,13,'3€ DoS

&, 18%+e€83€<3,%0812+8Y;3,/ 8@ —3@'aQ%IG™IE,

5,3, '3f1af 3@ E3T @88 3393, F3, 39 %IQ8IQ"3P®,T81+rE83PBI @2FI O 39®x"ASY?
3539 3, afa,+affaf 3@ £33, 3€%3,73, 3,'af—af3, 03 A@PIOYI, Q@IQP®Af«Af 1A, AP« A Q' TP A€
5€"3,E3, %03 @®&,Ta%+a€8 Cisco 4f€4,° ID CSCsm97220

T4 g »eE2af Af VA TAO 36, TYHo3€p S, 3 €° CSCs005337

Y4 c»6E2af YA 16@ ®3 @ 1Y Mod@p 8-t dE-3@+3, E3 @ | 5 €, Q%IQNICH, 3@ Q3@ 4 €, TAVatrE!
ID CVE-2009-0633 3€53,"3€> CVE-2009-0634 3€ 3%0°3,58%:"3€ | ,%03, E3@%3@—a@Y3E,

H76€p¢C-

2ja@ ®ex»lhe 3953, a6 3y
i3, 128ffaf%03€ 3€"3,E3, %03 @®e,18%+2€85QRIQPYI, 9IQ«2 8 Y393, FIQ%UIO—3QV:

5 caf3af+Af O, 1Af 4f08, Af @AFE 8,8, d,»8,1 3,255 aF afafuif« 358, 'aF"

af @affaf af afiud,” 3, /6€369L3@™a A afOafa,£3ffa, 5,6 @PR-3O™3, 33O IO IO—3O°F
aftaf€a,na,'a’a,cafua 2affaf 3@ 3@ —a@Ye +13Q IO™MIQ'IQQIP8IQ 1959, 3f AfOIf3,£5SS
Infrastructure Access Control Lists (iIACLs)

3@ ACQASFQAFFAf Af aflhd,” a,»3,3FYaFEfT3,£3Q@B®AF™E, af 3f—af03, aft5,£3,'4€83€,3,53€€ %o’
a»¥a«3@® IACL 3@®a%3€@ a€@Infrastructure access-list

FORIEE 39 19— ¢ AR3539+5,F5, 339 VI9859,5,55€94,naaf4f03,'aF 5f03, afaft
IP 3,¢af%0af-3,'3a@®¢ ,3°a@«a@«ae34a,Ed«IP

3,Caf%03f-3,"3, 2 FQIQra... 3@ 3QR®rOYI™ 5,6 8%i5Q@—IQHhIO™:

| Pv4 a¥x:

l--- Anti-spoofing entries are shown here

1--- Deny special -use address sources
1--- Refer to RFC 3330 for additional special use addresses

access-list 110 deny ip host ©.0.0.0 any

access-list 110 deny ip 127.0.0.0 ©.255.255.255 any
access-list 110 deny ip 192.0.2.0 ©0.0.0.255 any
access-list 110 deny ip 224.0.0.0 31.255.255.255 any

l--- Filter RFC 1918 space


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsm97220
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCso05337
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do

access-list 110 deny ip 10.0.0.0 ©.255.255.255 any
access-list 110 deny ip 172.16.0.0 ©.15.255.255 any
access-list 110 deny ip 192.168.0.0 ©0.0.255.255 any

1--- Deny your space as source fromentering your AS.
1--- Deploy only at the AS edge.

access-list 110 deny ip YOUR_CIDR_BLOCK any

l--- Permt BGP.

access-list 110 permit tcp host bgp_peer host router_ip eq bgp
access-list 110 permit tcp host bgp_peer eq bgp host router_ip

1--- Deny access to internal infrastructure addresses.

access-list 110 deny ip any INTERNAL_INFRASTRUCTURE_ADDRESSES

l--- Permt transit traffic.

access-list 110 permit ip any any

| Pv6 a¥x:

l--- Configure the access-list.

ipv6 access-1list iacl

I--- Deny your space as source fromentering your AS.
1--- Deploy only at the AS edge.

deny ipv6 YOUR_CIDR_BLOCK_IPV6 any

l--- Permt rmultiprotocol BGP.

permit tcp host bgp_peer_ipv6 host router_ipv6 eq bgp
permit tcp host bgp_peer_ipv6 eq bgp host router_ipv6

l--- Deny access to internal infrastructure addresses.



deny ipv6 any INTERNAL_INFRASTRUCTURE_ADDRESSES_IPV6
l--- Permt transit traffic.

permit ipv6 any any

af>af & oaf af SAfvLaf  afYs &€ZProtecting Your Core: Infrastructure Protection Access Control Lists (ACL)
G@«3€@ 3€@a,nafaf-af04,'af af0a, af@affa; @e-a,¢a, a,»a,"

5f23,'4f @ «6-CAQ™E,<3,-8,n3f%0afOF, 1A 5@ el d¥ 6. 98, Me-"a3QTe "eU% a3, EIQ |3
dQAQOBRC™e J@ x-jaQ®AFESFE,

http://www.cisco.com/en/U S/tech/tk648/tk361/technologies white paper09186a00801alas5.shtml
4€83%—3,«39"3@ 3@ LIPS QQIQAIQ™

Cisco |OS Embedded Event Manager

8, 08f%8, (AfVAfea 8af VA 1 & af ¥afv.a€ Eaf-afaffa, 3€-3,E3@Y3€"3€ "3, Cisco I0S Embedded

Event Manager (EEM)

3f@afa, afha€«d,8,5erecY¥ioMi 9 iQ 1QOTFIQsIPPIQUIO™IE, EEM 36 Cisco

10S

3f1af€3,03,'3€« 35593, nafMAFAf eroacY¥a€ "8 %8 0e8,C8, 5,-3f85 P e0OYefa, 2 @ @ihi€
EEM 3@

(RiCOTRE..39«ad %hIQP—3@  3,13f%5,:35143f5,851%a,'a€@ EAf-afaffa, 3€-3,FiQYi@ 3@ 3,
email, syslog af;affa,»af1a, 3€©%3@Ya€ Simple Network Management Protocol (SNMP)

trap 3€«3,°3,5¢ ! 3'S3@™5,39 3@ 1O FIQPIQP QIO UIQ™MIE,

5, 08f%4, (AfVAfe4 8af /A 8@ EAf-3faffa, 3€+3,FiQYi€"3€ 3,/ (®ic@Te€... 3@« syslog
3982 3559™35,39"39 3O TI9839 ©3,a, pafaf—af« EEM af@afa,-af%a, EEM

° 6-€3@®3,23F3f045,na55,3afYar¥afafta,£ Cisco Beyond
©83..¥%dQ™3 <39 3@ AQEAT°r@YIQHIQ™EE, § ff3Ef—af«

318 Afaf—af 4@ x-ja@®afarsa, d€8a.. Ye%«a@ efLiesie™:

an Qe

http://forums.cisco.com/ef orum/servlet/EEM ?page=eemé& fn=script& scriptl d=981

EEM 4@ «3@r3€,3@ | 5@ ®&;18S f..4 t3€ 3€@=-j3€® Cisco.com
3 3O®EFAFE, 4, °8,58. Y %o @ efhiesae™:
http://www.cisco.com/en/US/products/ps6815/products ios _protocol_group _home.html

a,®afx"d@¢a,2afaf a,,a,8a,¢c


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml
http://forums.cisco.com/eforum/servlet/EEM?page=eem&fn=script&scriptId=981
http://www.cisco.com/en/US/products/ps6815/products_ios_protocol_group_home.html

8 Vo8 af "3, 18, 83, CA@ @3, CAffaf—a,°af~af 143 %03, enced " 739 ™3F,«653 @« F€@http://www.cisco.com/
5053,°59°59 €3, Ear¥e™PIO®3,Caf%oaf 93,03 53, 5€,c. 550 —30 | 5€9ep-30"3,550 15,430
3,%.afafYafa, af8af3,/a" re-39—39 | QQIO 393,

59,3933, FIQ® 3973, 3€93,Caffaf—a,°3F a3 %03 @™3,«2OYa™ " 3@ «I Q@3 TIPaf;afCaf5¢
ef..8 t3Q«3 @2 739,39 3,3, 89 3¢ a€€Cisco Technical Assistance

Centeri’a" TACi1%%03 @ %3 QY3 3¥'¢ 3,/ @3, "a983€,3,Aafarartarsara,
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