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726 ¢¢- : No Workarounds available
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<#root>

Router#

show running-config | include ip http
no ip http server

ip http secure-server

Router#

* AnyConnect
VPN3@ “&,,a"%a€°a,Ea,«SSLAF@afhaf@aFEaf«af—afOa,nafvafuasf af@asrfas asf af
VPN)
2@ B®aIAQP A€QSSL
VPNaOYefhi€ Ere%idS'i@«i9 dQLrie 56,3, Af1af€a,03,'5,'(°39—3€ | 530,59 %i€

<#root>

Router#

show runni ng-config | include webvpn
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webvpn enabl e
webvpn

Router#

 Open Settlement Protocol (OSP)for Packet Telephonyae©Y &f%
2 8P ®3%AE QP EQOSPROYefLi€@Fre%idS'i@«IQ3QLi@  4€53,55€9e, T81htrE85¢

<#root>

Router#
show runni ng-config | include ur

url https://

1443/

Router#
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53,3755 %03 @ F395€,30 P °595,31°8539 T "3+3, E3QUIQ™EE,

<#root>

Router#

show ver si on
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8O3, 2af7 a5 %039 €@, 1aVitaQ HTTPSE, uafas s, 3,c, i3S 59«39 —39%aO™3E,

<#root>

Router(config)#

no ip http secure-server

289 ®3,35f 7523 %03 9 F€@ 2, 1a%+3°SSL VPNE, paf1hafa,'a,c, a5 59«39 —39 %I @ ™A€,

<#root>
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Router(config)#

no webvpn enabl e

2| AQ ®3 33758 %05 @ FE@e,Ta1%+a€920SPa,pafkafa,'a, c,idS' 4@« 3@ —39 %39 ™aE,

<#root>

Router(config)#

no settl enent

5,59 113903@®3,23f—3, 555759 FE€QHTTPSE, a5 " 3@™3,E»£3, 08,55 «HTTPAf—af-
5F 3,255« @« »IOMIP IO GOTIOMIE T TORDIEPi(-5O®r (5 F€Prto® xf. & 5
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36 3€Cisco 10S af°afaf%a," 4f af~3,0af

12.0S5€€012.25X5€12.255€ 9 12.3T5€ 12.45€ 9 5053,°5° 12.4T

3984 QS P VIONIGMIE,

2 3@ ®COPPI@®INAQP8IQ €@permitd, ca, 3,-af85F33,'a€«3,€3,73, 3,"af—afa,naf afa,+affaf ae
map

dropasOY 550 «3, 3QLIQ | dnfef, 303, E4Q%IO ™I EIEQdenys 04 5 AfSafTY &5 «5@ 54
map dropae©Yefi@®al+éY:d, @ —3@'a@%ie»a, 3€,

- Include deny statenents up front for any protocol s/ports/|IP addresses that
- shoul d not be inpacted by CoPP

- Include pernmt statenents for the protocols/ports that will be

- governed by CoPPaccess-list 100 pernmit tcp any any eq 443

- Permit (Police or Drop)/Deny (Allow) all other Layer3 and Layer4

- traffic in accordance with existing security policies and

- configurations for traffic that is authorized to be sent

- to infrastructure devices.

- Create a Class-Map for traffic to be policed by
- the CoPP feature.



class-map match-all drop-SSL-class match access-group 100

!
1-- Create a Policy-Map that will be applied to the
1-- Control -Plane of the device

!

policy-map drop-SSL-policy class drop-SSL-class  drop

1-- Apply the Policy-Map to the Control-Plane of the

I-- device.
|

control-plane service-policy input drop-SSL-policy

1Y% @e;°a @ ®COPPAHYPPRAYcaAP3@ F€@permitd ¢5 3 -af8af%4, @ «a @ a€@x, ¢’ afd raffaf”
map

dropaeOY ef /4@ «3," 3@ L@ | 3@ @3, ES, %0 @B®ASfE,+affaf a@EdrfeL, i@ a, EaQ%IO™IQEIE€HU
map dropaOY ef5@®a%:+EY,; 3, 3@ —3 Q'3 @43 €>3,"3€,
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access-list 101 permit tcp host <legitimate_host_IP_address> host
<router_IP_address> eq 443
access-list 101 deny tcp any any eq 443
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3, CAf faf—a, °af ~af Y[ %08, s Z5@ ™3 ,<a a9 3@ FE€@http://www.cisco.com/go/psirt
4@ a%NCEYSaO®,Caf%oaf@a,na, afa,3€,¢..83090—39 | é€05-0éiCE§Q®é§£aEi°g§ﬂ 23Q3€9 a®
3,%.afafYafa, af8afa,¢(°°Qi9—i@Q | PV 39°3,3€,

49,3033, E3QB®3 3673, 5€4a,Caffaf—a,°af-afhif%o3@™a «exOYA™ 3@« 3 Q@3 Ta@2af;afcara€
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