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<#root>

Router#

show runni ng-config | include ip pim

ip pim sparse-dense-mode
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EXEC show ip pim interface &,3afZaf3af %08, €@ aY2¢" 3@ —3€ 33 39,

<#root>

Router#

show ip piminterface
Address Interface Ver/ Nbx Query DR DR
Mode  Count Intvl Prior

GigabitEthernet@/0 v2/SD @ 30 1
GigabitEthernet@/1 v2/SD 1 30 1
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<#root>

Router(config-if)#

i p pi mdense-node

& 0af°a, cAfvaf -4 84 08, '%6€® PIM
a,3,Ee-,af¢af%af%oa @ «3€,5, 5@ Y3, @3Q« AR33QP™3 QY3 @3 @«d,n3f5, 8f%af5,85,08,¢74®

<#root>

Router(config-if)#

ip pi msparse-node

& 0Af38, GAfv.Af+4, 88,08, 15@® PIM 4,8 Ee-,-¢~ & T
3FCEf14Ef %03 @« 9,5, 3OV3, QIO ARZIQO™I, G PV, @I« nafE, ¢ af1h5F5,85,03,"0 " ®IAFCAFYAS

<#root>

Router(config-if)#

ip pi msparse-dense- nbde

59"3,E3,%03@®e,Ta1+x€83€¢ =-id@® Cisco af€3a,° ID
595x-to AE-30+3,E5Q ' 59,30%IO™:
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5€"3,E3,%039®, 13%+2€83," 3@ @39,5,,T41te€85€55,"3€3%...~6-i1"CVEi1%0e"3"¥
CVE-2008-3808 5€53,"3€° CVE-2008-3809 5 3%0°5,53%:"3€) | §,%03, E3 Q%I @ —3 @Y€,

D76 éC-
2513, Q39 ®L,T81+2€53QPRIQP VS, QIO®H7¢ P ;-39 F3€,3,5503%36>3,"3€,
2-3Q®DI6Q;c-3€  Cisco 3F€4,° ID CSCsd95616

59833 @V5 @, 13%+2€839«3@ 3Q'CQOC" 5€+3,E3O%IQ™AIE, PIM 3f«8f%43,:3€ PIM
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5,89 —39'39-3,3;.. | QIQT39,5,559%IO™IE, PIM 63f7¥x€83¢ 19%IQY
Designated Router i%4 DRi%%0é€,eS75€€ DR af+3,83f14af«3,2af 143f @ af43€ @353, 5€°/PIM
3S &...¥/Prune &,/4,C3,uaf1haf" 6€ Q4.
FO™MIIORIPYI, QIOB®AY 739 —«hAfiaffE, »af1E, AQBIQ™IE, & 9IRS

3Q™339Y3, 939« PIM
é§£ae2¥é,’é€0é1/zgg”"é0—5Q%éomae—'ié0®é%<é@«gn°§émé,“§0’ré0« ip pim neighbor-
filter & 3af78f%8f %08, 3@ 4;ié %I P—3QUIO—IOV:

<#root>

Router(config)#

access-list 1 permt host 10.10.10.123

1-- An access control list is created to allow a trusted PI M nei ghbor
l-- in this exanple the neighbor is 10.10.10.123

!

Router(config)#

interface fastEthernet 0/0
Router(config-if)#

i p pi mneighbor-filter 1

1-- The PIMneighbor filter is then applied to the respective interface(s)

ip pim neighbor-filter & 3af78f3af%.3€p HellosiE@aS &...¥/Prune3d€€3€53,"36€° BSR
33, +affaf 3, a€p«8,€4;i6 %hIPIQP VI3, 3f1af Q5 13,563, %03 €® PIM
3f3,+affaf a, afa £af«a,; afaf33,° 5 @—a Q%I P™3E,

o 59 "5@®r-1o 3@« -2 73QTI@,3,@,18%teE83Q 3, 5f —afhaf3,£3F°5,°59+3, EGQVIP
5F8,+3fF5F 3«3, 3QLIQ | 2"»x'fe€...53€E ip pim neighbor filter

SRV eE... 5«33, '35 5605, E3Q | 5€,3,<4.1€ %33, E5QY PIM 0 %059 ® IP
8,C35%03f~3,'3,CVYE QLD ' 59,53 803 @RLEIOC 5O™E,EO"5O 1O TIOTIQPIOUIO™IE,

8 pAfIAf+AfOF, 1af 'AfOF Bf @AFE

3Ft35€a,na,'5,8; @& 59 —3EQafA,"a, 75, GEQ ¢ eIYE, naf A5O3, 4F 3f0a, Af@AFES @ LY. ¥
5,%3,¢ 3,n3faf-3f03, 35 5f03, 3fQAFE ROVA™ 5 «E€QH;| 55, ES ¢

FafOaf5,£55F3, 3@ ®AFQAFS, afhe-1:8{E3, & E3Q IOV, €39« ACL

a6 EO™I A, 5O TIPA508 €595, EFOUIO™IE, PIM 36 IP 5F—afaf a,35f« 103

©53Q™IE,

an  Qan

an



8:148S 3269 (-FEQOICOTE... 30 3O —30 ' 3%0%5,5314"5€ | @—C S 5@ @3, »3,4f¥aF5F 18, £3F@aF
5Ft35 @303, 5@ «cEQ ;| 59+8, S %0933, EFQY PIM i1 IP 5F—afa5 5,2 5f«

103i%4%035 3fO55+3,£35f8, 3@ 3@'®7¢r°C3, 59«5 PEI P QIQUIO™IE, ACL

50 2IQBI%IP I IO™E, IO TP AL E-EOP™MI GO 5O 1QOTIQEIPVIOUIO™:

ip access-list extended Infrastructure-ACL-Policy

I-- When applicable, include explicit permt statenents for trusted
I-- sources that require access on the vul nerable protoco

l-- PIMrouters need to comuni cate with the rendezvous point (RP)
I-- In this exanple, 192.168.100.1 is the |IP address of the

I-- rendezvous point, which is a trusted host that requires access
I-- to and fromthe affected PIM devices.
|

permit pim host 192.168.100.1 192.168.60.0 0.0.0.255
permit pim 192.168.60.0 ©.0.0.255 host 192.168.100.1

!
I-- Permit PIMsegnent traffic, packets have destination of:
I-- 224.0.0.13 (PIMW2)

I-- 224.0.0.2 (Required only by |egacy Pl M/1)
!

0.
0.

55 host 224.0.0.

13
55 host 224.0.0.2

permit pim 192.168.6
permit pim 192.168.6

NN

0.0 0.0.
0.0 0.0.

I-- The follow ng vul nerability-specific access control entries

I-- (ACEs) can aid in identification of attacks
!

deny pim any 192.168.60.0 0.0.0.255

!
l-- Explicit deny ACE for traffic sent to addresses configured within

I-- the infrastructure address space
!

deny ip any 192.168.60.0 0.0.0.255

!

l-- Permit/deny all other Layer 3 and Layer 4 traffic in accordance
I-- with existing security policies and configurations

!

I-- Apply i ACL to interfaces in the ingress direction
!

interface GigabitEthernet@/0@
ip access-group Infrastructure-ACL-Policy in
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5€Ea/ &Y afafaf1d, 3€98" —3Q«31@ I€PIQ"3O®3,Caf%af Q3,3 0339 EiYice @363, E
(%0'aP3 QOB —aP« "33, EIQ | 5,3, af5faf1k3,'5,"5,55, 8905, ¢ 1

3;®@aefe, 3€:3Faaf4,'3, 8,58 @a @, 11%0af " 3f~3,03 3 @ «a @ «3 @3, Ea «afafaf143,"a@ EC 1%
& FQB®IEER] Y aFEFE 1S, 3€QPE —a@«@ "e1%0i @ 3, EIQ | 5,3, AFEFEf 143, 3E QIO UIOY.

afia, afEafYa Dot E o (E5OVAFAFEFUE 500 A A A A A -
T aRcota@-a,Ea@Yaf,faf'afha, ' a@®AAAAAa@Q ¢ &€
Affected First Fixed L
12.0-Based o e e . s o ~ eax Eax Ery = 1o &/ a¥ afeafeafvaa,t
ReleaseiVs ac®aefi@a, Ea @ Yer€a @a@®afrafasaa, % %o
Releases
12.4(15)T7
12.0 Vulnerable; first fixed in 12.2
12.4(18c)

12.0DA Release prior to 12.0(8)DA3 are vulnerabl eiV4E releases 12.0(8)DA3 12.2(12)DA13



http://tools.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20080924-multicast
http://tools.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20080924-multicast
http://www.cisco.com/go/psirt

and later are not vulnerable; first fixed in 12.2DA 12.4(15)T7
12.4(18c)
12.4(15)T7
12.0DB Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.0DC Vulnerable; first fixed in 12.2
12.4(18c)
12.0(32)S8 12.0(32)S11
12.0S
12.0(33)S 12.0(33)S1
12.0(32)S11
12.0SC Vulnerable; first fixed in 12.0S
12.0(33)S1
12.4(15)T7
12.0SL Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.0SP Vulnerable; first fixed in 12.2
12.4(18c)
12.0(32)S11
12.0ST Vulnerable; first fixed in 12.0S
12.0(33)S1
12.0(32)S11
12.0SX Vulnerable; first fixed in 12.0S
12.0(33)S1
12.0SY 12.0(32)SY5 12.0(32)SY 7; 29-




SEP-08
5953°0C" 89 &f

12.0(32)S11
12.0SZ 12.0(30)Sz4

12.0(33)S1

12.4(15)T7
12.0T Vulnerable; first fixed in 12.2

12.4(18c)
12.0W Vulnerable; first fixed in 12.2 12.0(3c)W5(8)
12.0WC Release prior to 12.0(5)WC10 are vulnerablelV4E releases 12.0(5)WC10 1241577

and later are not vulnerable; first fixed in 12.2 12.4(180)

12.0WT &, T8/ 839 3 @ —

12.4(15)T7
12.0XA Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.0XB Vulnerable; first fixed in 12.2

12.4(18c)
12.0XC Release prior to 12.0(2)X C2 are vulnerablel/4E releases 12.0(2)XC2 12.415)7T7

and later are not vulnerable; first fixed in 12.2 12.4(18¢)

12.4(15)T7
12.0XD Vulnerable; first fixed in 12.2

12.4(18c)
12.0XE Vulnerable; first fixed in 12.2 12.4(15)T7




12.4(18c)

12.0XF &, Ta/st oL 853 @ —

12.4(15)T7
12.0XG Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.0XH Vulnerable; first fixed in 12.2

12.4(18c)
12.0X| Release prior to 12.0(4)X12 are vulnerablel/4E releases 12.0(4)X12 and 12.4(15)T7

later are not vulnerable; first fixed in 12.2 12.4(180)

12.4(15)T7
12.0XJ Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.0XK Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.0XL Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.0XM Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.0XN Vulnerable; first fixed in 12.2

12.4(18¢)




12.4(15)T7

12.0XQ Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.0XR Vulnerable; first fixed in 12.2
12.4(18c)
12.0XS 8, T/ aeE859°3 @ —
12.4(15)T7
12.0XT Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.0XV Vulnerable; first fixed in 12.2
12.4(18c)
Aff
ected First Fixed S
12.1-Based o . . ~ eax Fax £1p % 1o e/ a¥ afeafeafyvan
ReleaseiVs a;®axfa@a, Ea@Yee€a @a@®afrafasvaa, i%%o
Releases
12.4(15)T7
12.1 Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.1AA Vulnerable; first fixed in 12.2
12.4(18c)
12.1AX Vulnerable; first fixed in 12.2EY 12.2(46)SE
1Ay Release prior to 12.1(22)AY 1 are vulnerableivE releases 12.1(22)AY 1 | 12 1H(22EAL2

and later are not vulnerable; first fixed in 12.1EA

12.2(46)SE




12.1AZ 6, TaV+a£8539°5 @ —

12.4(15)T7
12.1CX Vulnerable; first fixed in 12.2

12.4(18c)

12.2(12)DA13
12.1DA Vulnerable; first fixed in 12.2DA 12.4(15)T7

12.4(18c)

12.4(15)T7
12.1DB Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1DC Vulnerable; first fixed in 12.2

12.4(18c)
12.1E 12.1(27b)E2 12.2(18)SXF15
12.1EA 12.1(22)EA10 12.1(22)EA12
12.1EB Vulnerable; contact TAC

12.2(33)SCA1
12.1EC Vulnerable; first fixed in 12.3BC

12.3(23)BC4
12.1EO Vulnerable; first fixed in 12.2SV

12.2(25) EWA14
12.1EU Vulnerable; first fixed in 12.2EWA

12.2(31)SGAS8




12.2(46)SG1

12.1EV 8, T/t e85 3 @ —

12.2(25) EWA14

12.2(31)SGAS8
12.1EW Vulnerable; first fixed in 12.2 12.2(46)SG1

12.4(15)T7

12.4(18c)

12.4(15)T7
12.1EX Vulnerable; first fixed in 12.2

12.4(18c)
12.1EY Vulnerable; contact TAC

12.2(18)SXF15
12.1EZ Vulnerable; first fixed in 12.1E 12.4(15)T7

12.4(18c)

12.4(15)T7
12.1GA Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1GB Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1T Vulnerable; first fixed in 12.2

12.4(18¢)




12.4(15)T7

12.1XA Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XB Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XC Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XD Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XE Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XF Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XG Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XH Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1X]1 Vulnerable; first fixed in 12.2

12.4(18c)
12.1XJ Vulnerable; first fixed in 12.2 12.4(15)T7




12.4(18c)

12.4(15)T7
12.1XL Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XM Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XP Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XQ Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XR Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XS Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XT Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XU Vulnerable; first fixed in 12.2

12.4(18c)

12.4(15)T7
12.1XV Vulnerable; first fixed in 12.2

12.4(18c)




12.4(15)T7

12.1XW Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.1XX Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.1XY Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.1X7Z Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.1YA Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.1YB Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.1YC Vulnerable; first fixed in 12.2
12.4(18c)
12.4(15)T7
12.1YD Vulnerable; first fixed in 12.2
12.4(18c)
Ve Release prior to 12.1(5)Y E6 are vulnerableiV4E releases 12.1(5)YE6 | 12-4H1I)TY
and later are not vulnerable; first fixed in 12.2 12.4(18¢)
12.1YF Vulnerable; first fixed in 12.2 12.4(15)T7




12.4(18c)

12.4(15)T7
12.1YH Vulnerable; first fixed in 12.2
12.4(18c)
12.1Y1 Vulnerable; contact TAC
12.1YJ 6, Ta/ £S5 5 @ —
Affected First Fixed .
12.2-Based o o . o ~ fax Fax £1p % 1o e/ a¥ afeafeafvaa,t
ReleaseiVs a;®@acfa@a, Ea@Yee€a @a@®afrafrasvaa, i%%o
Releases
12.2(26c¢)
12.2(27c)
12.4(15)T7
12.2 12.2(28d)
12.4(18c)
12.2(29b)
12.2(46)
12.4(15)T7
12.2B Vulnerable; first fixed in 12.3
12.4(18c)
12.2(33)SCA1
12.3(23)BC4
12.2BC Vulnerable; first fixed in 12.3
12.4(15)T7
12.4(18c)

12.2BW Vulnerable; first fixed in 12.3 12.4(15)T7




12.4(18c)

12.2BX

Vulnerable; first fixed in 12.3

12.2(33)SB2; 26-
SEP-08
5983°0C" 3@ &f

12.4(15)T7

12.4(18¢)

12.2BY

Vulnerable; first fixed in 12.3

12.4(15)T7

12.4(18¢)

12.2BZ

Vulnerable; first fixed in 12.3

12.4(15)T7

12.4(18c)

12.2CX

Vulnerable; first fixed in 12.3

12.2(33)SCA1
12.3(23)BC4
12.4(15)T7

12.4(18c)

12.2CY

Vulnerable; first fixed in 12.3

12.2(33)SCA1
12.3(23)BC4
12.4(15)T7

12.4(18c)

12.2CZ

Vulnerable; first fixed in 12.2S

12.2(33)SB2; 26-
SEP-08
5983°0C" 4@ &f

12.2DA

12.2(10)DA9

12.2(12)DA13




12.2(12)DA13

12.4(15)T7
12.2DD Vulnerable; first fixed in 12.3
12.4(18c)
12.4(15)T7
12.2DX Vulnerable; first fixed in 12.3
12.4(18c)
12.2(25) EWA14
12.2EW Vulnerable; first fixed in 12.2EWA 12.2(31)SGAS8
12.2(46)SG1
12.2(25) EWA10
12.2EWA 12.2(25)EWA14
12.2(25) EWA11
12.2EX 12.2(37)EX 12.2(35)EX2
12.2EY 12.2(37)EY
12.2EZ Vulnerable; first fixed in 12.2SEE 12.2(46)SE
12.2FX 6, TaVt+a£859°5 @ —
12.2FY 8, 1&V/+oe85@23 @ —
12.2FZ Vulnerable; st @3 @R, ®efd€ 12.2SE 12.2(46)SE
12.2IRB 6, Ta/o£853@° 3 @ —




12.2IXA Vulnerable; migrate to any releasein 12.2IXE 12.2(18)IXG
12.2I1XB Vulnerable; migrate to any releasein 12.2IXE 12.2(18)IXG
12.2IXC Vulnerable; migrate to any release in 12.2IXE 12.2(18)IXG
12.2IXD Vulnerable; migrate to any release in 12.2IXE 12.2(18)IXG
12.2IXE e, Ta/stoeL85Q 3 @ —
12.2IXF &, T/ o859 °3 @ —
12.21XG 6, Ta/stoeL 853 @ —
12.2JA &, tal/+ L85 3 @ —
12.2K &, T8/ taec889 3 @ —
12.2(25)SW12
12.2MB Vulnerable; first fixed in 12.2SW 12.4(15)T7
12.4(18c)
12.4(15)T7
12.2MC 12.2(15)MC2i
12.4(18c)
12.2(14)S18
12.2(18)813 12.2(33)882; 26-
12.2S SEP-08
12.2(20)S13 d€@83°0O¢" 2@ efs

12.2(25)S13




12.2(28)SB7

12.2(33)SB2; 26-

12.2SB 12.2(31)SB5 SEP-08
d€@83°0O¢" 2@ efs
12.2(33)SB
12.2(33)SB2; 26-
12.2SBC Vulnerable; first fixed in 12.2SB SEP-08
4€83°0¢" 3@ efls
12.2SCA &, T8/ taec889 3 @ —
12.2(35)SE4
12.2SE 12.2(46)SE
12.2(37)SE
12.2SEA Vulnerable; first fixed in 12.2SEE 12.2(46)SE
12.2SEB Vulnerable; first fixed in 12.2SEE 12.2(46)SE
12.2SEC Vulnerable; first fixed in 12.2SEE 12.2(46)SE
12.2SED Vulnerable; first fixed in 12.2SEE 12.2(46)SE
12.2SEE 12.2(25)SEE4 12.2(46)SE
12.2SEF e, T8/ taec889 3 @ —
12.2SEG 12.2(25)SEG3 12.2(25)SEG6
12.2(25)SG3
12.2SG 12.2(46)SG1

12.2(31)SG3




12.2(37)SG

12.2SGA 12.2(31)SGA2 12.2(31)SGAS8
12.2SL &, Tal/taeL839 3 @—
12.2SM 12.2(29)SM3 12.2(29)SM4
12.2S0 Vulnerable; first fixed in 12.2SV

12.2(33)SRB4
12.2SRA 12.2(33)SRA4

12.2(33)SRC2
12.2SRB &, T8/t o839 3 @ —
12.2SRC 6, Ta/st oL 853 @ —

12.4(15)T7
12.2SU Vulnerable; santd @ 3@ ®4;,®efa@ 12.4

12.4(18¢)
12.25V 12.2(29b)SV 1
12.2SVA e, Ta/aeL839 a @—
12.2S5VC &, Ta/stoe£ 853 @ —
12.25vD &, TaVta£8ae 3@ —
12.2SW 12.2(25)SW12 12.2(25)SW12




12.2SX Vulnerable; o8 @3 Q@ ®5; ®Rrf5€ 12.2SXF 12.2(18)SXF15
12.2SXA Vulnerable; s0£d @3 @ ®3; ®e£5€  12.2SXF 12.2(18)SXF15
12.2SXB Vulnerable; a0t @ 3@ ®3; ®e£5€  12.2SXF 12.2(18)SXF15
12.2SXD Vulnerable; a0£d @3 @ ®3; ®r£5€  12.2SXF 12.2(18)SXF15
12.2SXE Vulnerable; so£d @ 3@ ®3;®e£3€  12.2SXF 12.2(18)SXF15
12.2SXF 12.2(18)SXF9 12.2(18)SXF15
12.2SXH 8, T&Y/ L8525 @ —
12.2(33)SB2; 26-
12.2S5Y Vulnerable; first fixed in 12.2S SEP-08
d€@83°0O¢" a@ efs
12.2(33)SB2; 26-
12.257 Vulnerable; first fixed in 12.2S SEP-08
d€83°0¢" a@ efl.
12.4(15)T7
12.2T Vulnerable; first fixed in 12.3
12.4(18c)
12.2TPC Vulnerable; contact TAC
12.4(15)T7
12.2XA Vulnerable; first fixed in 12.3

12.4(18¢)




12.4(15)T7

12.2XB Vulnerable; first fixed in 12.3

12.4(18c)

12.4(15)T7
12.2XC Vulnerable; first fixed in 12.3

12.4(18c)

12.4(15)T7
12.2XD Vulnerable; first fixed in 12.3

12.4(18c)

12.4(15)T7
12.2XE Vulnerable; first fixed in 12.3

12.4(18c)

12.2(33)SCA1

12.3(23)BC4
12.2XF Vulnerable; first fixed in 12.3

12.4(15)T7

12.4(18c)
129G Release prior to 12.2(2)XG1 are vulnerabl ei/4E releases 12.2(2) XG1 12401517

and later are not vulnerable; first fixed in 12.3 12.4(18¢)

12.4(15)T7
12.2XH Vulnerable; first fixed in 12.3

12.4(18c)

12.4(15)T7
12.2X]1 Vulnerable; first fixed in 12.3

12.4(18c)

12.4(15)T7
12.2XJ Vulnerable; first fixed in 12.3

12.4(18c)




12.4(15)T7

12.2XK Vulnerable; first fixed in 12.3
12.4(18c)
12.4(15)T7
12.2XL Vulnerable; first fixed in 12.3
12.4(18c)
12.4(15)T7
12.2XM Vulnerable; first fixed in 12.3
12.4(18c)
12.2(33)SB2; 26-
SEP-08
d@83°O¢" a@ efs
12.2XN 12.2(33)XN1
12.2(33)SRC2
12.2(33)XNA2
12.2XNA 8, T/t e85 3 @ —
12.2XNB 8, 1&V/+oeL85@23 @ —
12.2X0 6, T/t o833 @ —
12.4(15)T7
12.2XQ Vulnerable; first fixed in 12.3
12.4(18c)
12.3(8)JEA3
Release prior to 12.2(15)XR are vulnerableiV4E releases 12.2(15)XR
12.2XR . . ) 12.4(15)T7
and later are not vulnerable; first fixed in 12.3
12.4(18c)
12.2XS Vulnerable; first fixed in 12.3 12.4(15)T7




12.4(18c)

12.4(15)T7
12.2XT Vulnerable; first fixed in 12.3
12.4(18c)
12.4(15)T7
12.2XU Vulnerable; first fixed in 12.3
12.4(18c)
12.4(15)T7
12.2XV Vulnerable; first fixed in 12.3
12.4(18c)
12.4(15)T7
12.2XW Vulnerable; first fixed in 12.3
12.4(18c)
12.4(15)T7
12.2YA Vulnerable; first fixed in 12.3
12.4(18c)
12.2YB Vulnerable; contact TAC
12.2YC Vulnerable; contact TAC
12.2YD Vulnerable; contact TAC
12.2YE Vulnerable; contact TAC
12.2YF Vulnerable; contact TAC

12.2YG

Vulnerable; contact TAC




12.2YH Vulnerable; contact TAC
12.2YJ Vulnerable; contact TAC
12.2YK Vulnerable; contact TAC
12.2YL Vulnerable; contact TAC
12.4(15)T7
12.2YM Vulnerable; so£d @ 3@ ®E;®efa€ 12.4
12.4(18c)
12.2YN Vulnerable; contact TAC
12.2Y0O Vulnerable; contact TAC
12.4(15)T7
12.2YP Vulnerable; first fixed in 12.3
12.4(18c)
12.2YQ Vulnerable; contact TAC
12.2YR Vulnerable; contact TAC
12.2YS &, TéY/taec85Q 3 @ —
122YT Vulnerable; contact TAC
12.2YU Vulnerable; contact TAC
12.2YV Vulnerable; contact TAC




12.2YW Vulnerable; contact TAC
12.2Y X Vulnerable; contact TAC
12.2YY Vulnerable; contact TAC
12.2YZ Vulnerable; contact TAC
12.2ZA Vulnerable; soctd @ 3@ ®a; ®e£3€  12.2SXF 12.2(18)SXF15
12.27B Vulnerable; contact TAC
12.27C Vulnerable; contact TAC
12.27D Vulnerable; contact TAC
12.4(15)T7
12.27E Vulnerable; first fixed in 12.3
12.4(18c)
12.4(15)T7
12.2ZF Vulnerable, s£d @ 3@ R4, Refi€@ 12.4
12.4(18c)
12.4(15)T7
12.2ZG Vulnerable; so£d Q3@ ®3; Refi@ 12.4
12.4(18c)
12.4(15)T7
12.2ZH 12.2(13)ZH9
12.4(18c)

12.27]

Vulnerable; contact TAC




12.27L Vulnerable; contact TAC
12.27P Vulnerable; contact TAC
12.27U Vulnerable; migrate to any release in 12.2SXH 12.2(33)SXH3
12.2(33)SB2; 26-
12.27ZX Vulnerable; first fixed in 12.2SB SEP-08
d@83°0O¢" a@ efs
12.27ZY 8, T/t e85 a @ —
12.2ZYA 8, T8/ ceE85@ 3 @ —
Affected First Fixed .
12.3-Based o . . ~ eax Fax £1p % 1o e/ a¥ afeafearyvan
ReleaseiVs a;®@acfa@a, Ea@Yee€a @a@®afrafarvaa, i%%o
Releases
12.3(17¢)
12.3(184q)
12.4(15)T7
12.3 12.3(19a)
12.4(18c)
12.3(204)
12.3(21)
12.4(15)T7
12.3B Vulnerable; so£8 @ 3@ ®5;®ef3€ 12.4
12.4(18c)
12.3(17b)BC6
12.3BC 12.3(23)BC4

12.3(21)BC




12.4(15)T7

12.3BW Vulnerable, s0£8 @ 3@ ®3; ®eL3€@ 12.4

12.4(18c)
12.3EU e, T8/ tae£85a9 3 @ —
12.3JA 8, T8Yat o853 @ —
12.3JEA &, T8/t o839 3 @ —
12.3JEB 8, t&/cec859 3 @ —
12.3JEC &, T8Y/st o839 3 @ —
12.3)K 8, ta/acec859 3 @ —
12.3JL e, Tal/aeL889 3 @—
12.33X &, T8/ taec889 3 @ —

12.4(15)T7
12.3T Vulnerable, o @3 @Q®3;Rxfa€@ 12.4

12.4(18c)
12.3TPC Vulnerable; contact TAC
12.3VA e, Ta/aL83e°a @ —

12.4(15)T7
12.3XA 12.3(2)XA7

12.4(18¢c)




12.3XB Vulnerable; contact TAC

12.4(15)T7
12.3XC Vulnerable; so£8 @ 3@ ®5;Ref3€ 12.4

12.4(18c)

12.4(15)T7
12.3XD Vulnerable; so£8 @ 3@ ®5;®ef3€ 12.4

12.4(18¢)

12.4(15)T7
12.3XE Vulnerable, st @3 @R, Refi€@ 12.4

12.4(18¢)
12.3XF Vulnerable; contact TAC

12.4(15)T7
12.3XG Vulnerable; so£d @3 @ ®3; Rxfi@ 12.4

12.4(18¢)

12.2(33)SB2; 26-
12.3XI1 12.3(7)X110 SEP-08

4€@83°OC" a@ efls

12.3(14)Y X 13
12.3XJ Vulnerable; first fixed in 12.3Y X

12.4(15)T7

12.4(15)T7
12.3XK Vulnerable, s @3 @R, Refi€@ 12.4

12.4(18¢)

12.4(15)T7
12.3XL Vulnerable, s @3 @R, Refi€@ 12.4

12.4(18¢)




12.4(15)T7

12.3XQ Vulnerable; o @3 @Q®5;®xfa€@ 12.4

12.4(18c)

12.4(15)T7
12.3XR 12.3(7)XR7

12.4(18c)

12.4(15)T7
12.3XS Vulnerable; so£8 @ 3@ ®5; ®ef3€ 12.4

12.4(18¢c)
12.3XU Vulnerable; first fixed in 12.4T 12.4(15)T7

12.3(14)Y X13
12.3XW Vulnerable; first fixed in 12.3Y X

12.4(15)T7

12.4(15)T7
12.3XX 12.3(8)X X 2d

12.4(18¢c)

12.4(15)T7
12.3XY Vulnerable; soctd @3 @R358, Ref3€ 12.4

12.4(18c)

12.4(15)T7
12.3XZ Vulnerable; soc£d @3 @R358, Ref3€ 12.4

12.4(18c)

12.4(15)T7
12.3YA Vulnerable; so£8 @3 @R358, Ref3€  12.4

12.4(18c)
12.3YD Vulnerable; first fixed in 12.4T 12.4(15)T7




12.3(14)Y X13

12.3YF Vulnerable; first fixed in 12.3Y X

12.4(15)T7
12.3YG 12.3(8)YG6 12.4(15)T7
12.3YH Vulnerable; first fixed in 12.4T 12.4(15)T7
12.3YI Vulnerable; first fixed in 12.4T 12.4(15)T7
12.3YJ Vulnerable; first fixed in 12.4T 12.4(15)T7
12.3YK Vulnerable; first fixed in 12.4T 12.4(15)T7

12.3(14)YM13; 30-
12.3YM 12.3(14)YM10 SEP-08
5983 OC"" 3 &f

12.3YQ Vulnerable; first fixed in 12.4T 12.4(15)T7
12.3YS Vulnerable; first fixed in 12.4T 12.4(15)T7
12.3YT Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4(2)XB10
12.3YU Vulnerable; first fixed in 12.4XB 12.4(9)XG3
12.4(15)T7
12.3YX 12.3(14)Y X8 12.3(14)Y X 13

12.3YZ 12.3(11)YZ3




12.3ZA Vulnerable; first fixed in 12.4T 12.4(15)T7
Affected First Fixed gy o cax o1 x
12.4-Based o . . a o ~ eax Eax E1y = 1o &/ a¥ afeafeafvaa,t
ReleaseiVs ac®acfi@a, Ea@Yee€a @a@®afrafrarvaa, i%%o
Releases
12.4(10c)
12.4(12)
12.4(3h)
12.4 12.4(18c)
12.4(5c)
12.4(7e)
12.4(8d)
12.4JA 8, 1&V/oeL85@23 @ —
12.4JK 8, T8V +a£85@°5 @ —
12.4JL 8, 1&V/+oeL85@23 @ —
12.4IMA 8, T&Y/ L8595 @ —
12.4IMB 8, T8/t a£859° 5@ —
12.4IMC 8, T&Y/+a£85@°5 @ —
12.4IX 6, taVa- L8595 @ —
12.4AMD e, TaY- L8595 @ —




12.4AMR 12.4(11)MR 12.4(19)MR
12.4SW &, Ta/st oL 853 @ —
12.4(11)T
12.4(2)T6
12.4T 12.4(4)T8 12.4(15)T7
12.4(6)T7
12.4(9)T3
12.4XA Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4XB 12.4(2)XB6 12.4(2)XB10
12.4XC Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4(4)XD11,; 26-
12.4XD 12.4(4)XD8 SEP-08
4€83°0¢" 3@ efls
12.4XE Vulnerable; first fixed in 12.4T 12.4(15)T7
12.4XF &, Ta/stoe£ 853 @ —
12.4XG 12.4(9)XG2 12.4(9)XG3
12.4XJ e, Ta/staeL85Q 3 @ —
12.4XK &, t8/tae£8589 3 @ —




12.4XL 8, t8/taec889 3 @ —
12.4XM 8, T&/to£859°3 @ —
12.4XN 8, T8/t aec8a9° 3 @ —
12.4XP Vulnerable; contact TAC
12.4XQ 8, T8Y/at o853 @ —
12.4XR &, T8Y/st o839 3 @ —
12.4XT 12.4(6)XT2 12.4(15)T7
12.4XV 8, T8/t aec889° 3 @ —
12.4XW 8, t&/to£859°3 @ —
12.4XY 8, t8/taec889° 3 @ —
12.4XZ 8, T&/o£859°3 @ —
12.4Y A &, T8/ o839 3 @ —
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