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20080924-ipc TEHETNTWVWERT,
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* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-iosips

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-ssl

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-sip

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
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* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-vpn

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-mfi

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-ubr

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-multicast

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-sccp

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-iosfw

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20080924-12tp
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<ttroot>

c10k#
show version | include |ICS

Cisco IOS Software, 10000 Software (ClOK3-P11-M), Version 12.2(31)SB10e, RELEASE SOFTWARE (fcl)
clOok#

ROBIE, CiscolOSY 7RI T F7)1)—2R12.3(17b)BC7%Z 24T L TW B Cisco uBR100122/ 1)
—AFNA AL SOHIZRLTVET,

<ttroot>

ubr10k#

show version | include |ICS
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IOS (tm) 10000 Software (UBR10OK-K8P6U2-M), Version 12.3(17b)BC7, RELEASE SOFTWARE (fcl)
ubrlOk#

ROBlE, CiscolOSY 7RI T F1)—2A12.3(21a)BC2% 1T L T L % Cisco uBR7200 1
—ATFNAANSOHEAERLTVET,

<#root>
ubr7200#
show version | include |ICS

IOS (tm) 7200 Software (UBR7200-IK9SU2-M), Version 12.3(21a)BC2, RELEASE SOFTWARE (fcl)
ubr7200#

Cisco IOS) U —ANaZRAOFMIZ DOV TIE, TWhite Paper: Cisco I0S Reference
Guides EVWS RFIAXVRESBLTLKEEV, CORFIXDNE, ROV UK THER
T&E T, http://www.cisco.com/warp/public/620/1.html
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Cisco 10000, uBR10012, & & T'uBR7200> 1) —XNOF/NA Alk., UDPR—ADIPCF ¥ X)L %
FEALET, cOFvXRIIEFE, 127.0.0.0/80EEHEEUDPR—MI7T5AS DT RLAZFERALET
o ZYTB/N—23 > DCisco I0SEEITL TLSCisco 10000, uBR10012, & & VuBR72003/
) —XFNA AT, TINAADAEH SUDPR—RNI75ICIEEFEENBIPCXY =D 0EE
NET, COBER, HEEICK>TFNAA, FA42H—R, LEEZFOEAEODO—RAE]
ERCEN, DoSRENRETH UM BV FET,

127.0.0.0/8F 1zIEUDPR— NI75TCDARERRZ T4 Vv I T AINRIVVTIBZET, 2O
feSsSEZERTERT,

C DORESEMEIE. Cisco Bug ID CSCsg15342 ( B I1—HHA ) $ LV CSCsh29217(rg1—H'H
BA)& LTXELE 1, Common Vulnerabilities and Exposures(CVE)ID& L TCVE-2008-38054
BHETSNTVET,


http://www.cisco.com/warp/public/620/1.html
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BB, 127.0.0.08NEHICEEFEENBINTYRDT7AIRI T E, R—KM9I75ICEEE
BDUDPNTY NTHEBERENET,

A2R—=—TIAAT77€ADAMO-ILIVANDER

R—KN1975TOUDPNT Y RETANRUITTBTIORAVANEFERATDE, COMEEM
ERAMTEET, UDPR—N1975F. BEDOT 7V —2 3 THERATEDEREHAOR—IE
BTY, L, UDPIR—KN975BBTDIXRTONTY NETAINEDVTTRE, —SHOTS
Dr—2 a2 N REMETBAEMN BV ET, LEN 2T, FOBAVANI, FEDOIL—2A
VR—TIAADIPT RLAICEEENDUDP 1975\ Ty N =28 RIICIERL., BBNZ 71V
VEHUNTIUENBYNET, CORSBTIVELAVARNZEMIZITSICIE, IXTOSV 32—
TIAAICHEHATRIRXENHYET, IPCF¥XILIE127.0.0.080&HEEHDCT RLAZFEATS -

., COEREEEREFLEFRBEETINTYRNETAINRIIIBZIHEEDHY)ET, RIZH
ZRULET,

access-1list 100 deny udp any host <router-interface 1> eq 1975
access-1list 100 deny udp any host <router-interface 2> eq 1975
access-1list 100 deny udp any host <router-interface ...> eq 1975
access-1list 100 deny ip 127.0.0.0 0.255.255.255 any

access-1list 100 deny ip any 127.0.0.0 0.255.255.255

access-1list 100 permit ip any any

interface Serial 0/0
ip access-group 100 in

A O=-LTL—=2RUS 2T 0OER

a2 RO-LTL—YRUS D (CoPP)EEATH L, EETEZVUDPA— R9754 5 Y
FINAANDT O EAETOY I TEET, CoPPEAEEIL. CiscolOSY 7RI ITTFTUI—A
12.2BCE R VP122SCATHR—KRENTVET, 7/V1 AIC CoPP 2#FREL T, BB L—2&
d>hO=-IL7L—2%KREL., BEOEFIVT A4 RUS—BLUREICHK T, 12T7FA
RSOFYTOFNAARICEBENDIERENENT T4V IEGZEARNICHEFT TS LT, 1
VI7TARNTIUOFIYIANDEEREZEOUUAVEMNRZHZEPRICHAD CENTEXRT, X0flzx
YRND—OICBRATEED,

7 1 CoPPIEUBR100122 ) —AFNA ATRYR—REhTVWERA,

I-- Permit all UDP/1975 traffic so that it
I-- will be policed and dropped by the CoPP feature



access-1list 111 permit udp any any eq 1975
access-1list 111 permit ip any 127.0.0.0 0.255.255.255

access-1list 111 permit ip 127.0.0.0 0.255.255.255 any
!

I-- Permit (Police or Drop)/Deny (Allow) all other Layer 3 and
I-- Layer 4 traffic in accordance with existing security policies
!-- and configurations for traffic that is authorized to be sent
I-- to infrastructure devices

I-- Create a Class-Map for traffic to be policed by the CoPP
I-- feature

class-map match-all drop-IPC-class

match access-group 111
!

I-- Create a Policy-Map that will be applied to the Control-Plane
I-- of the device

!
policy-map drop-IPC-traffic
class drop-IPC-class
drop

I-- Apply the Policy-Map to the Control-Plane of the device

control-plane
service-policy input drop-IPC-traffic
!

EEEDCoPPOHITIE. access control list entries (ACE ; 72X NA—=JILUARNI> KN
) DEENBZERNT Y NI Tpermity P23V —BITBBE, chsONT Y NERUS
—X V7O "drops BEEICK D THEBESNEXTAH. Tdenys 70232 (ERR) IC—HTBN
TYRNE, RUZ—I Y 7T OdropBeEnHEEZZ TEE A,

Cisco I0S 122ShL 4> &£120ShL A2 Tk, RUZ—I VY TOBXHFELBDCEITERLT
<EZL,

policy-map drop-IPC-traffic class drop-IPC-class

police 32000 1500 1500 conform-action drop exceed-action drop
!

CoPPHEEDRRTE L AT ENFMIC OV TIE,



http://lwww.cisco.com/web/about/security/intelligence/coppwp gs.html,
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod white paper0900aecd8
B & O'http://www.cisco.com/en/US/docs/ios/12 3t/12 3t4/feature/quide/gtrtlimt.htmlZ S L T<

EEW,
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FOFYFNARTRLUTHTIXRNETRABEVRT 7490 2BRIL, XY RNT—UDERTE
DRST74v0ETOVITRDERTRETT, IACLRRY RD—0EF1VFA1ORARNTZ
ITFAATHY, BhEZRY ND—0F1UTF A ANORPBNEAMBREE LT, SLZOBE
DIEFBHENEREE L TEBIDISLEN BV ET, UTICRTIACLOBIK., 1V TZARNTIF
YIP7RLADEHERNICHDIPT RLAZF DTN TOTFNA AL RETDLHICEBEND A
VITZARNTIOFYTIORAVARD—FHELTEDIVEN BV FT,

I-- Note: IPC packets sent to UDP destination port 1975 must not
/-- be permitted from any trusted source as this traffic
I-- should only be sent and received internally by the

/-- affected device using an IP address allocated from the
I-- 127.0.0.0/8 prefix.

I——

I-- IPC that traffic that is internally generated and sent
I-- and/or received by the affected device is not subjected
I-- to packet filtering by the applied iACL policy.

!-- Deny IPC (UDP port 1975) packets from all sources destined to
I-- all IP addresses configured on the affected device.

access-1list 150 deny udp any host INTERFACE_ADDRESS#1 eq 1975
access-1list 150 deny udp any host INTERFACE_ADDRESS#2 eq 1975

access-1list 150 deny udp any host INTERFACE_ADDRESS#N eq 1975
!

!-- Deny all IP packets with a source or destination IP address
!I-- from the 127.0.0.0/8 prefix.

access-1list 150 deny ip 127.0.0.
7.

access-1list 150 deny ip any 12
!

0 0.255.255.255 any
0.0.0 0.255.255.255

!I-- Permit/deny all other Layer 3 and Layer 4 traffic in accordance
I-- with existing security policies and configurations.

I-- Permit all other traffic to transit the device.


http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod_white_paper0900aecd804fa16a.html
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod_white_paper0900aecd804fa16a.html

access-1list 150 permit ip any any
!

I-- Apply iACL to interfaces in the ingress direction.

interface GigabitEthernet0/0

ip access-group 150 in
!
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ALT, REEZUDZTNAADFEEDOIL—ZRA 2 Z—T I A4 AIP7 RLAICEEFEEnBUDP/N
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WET,

R4 kAR—/Y— TProtecting Your Core: Infrastructure Protection Access Control Listsa (Z &,
TOECAJARNZIKRDA VT ZARNTOFYREOHARTAVEHERENDEALEN BHE
NTVWET, 20 White Paper XD H 4 NTREZNATVET,

http://www.cisco.com/en/US/tech/tk648/tk361/technologies white paper09186a00801a1a55.shtml
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12.2XV || feSSHE L
12.2XW || feS5tE7E L
12.2YA || feSEHEL
12.2YB || #eEEMHEEL
12.2YC | MRS L
12.2YD | #eSSHEE L
12.2YE || #eSSHEL
12.2YF fesstEs L




12.2YG flessx L
12.2YH fesstEsz L
12.2YJ fesstEs L
12.2YK et L
12.2YL fesstEa L
12.2YM fesstEa L
12.2YN fesstEa L
12.2Y0 fesstEs L
12.2YP fless L
12.2YQ fesstEsz L
12.2YR || B L
12.2YS et L
12.2YT fesstEa L
12.2YU fesstEa L
12.2YV fesstEa L




12.2YW  |FeSsttEs L
12.2YX fesstEsz L
12.2YY  |BeEEMHEEL
12.2YZ et L
12.2ZA fesstEa L
12.27B fesstEa L
12.2Z2C fesstEa L
12.2Z2D fesstEs L
12.2ZE fless L
12.2ZF fesstEsz L
12.22G || M= L
12.2ZH et L
12.272J fesstEa L
12.2ZL fesstEa L
12.2ZP fesstEa L




12.2ZU  |FEsstE4& L
12 97X fESsESH V) (FHD  [12.2(33)SB2 ( 20084
' 18 1E (£ 12.2SB) 9H26HIC AFTHE )
12.2ZY  |REssMsL
12.2ZYA |FES5MEA L
A:fzcéed First Fixed
Bas.ed Release ( f§IEE h HERDU—X
EEIADOUI—R)
Releases
12.3 fEss M L
12.3B fEss M L
12.3(17b)BC6
12.3BC  [12.3(21a)BC1 12.3(23)BC4
12.3(23)BC
12.3BW | fE5EMEA L
12.3EU  |fE5sME4A L
12.3JA  |MESsM&L
12.3JEA |fE5EMEL
12.3JEB |fE55MA&L




12.3JEC |MesstsL
12.3JK fEss % L
12.3JL fEss % L
12.3JX fEss % L
3 12.3(14)T3& V)
BN —RAICIEHE
M B 12.4(15)T7
12.3T
1230@T$J%®L1124“8®
) — AN I RE55 1 (&
HYFEBA.
12.3TPC |RessME= L
12.3VA  |ffessMER L
12.3XA eSS L
12.3XB  ||fessMERE L
12.3XC  |RMesEMEREL
12.3XD  |ResEMEREL
12.3XE  |RessMEREL
12.3XF  |RMessMER L




123XG Mt L
123X [12.3(7)XI10a ;fézz(gg)?fi ; Za?;:;?
123xJ | BHEEL
123XK | IS L
123XL | BBEHHEEL
123%Q  |MEsMAEL
123XR | BHHEEL
12.3xS  |MEStEA L
123XU Btz L
123XW | BBEHEE L
123XX | BEHHEEL
123XY  |BEsiL
1232 |BHEEL
123YA | BHHEEL
123YD | BBEHHEEL




12.3YF fesstE L

12.3YG fegstEa L

12.3YH eSSt L

12.3Y1 fesstEs L

12.3YJ fesstEs L

12.3YK a5tz L

12.3YM a5t L

12.3YQ fesstEa L

12.3YS | L

12.3YT fegstEa L

12.3YU et L

12.3YX fesstEs L

12.3YZ fesstEs L

12.3ZA a5tz L

Affected First Fixed

12.4- | Release (fEIEEh HRDU—A
Based |E&JADIJJ—R)




Releases

SE 0 12.43)& V) I
D) —AICIXABEES
HAHY),

12.4 4@y y | 124189
— AL RS MEH
WEEA,

12.4JA  |RESEMEAL

124JK  |RESEML

124JL  |RESEMAL

12.4JMA BS54 % L

12.4JMB  |[E55M % L

12.4JMC | RES5M7 L

12.4JX  |HESEMAL

124MD | RES5M7 L

12.4MR |55 7 L

12.4SW | RES5ME7 L

12.4T EEstEA L




12.4XA flessx L
12.4XB fesstEsz L
12.4XC | MeEEsMEEL
12.4XD et L
12.4XE fesstEa L
12.4XF fesstEa L
12.4XG fesstEa L
12.4XJ fesstEs L
12.4XK fless L
12.4XL fesstEsz L
12.4XM et L
12.4XN et L
12.4XP fesstEa L
12.4XQ fesstEa L
12.4XR fesstEa L




12.4XT flesstezz L

124XV | feSEHE L

12.4XW | fESSMEA L

12.4XY et L

12.4XZ fesstEa L

12.4YA fesstEa L
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