et 4@ ®IOS IPSa@®e, talate€s

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2007-

M edi un;FOO?OZlS-iosi ps 0918
¥ @Qa...~é-c@—Y¥ : 2007-02-13 16:00 CVE-2007-
éf@é.f%é,,éﬁéﬁ 1.1 : Fina 0917

CVSS4,14,%34,¢: 4.7
&76€¢¢- : No Workarounds available
Cisco af @4a,° ID : CSCsab3334 CSCsq15598
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Al

av el@

Cisco

|OSA@EQ ®E%4U... ¥& 23%3,-3, 451 5f (IPS)ROVef3,»3ff3f 59«39 303,10 0IOrIHFO®L, 13
JOOE ™Mr'-2! Q& hiQPIQ dr¥i FOEIP,5,559%IO™IE,

« Af«afO3 °afaf3af aE-a€ -3, EA@QYIPAfa,+taffaf 5@ 3€€43,3, afaf@affenccaY»d, 876 3™

« ATOMIC.TCP3 -4 °af&f @af£3, 333, A 3@®xfe | @& c@hreOYefra, aYic" 3€™a, PS4, &,°3f
a@"é,CEé,%oé0®é,,Té%J_rae€§éo«éo_g-©é'CEg—éQ"é>2é0gg—éQCEé0,5,§é@%éQTM§€,Cisco
§0§50_§€0é©2é1/2"5QTM§,<§Q§5®C&§~Q""50«5€0§0"5,055,%050®é,,‘|'é%i%€§50«c2|_%ég_(250m§
3@ 3@ ®3,Caf%05f@a,13,93f°5€ A€ https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20070213-i0sips &€ 83a...~é—3 @3, i@ | 3 @,3 @I Q™AE,

e02aY7" eEYA" @
&, T8Vt ocESaQ ®EQ,8,<£128" @

|PSeOY &f 48, »af faf "€ Er0e%0dS '@ «3 @ 3 QL3 | 5€,3,<2-ja@®Cisco

10Safaf3f13," af 8f~3,naf3 3 @«3€ 3EQ2-C%otdE-aF8,+affaf $76 @ AQ®&,T8%+r€83€ EA™ A
o 12.3T(af @afa, af8af312.3(2)TA€Q12.3(4)Ta€Q3€53,"53€312.3(7)T4,é™a3 & &)
. 124

o 1247
« 12.4XE

|PSEEOY &f V4, »af faf 4@ Eee%odS 59«39 QL30 | 5€,3,2-i39®Cisco
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsa53334
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsg15598
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0918
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0918
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0917
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0917

10Safeafiafna,'af af-a,paffa@«a€ aEQATOMIC.TCPxLE | @& ¢@%aQ«3,"a,a,uafhaf'a, e

. 12.3T(8f @aF%3, 3F85%12.3(2)T3€12.3(4)T5€ 95953, 56°12.3(7)T4,6™Mu3 9 @)

. 12.3XQHE€12.3XRIEH 12.3XSHE9 12.3XWFEH 12.3XXFE€12.3XY

. 12.3YAZ€12.3YDA€912.3YGIEQ12.3YHI€9 12.3YI5€912.3Y)5€612.3YKI€ 12.3YMIED 1
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|OSAf taf € 3,23, 3@ 8IPSeOVYefsa, »affaf d@E45,¢Ca, afta,£fif-39«iQ3QLi@ 59,3, 39 3QO54
ip ips
configur ation3, 3af Z8f38f %od,’ &/2¢" G€p—a @ AP ™€, 3@ 3@ ®3,%af 283 %0a €@ F€Q@IPSE,rafE,"afs

<#root>

router#

show i p i ps configuration

Configured Config Locations: -none-
Last signature default load time: 18:46:5@0 UTC Jan 5 2007
Last signature delta load time: -none-
Last event action (SEAP) load time: -none-
IPS Auto Update is not currently configured
IPS fail closed is disabled
Fastpath ips is enabled
Quick run mode is enabled
Event notification through syslog is enabled
Event notification through SDEE is enabled
Total Active Signatures: 85
Total Inactive Signatures: 61
IPS Rule Configuration

IPS name test
IPS Category CLI is not configured
Interface Configuration

Interface FastEthernetd/0

Inbound IPS rule is test

Outgoing IPS rule is not set

router#

show ip interface FastEthernet0/0

FastEthernet@/@ is up, line protocol is up

5 Sa@®IMIQ/IQ 3€@a,nafa,af1%af5,83,08, FastEthernet0/03€ EIPS3, aY¢¢" " a@™a,<8," 3@ 13
8, TaY/at €88, 49«4, 8985 9,30%39,50"30 GO ECC°2° 9594, EIHYL13"Q

~
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©®3,5,'3,°6£13" Q9 «39539,5Q | € QIO IO B3, Caf%0af 3,13, 0339 ®EV+EY:5,'89—3€'3,
0% °
Cisco 10S Intrusion Prevention System(IPS)5€p a€€Cisco
10S3,%%af-af 3, a,83,Ca@«a, a,«af@affaf af afud, e"»x'fa@®e»xe, a,'da@ efLi@P«3QP™a €I, n
I0S
IPSE,4%:C" 3@™3, 3@ €@ 2,2, PIQPBIQ, 5, Af afOAf3,£5ff3,4,,6C«8®%,4 73 4,AF 3fO4f3,
IPSxeO©VYeflsd »affaf 3@ «3@ a€Q@eniz - i@P®e,13%+2€83QFiQP«39%3,FiQ 5€,5Q%hIG™IE T
Af+af©3, °afiaf3af adE—-af 4 +af faf 6@ :a@®e, Talate€s

4 661 2@ ®IPSE, 3,°3f AfQAFEIQ REe @& COUS, 81" FO—IQUIO™IE, S, 131t 2E55 S, 5,53€
Bug ID CSCsq15598 (cr»&af &Y T8°, ¢ )@« ~e1%oi€ 3, E3@ | 56,50 %3O ™€,

ATOMIC.TCPa@®xfe| @€ ¢@3%ha@«a, a,DoSe,taltae€s

C%ol8RFEQPRAf@affaf af afuud, af afoaf-a,£3ffa, @ EIEQATOMIC.TCPS, -3,°afaf@AafEa,  afa, afe
IPSaftaf€a,na,'3@®3, afOaff3,-4f¥5,'8% 3@ QL 3@ 3O™IQ &f1LeE83QEI€,3,55Q%UIQP™IE, 5¢€
Pro

Traffi)3@ E3@ 3@ ®e,1a%+x€83,af 3F8,~3f UIQP™3, 3 "3Q 3@ EIRYe 1%43i@+3,Fi@ | 3,398
Bug ID CSCsa53334 (c™x»¢@af|afvad, 18°,¢" ) a@p«e  "e%%0d @3, Ed @ | 3@, @%AQ™AE,

8, T&Y/c-ae€84, 18,8, 080+ 4%4 3 ®RO%¢

Cisco 3@83€ a€€Common Vulnerability Scoring
System'l'%ACVSS'l%%oé0«é\?°é®¥§00§€0§0”§0®§,Cé.f%oéf@é,ﬁé,ﬁ]éfaéé§éa—|ae~2§0'é,CEéQ | 3@

Cisco

5983@ aY°x0e-3,'5,°5,C3@ "cO%cSY5,"5,%5,C5, 00 5% 3 Q—3QNIG™IE,IHSARC 2 1Y 103, ES
Y4"Environmental Scorei%%o

3, C®—31°3@ —3I€QIEIE.. IQRIfQASFAf Af af13, 3@ «3QS39'5,,T81+2€83Q®IV2+EY;8°! &,'8°7

Cisco PSIRT

5O IEQIO™MIO'IO  1Q®E £33, 39«3 Q539'5,61 Q393 3EER MR -FEQIP« ERIIHO—3O
CVSS

4@ a€@e,131+xr€83QRETQANTA°)5,a%QPAQ d e ™Mr -afMEf148,'aQ@®3,'3,%3,CeOa%(e-"311@a €

3, -5,14,35€ a€€http://www.cisco.com/web/about/security/intelligence/cvss-
gandas.htmlé@§CVSSéQ«é—CéQTMé,éQQéQ@é»—éO@é“é-Oéo«éég"éQTMé,éQVé,QéQ@FAQé,’aa
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https://sec.cloudapps.cisco.comRPF/register/register.do
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http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html

€© 3€@https://sec.cloudapps.cisco.com/security/center/cvssCal cul ator x5€p 83€<3€...3 @ RASF@Affaf af aflaa,

CSCsg15598(c™x»eE28f lafyaa, 18°,¢" 7): DY I DS: Fragmentation

CSCs155985€ ®¢°ac£3,"a,%5,¢4,'@ " ¢

CVSS aY%ae-3,14,35,¢ - 4.7

& »ee fa.. faEeat

& »agd f&@la»ﬂé0®éuié>150'

[Authentication]

OV &§ To£55€ 3@ ®EV2+EY;

Remote HAH2 5@, 59 @ éf & tcs, éf & t¢
CVSSc@3%¢594,'5,%5,¢ - 3.9

& »a6 fa€+3,E5 3 efhe€s FOC¢ 4@ &f1h3€3 -3 ®IF-af™af« | Report
OV &f /BQ™3 < FBY ) N2

CSCsab334(c™x»eE2af 1afyaa, 1a°,¢" ):buserror i

CSCsa533345€ @¢°a¢ S, 3,35, 65,27 "¢

CVSS &Y %ae-3, 14, %3, ¢i.83.3

& »a&fa.. faEdt

a »a8 fee@@»ﬂ]é@@éﬁié)’éO‘

[Authentication]

aOY & Tae£85 3@ ®EV+EY;

Remote a7 36, 59 @ Q3O — 59°5€
CVSSc3%cS93,'5,%5,¢ - 2.7
o »od fa@pd,ES «a@ efe€s HO¢" 2@ efrraed 4c-a@®af-af™af« Report
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https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?target=new&vector=AV:R/AC:L/Au:NR/C:N/I:N/A:C/B:N/E:F/RL:O/RC:C
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CO8 Ec-aQ%IOVIO 3 PRfIPBIS RIRIQ FEQLLLI"QIORC, 5950 3 FEQIFOIFFAF5f 3
AFaf@afa, AEQ@AS fOaf3 £3ff3 3@ ®acaeIEQCY, IOV, Afif 597 90IEH IO 5D
f—afafa,nafeasa,, a,paf@aruaf eOYé-C 3@ «EELCUa@—ICQAF@Affaf af af1ud, at..a€8a%¢
af@affaf af afwna, at..&f a€@® Cisco

5O@IFIAf@5,05, 159 A+ 6-EQTIOOI,2,1535 3OBOCOFEC-39«5Pn3O, 50 50 € OI0"5003,
Cisco

QOC" & 343;0e¢-€€YA %4 https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedV
amb-20070213-io0sipsi¥4%od,'3€,C..889—3€@ | 3@ Q3@ 3€°39,3€,

af-af©4a  afjaf3af aE-af & +af faf d2@:a@®e, Tavate€s

Bf+Af OB, °&f |Af3af AE-4f" 8 +4f fAf B 26 3OO, 11+ 2ES5 9«3 %IO™E - OF Ec-59 E30,3,550%34

* http://www.cisco.com/en/US/tech/tk648/tk361/technologies white paper09186a00801afc76.shtml#frag

|PAf+af©8, °af iaf38f 5, Bf-8f4f 3, B ™3, 3@ 3€@a €6F 3©®afF—afaf 3 3af«ih HTTPGEQFTPaE@Kerl
Directoryd @3 ©i%%o03 @ «ae,28%+6Y:3,'8@S559%hi@™i@ &f,x€859 36,3, 30Y3,QIEQI9 "5

255 fragments

access-list 100 deny tcp any 10.1.1.0
1.0 255 fragments

access-list 100 deny udp any 10.1.1.

(SIS

.0.0.
.0.0.

ATOMIC.TCPi@®x£fe! & cO%ao«3, d,DoSe, tav%tae€s

10S
|PS3, -8, °&f Aif @ AFEAB®SCA4OES 4,8, 08 «(SDF)3€<3,%0IPS3, 3, °afAf @af£3123.04, 8%0SE™a @™ 3 "2
IPSaftaf€a,08,'5€<3, %03, 8,°af Sf@af£3123.05,8%0SE™ 3 @ —3 %I Q™AE,

<#froot>
router#
configure term na

router(confiqg)#

ip ips signature 3123 delete


/en/US/tech/tk648/tk361/technologies_white_paper09186a00801afc76.shtml#frag

%IPS Signature 3123:@ is marked for deletion
%IPS The signature will be deleted when signatures are reloaded or saved
router(confiqg)#

interface FastEthernet0/0

router(config)#

no ip ips test in

router(confiqg)#
ipips test in
router(confiqg)#

exit

48 aQ®IIIQP8IQP FEQRreEI Q@IP«3, 3,°afAfQAFLARSCHOESF,id,naf«3 €<, %08, 3,°afaf @ ASFE.

8 -8 °af Af @af£31233€@E3,¢a, afta £af-3€« Q0@ Ta@<a, ' cC°°QIQP™3, <3 @«3@ d€Qshow
ip ips signatur ed, 3af Zaf3af %od,” &2:¢" " a@—a @A @ ™aE,

<#root>

router#

show i p ips signatures | include 3123

3123:0 N A MED 0 0 0 100 30 FA N S46

3 56" a@ ®3,35f73F38F%031°85>3 9 85€ 3€93123.039PIUEIQPONGQ €93, 3,°3fAf QLI Ee A
ipips
signatur e, 3af Zaf33f %3, & @a®Ye|EI@™3,«<3@ I€Qx-i3Q®3, 3@ TI@«| (°5€+3, E3QAUIY™AE,

<#root>

router#

show i p ips signatures | include 3123

3123:0 N* A MED 0 ) o 100 30 FA N S46

5, 56" 5@®3,335231358f%081°85>3 @83 @ 3€€3123.039®AUTIQON* 3@ 3€3,3,°afaf@affa@EL ¢
ip ipssignatureé,3&]‘2&)‘3&/‘%0&0@5}i°é§>é@«ae—|;50@5,“50%0«@3;"gn°€10-é,0550%50mé€,

<#root>



router#
show i p ips signatures | include 3123

router#

593 ®e,18%+2€85€ G€QATOMIC.TCPE, 35, 35 @@efe ! @8] cO%rOYefa, a%ic" 4@™a
IPSaftaf€pa,na,'3€«a,«a,"a,;3f 5,-3,°af Af @ AFFAQ T 135 5€+3, 3@ | 59,3, 30 3€QH 769 -5
a @=L "a@éa,2afaf " a,,a,8a,¢

8 CAf fAf—& °Bf ~Af Vi %03, oo 759 ™3 <& "3 3€ 3€ http://www.cisco.com/go/psirt
56 " SHECYEIO®F, C5f%03f93,55,95F5,39.,C.. 550—30 | 50396 FIO®EEEL SN 2>PFO 3@
3,%3F°3F¥ 4515, 3f85F%8, 0 QIO—i0 50 VIQ §6°39,3€,

59,3933, FiQ®S 8€73,3€93,Caffaf—3,°3F a3 %03 @ ™3 ,«eOYa™ 3@ «3 Q@3 TIPaf;afCaf5¢
Technical Assistance

Centeria TACi %03 @ %43 QY@ ¥, 3, cLued, "3€839,3,afaPaf1af555%3,"
3f—afaf@a,nafE€af1hi«3953: 930,30 36>30 03 3630 ,3€,

Cisco 10S & Y44f+4f 4, 5, §5, ¢ ®&; 1% 3 2% %o3 @ @39, | E5 @ «5 @ FEQFEF S,
3F°55-3,05P50 59935, EIQ«3 %d;RIO™I GF—3fOAFFAF f5,0af Ef 3QUIOVIO L1 @IOC
3F 553,055 «e, 18Vt €55 @ TI9, 3, 39 50 369 5;O2L, 49«5 rwed 9IORIFIF A, TV
1

5.@eLe 3@ AF A3, 5€QT%59 10 @3, Ei925, 10 Ox Q@i 2—Yi@ EIEEIFf af«AF%
1

5,@xfr, 30331 5F%3,'5,°5,53 9156, V%03 33,053 @ «3 9«3 Q3,3 AFPAFEM%, 3@ EC 1S
SFOAFMEf«a»¥E Sih%o3€p«d, Caffaf—a,°af-af1haf%o3@—3@ | 3O™3, ;.. QIO T5€,5,550%5O™3

SEEALGS 8f A %oAEQ 3O 53, 5 FETAFiaFaF1af55FE, 56939 39,501 27 59RRO 5P «FHnS:

Afi4, AfEAfYa Afeafoafya,L 4 @afem 5 aFaF 8

€03y, a@™a,« 12.3

. e Eay = 1x o llafeaf*af«af%o
aFvafa,'a@e®afrrarafas,’
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