888 ™A@ «C °A-¥a@a,EAQYIPS,*aFf—3a,-af8aFa

&, ¢af%oaf € a,na, flaFraFlD : cisco-sa CVE-2007-
20070124-crafted-ip-option 0480

& @a...~é-«ae—Y¥ : 2007-01-24 16:00

if @afa, afsasf 2.0 : Fina

CVSS4,%4,%, ¢ @ 10.0

&76€¢¢- : No Workarounds available

Cisco af @a,° ID : CSCec71950
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XR3,3f-35°4,! 5,83,¢5,'4®Ye|E5@—3€ | 5€,3,Ciscoaf«af1ha,;4€53," 33,3, naffaf @36 €@ afa]
of

Service(DoS)e"»a'fa@«d %HhaP—a |8, T3%+39%3 36 3@ F36,3,550%IO™IE,59"3P®, T8t S
Control Message Protocol(ICMP)afa,taffaf"a€€@Protocol Independent Multicast version
2(PIMv2)afa,raffaf a€e@Pragmatic General
Multicast(PGM)af'a,+affaf 3€ @3 @43 @Ya@ afa,+affaf a@®IPASf affaf€af 143 «CY%0'a®3IH®A-8S !
Rendezvous

Directory(URD)3f'a,+affaf 3,81 ! c@1a@—3@VaUTIQ«3, Q2L OC" " 3€+3,E3,« 3@ &fr0€85Q Fa¢

541500550 FEQLOMBY IO™MI, GOSIBCRE " FOGEPIOTODE, TVt 2EEIP A Ui IO ™S,
50" 5Q®8, 11t RETIO B UIO—3O | 5O 5€9811EY:3, COFEIO™E, 3OVE, QIOD37E 9 -3 E
5O"5O®, 13%t2E55@ at...6F af13, 155 5O5C™M ! G5, EIOUIO—FOVAE,

5059 ®3,Caf%oif 3,13, 1559 3€&

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-craf ted-
ip-option 4@ 83...~é—3@+3, 3@ | 3@, @AY ™AE,

SOV SEVA" €
e, TdYe€85@®aQ,a,<e£%23" @

§93QRI QT3 a€@Cisco [0S39@%3©Y3€ Cisco I0S
XR&,%2af-af"a, | 5,83,¢3,'3@Ye;E3@—3€@Internet Protocol version
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59 "3Q®e,Ta1+2€85Q F€QIfQaf1E, 3859 XxG€Q10.x3€Q11.xF€EQI55,"5€°12.x3,' 49 «3,€5¢
10S3,%af-af"a,]3,83,Ca@RIQ™IQ'3@ | d@Bred;®eLifQafha, af8afPa@«3"ace dQ@—3@3hié€

Q" "3a@®e,Ta%+r€83Q €Qaf@afa, afsaf2.0.X3€€3.0.Xa€@3.2.X3,'3¢«3,€3€€Cisco
IOS
XR&,%af+af"4,|5,83,C3QRIQP™IQ'3@ | 3@®r?d, ®rLif@afhd, af8aa€«3"de 3@ —39%hI@

QP B®E;Pefe, 33,1533 3,15,85,(5Q B 3@« "e1%03Q+3,EIQ | 5,3, Af@af3, 3F8AS
10S393%3€Y3€ Cisco IOS
XRIQPRIQO™IQP'3€  3QRIfQaf143, Af85f 3@ FIEQIQ"3Q®E,13%+rE839B®E1+EY,5, 89 —3 @'

Cisco

SEVR QIQEC AT QIO —3@ | 50,3, 1:3F55°3,15,85,C5,CCOPQIO™MI AQ«IQ IEQAFLAF QI NS,
version 3 3af Z8f38f %08, c ™o EA@—a€ | 4,-3,"af taf

é.f@éﬁé.f%é,’éi"gn°éé—éé%éQTMé€,Cisco I0S §,%af-af"3,!4,83,¢a€ a€EInternetwork
Operating System
Softwareé€0é0%§QVéQ_éO"éé«é€CEIOSé€OéQ"éi"gn°éé'é,CEéé%éQ""é€,éi°é§>é@®ae—-ié<
I0S XRa,%af+af"a,!a,83,ca€ a€@a€ECisco I0S XR

Softwared€@i@ 3@ —3@ |3 Y39 3, EI€QIQQIQPRIUTIQ«IEEVersiond€@i@  af@afua,,
Cisco aftaf@3,n3,'3€«3€ show version

8, 38f 78f%8f %o FA 939,39 € P °595,<81°853 9 T "5+3, E5QUIQ™IE,

2 ja@P®axua@ a€@Cisco
10Safafeaf1sa,"12.2(14)S1 65,’é®Véi(Eé®—é€0§,ﬁéf3é,1éfﬁf%éf«é@-é,CEéO | 3€,a,<a,nafiaf%a, a
IS-Ma@83€,3,<3,-3,'3,°£13"€43,(1°aQ@—3@ | 3,3 @HAQ™AE,

Cisco Internetwork Operating System Software
I0S (tm) 7200 Software (C7200-IS-M), Version 12.2(14)S16, RELEASE SOFTWARE (fcl)

Afoafoafy.8, 1A &f -4 pAfAf O&f MAf <A@ AE€E12.256 Q5953 O™AE,

AP B®E%IQ AEQI0SAFararsd, 12.3(7)T123,a®Ye|E3@—a€@a,nafaf143, 3@ @3 EC7200-
IK9S-Ma@®e£13"€4a,cr°3@—a@ | 3@, QIS ™AE,

Cisco IO0S Software, 7200 Software (C7200-IK9S-M), Version 12.3(7)T12, RELEASE SOFTWARE (fcl)



Cisco
IOSéfQéf_é,éf%é0®é©3g’°€10«50n50,,50 ' 3¢ a€@http://www.cisco.com/web/about/security/intelligen
ref.ntmld’ 4€,C..80 9 —3@ | Q@ QIQ 393 ,3€,

Cisco 10S

XRE,Voaf+3f"5, 15,85 ¢4@ G€@afia,nd, afa,«afhaf@af«af™asaa,'a@®a tae £3,23f33f-afhasfta,£af>
105S3,%af+afa,! 5,83,¢af3,jafYaf 3@ ®af;affaf@afua@83€@™a€,Cisco I0S XRi€@ 3€€Cisco
Carrier Routing System 1(CRS-1)3€53,"3€3Cisco XR

120003, -af*af1a,caf«af1had,; 3 @83 @RI ac 812003 @ —3 @ HAQ™AE,

Cisco 10S
XRAQPB®EO3C 3 @«IPri,i@ | 3€ €@ http://www.cisco.com/en/US/products/ps5845/index.html3,’ &€, ¢

2 ja@PRaa€@ a€@Cisco I0S
XR3f25f255143,'3.3.03,'8@YeiF3@—3€ '3€,3,4,°3,'3,°e£103"@4,'cC%0'a®S3 Q™3 <show
ver Siona, 3af 233 %@ ®31°853@®3 £6f 3, (05O —3@ | 50,5 QUIO™IE,

<#root>

RP/@/RP@/CPUQ: router#

show ver si on

Cisco I0OS XR Software, Version 3.3.0
Copyright (c) 2006 by cisco Systems, Inc.
ROM: System Bootstrap, Version 1.32(20050525:193559) [CRS-1 ROMMON]

&, Tal/coc€8a,' 49 «8,"8 9839, 80°80,30"59 "aQE(C°° QI Y 4, EGQVRELI"§

Cisco 10S 4€053,"3€° Cisco I0S XR 3,%3f-3f°4,!4,85,(5@®C %dc3Q—3@ | 36,5036,
Cisco 20OYa™ 3@ a%-+éY;3,/'8€©—3€'39%3€>3,"3€,Cat0s
5,1,3f+3f°3,13,85,C3@ 39"3QRIQEFIQOB®I1EY,;5,'3Q—3Q'5Q%I3,"5€,
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~ a~ ~ ~

o ICMPiVaSckf...at&l@xt,i%"a,:d,2af—151%%0

* ICMP:Address Mask Request(Type 17)

o PIMv2:IPaf—&f&f 4,38 «103

- PGM:IPaf—&f&f 4 %5f «113

- URD:TCP4f@3af%af 465
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 Cisco IOS XRa@®Cisco Bug ID CSCeh52410(c™»&2af 1afaa, 1a°,¢"")

Cisco 10S
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Cisco IOS XR
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12000503, 235%3, «&8f 1435 %0a € EAF5faf 143 %05 €3, EFE Q39 @@ PAfZaf%af%0a @%@ VI AFO3,

an

| CM PAfiaf &, »afv4, & ¢4 08f—¢ "a@«e” aRsd@+a,EaQ@Yafiaf€ea,xa,’

ICM P&, ¢4, 08f—8

af 1af+3 Oaf«4f 49 83€ F€QIO™I9 '3 | 3@ ®Cisco I0Safaflha, 3f8a3a€53,"3€>Cisco I10S
XRaf@aflhd, 3F8aF°3, A@Ye|Ea@™a,Aftaf@5,05,'3@ AEQICMPE, "3,3af e @ae+,ilh 5, :8,03f—8i%%o0
ICM P4, ¢4, 08f—13

af 1af3 Oaf«4f 483 €@ I€QIO™IQ'3@ | 3€9®Cisco

10Saf@afa, 3f8a5°5, ' a®Ye|Ea@™3,aftaf€a,03,'3€@ ICMPE,¢8,0af &,"3,03F°8f—i14"4,¢8,08F—1311%4%
af taf+3 Oaf«4f 5983@ 3€QIO™39'3€ | 39 ®Cisco I0S

XRaf@aflhd, 3F8a5°3, A®Ye|Ea@™a, Aftaf@a,05,'3@ ICMPA ¢4, naf &,3,;33aF—i14°4,¢ 8,0 af—131%%o.
ICM P4, ¢4, 08f—15

CSCdz504245@ ®A°74.. ¥a€p«a, 5,55€ @ aftaf+5,03f«5f 59839 3€@af«afha,:a€ ICMPxf..4 +&! @a
I0S3€®afaf5f143, 49 «3€ 3€@12.33€@12.3TA€ 12.45€9 12.4TIE QY™ QIO ®12.0SFEQE»¥é
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running-configd, 3af Z8f3af %08’ c™%%| Ea@™3,«3@ "&| (r°a @33 Q@@ ™aE,

<#root>
router#
show runni ng-config | include information-reply

ip information-reply

5QNIQPYIQ

<#root>

router#

show runni ng-config

interface FastEthernet@/0
ip address 192.0.2.1 255.255.255.0
ip information-reply

&f 14f+3 O&f «Af 3053 @ F€QI-IOPIO™i9'3€ ' 5€®Cisco
IOSéf@éf%é,ﬁﬁéf3§,’é®VéiCEéQ—éQ ' 3@,3,<aft3f€a,03,'a€@ A€QICMPxS...a +t&! @a4,i1%"4,:3,03]
information-replyd@ affaf@a,na,'a@®e ARSI @«3@ €| ¢u°a@-3,EaQPiea,"3€,

8ft8f+8,08f «Af 3@ 83 €QPIQP™3i®'a@ | 3@®Cisco I0S

XRaf@aflha, 3f8af’a, a@Ye|E3@™a,aftaf@ad,na, 3@ IEQICMP=S...d +&! @aet,i%"3,:8,03f—151%%02
|CM P4, ¢4, 08f—17

Cisco

|OSaf @af%a, af83f10.0a»¥é™M @383 €@ a€@aftaf-3,0af«af a@8aftaf@a,na,'a€@ ICMP3E,Caf%o0af-
mask-

replyd@Ee " a®35@ 3, Ea @i @™i€,49"3, i@ F€Q@r-jd@PRINMAQP«r°IHO™E, 3@ Ta@«show
running-configd, 3af Zaf3af %08, ¢™% Ea@ ™3 «a@ €| ¢1°d @33 @ @A PAIO™E,

<#root>

router#

show runni ng-config | include nmask-reply

ip mask-reply



5Q%IPYie

<#root>

router#

show runni ng-config

interface FastEthernet/0
ip address 192.0.2.1 255.255.255.0
ip mask-reply

Aftaf+8,Oaf «Af 5@ 83€@ €QPIO™3iO'3@ | 3@®Cisco I0S

XRaf@aflha, 3f8af3a, a®Ye|E3@™a,aftaf@a,nd, 3@ IEQICMPE, Caf%0af-3,"5f73,"a, ¢ | @aes,i14"3,¢2
mask-

replyd@Ee " a®35@ 3, Ed @i @9™i€, 493, Ei@ F€Q@r-jd@RINMIQP«r°IHO™S, 3@ Ta@«show
running-configé, 3af zaf3af %.a,’ ¢™°e| Ea@ ™3 <3 @ "] ¢°3 @83 QP @A QNP ™IE,

<#root>
RP/@/RP@/CPUQ: router#
show runni ng-config | include mask-reply

Building configuration...
ipv4 mask-reply

GQNIQPYIQ

<#root>
RP/@/RPO/CPUQ: xouter#
show runni ng-config

interface P0S0/1/3/0
ipv4 address 192.0.2.1 255.255.255.252
ipv4 mask-reply

Protocol Independent Multicast Version
2(PIMV2)¢" "a@«e” a®3a 93, EdQYaFftafea,na,’

CiscoIOS



PIMv23f'3, +af faf "5, atlc@ta@™a,«3,"a@Ta@«e AR5 3, E3Q | 39,3,<Cisco

10S3,4®VYe|Fi@—3@ | 3€,3,<af«afa, 39«39 3€Qip

PiMa€ 8383343, naf3a,; 3f1435+3,858,03,8 "A@3e-13Q F3€,3,530%IO™I€,59"5,EIQ I€Q2-34¢
running-configd, 3af Zaf3af %08’ c™%|(Ea@™a,«3 @ €| (r°a @33 QPP ™aE,

<#root>

router#

show runni ng-config | include ip pim

ip pim sparse-mode

5QNIPYIQ

<#root>

router#

show runni ng-config

interface FastEthernet/0
ip address 192.0.2.1 255.255.255.0
ip pim sparse-dense-mode

2 a@P®a¥AQ«Cr°aQP™a," 3@ Ta@«aE@show ip pim
interfaced, 3af Zaf3af %od,’ dv2cC" @ —a € | A€ @ af«af%a,;a@EPIMV2afa,+affaf"a,'at | c@1a@™a 3, a1

<#root>

router#

show ip piminterface

Address Interface Ver/ Nbx Query DR DR

Mode Count  Intvl Prior
192.0.2.1 FastEthernet@/0 v1/S ) 30 1 0.0.0.0
192.168.1.1 FastEthernetl/0 v2/SD @ 30 1 0.0.0.0

PIMv23,’ &RY & E3@—3@ | 39,3,<3,73F3,;af%af+3,85,13,"3@83€ a€@[Ver/Mode]
F—8@Q«I€EV2/3€ Qi@ & (r°a@ 3, EdQ%IO™IE,PIMIOEe AR®35Q+3,E3 €@ | 3€,30%°30,3,03F8,

PIMv25@ 3faf5,03f«3f 3@ ®PIMASf@af 143, 3535859 ™5€ PIMV] 4faffa,»3F %3, 5@ ®5€¢3,81 ¢



PIMa@®e03¢ 3 @«i@ri®,i@ | € d€@http://www.cisco.com/en/US/docs/ios xr_sw/iosxr_r3.3/multicast/c

Cisco IOSXR

show pim

interfaced, 3af 28f3af %08, &/:C" a@p™a «d@ A€ QPR a QB3I Q«c°dQO™3,"d @ Ta@«a€@Cisco

I0S

XR3,'4®@Ye|Fi@—3€@  5€,3,af«3f1%43,; 39 EPIMV2af3,+3ffaf a,dt | c@TaO™a,<3, 3@ 13«2 d®33€

<#root>

RP/0/@/CPUQ:xoutexr#

show piminterface

Address Interface PIM Nbr Hello DR DR
Count Intvl Prior

192.168.1.1 Loopback®o on 1 30 1 this system
192.168.2.1 MgmtEth@/0/CPUG/® off @ 30 1 not elected
192.168.3.1 Loopbackl on 1 30 1 this system
192.168.4.1 Loopback3 on 1 30 1 this system
192.168.5.1 P0S0/4/0/0 on 1 30 1 this system
192.0.2.1 P0S0/4/0/1 on 1 30 1 this system

PIMv24,’ 40V & CA@— 3 | 59,5,<3,03F8,;5F455+3,55,03,'59 F€QPIME—E2Q® G «0nd@ 8] 56

Cisco IOS XR3€ PIMv13,'a,paf@afihaf d@—ai€@ | 8€,3 @33 €>3,"3€,Cisco I0S
XRIQ83€ F€QPIMIO 3ftif+3,0af«3f 3@ 82x%0dS 3@« QLIS | 0€©,d0%3€>3,"aE,

Cisco 10S
XR3@83@B®PIMAQ®EO’ ¢ 3@ «i@Pri®,i® | 3@ €@ http://www.cisco.com/en/US/docs/ios Xr_Sw/iosxr_r

Pragmatic General Multicast(PGM)¢" 4@ «é " a®3a @3, EFa@Yaftafea,na,’

PGMAaf' 8 +4f faf 4, atlc@ta@™a,3," 3@ Ta@«e aR33@ 3, 3@ | 3€,3,<af«af1ha, ;3 @«3@ €@, nafa
pgm

router 3@ Ee ARG @3, Ei@ | 89,3 QNIQ™IE,59"3, i@ F€QPr-|dQPRINMAQrIHO™E, 3@ TaQ<
running-configd, 3af Zaf3af%.a,’ ¢™%|(Ea@ ™3 «a@ & (1°d @83 Q@A QIO ™AE,

<#root>

router#

show runni ng-config | include ip pgm

ip pgm router


http://www.cisco.com/en/US/docs/ios_xr_sw/iosxr_r3.3/multicast/configuration/guide/mc33mcst.html
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5Q%IPYie

<#root>

router#

show runni ng-config

interface FastEthernetl/0

ip address 192.0.2.1 255.255.255.0
ip pim sparse-dense-mode

ip pgm router

5QNIQPVIQ

<#root>

router#

show runni ng-config

interface FastEthernetl/0
ip address 192.@.2.1 255.255.255.0
ip pgm router

PGM&@ e a®33@ 3, i@ | 39,393 €,3f«af%3 ;3@ 3€QPGME, 3, 3,'af—afa,naf a@«3 ha@—:2

PGMa@®e©3*¢ i@ «3@ni@,i@ 5@ a€@http://www.cisco.com/en/US/docs/ios/ipmulti/configuration/guide

Cisco 10S
XRa@ PGM3, s, paf@afhaf a@—a@ | é@,,é@aé0,,5QVé,Qéé‘QéQ“éQ@é"Té%J_rae€§§,’é,éae£é“©g""
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URDAf 8 +af faf 4, &tlc@T3@™3a,<3, 3@ 139« d®33€ 3, E3@Yaf«af1ha,; 3@ «3€@ 3€@3,n33,; a1
urda€%3€Y3€ ip urd
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<#root>

router#
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show runni ng-config | include ip urd

ip urxd

ONIOYIO

<#root>

router#

show runni ng-config | include ip urd

ip urd proxy

ONIOYIO

<#root>

router#

show runni ng-config

interface FastEthernetl/0

ip address 192.0.2.1 255.255.255.0
ip pim sparse-mode

ip urd

5QNIQPYIQ

<#root>

router#

show runni ng-config

interface FastEthernetl/0
ip address 192.0.2.1 255.255.255.0
ip pim sparse-dense-mode
ip urd proxy

59NIQPYIQ

<#root>



router#

show runni ng-config

interface FastEthernetl/0
ip address 192.0.2.1 255.255.255.0
ip urd

URD&@ Ee " §®339+3, 5@ | 50,30°5€, 37«33, 3€QURDIO®R, (" 39«3 %iO—3 ' &,14%

URD&@®e0’¢ °a@«a@rie,ie 3@ a€@http://www.cisco.com/en/US/docs/ios/12 2/ip/configuration/quide
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Af AfOAfE, AffAf 4, ¢4, & »A, 18, 34f38f Af Af VAf «afe8, 18f (ACL)

& 3@ ®3,:3,naf—3@B®Af afOaf-a,£affa, a,/af-afaffa, a€@™a,«a,0afa,;af%afa,83,23,"ACLE,'e " a®3a

8,8, %8fY4(ping) CM P8, ¢4, o8f—8

8, ¢A naf 814 caf*af—ICMP4, ¢4 naf—13
af...axel@aet,ICMPa,;3,7af—15

a, ¢af%oaf-4,1afza, 14, e+, ICMPa,;a,raf—17
Protocol Independent Multicast(PIM)IPaf—afaf a,3af«103
Pragmatic General Multicast(PGM)IPaf—afaf a,3af«113
URL Rendezvous Directory(URD)TCPaf @af'saf 465

A O A

Internet Control Message Protocol V2’| CM Piva» &, ndf33, (Afv.af @affaf a fasiafiaffa, »asva, af—af-

33,355 «%%0a€ a€@Transmission Control Protocol/Internet

Protocoli¥a"TCP/IPi» a1 @ € @a a3 af—afasf a,2af«/a,nafa,  afhaf@affaf af—afaf a,2af«iv%%oaf—
pingé,’éVzgg”"éQTMé,<Windowsé@@tracerouteé@ﬁ@@é@@é"°ae—éf—-éf0§f%éf“é@«éVziéYgé,’é,Zéé

af taf @4a,13,'3@ EPIMAEQPGMI€ Q9% QPY3@ URDE, a1 cOTaQO™E,<3, 3@ 139« a®359 -3, T4
5@"3,E3, %03 @®aSf3,+affaf @ ®EE€QPA; (... fIPE,Caf%0af-3,'a@ ¢°ja@ a@«3,"af—af1haf3,£3%3,°5€

& AQRACLIQ d€@x"»x'faf afOafa,£affa, &, af-afaffa, a@™a,3, 4@ Ta@«C%0'a"Ya@«e e "4

access-list 150 deny icmp any any echo

access-list 150 deny icmp any any information-request
access-list 150 deny icmp any any timestamp-request
access-list 150 deny icmp any any mask-request
access-list 150 deny tcp any any eq 465

access-list 150 deny 103 any any

access-list 150 deny 113 any any

access-list 150 permit ip any any

interface serial 2/0
ip access-group 150 in

49"3,(E3, %03 Q@B®ACLr-18@ F€QACLIOESE ARSEH 4, ESQ |3€,8,<8f«af%d, 3@ Q@ IQBfEIY

enja@®Cisco I0S XR
ACLG@ d€@x"»x'faf afOaf-a,£affa, a,/af-afaffa, a@™a,«3,"a@Ta@«c%0'a"¥a@«e ¢ 393, E5@

ipv4 access-list ios-xr-transit-acl

10 deny icmp any any echo

20 deny icmp any any information-request
30 deny icmp any any timestamp-request
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4@ deny icmp any any mask-request
50 deny tcp any any eq 465

60 deny 103 any any

70 deny 113 any any

80 permit ip any any

interface POS @/2/@/
ipv4 access-group ios-xr-transit-acl ingress

Cisco |0S
XRa@83@®3,C3, 4,»3,'df3,'af d@®e ARSI Q«IQPri@, 3@ | 3@ F€@http://www.cisco.com/en/US/docy

8, 0Af3AfAfOF, 1Af AfO8, Af@AFE ACL

Af @Aaffaf af afid, 3, C8»aca@™a,Af afOAaf5,£affa, 4, /af-afaffa, 3@™3,GQB®IQ AUELIE..59«E@
3ftaf@a,03,'59«C€93,%03, 3@ | 3@ 30°5,%3953€,3f 3fO5f-3,£5ff3, 5,2 8 ¥a@—3€QAfQaffs
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3f—3fO3,”aft5,£3,'5€ "Ef5€ 4,%03, E3Q | 553,53 93O "3 "5Q3IQB®%0'dR3IQ®, Ta €83
3,»3,4f¥3f 415, £3 3@ ®é2®Y(3,5€%3»"3S 20Yef1iQ 39 —3@ | eEfe.. ®IQ9™E, 4.0 | QIOCE
ACL 3@ ®5%E@ 3€93,naf5f-3f03,af 403, 3f@afE IP &,¢5f%0af-3,'¢ ,&2%8T..3€® IP
3,C8f%03f-3,'5, 2 EQIQPIQ™IO'3Q | AQ®If1af 95,135,548, Q- FO™E, GOV, QFO .. 93, ™IP ]
€8, 78,78, 3f°3,'3f 5O @A €6f 3O AO—3O | 9«3, 95,3;..8 | QIO EI,5,55OUIQ™AE,

QAn

CiscoIOS

access-list 150 deny icmp any INFRASTRUCTURE_ADDRESSES echo

access-list 150 deny  icmp any INFRASTRUCTURE_ADDRESSES information-request
access-list 150 deny icmp any INFRASTRUCTURE_ADDRESSES timestamp-request
access-1list 150 deny icmp any INFRASTRUCTURE_ADDRESSES mask-request
access-1list 150 deny  tcp any INFRASTRUCTURE_ADDRESSES eq 465

access-1list 150 deny 103 any INFRASTRUCTURE_ADDRESSES

access-1list 150 deny 113 any INFRASTRUCTURE_ADDRESSES

access-list 150 permit ip any any

interface serial 2/0
ip access-group 150 in

Cisco IOSXR

ipv4 access-list ios-xr-infrastructure-acl

10 deny icmp any INFRASTRUCTURE_ADDRESSES echo

20 deny icmp any INFRASTRUCTURE_ADDRESSES information-request
30 deny icmp any INFRASTRUCTURE_ADDRESSES timestamp-request
40 deny  icmp any INFRASTRUCTURE_ADDRESSES mask-request

50 deny  tcp any INFRASTRUCTURE_ADDRESSES eq 465
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60 deny 103 any INFRASTRUCTURE_ADDRESSES
70 deny 113 any INFRASTRUCTURE_ADDRESSES
80 permit ip any any

interface POS 0/2/@/2
ipv4 access-group ios-xr-infrastructure-acl ingress

Af>af & oaf af SAfvaaf  Afy-aEZProtecting Y our Core: Infrastructure Protection Access Control
Lits3@ 3@ 83@ a€@a,0afaf-af03,'af af0a, af@afEa; €¢-3,¢a, 3,»3,'3f3,"af 3@ ®3&,-8,23f%03fO:
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a@—3azj ACL

& taeEAf—Af OAf fAf a3 OAfVAf 50536 3€€Cisco

10S3,%.af+af"a, 4,83, Caf@afua, af8af12.0(21)S2(12000(GSR)¢" " )a€€12.0(24)Si%4"7500¢" " 174 %03€ €3 ¢
ACL 3@ a€@af«afhaf”

3f—3f3,»a5F3,u3@ Ere%od®> 323 afOaf3,£3ff3, 3@ ®a12+6Y:3, 4@ —3€'3,« 3% QI QP «IEQI Q)
12000, 7500, 10720 583€ €369 Zaf af0af3,£3ff3, 3€ Receive ACL

39«3, 3,3%+6Y;3,89—39'39%3>3,"3€,59"3QPIQPYI, QICQI»¥5 FO® ACL
5O®IUEOEO5I0. 50 4B, IP 4 Caf%oaf-3, "any"

dQEC" 3€,3,%03,E3Q | 3, 3€@Taf«af14a,; 3@ ®CUOCPT39,5,<39,3€9 a»®xf IP

3,¢af%0af-3,'a Q@RI ;3@ EI@,C..309 3, EIQNIO™IE€ 39 —a;ACLIQ af@affaf af afa, a,»a,af

af>af & oaf af SafvLaf  afv-&€ZGSR: Receive Access Control
ListsiVs GSRiV.8€—4a;ia,¢a, a,»3,"3,3af*af afaflhaf«afia, af 1% a€@a@ a€@aftafea na,'a@ i@ ®c

& 3QP®IG—3a/iafa,'ACLAQ €@ %' 3@« Q"3 @®x"»x'faf afOaf5,£3ffa, 3, /af-afaffa, a@™a,3,

access-list 101 deny icmp any any echo

access-list 101 deny icmp any any information-request
access-list 101 deny icmp any any timestamp-request
access-list 101 deny icmp any any mask-request
access-list 101 deny tcp any any eq 465

access-list 101 deny 103 any any

access-list 101 deny 113 any any

access-list 101 permit ip any any

|

ip receive access-1list 101

8, 3Af3Af AfAfYAf« Af—Af-AfVAfs Af @afa, a58,°
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IP
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access-list 100 permit icmp any any echo
access-list 100 permit icmp any any information-request
access-list 100 permit icmp any any timestamp-request
access-list 100 permit icmp any any mask-request
access-list 100 permit tcp any any eq 465
access-list 100 permit 103 any any
access-list 100 permit 113 any any
access-list 100 deny ip any any

!
class-map match-all drop-options-class

match access-group 100

!

!
policy-map drop-options-policy

class drop-options-class

drop

!
control-plane

service-policy input drop-options-policy

Cisco 10S & &f -4, 0afe 12.0S3€ 12.255€ 936 53,593 12.25X
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policy-map drop-options-policy
class drop-options-class
police 32000 1500 1500 conform-action drop exceed-action drop
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ip access-list extended drop-affected-options
permit icmp any any echo option any-options
permit icmp any any information-request option any-options
permit icmp any any timestamp-request option any-options
permit icmp any any mask-request option any-options
permit pim any any option any-options
permit 113 any any option any-options
permit tcp any any eq 465 option any-options
deny ip any any
!
class-map match-all drop-options-class
match access-group name drop-affected-options
!
!
policy-map drop-opt-policy
class drop-options-class
drop
!
control-plane
service-policy input drop-opt-policy
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|OSaf"&af -8, naf3a@83€ a€@af@afa, afnafzaffaf—a@P®x8xe-13QEC°aQ3«3Q"3@" Q«x ">, €

policy-map drop-opt-policy
class drop-options-class
police 32000 1500 1500 conform-action drop exceed-action drop
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