| PVBAf«AfYAftA EAf3E, °Af Af fAfEAfV/A@®R, TaVata

a,¢af%.af @a,na, flaFraFvalD : cisco-sa
20070124-10S-1Pv6

& @a...~né-«ae—Y¥ : 2007-01-24 00:00

if @afa, afsasf 1.2 Fina

&Z76€¢¢- : No Workarounds available
Ciscoaf€ea,°ID:

Yoo 73 «d, d,<ef...4 1a@ A€Pete 739 «a, a,«aZYR-13QPREGZA...~a2 a4
Al

&, €@

C%o'& Y@ «a-83 | ™MAQ«( °a ¥a@+ 3, EZQVYIPVE Type

Oaf«aflaafta, £afa, caf affafeafna,’at| c@ta@™a 3@ a€@Cisco

10S3,%af-3f°4,! 5,85,¢3,/4@Ye|F3Q@—3€ | 3€,3,aftaf@3,n3,'3@E3, 3fOISff3, af¥a@™3, 3@ eflrae!

Type 2 Routingaf affaf€af43@«3€ a%2+6Y; 39 —3@%3€>3,"3€,Cisco

10S3983€ 3€QIPV6I@ aftafd,05f«af 3€8200%0dS 3«3 P IOLIQ | 0€,39%3e»a,"3E,

8,815,359 83@ 3€QLO N "3O™E,AQSABRCRE (" 1P «ICPIO"IO®L, T8Vt €8« A IG™S,

5O IQP®e,Ta%+2€83@«d %IQ—IQ | 3@ F€QI+EY:F 'COFEIQO™IEQOYVE, QIQPRI Q-39
I0S3@®af@af1hd, 38336 «3, 3@ L3 | ¢°39%5,55©%IQ™AE,

5O "3Q®e,T81+2€55@ I€QPr ] QIQP«IOPSI®CRE T3, %0d 135593, EFEQIQ"3O®E, Tali+a

3@ 3@ ®3,Ca3f%05f@a,13,93f°3€ A€ https.//sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20070124-10S-1Pv6 5€83...76-3 @+ 3,Fi@ | 5@ .3 @%@ ™EE,

€023l e£8" €@

Cisco

0S5, 8RY &|(Fa@ —3€ 93~ 3939 €3 '3, 13939 D303, ;3f14af+3,83,03, 3@ SIPV63 @ Ee02%03S
e TaVaaE83@®a@,a,<e£%-3" @
Cisco
ey @AQ8C UAfQPIO—3@ | 3€,3,<8,23f3f"3,]3,83,03,'¢C°°QAQP™MA A Q3@ IEQ@Affafea,ra,
version & 3afZaf38f %o0d,’ ¢ ™o EA@—a€ | 4,-3,"af taf
éf@éﬁéf%é,’éi"gn°éé—éé%éQTMé€,Cisco I10S §,%.af-af"3a,)5,83,¢a€ a€EInternetwork


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-IOS-IPv6
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-IOS-IPv6
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-IOS-IPv6

Operating System

Software3€ @39 %iQPYi® 4@ 3@ «IEEIOSIEQPIO & (°5@ 3, EFQPHIQ™IE IF°ESH3QB®r(d
Cisco aftaf@3,n3,'3€«3€ show version

8,%8f 285 %08 FI Q°5 @, 3 QA€ P C°3925,:31°853 9 e "59+3, EG QNI ™AE,

i@ B®E¥IQ FEQI0SAF A ar145,"12.4(9.10)3,'aRYe|EIQ—3@ | 3€,5,<5,-3,'3,36£105" €3, ¢r°3 @-

Cisco I0S Software, 7200 Software (C7200-JK903S-M), Version 12.4(9.10), INTERIM SOFTWARE
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Mon 29-May-06 04:42 by prod_rel_team

Cisco
|OSAfoAf 4[4, 1@ B 1209 €L | 93%01aQ@REO (i@ «i@Prie, i@ | 3@ €@ http://www.cisco.com/w
ref.htmlé,’ 3€,¢..889—3€ | 9 Q Q3@ 3039 ,3€,

&, TaYrac€8s, 49 «a,"89839,39%36,30"30 3G ECC°R* QIO 3, EIHYELLI"O

aQ"aQ®3,C3f%03f@a,na 3 a@«e "eV%d @3, EiQ | 3,3, QEEIP«d %IO™a e, TaVitae€l
I10S XRa€€Cisco PIX3,¢af—af0a,na, ¢ 53, a€€ Cisco MDS
90004,-3f°3f143,°3f 135 @ 3,13, 5@ € QIO 3Q®E,T3%+2E83Q®E%+EY:3, 8 Q—3Q 3O %I >3, 3E,

e0s3¢™°

50 "3Q®,131%+2€55Q 3€3,%2af 13, af«af%afta,£a535,°a@«aY2,¢" 3€p+8,ES,AEQP Y0 T «A-§ ™
Type 0af«afafta,£a5°a,°af affafeasa, Cisco

I0Sa@ a3t cOTaO™E,«3 39 39« TQORIQP ;8% 3P QL 5O 393, EIPAHIQP™EE,5,%3 %3, af«af1hal
I0Sa@83@ 3,%:af %3, af«afafts,£a5°3,° 5@ Eaftaf-3,03f«af 3982 ®R%04S'aQ«3P*IPLIQ | 56,54
|Pv6af78f «&f @38,8FE8,'af afa,2affaf 3,4V " 39— | 3@ a@®e, 131t 2€85,af 58, -3 13 Q™34
Type Of «&fY.&f 14 £5f%8, °af &f fAfEAf /8@ «3S 3€ 36 | 3€QIPV63€ Mobile

IPV6A®YeL...3@84%,¢" a€+3,E3,Type

2af«afafta,£af%3,°a,,8,paf @afhaf a@—a@%hAQ™AE, A, 8, naf—25f«af1haf13,£55°8,°af affaf€afaa,"
8, Té/so£83@ ®3@,a,<Cisco

10S4,%3f-35°4,15,85,¢3, 4@V FaQ@—3@ | 5,3,af«af1h3,; 39 F€QIPV6ASE, +affaf 3Q@®I®>4..."5,C A
0af«afuafta,£af?a, "af affafearna,at | c@1a@—a@%aO™a€,a,Caf%0af~3,'4@ €@, °afafhas@as«
IPVE&®>A. .. 8, CAf %olif & LiVs e 2, «3f—3,»3f «AE-G@®EHE %03 @ E3F1af @3, 18, 4@ 8ARIHOFQ4,
in-IPv43 @239 0i1h%03 @«3@ 4% @3 3Q—3Q%3€>3,"3€,


http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html

G "3@®e,Ta%+r€85€¢ €@CiscoBugID
CSCsd40334(C™x»EE2af Af Va8, T8, ¢’ )8 53, 3©3CSCsd58381(CTM»EE2Af A VA T8°, ¢ )30 «@ "8 %%03 €3

76 éC-

Type 0 &f «&fVAf 14, £5f34,°

af"af faf€afvad, a@«a,£af'a,+affaf a afa,£af«a,;af°af’a,°a@™a,«3 @ 3@ Q@ ED76 Q-3 5€23,55
10S3a,%af+af"a, | 3,83,¢af5f55143,'5€ € QAfCaf@a,naf«IPv6I@EA°ZA.. Ya@+3,ES® '3€,3,«393Q
af@affaf af afua, at..ef a€@® Cisco

é@@éfiéf@é,néﬂé@«éioé—<§0§§00§,<égyzé§ FOBRCOIEC-3Q«IPrie,i@ i@ IEQPIVaQO®3,
Cisco

QOC" & 34a;0ec-€€YA +i%4 https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedV
amb-20070124-I0S-IPv6i%%od,'3€,¢...88 @ —3€@ | @ Q3@ 3©*3€,3€,

&fCaf @&, 08« IPV6E@ EA°ZA.. . ¥a$+5,EF 59,5056,
12.3(4)T5,°8,S4,, &% 3 0®IOS§faéfa§f%§,1§0§§®_§€QACL§,’éV2(‘_g"" AQP—3©, af«afvaafta,£3£33,°af 3
2 AP RIMIQP IEQPIQ"IQP®E, " GQTIGACLI, e ARSGTQO™E @-"03+3,'(r°3Q—3@ | 5@, 3 @%IQO™AE

<#root>

Router(config)#

i pv6 access-list deny-sourcerouted

Router(config-ipv6-acl)#

deny ipv6 any

routing

Router(config-ipv6-acl)#

deny ipv6 any

routing


https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do

Router(config-ipv6-acl)#

permt ipv6 any any

Router(config-ipv6-acl)#
exit

Router(config)#
interface EthernetO
Router(config-if)#

ipve traffic-filter deny-sourcerouted in

GQ"'3QOPRINIQPTIQ FE€EQ@<myaddressX>G€@ IPv63,¢af%0af-3,'a@83 Q™A€ Q"3 Q®AE," 3@ T3S, Caf
d@r3@®a,nafa,;afhafa,83,n3,'a@«entfar°3€® IPV6

3,6af%0af-3,'a@Ee AR5 3, EiQ | 8€,3,<d 3@ 3@ €QIQO™IQ'3Q | 3QOBI, Caf%0af-3,"a,

ACL

3983, «afQAfNIAQP™A, ;.8 | QIO EI9,3,559%IQO™IE,59"3, FiQ«3Q 3€939,5,055%,;5f14af4,8

GO™IOQ'3©  AQBIPV6S,Caf%0af5,"3,/8"—eE™IQ ™A, A»£3, €3,55€ «3€@deny ipv6 any any
routingae—ié,’él/zg,g""é@—é0%5Q“"é‘\ﬁé0”5,CEé0<<é,‘é,§é€0gpéaeioeéQ®ACLé0_9°ig' AE-5€°3,E:

dfcaf€©a,0af«IPV6aQEA°ZA.. Ya©+4,Ei@ ' 36,4,

12.2(15)T4,"5, S&%. @3 €@ ®Cisco

10Safaf25f%3,"3,8®Ye|E3@—3€ | 3€,3,3 8@ 30 3€9769:-3€ 3€,5,550%36>3,"3€ 10555
Sour ce-

routed@ E&°74.. Y393, E39%3Q —3OQY3E QOC" 3Q™3, 3@ 3€93,:3,naf—0af«af%afta,£55F5,°5f

<#root>

Router(config)#

no i pvé source-route

49"3,Es@ 3 cafafnafeaf«
3,325 a5 %039 83€,3,53€QIO™IQ '3 | 39®35,058,af145f5,84,13,' 59« QOC" 593, EIQUI©
afaf1aa, «af« a,¢af%oasf-a,'a,, af«afnaf—af@assa,”



5,Caf%0853,13,89«3,£50™I9150 | 3OPIOIHOR,"39; IPV6
é,Cé.f%oéf—-é,1é®§§,héé3§0“"§01é@ | 3@ ®3,03f%3,;3f144f+3,83,03,' 3@« QOC" G QP83 QP QI PAHIQP™:
|0S 12.4(2)Ta@ 83 € 3€@x-°3@—a@,d,afaf afvaaf%orouting-typei€ EIPV6

ACLéO«észég é0'5,CEé0%5O—é0V5€,50”5Q®é,éf%éf_éf%éf%oé,'éyzgg""é@“"é,é@"é€0§%o1é®
5,:8,05f—3,69 25750—30 & 130 FOUIOVIO x5O 5O5IOVIOUIO™MIE,

<#root>

Router(config)#

i pv6 access-list deny-sourcerouted

Router(config-ipv6-acl)#

deny ipv6 any

routing-type O

Router(config-ipv6-acl)#

permt ipv6 any any

Router(config)#
interface EthernetO
Router(config-if)#
i pv6 source-route
Router(config-if)#

ipve traffic-filter deny-sourcerouted in

L OER-ENRERENIZE MERER-ERET

an

8f*8 £4f«8, (3@ A€QIPV6I@Ee AR35Q+3, i@ 36,33 O™’

d,®acfxa@¢a,2afaf " q,,4,8a,¢

8, CAf fAf—&, °Bf ~Ef VA %08, omos 7A@ ™3 <& "8€ " 3€ FE€@ http://www.cisco.com/go/psirt
5@ " A%ECI33Q®3F,Caf%0af@5,15,93f°5,3€,C.500—3@ | €93 @6{EIQ®EEL2+°(SN2’Q3 " 3®
5,13 55¥aF %3, 5f85F%8, QIO —i® 3OO 19°30,3E,

~

a


http://www.cisco.com/go/psirt

©.,3933,FIOB3 5073, 3€@3,Caffaf—a,°af-af%haf%0a@™a,«e0Ya™ 39«3 Q@3 13QafjafCaf 3¢
Technical Assistance

Centeri% " TACi%%03@%3@ Y3 a¥'¢ 4,/ cus, 5€83€,3,afaraftarsars,
3f—afaf@3,nafE€afhi@ 3955 939,59 3030939 3639 ,3€,

Cisco |0S 3, YaAf3f 4, 13, 83, CA@ ®&] 1143 e 721h%03 @ B9, i E3Q«3 @ F€QIFaFaf1E,

5F 3f-3,n3P3€ 3093, EIQ«d %3 0ed O™, Af—fOIFFaf 555,055 %af 30%IQOVIQ LI @IOC
3F 33,033 «@, 18Y%t2E55QEi9,5,& 30 30 €03, PxLd 56«5 rrtsd @IOPIfarafna, v
1

5;@efe, 3 ;3P FE1A, FEQT1h %3O 10 © 5 Eie23 EiOP2 O @ ivor—Y5@ EFEEIF 5 af«afY%
1

5;@efR, 3¢ :3F3FEf%a,5,°8,53@ 03, Yi%0af 33, naP 5@« @ «3@%E,ES a5 k3, 3@ EC %3
SFOAFMEf«a»¥a Si%i%o5€«3,CAFfaf—a,°af-afhaf%oi @ —3@ O™ 4.0 | 9IOE59,5,550%3O™3

BECEASAS" f Bf %oBEQP A ST, 3@ FEE A3 af1aFSESE, 3€ Q5@ 36,30 1T¢" " 273QRLOC 5«31
ref.html &€,

a8 1Y820078 1oae 24ce—Ya@p«a...~6—3€+3,(ES <I0S3,»3,af¥afaf13,£3,Caf%0af @ 3,038, 9af°a€¢ 3a»93€€
Noticed€® 1a»9a@83@™a€,3€,3,Caf%0af€a,13,9525@«3€ A€Q3,Caf%0af 5,03, 9af 5@« %%
sa-20070124-

bundle3@83... ¥ %3 @83 Q@ @I€@20073" 1ee 24— ¥3@®x™,¢,'3€83..~6—3€+3, 3@ | 5€,3,<3€
Noticed,'e-jd @«(r°a@—a@a@™aE,

* https://sec.cloudapps.cisco.com/security/center/content/CiscoA ppliedMitigationBull etin/ci sco-amb-
20070124-10S-1Pv6

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20070124-
crafted-tcp

* https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20070124-
crafted-ip-option

* http://www.cisco.com/warp/public/770/fn62613.shtml

20078 32005 4@ «a®Yae- 1236+ 3,5, «do@ ™, é-"(DST)a@ ®an%ozes 3, a € «3,€3,14afa4f "3, 13,83, Cafras as
Assistance
Center(TAC)G @«E€LCU|aQ@—a€ | 3€EQ Q" AQB®F, Caf%oaf@a,na, 05f3,'3€,C.8090—3€@  iQQIQ 3O

Afi4, AfEAfYa Afeafoafya,1 8 @acER 5 Al

€028, a@™a,« 12.0

. e gy = 1 o llafaf*af «af%o
afvaf1aa,'a@®afrfarrasfaa,’



http://www.cisco.com/web/about/security/intelligence/ios-ref.html
http://www.cisco.com/web/about/security/intelligence/ios-ref.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-bundle
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-bundle
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-bundle
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20070124-IOS-IPv6
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20070124-IOS-IPv6
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-crafted-tcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-crafted-tcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-crafted-ip-option
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-crafted-ip-option
http://www.cisco.com/warp/public/770/fn62613.shtml
http://www.cisco.com/warp/public/770/fn62613.shtml
http://www.cisco.com/warp/public/770/fn62613.shtml

12.0 8, T8/t oL@ 3 @ —

12.0DA 8, t&/aeE859 3 @ —

12.0DB 8, T&/ L8593 @ —

12.0DC 8, T8/st £S5 @ —

12.0S 12.0(32)S3

12.0SC 8, 1&/rto£83°3 @ —

12.0SL 8, T8/st £S5 @ —

12.0SP &, &/ ceE859°3 @ —

12.0ST 8, 1&V/toeE85€p,3,53€€ 1 2.0(32)S3a»¥e™@a@«cl»ejE
12.0SX 12.0(30)SX @RI 3«8 %IQ™3,@,T8%+2€83€, TACGQ «I@S3- @i
12.0SY

12.0SZ &, T&Y/c-ae£85€p,3,53€ € 12.0(32)S38»¥E™ @ 3 «C8»&{(E
12.0T 8, T8Y/st £S5 @ —

12.0W &, t&/aec859 3 @ —

12.0WC 8, T8Y/st £S5 @ —




12.0WT 8, T8/t oL@ 3 @ —
12.0XA 8, t&/aeE859 3 @ —
12.0XB 8, T&/ L8593 @ —
12.0XC 8, T8/st £S5 @ —
12.0XD 8, T&/aec859 3 @ —
12.0XE 8, T8/st £S5 @ —
12.0XF 8, t&/to£83°3 @ —
12.0XG 8, T8Y/at £S5 @ —
12.0XH 8, 1&/to£83 3 @ —
12.0XI 8, T8/st £S5 @ —
12.0XJ 8, t&/caeE859 3 @ —
12.0XK 8, T8/ aeL859 3 @ —
12.0XL 8, t&/caeE859 3 @ —
12.0XM 8, T8/ L8593 @ —
12.0XN 8, T8/st £S5 @ —




12.0XQ 8, T8/t oL@ 3 @ —
12.0XR 8, t&/aeE859 3 @ —
12.0XS 8, T&/ L8593 @ —
12.0XV 8, T8/st £S5 @ —
12.0XW 8, T&/aec859 3 @ —

€023, a@™a,« 12.1

afvafna,'a@®afafrassa,’

Afeaf" &f «&f%o

12.1 8, T8Y/st £S5 @ —
12.1AA 8, T&Y/sta£85Q° 5 @ —
12.1AX 8, T8/at o853 @ —
12.1AY 8, t&/a-ceE859 3 @ —
12.1AZ 8, T8Y/st £S5 @ —
12.1CX 8, t&/caeE859 3 @ —
12.1DA 8, T8/ aeL859 3 @ —
12.1DB 8, t&/aeE859 3 @ —
12.1DC 8, T&/aeL859 3 @ —




12.1E 8, T8/t oL@ 3 @ —
12.1EA 8, t&/aeE859 3 @ —
12.1EB 8, T&/ata£85Q 5 @ —
12.1EC 8, T8/st £S5 @ —
12.1EO 8, T&/aec859 3 @ —
12.1EU 8, T8/st £S5 @ —
12.1EV 8, t&/aceE859 3 @ —
12.1EW 8, T8Y/at £S5 @ —
12.1EX 8, 1&/to£83 3 @ —
12.1EY 8, T8/st £S5 @ —
12.1EZ 8, t&/caeE859 3 @ —
12.1T 8, T8/ aeL859 3 @ —
12.1XA 8, t&/caeE859 3 @ —
12.1XB 8, T&Y/ata£85Q 5 @ —
12.1XC 8, T8/st £S5 @ —




12.1XD 8, T8/t oL@ 3 @ —
12.1XE 8, t&/aeE859 3 @ —
12.1XF 8, T&/ata£85Q 5 @ —
12.1XG 8, T8/st £S5 @ —
12.1XH 8, T&Y/sto£85Q° 5 @ —
12.1XI 8, T8/st £S5 @ —
12.1XJ 8, t&/to£83°3 @ —
12.1XL 8, T8Y/at £S5 @ —
12.1XM 8, 1&/to£83 3 @ —
12.1XP 8, T8/st £S5 @ —
12.1XQ 8, T&V/taeE859 3 @ —
12.1XR 8, T8/ aeL859 3 @ —
12.1XS 8, t&/caeE859 3 @ —
12.1XT 8, T&Y/ata£85Q 5 @ —
12.1XU &, T&Y/r-aeE85€p,5,53€ €9 12.3(18)3»¥E™ @3 «C8»&jE




12.1XV &, T&Vs+a£55€p,3,55€ 9 12.3(18)3»¥é™ @ 3@ «(8»&i(E
12.1XW 8, t&/aeE859 3 @ —

12.1XX 8, T&/ata£85Q 5 @ —

12.1XY 8, T8/st £S5 @ —

12.1XZ 8, T&Y/sto£85Q° 5 @ —

12.1YA 8, T8/st £S5 @ —

12.1YB &, T&Y/r-aeE85€p,3,53€ 9 12.3(18)3»¥é™ @3 «C8»&|E
12.1YC &, T&V/r-ae£85€p,3,53€ €9 12.3(18)3»¥é™ @3 «C8»&jE
12.1YD &, T&Vs+a£85€p,5,55€ 9 12.3(18)a»¥E™ @ 3@ «C8»&i(E
12.1YE 8, T8/st £S5 @ —

12.1YF e, T/ +aeL88Q 3 @ —

12.1YH 8, T&/s £S5 @ —

12.1Y1 8, t&/caeE859 3 @ —

12.1YJ 8, T&Y/ata£85Q 5 @ —

SO%8Y4 AQ™a, < 12.2 AfoRf Af <Af%

afvaf1a,1a@®afarasa,’




12.2 8, T8/t oE85@ 5@ —

12.2B &, T8/a-oeE85€,3,55€ € 12.3(4)T138» Y™ Q3@ «C8»&|(E
12.2BC &, ta/aeE85€p,5,53€€ 12.3(1 7b)BC3a»¥é™@a@«c8»eiE
12.2BW &, T&V/r-aeE85€p,5,53€ €9 12.3(18)3»¥E™ @3 «C8»&jE
12.2BY &, T8/r+acE85€p,3,55€ 9 12.3(4)T138»¥E™ Q3 @ «(8»&|(E
12.2BZ 8, T8/t £8P 3 @ —

12.2CX &, T8/cracE8a€p,3,55€€12.3(17b)BC3a»¥E™ Q3@ «C8»&
12.2CY &, T8/t 883 @ —

12.2CZ 8, T8/ a£85Q° 5 @ —

12.2DA &, T8/t £8P 3 @ —

12.2DD &, T8/-oeE85€,3,55€ € 12.3(4)T138» Y™ @ 3@ «C8»&|(E
12.2DX &, T&/s+a£85€p,3,55€ 9 12.3(4)T135»¥é™ @ 3@ «C8»&i(E
12.2EU &, T8/-oeE85€,3,55€€ 12.2(25) EWAGE»¥E™ Q3 @ «c8»&{(E
12.2EW &, T8/ ot 85€p,3,55€ € 12.2(25) EWAGA»¥E™ @3 «C8»&{E
12.2EWA 12.2(25)EWA6




12.2EX 8, T8/t oL@ 3 @ —

12.2EY 8, t&/aeE859 3 @ —

12.2EZ &, T&s+aE§5€p,8,55€,12.2(25)SEE15»¥é™ Q3@ «(8»e| EIQ—3€9 | 39 €
12.2FX 8, T8/st £S5 @ —

12.2FY 8, T&/aec859 3 @ —

12.2FZ 8, T8/st £S5 @ —

12.21XA &, T&Y/-aeE85€p,3,53€ 9 12.2(18)IXBa»¥é™ @ 3 «C8»&{E

12.21XB GO™MIOQ 3@ 39®12.21XBafEf A4S, 3@ Fi,Rxefi@-3,Fi@ 50,3
12.21XC FO™MIOQ'3@  3O®12.21XCafafaf143, 3@ Ea; Pxefi@3,Fi@ 53,3
12.2JA 8, T8/st £S5 @ —

12.2JK 8, t&/caeE859 3 @ —

12.2MB 8, T8/ aeL859 3 @ —

12.2MC 12.2(15)MC2h

12.2S 12.2(25)S11

12.2SB 12.2(28)SB2




12.2SBC 12.2(27)SBC4

12.2SEA &, T&Y/caeE85€p,5,55€,12.2(25)SEE14»¥é™M Q3@ «(8» | FIP—3€ | 59 @
12.2SEB 8, T&Y/sta£85€p,3,55€,12.2(25)SEET ¥EMQAQP«(i»e|EIQP—3Q | OO
12.2SEC &, T&Y/raeE85€p,5,55€,12.2(25)SEE15»¥é™M Q3@ «(8» | FIP—3€ | 59 @
12.2SED 8, T&Y/-a£85€p,3,55€,12.2(25)SEET »¥EMQPI@P«(i»eiEiQP—3@ QY
12.2SEE 12.2(25)SEE1

12.2SEF 12.2(25)SEF1

12.2SEG GO™MIQ'3€  3O®12.2SEGIFEFEfA, 5@ ES; PxLi€+3,EIQ | 3@,
12.2SG 12.2(25)SG1

12.2SGA GO™MIQ'3©  AO®12.2SGAIFIFEfE, 3@ Ti; Refi@ 3, i@ 5@,
12.2S0 8, T8Y/at o853 @ —

12.2SRA FO™IQ'3@  3@®12.2SRAIFEFEF, QP ES, Pxfi€3,Fi@ | 56,5
12.2SRB 3O™MIQ'3€  39®12.2SRBAFEFESE, 5@ Es; LI 3, EIQ | 5@,
12.2SU &, T&Y-aeE85€p,3,53€ 9 12.3(14)T75»¥E™ @ 3 «C8»&{(E

12.28V 12.2(25)SV3




12.2SW 12.2(25)SW7
12.2SX &, T8/c-acE8a€p,3,55€,12.2(18)SXD7ad» ¥ ™M@ 3@ «C8»&{E

12.2SXA 8, 1&/+ceE85€p,3,55€,12.2(1 8)SXD7aa»¥e™@a@«8»eiE

12.2SXB &, T8Y/cracE8a€p,3,55€,12.2(18)SXD7ad» ¥ ™M@ 3@ «C8»&iE

12.2SXD 12.2(18)SXD7a

12.2SXE 12.2(18)SXE6

12.2SXF 12.2(18)SXF5

12.2SY &, T8/c-acE8a€p,8,55€,12.2(18)SXD7ad» ¥ ™M@ 3@ «C8»&{E

12.257 8, 1&/ceE85€p,3,55€€12.2(25)S11 ar¥e™M@a@«ci»ejE

12.2T &, T8/ ot 8a€p,3,55€ € 12.3(18)a»¥é™ @ 3@ «8»&|(E

12.2TPC &, T8/s+a£85€,3,55€, TACA @ «3955- 936,393, 9330 939 36+3
12.2XA &, T8/r+acE8a€p,3,55€ € 12.3(18)a»¥é™ @ 3@ «C8»&|(E

12.2XB &, T&/s+a£85€p,3,55€ 9 12.3(18)3»¥é™ @ 3@ «C8» &

12.2XC &, T8/aoeE55€,3,55€€ 12.3(4)T138» Y™ Q3@ «C8»&|(E

12.2XD &, T&/s+a£85€p,5,55€ 9 12.3(18)3»¥é™ @ 3@ «(8» &




12.2XE &, T&/atoeE88Q 3 @ —

12.2XF 8, 1&/ceE85€p,3,55€€12.3(1 7b)BC3a»¥é™@a@«c8»eiE
12.2XG &, T&Vs+a£85€p,3,55€ 9 12.3(18)3» Y™ Q@ 3@ «(8»&(E
12.2XH 8, &Y/ +ceE85€p,3,55€€12.3(1 Blar¥e™@a@«B»ejE
12.2X1 &, T&Y/r-aeE85€p,3,53€ 9 12.3(18)3»¥E™ @ 3@ «C8»&iE
12.2XJ 8, 1&Y/aeE85€p,3,55€€12.3(1 Blar¥e™@a@«8»ejE
12.2XK 8, T&YataE£85€p,3,55€€12.3(1 B)ar¥e™@a@«(8»ejE
12.2XL 8, T&Y/r-a£85€p,3,55€€12.3(1 Blar¥e™@a@«B»ejE
12.2XM 8, T&YaraE85€p,3,55€€12.3(1 B)ar¥e™@a@«8»ejE
12.2XN

12.2XQ &, taataeE85€p,5,53€€ 12.3(1 B)ar¥é™@a@«ci»eiE
12.2XR e, T&/soeE88Q 3 @ —

12.2XS &, taaeE85€p,5,53€€ 12.3(1 B)ar¥é™@a@«c8»eiE
12.2XT 8, T&Yrta£85€p,3,55€€12.3(1 Blar¥e™@a@«B»ejE
12.2XU 8, T&YaraE£85€p,5,55€€12.3(1 Blar¥e™@a@«8»ejE




12.2XV &, T&Vs+a£55€p,3,55€ 9 12.3(18)3»¥é™ @ 3@ «(8»&i(E
12.2XW 8, 1&/ceE85€p,3,55€€12.3(1 B)ar¥e™@a@«B»ejE
12.2YA &, T&Vs+a£85€p,3,55€ 9 12.3(18)3» Y™ Q@ 3@ «(8»&(E
12.2YB 8, &Y/ +ceE85€p,3,55€€12.3(1 Blar¥e™@a@«B»ejE
12.2YC 6, T8/s- L8393 @ —

12.2YD 8, t&Y-a£85€,53,53€€12.3(11)T1 Oa»¥é™@a@«ci»ejE
12.2YE &, T&Y/r-aeE85€p,3,53€ €9 12.2(25)S115»¥E™ @ 3@ «C8»&|E
12.2YF 8, T&Y/r-a£85€p,3,55€€12.3(1 B)ar¥é™@a@«ci»eiE
12.2YG 6, T/ tet85€ 3 @—

12.2YH &, ta/ataeE85€p,5,53€€ 12.3(1 B)ar¥é™@a@«ci»eiE
12.2YJ 8, T&YataE£85€p,3,55€€12.3(1 B)ar¥e™@a@«CB»ejE
12.2YK &, T&/atoeE85Q° 3 @ —

12.2YL 8, 1&Y/+eE85€p,3,55€€ 12.3(4)T1 3a»¥é™M@a@«ci»ejE
12.2YM 8, &Y/ a£85€),3,55€€12.3(4)T1 3a»¥é™M@a@«ci»eiE
12.2YN 8, 1&Y/+ceE85€p,3,55€€ 12.3(4)T1 3a»¥e™@a@«ci»ejE




12.2Y0O &, T&/atoeE88Q 3 @ —

12.2YP e, T&/soE88Q 3 @ —

12.2YQ 8, T&Y/-a£85€p,3,55€€12.3(4)T1 3a»¥é™M@a@«ci»eiE
12.2YR 8, T&Y/-a£85€p,3,55€€12.3(4)T1 3a»¥e™@a@«ci»ejE
12.2YS &, T&Y/r-aeE85€p,3,53€ 9 12.3(4)T135»¥E™ Q3@ «C8»&|E
12.2YT 8, 1&Y/aeE85€p,3,55€€12.3(1 Blar¥e™@a@«8»ejE
12.2YU 8, T&YataE£85€p,3,55€€12.3(4)T1 3a»¥é™M@a@«ci»ejE
12.2YV 8, T&Y/a£85€p,3,55€€12.3(4)T1 3a»¥é™M@a@«cir»eiE
12.2YW 8, T&YstaE£85€p,3,55€€12.3(4)T1 3a»¥é™M@a@«ci»ejE
12.2Y X &, ta/ataeE85€p,5,53€€ 12.3(1 4)T7a»¥e™@a@«c8»ejE
12.2YY 8, 1&/+ceE85€p,3,55€€ 12.3(4)T1 3a»¥é™M@a@«ci»ejE
12.2YZ 8, taaeE85€p,3,53€€ 12.2(25)S1 1a»¥é™ @3 @«B»ejE
12.2ZA 8, T&YataE£85€p,3,55€,12.2(1 8)SXD7aa»¥e™@a@«3»eiE
12.27ZB 8, &Y/ a£85€),3,55€€12.3(4)T1 3a»¥é™M@a@«ci»eiE
12.27C e, T&/soeE88Q 3 @ —




12.27D &, T&/s+a£85€p,3,55€, TACI 9«3 955 936,303,939 30 039 363

12.2ZE &, T8/+aeE85€),3,55€ 9 12.3(18)ar¥é™ Q3@ «C8»&|E

12.2ZF 8, T&Y/-a£85€p,3,55€€12.3(4)T1 3a»¥é™M@a@«ci»eiE

12.27G &, T&/ £ 8393 @ —

12.2ZH &, 1&Y/oe£85€,5,55€, TACG 9 «3953- 939,305, 936>30 93 363
12.27J &, T&V/c-aeE55€p,5,53€ 9 12.3(4)T138»¥E™ @3 «C8»&|E

12.2ZL &, T&Y/ae£85€,5,553€, TACG 9 «3953- 939,303, 936>30 939 363
12.2ZN &, T&Vs+a£85€p,3,55€ 9 12.3(4)T138»¥é™ @ 3@ «C8»&i(E

12.2ZP &, T8/ £ 839 °3 @ —

€028 a@™a,« 12.3

. e gy = 1 o Jllafaf* af «af%o
afvaf1aa,'a@®afrfarasfaa,’

12.3 12.3(17b)
12.3B &, T&/s+a£85€0,3,55€912.3(11)T108»¥é™ @ 3@ «C8»&i(E
12.3BC 12.3(17b)BC3

12.3BW &, T&V/-aeE85€,5,53€ 9 12.3(11)T103»¥E™ @ 3 «8»&jE

12.3JA 8, T4/ a£85@° 3@ —




12.3JEA AO™IO 39 | 3O®12.3)EAIFEF A4S, 5O T Pefi@ 3, Ei@ ' 56,5
12.3JEB AO™IQ'39 | 3O®12.3)EAIFEFEf 1S, 5Q TS Pefi@ 5, i@ 36,5
12.3)K &, T8/t £ 85893 @ —
12.3JX &, T&/ £ 8393 @ —
12.3(4)T13
12.3(11)T10
12.3T 12.3(14)T7
O 3@ ef1ha@af—afOAffaf af3,0af1haf 3@ ™ QPIB35€+3,Ea€
12.4(8)¥E™ QAP «(8r»e|FIO—3@ 39 QIO 3639 ,3E,
12.3TPC &, T8/ £ 8393 @ —
12.3XA &, 1&Y/ae£85€,5,55€, TACG 9«3 953 939,303, 936>50 93 363
12.3XB &, T&V/ae£85€,5,53€ 9 12.3(11)T108»¥E™ @ 3 «8»&|E
12.3XC &, T1&Y/ae£85€,5,55€, TACG 9 «3953- 939,303, 936>30 939 363
12.3XD &, T&/s+a£85€p,3,55€912.3(11)T108»¥6™ @ 3@ «C8» &
12.3XE &, T&/s+a£85€,3,55€, TACA 9«3 955 939,393, 9330 039 36°3




12.3XF &, T&s+a£85€0,3,55€912.3(11)T108»¥6™ @ 3@ «C8»&i(E

12.3XG &, T&/s+a£85€p,5,55€, TACA 9«3 955 939,393, 9330 039 36°3
12.3XH &, T8/rraeE85€p,3,55€ € 12.3(11)T108»¥E™ @ 3 @ «(8»&(E

12.3XI 12.3(7)X18a

12.3XJ 8, 1&Y/toeE85€p,3,55€€ 12.3(14)YX24»YE™@ 3 @ «CB¥»ejE

12.3XK &, T8/rracE8a€p,3,55€ 9 12.3(14)T78»¥E™ @ 3 @ «(8»&|(E

12.3XQ &, T&/s+aE85€p,3,55€ 9 12.4(8)8»¥6™ @ 3@ «(8» &

12.3XR &, T&/s+a£85€,3,55€, TACA 9«3 955 939,393, 9330 039 36°3
12.3XS &, T8Vs+a£85€p,3,55€ @ 12.4(8)8»¥6™ @3 «(8»&(E

12.3XU &, T&Y/r-aeE85€p,3,53€ 9 12.4(2)TA3»¥E™ @3 «C8»&iE

12.3XW &, T&s+a£85€p,3,55€ @ 12.3(14)YX28»¥é™ @ 3@ «8»&|E

12.3XX 8, T&Y/rta£85€p,3,55€ & 1 2.4(8)a»¥é™@a@«ci»ejE

12.3XY 8, T/t L85 59—

12.3YA &, T&/s+a£85€,3,55€, TACA 9 «3955- 936,393, 9330 039 363
12.3YD &, T8/ ot 85€p,3,55€ € 12.4(2) TA3»¥E™ @ 3 @ «(8»&i(E




12.3YF &, T&/s+a£85€p,3,55€ @ 12.3(14)YX28»¥é™ @ 3@ «8»&|E

12.3YG 8, T&Ysta£85€p,3,55€ & 1 2.42)T4a»¥e™@a@«c8»eiE

12.3YH &, T8/ro£85€,3,55€ € 12.4(2) T45»¥E™M @5 «C8»&|(E

12.3YI &, T&Y/taeE85€p,5,53€ 9 12.4(2)TA3»¥E™ Q3 «8»&iE

12.3YJ &, T8&/r-aE85€),3,55€,12.4(6)T1 a»¥Eé™M QA «(8»e[FIQ—39 3993
12.3YK &, T&Y/r-aeE85€p,3,53€ 9 12.4(4)T28»¥E™ @3 «8»&jE

12.3YM 12.3(14)YM8

12.3YQ 8, T&YstaE£85€p,5,55€,12.4(6)T1 ¥EMQPAQP«(3»e|EiQP—3Q | IOPIY
12.3YS &, T&Vs+a£85€p,3,55€ @ 12.4(4)T28»¥E™ @ 3@ «C8» &

12.3YT &, T&Yr-aeE85€p,3,53€ 9 12.4(4)T28»¥E™ @3 «8»&{E

12.3YU &, T&Vs+a£85€p,3,55€ 9 12.4(2)XB2a»¥E6™ @ 3@ «C8» &

12.3YX 12.3(14)Y X2

12.3YZ 12.3(11)YZ1

802815 A@™3E,< 12.4 o

AFvaFua, B O@aRaRasYE,| | o Al

12.4 12.4(3d)




12.4(5b)

12.4(73)

12.AMR e, TaVat L8593 @ —
12.4SW GOMIQ'aQ | dO®12.4SWafafafa,'a@Ea; RxeLi@ 3, EiQ | 3@,a
12.42)T4
1247 12.4(4)T2
12.4(6)T1
12.4XA 8, 1&/+ceE85€p,3,55€,12.4(6)T1 ¥EMQPAQP«(3»e|EIQP—3Q | IOPIY
12.4XB 12.4(2)XB2
12.4XC 12.4(4)XC5
12.4XD 12.4(4)XD2
12.4XE GOMIQ'3Q | dQO®12.4XEafafEf 18, d@ES; P®rLIQ+3,EIQ | 39,34
12.4XG GOMIQ'3@ | AQ®12.4XGafaf a3, a@ Ea; ®eLi@a,EIQ | 5€p,a4
12.4XJ GOMIQ'aQ | dO®12.4X)afEfafa,a@Ea; ReLiQ d,EiQ | 5,39
12.4XP GOMIQ'3Q | AQ®12.4XPafafaf 18,3 Ea;RrLiQ+d, 3@ | 5€,34




12.4XT GQ™MIQ'3Q | dQOB®12.4XTafafaf1a, ' a@Ea; L@ 3, EIQ | 3€,5¢

4 QRESOC" " 4%EVEQ 8.~V @R "

Cisco PSIRT
G833 €@ F€Q@r0e-3,Caf%af@a,ra, Naffa@«e "e1%iea,EIQ | i€, d,,TaV+trE8aQRE, @rLd " OC

G "3@P®e,TaV%+tr€85€¢ FEQEADS Corporate Research Centerd€@®Arnaud
Ebalardae*@3€«3," 3@ F3€ | 2e€3 " @3€«5,'3,'5,25€«8 135563, FIQ%UIQO—3QOYVIE,30"36€®8, T8

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-1 OS-
|Pv6

7

ag'1e", at¥ee

no ipv6 source-routed€p Type 0 Routing

1.2|| 20078 Sea08 4oa—¥ o ) oy ) : )
Headerd@ a€@'a@«a%21éY;a@—a@34a@™a€,

1.1| 20078 1aane 27ae—¥| Cisco | OS3, V24f *3f "4, |8, 88, ¢A@ ®e; " &, > e3¢,

1.0 20078"" 1ea0e 24ce—¥ || & € a>24...~é—<af*afaf1a,"

ao¢" elec,,

aee-8, Caf%oaf ©4,13,93°5€ ¢, 8 98 %iP®], i9PI¢ 190—i19 i9 ' 2QQiHIi9—i@ 355,55¢
e0e-d,Caf%0af @3, 3, 133 @®x]..4 13953, 53358, 3@ BV (" FQ«E-CaP™E, @2 -EmIP®E £
AQUIOYIEDE, 3,359 e-af%03,afYafafEf 3@ ®AT.. 405,54 3S5 3@ —3 @ «dnthoe> TP —F€
a8, CAf %odlf @3,173, 95 5@ ® " "8;°81..4R"'3@«é-CAP—3€ | =f..4 +6..94;i3€® URL

3,/CeQCYIQP—I€QIQ (-IPB®E»(2Y%0d,, 2,90 33, - 1LIP—3QYS 49 F€ QI '(nUIQPTCR|cO
3O "3Q®af%03,af¥afaFAf 3@®xS..4 +t3@ 3€4,3,'50£ 13" @IQ®F, AP af%0af | 4F143, 98,8 Vbl


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-IOS-IPv6
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20070124-IOS-IPv6

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



