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Common UNIX Printing 

System(CUPS)ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.3.3ä»¥å‰�ã�«ã�¯ã€�èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã‚µãƒ¼ãƒ“ã‚¹å¦¨å®³(DoS)çŠ¶æ…‹ã‚’ä½œæˆ�ã�—ã�Ÿã‚Šã€�ãƒ¦ãƒ¼ã‚¶ã�®æ¨©é™�ã�§ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�—ã�Ÿã‚Šã�™ã‚‹ã�“ã�¨ã‚’å�¯èƒ½ã�«ã�™ã‚‹è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Internet Printing 
Protocol(IPP)ã‚¿ã‚°ã‚’å‡¦ç�†ã�™ã‚‹éš›ã�®ippReadIO()é–¢æ•°ã�«å˜åœ¨ã�—ã�¾ã�™ã€‚ã�“ã�®é–¢æ•°ã�¯ã€�é ˜åŸŸã‚’å‰²ã‚Šå½“ã�¦ã‚‹éš›ã�«å€‹åˆ¥ã�®ã‚¨ãƒ©ãƒ¼ã‚’å¼•ã��èµ·ã�“ã�—ã�¾ã�™ã€‚èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„ãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�Œã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿã‚¿ã‚°ã‚’ä½¿ç”¨ã�—ã�¦è¦�æ±‚ã‚’é€�ä¿¡ã�—ã€�ã‚¹ã‚¿ãƒƒã‚¯ä¸Šã�®1ãƒ�ã‚¤ãƒˆã‚’ã‚¼ãƒã�§ä¸Šæ›¸ã��ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ãƒ™ãƒ³ãƒ€ãƒ¼ã�¯ã�“ã�®è„†å¼±æ€§ã‚’ãƒªãƒªãƒ¼ã‚¹ãƒŽãƒ¼ãƒˆã�§ç¢ºèª�ã�—ã€�æ›´æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

 

 

ã�“ã�®è„†å¼±æ€§ã�§ã�¯ã€�æ”»æ’ƒã‚’å®Ÿè¡Œã�™ã‚‹ã�Ÿã‚�ã�«æ”»æ’ƒè€…ã�ŒIP 
TCPãƒ�ãƒ¼ãƒˆã�«æŽ¥ç¶šã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�Ÿã� ã�—ã€�CUPSã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆè¨å®šã�§ã�¯ã€�ãƒªãƒ¢ãƒ¼ãƒˆãƒ›ã‚¹ãƒˆã�Œã�“ã�®ãƒ�ãƒ¼ãƒˆã�«æŽ¥ç¶šã�§ã��ã�¾ã�›ã‚“ã€‚ã�“ã�®è¨å®šã�«ã‚ˆã‚Šã€�ã�“ã�®æ”»æ’ƒã�®å�¯èƒ½æ€§ã�Œè»½æ¸›ã�•ã‚Œã�¾ã�™ã€‚ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆè¨å®šã‚’å¤‰æ›´ã�›ã�šã�«CUPSã‚’å°Žå…¥ã�Šã‚ˆã�³ä½¿ç”¨ã�™ã‚‹ITéƒ¨é–€ã�¯ã€�å�±é™ºã�«ã�•ã‚‰ã�•ã‚Œã�ªã�„å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
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ã‚³ãƒ¼ãƒ‰ã�®å®Ÿè¡Œã�Œå®Œäº†ã�™ã‚‹ã�¨ã€�CUPSãƒ¦ãƒ¼ã‚¶ã�®ã‚³ãƒ³ãƒ†ã‚ã‚¹ãƒˆã�«å�«ã�¾ã‚Œã‚‹å�¯èƒ½æ€§ã�Œé«˜ã��ã�ªã‚Šã�¾ã�™ã€‚ã�“ã�®ãƒ¦ãƒ¼ã‚¶ã�«ã�¯æ¨©é™�ã�Œåˆ¶é™�ã�•ã‚Œã�¦ã�„ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

è©²å½“è£½å“�

CUPSã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ãƒªãƒªãƒ¼ã‚¹ãƒŽãƒ¼ãƒˆã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚CUPS

1.3.4 

Appleã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚Security

Update 2007-009 

Medium
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : Cisco-SA-

20071031-CVE-2007-4351

åˆ�å…¬é–‹æ—¥ : 2007-10-31 17:40

æœ€çµ‚æ›´æ–°æ—¥ : 2012-07-14 19:36

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 11.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 6.4

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID :

CVE-2007-

4351

http://www.cups.org/relnotes.php
http://www.cups.org/relnotes.php
http://docs.info.apple.com/article.html?artnum=307179
http://docs.info.apple.com/article.html?artnum=307179
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:P/A:P/E:U/RL:OF/RC:C
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-4351
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-4351


Avayaã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šASA-

2007-476 

ã‚·ã‚¹ã‚³ã�¯ã€�Cisco Bug ID 
CSCsl92095ã�«å¯¾å¿œã�™ã‚‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ãƒ¬ã‚¹ãƒ�ãƒ³ã‚¹ã‚’æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚cisco-

sa-20080625-waas 

Debianã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
DSA-1407-1 

FreeBSDã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰VuXMLãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚
cups â€“ å€‹åˆ¥ã�«ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼

Gentooã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šGLSA

200711-16 

Mandrivaã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
MDKSA-2007:204ã�Šã‚ˆã�³MDKSA-2007:204-1 

Red Hatã�¯ã€�RHSA-2007:1020ã€�RHSA-2007:1022ã€�ã�Šã‚ˆã�³RHSA-

2007:1023ã�®å�„ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

Slackwareã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
SSA:2007-305-01

SUSEã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒŠã‚¦ãƒ³ã‚¹ãƒ¡ãƒ³ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚SUSE-

SA:2007:058 

Turbolinuxã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šTLSA-

2008-19 

Ubuntuã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£é€šçŸ¥ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼šUSN-

539-1 

US-

CERTã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§è„†å¼±æ€§ã�«é–¢ã�™ã‚‹ãƒŽãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚VU#446897

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

CUPSãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³1.3.3ä»¥å‰�ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ä»–ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�Šã�„ã�¦ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚‚ã�®ã�¯ã€�ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

http://support.avaya.com/elmodocs2/security/ASA-2007-476.htm
http://support.avaya.com/elmodocs2/security/ASA-2007-476.htm
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsl92095
http://www.cisco.com/en/US/products/products_security_response09186a00809a1f11.html
http://www.cisco.com/en/US/products/products_security_response09186a00809a1f11.html
http://www.us.debian.org/security/2007/dsa-1407
http://www.vuxml.org/freebsd/8dd9722c-8e97-11dc-b8f6-001c2514716c.html
http://www.vuxml.org/freebsd/8dd9722c-8e97-11dc-b8f6-001c2514716c.html
http://www.gentoo.org/security/en/glsa/glsa-200711-16.xml
http://www.gentoo.org/security/en/glsa/glsa-200711-16.xml
http://www.mandriva.com/en/security/advisories?name=MDKSA-2007:204
http://www.mandriva.com/en/security/advisories?name=MDKSA-2007:204-1
http://rhn.redhat.com/errata/RHSA-2007-1020.html
http://rhn.redhat.com/errata/RHSA-2007-1022.html
http://rhn.redhat.com/errata/RHSA-2007-1022.html
http://rhn.redhat.com/errata/RHSA-2007-1022.html
http://www.slackware.com/lists/archive/viewer.php?l=slackware-security&y=2007&m=slackware-security.501902
http://www.novell.com/linux/security/advisories/2007_58_cups.html
http://www.novell.com/linux/security/advisories/2007_58_cups.html
http://www.turbolinux.com/security/2008/TLSA-2008-19.txt
http://www.turbolinux.com/security/2008/TLSA-2008-19.txt
http://www.ubuntu.com/usn/usn-539-1
http://www.ubuntu.com/usn/usn-539-1
http://www.kb.cert.org/vuls/id/446897


å›žé�¿ç–

é�©åˆ‡ã�ªã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’é�©ç”¨ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ä¿¡é ¼ã�§ã��ã‚‹ãƒ¦ãƒ¼ã‚¶ã�¸ã�®ã‚¢ã‚¯ã‚»ã‚¹ã‚’åˆ¶é™�ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

Cisco Applied 

Intelligenceãƒ�ãƒ¼ãƒ ã�¯ã€�æ›´æ–°ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’é�©ç”¨ã�™ã‚‹å‰�ã�«ã€�ã�“ã�®è„†å¼±æ€§ã‚’æ‚ªç”¨ã�—ã‚ˆã�†ã�¨ã�™ã‚‹è©¦ã�¿ã‚’è˜åˆ¥ã�—ã�¦ç·©å’Œã�™ã‚‹æ–¹æ³•ã�«ã�¤ã�„ã�¦ç®¡ç�†è€…ã‚’ã‚¬ã‚¤ãƒ‰ã�™ã‚‹æ¬¡ã�®é–¢é€£ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã‚’ä½œæˆ�ã�—ã�¾ã�—ã�Ÿã€‚Identifying

and Mitigating Exploitation of the Wide Area Application Services Common UNIX Printing System 

Vulnerability

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

CUPSã�®æ›´æ–°ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯å…ˆã�§å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚CUPS

1.3.4 

Appleã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ›´æ–°ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ2007-009ï¼ˆ10.4.11ãƒ¦ãƒ‹ãƒ�ãƒ¼ã‚µãƒ«ï¼‰  

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ2007-009(10.4.11 PPC)  

ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ2007-009(10.5.1) 

æœ‰åŠ¹ã�ªå¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ã‚·ã‚¹ã‚³ã�®ã�Šå®¢æ§˜ã�¯ã€�Ciscoã�®Software 
Centerã�‹ã‚‰ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã�ªã�„ã‚·ã‚¹ã‚³ã�®ã�Šå®¢æ§˜ã�¯ã€�Cisco
Technical Assistance Center(TAC)ã�«1-800-553-2447ã�¾ã�Ÿã�¯1-408-526-
7209ã�§é€£çµ¡ã�™ã‚‹ã�‹ã€�tac@cisco.comã�«é›»å�ãƒ¡ãƒ¼ãƒ«ã�§ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚

Debianã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰æ›´æ–°ã�•ã‚Œã�Ÿãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿï¼š
Debian 

FreeBSDã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�‹ã‚‰portsã‚³ãƒ¬ã‚¯ã‚·ãƒ§ãƒ³ã�®æ›´æ–°ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�™ã€‚
Ports Collection Index

emergeã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�™ã‚‹ã�¨ã€�æ¬¡ã�®ãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�®Gentooã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚
net-print/cups

Mandrivaã�¯MandrivaUpdateã‚’ä½¿ç”¨ã�—ã�¦è‡ªå‹•çš„ã�«æ›´æ–°ã�§ã��ã�¾ã�™ã€‚

Red 

Hatãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�¯ã€�up2dateã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦æ›´æ–°ã�§ã��ã�¾ã�™ã€‚

Slackwareãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã�¯ã€�upgradepkgã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦æ›´æ–°ã�§ã��ã�¾ã�™ã€‚

SUSEã�¯æ›´æ–°ã�•ã‚Œã�Ÿãƒ‘ãƒƒã‚±ãƒ¼ã‚¸ã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¾ã�—ã�Ÿã€‚ãƒ¦ãƒ¼ã‚¶ã�¯YaSTã‚’ä½¿ç”¨ã�—ã�¦æ›´æ–°ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�§ã��ã�¾ã�™ã€‚

http://www.cisco.com/en/US/products/products_applied_mitigation_bulletin09186a00809a1f19.html
http://www.cisco.com/en/US/products/products_applied_mitigation_bulletin09186a00809a1f19.html
http://www.cisco.com/en/US/products/products_applied_mitigation_bulletin09186a00809a1f19.html
http://www.cups.org/software.php?VERSION=1.3.4
http://www.cups.org/software.php?VERSION=1.3.4
http://support.apple.com/kb/index?page=answerlink&url=http%3A%2F%2Fwww.apple.com%2Fsupport%2Fdownloads%2Fsecurityupdate20070091110411universal.html&answerid=16777216&src=support_site.kbase
http://support.apple.com/kb/index?page=answerlink&url=http%3A%2F%2Fwww.apple.com%2Fsupport%2Fdownloads%2Fsecurityupdate20070091110411universal.html&answerid=16777216&src=support_site.kbase
http://support.apple.com/kb/index?page=answerlink&url=http%3A%2F%2Fwww.apple.com%2Fsupport%2Fdownloads%2Fsecurityupdate20070091110411ppc.html&answerid=16777216&src=support_site.results.search
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


