é@zDOCSISaf—afOaffaf afea,Oafaaf a@Saece

&, ¢af%oaf € a,na, flaFraFlD : cisco-sa CVE-2006-
Mediu rﬁ0060920'd0C5i5 4950

& @a...~né-«ae—Y¥ : 2006-09-20 16:00

df @afa, afsasf 1.1: Find

CVS&4,14,%4,¢: 6.0

&76€¢¢- : No Workarounds available

Cisco af €4a,° ID : CSCsh04965 CSCsh06658

Yoo 78«8, d,«ef..4 a9 A€Q+e7aP«a,"a,«aZYe-1a9REPZA...aYL a4
&, C©

8, T&V/oec85@ €@ Cisco

IAD24003,-3f55143,°3€ € 19003,-3f°af143,°af Caf @3, naf«af &,08f0af-5,"a, " affd, af«af1d,;3€ @353,
VG22435,¢3fSaf4,°6»e0+3,25f %353, 4,85, 03 @83@Ye|E3€+3,E3@ | 3€,5,<C%0'3®35@®Cisco

I0S

A®3 vafeaf 4 4 83, CAfAFATY.E 18 Af 8 uaf A «8" e 3O —FOUIO™MIE, L, T3Vt €55 QB3 Af @3
Network Management

Protocol(SNMP)3, 3afYaf¥asafts,£3,'af afa5’3,°3@ E4@«3 %3, 3@ | 59,3, 89 30 F36,3,53¢
Over Cable Service Interface

Specification(DOCSIS)x&°-« 3@ ®4,0af3,;af1haf3,83,13,'3,'a,paf@afhaf a@™a 3, dQRIQ  a@—a

5,4,15,%5@ €QIQ"3QO®L, 1a%+2E8IQ«a %A 00aQ™E,<,id,Ya,%af45 4,1 4,85,C5,60% 3 "aQ™E,<E3Q

3@ 3@ ®3,Caf%05f€@a,13,93f°5€ A€ https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20060920-docsis &€ 84...~é—3 @3, E3 @ | 5@ ,3 @AAQ™AE,

€023Y%" e£V2a" @

QP BLLE" Q3@ FEQSNMPA, PafLhAf @3 FEre%odS 39«3 Q3 QL3 | 5€,5,<Cisco
10Sa,%2af+af"a, | 3,83,C39®e,T1a%tr€83@®IQ,3,<3aFEf143,"3, 4@V I —3€ | 3€,3,< A aQ«
10S3,%af+af"3,!4,83,Ca@®af@afd, afSaffa@«3€@ €@e,Tal%tr€si@Ea"ace @M 3@ efrrae€s:
SNMP3 fifvaf @39 Eaftaf€a,03,'3@830Ye|Fi€+3,Fi@ | 3,3€ | 3€QAftaf-3,03f«af 3@ ®3,33fYa.
snmp

communitya, 3af 28f3af %od,' C ™Mo i@ — €@ ej3 @ ®3, 3@ T3 @231°85>3, 27 ¢ 5 @—3 @A H™AE,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060920-docsis
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20060920-docsis
http://tools.cisco.com/security/center/cvssCalculator.x?version=1.0&vector=CVSS:1.0/AV:R/AC:L/Au:R/C:C/I:C/A:C/B:N/E:U/RL:O/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsb04965
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-4950
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<#root>

Router#

show snnp comunity

Community name: cable-docsis
Community Index: cisco®

Community SecurityName: cable-docsis
storage-type: read-only active

&f 183,03, 5@ 5SNMP3, pafhaf @30 EC, i35 50«39 T OLIQ | 59,5, 39 30 3€H2-30®3, 30

<#root>

Router#

show snnp conmunity

%SNMP agent not enabled

Cisco

eV @AQSC UAfQPIP—a@ | 39,3,<3,%23f33,]3,83,03,'¢COPQIO™E I Q«IQ AEQAFTAfI NG, Ge
version & 3af7af38f %08, c™Mo&| (EA@—3€ | 4,3, "afTaf af@afSaria, e (x°a@—a€%ae™a€ Cisco

I0S &,%af+af"a,!4,83,¢a€ a€EInternetwork Operating System

Software3€ Q3@ %iQYi@ 3@ 3O «FEEIOSIEQIO & (°59 3, EIQUIO™AEE 31°8559BRre-|FQC
Cisco aftaf€d,n3,'3€«3€ show version

8,38f 7838 %08 EA Q39,5 A€QC-°393,31°853 Q9 Te;"5€ 3, E3QUIQ™AE,

i@ REIQ FEQI0SAfEfEf14E,"12.2(15)MC23,a®Ye|Ea@—a€@a,0afa,"'af afhaf«3€p+3, EIQ |
I-M3@83€,3,<3,-3,"3,°e£123"Q4, (13 @—3@ | 5,3 O%AO™EE,

Cisco Internetwork Operating System Software
I0S (tm) 1900 Software (MWR1900-I-M), Version 12.2(15)MC2, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

Cisco
|OSafaafeafysa, 1a@®a'124 @ @ | @3%otd @ReO’* 3P« Pri@,d@ 4@ €@ http://www.cisco.com/warp,

8, T/t e€85@®a@,a,<e£%23" @

€028 5@ ™3,<Cisco
10S3,%af+af"a, | a,8a,caffafasfa,'a@8c haf@i@—a@ | 3€,3,3,3,'3,33f13f@3,03,"3@«3€ €S


http://www.cisco.com/warp/public/620/1.html

» Cisco IAD2430 Integrated Access Device

+ Cisco IAD2431cpa€"3,¢a, a,»a,'affafea,na,’

» CiscolAD2432 Integrated Access Device

» Cisco VG224 Analog Phone Gateway

« Cisco MWR 19004 ¢af €3, naf«af a,nafedf-a,'a, affa, af«afsa,¢
« Cisco MWR 19413f¢af @3, 0af«af a,nafudf-3,'a, " affa, af«aflaa,

&, Tal/cocE8a, 49 «8,"8 9839, 80°80,30"59 "aQE(C°° QI Y 4, EGQVRELI"§

&, Tal/ataeE8s, 4@ «3,"3983€,39%3€ £ 13" 3@ 2-iQPRIQ 355,538 ™AE,

-

« Cisco IAD2420cié€p"3,¢3, a,»3,'aftaf€a,n3,
« Cisco IAD2421¢é€"a,¢3, a,»a,'aftaf€a,ra,’
« Cisco IAD2423cpa€"3,¢3, a,»a,'affaf€ea,na,’
+ Cisco IAD2424cpa€"3,¢3, a,»a,'affafea,na,’

3@ ®3,3,'3, 013" PP «FPSIQ, 5@ | QIO IO ®], C5f %5 @, 15, N3 5O®EY£EY: 5,89 —3
eO3¢ °

Data Over Cable Service Interface

Specification(DOCSIS)el@ e %4IPRIRYEE... 56«8, *5,53€@3,+afuaf-af«aftaf-af'af—afaf@a,nafeafas
266959839 €@DOCSISx -2 5@ "&«3939+3,E3,3QY3, 93«3, uaf@afnaf 3@ Es;...8 | @34
CABLE-DEVICE-

MIB3€@ 3@ —3€ '3, 3@ @cY¥3, %03, ES,DOCSISE, +3f1haf-af«aftaf 3,18, "MIBI@ FA®3c#405 3, E

"This table controls access to SNMP objects by network
management stations. If the table is empty, access

to SNMP objects is unrestricted. This table exists only
on SNMPv1l or v2c agents and does not exist on SNMPv3
agents. See the conformance section for details.
Specifically, for v3 agents, the appropriate MIBs and
security models apply in lieu of this table."

DOCSI Sz MaP-4@ «e°-2« 3@ —3€QSNMP3G,25f-3,,3,83, af 3@ 3@®C,ia"Né™@a,Ca, 4,»3,'3,'3 762
docsisd€ @@ EAQ«3@%a,EIQ | 3,3 QNHIO™EE,

3©"3@B®SNMPA 2afYafyafasfta £3,'4f af55,°8, 89«3, 93, <3 QP 3€QDOCSISx’-2« 3Y®3,+afV
10Saf2af2af14a, af af 38,035 @83 3@ ®3 3afVafvafafta £3, af aF5f4,°4,5,€C" =, 93«3, naf Q4
5€"3,E3, %03 @ ®af—3fOIFfaf af3,0af%af 3@8e,13%+€83@P3,3,Af@af1d, 3f83F5@®Cisco
1053, 1%3f-3°4,! 4,835,053, 40Ye 3@ —3€ | 5€,3,39S3®C28" 3¢ 3€98;1%3S 3@®23€;3€-3,5/2)


http://www.ietf.org/rfc/rfc2669.txt
http://www.ietf.org/rfc/rfc2669.txt

5O"3O®e,TaV+x€83¢ a€@Cisco IAD24003,-5faf%3,°3€53,"3€>Cisco VG224 Analog Phone
Gatewaya€83€ Cisco Bug ID
CSCsb04965(c™x»eaf 1af Y4, 18°, ¢ )€€ 190048, -af*af14a,°af caf@a,naf«af a,nafuaf-a,'a, affa, af«afiag,

H7EQ G-

376€;c-3@ B35 'e7IQP EQELLI"QPIOBCU, I 3O ™3, QIPIEQIfQASFAf af afud, af af@afa,,
af—afaf@a,nafeafa,,a, af@afhaf eOYeé-CaQ«EEcuaQ—a€QAFQATfaf af afua, at...a€8a%ic
ZAQPRI 6@ -3€@ F€QA,CaFaf@a," af—afaf-3,£33,°2-'a1@a@«3,"3QLIQ | 3€@3, af—af1hal
SNM P4, fif vaf @ a€®c,,iaS1aE-

SNMP3 Bf VAf @39 Eaftaf€3,03,15 539 82£31,"59°00CE, 30831 C" 595, E30 1 50,59°30,3 56
no snmp-server

&'aRSA, 38f 2af3&f %on0 SNMp-server community <string>

rod,’ ¢ a@—ae, afaf-afeaffa,”aafvasyasasta, £3,af af2a5,°a,8%0S6™Moi 9 —3 @ 13, a€@SNMF
snmp-

server 8,38f Zaf38f %08, &2 a@p ™3, <3¢ ...e | QéQGéO,é,ééQ%ééT""éﬁSNMPé,péf%éf@é@@éféﬁéf%é
Smpd,’ d4C" AP—a@ | (P QAP I P PIPNIQO™IE,FEEWSNMP agent not

enabledi€ Qi@ 3€,3@13;0e¢"a@EE]| ¢n°a@-3,Ed 3@ F@SIQZIQ™MAE,

59"3QBIIEQP -3 FEQIFLafOE 5, 5OO®ICOTIOSNMPIOESViC" 36+5,EiQ ' 50,5050
8,38f Y AfYAf<Afta £AfZAf fAf —a€p«d, 8,<a,Ca,”8,»3,'39 R 16™

8 381 Af¥Af<Af 5 EAf23f fAf—8, aYs0s @3 Q™3 OVef1L3€ €@ Cisco

10Saf @353, 5f53£212.0(23)S5€€12.2(25)S5€ 9 3053,°39°12.3(Q) T4 985°73.. ¥59+3, E5 Q%39 —3 &
SNMPA, 38f Y 8f ¥af Af 15 £5€ ESNMP3,2325515,3,'8F 5@ «6-CEEL5»" 55, %03, E5Q | 5€,3,<3 89 3€H:

v

¥4 <A@ ®a," @ TaQP«3@°3,SaPHIQ™aE,

Router(config)#access-1list 65 remark Deny access to community string
Router(config)#access-1list 65 deny any

Router(config)#snmp-server community no-access RO 65

Router(config)#snmp mib community-map cable-docsis security-name no-access


https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do

4S8 AQP PRI PBIQ FEQIEENO-

accessi€QIQ 39,3089 V3% PIQPRx-39—3€,3,35fYafYaf A3 £3QEaYccr" @393, EIHY
accessa€@a,'alc" a@PMa e +a@ 3@ A€@F,C3, 4,»3,'3f%3,"af 3@«3,"AQLIY | 3 3%i53¢ 3, EO
mib community-map4, 3af 7af3af %.a€ ®&; 23S 5€p«a,"8,53€@a€Ecable-
docsisé€®§0®g0%éoe"é@@éféﬁéﬂéﬁéﬁéﬁéfé "3faf35,°3€ 3€Qr-°39—3€,3°3fYar¥afAft
accessa€QIQ®aA,C3a, 3,»3,'a"éMPIPB®I AP «C1,RIYP3,EI€QAEECable-
docsisé€0§,3é.f\"(éf¥éf<éﬁé,£é,1éfAé.faéf3é,°éQ_é1/zg_g""é0§50050"‘50050%550%50""5&

8,338 AfAfvaf« Af—Aaf-afvAf: Af @afa, a88,°

Cisco
|OSafaafaafy.a,1af af -8 0af312.0Sa€@ 12.2SXa€ @ 12.2S53€ @ 12.3Ta€@ 1 2.4é€050§é,‘5031 24T3€@ 3€¢

access-list 111 deny udp host 10.1.1.1 host 192.168.10.1 eq snmp
access-list 111 permit udp any any eq snmp

access-list 111 deny ip any any

!

class-map match-all drop-snmp-class

match access-group 111

!

!

policy-map drop-snmp-policy

class drop-snmp-class

drop
!

control-plane
service-policy input drop-snmp-policy

12.0S5€ 12.253€ @39 53,°3€°12.25Xa€®Cisco
I0Saf"af-a,0af’a@3@ €Qaf@afa, afnafiaffaf—a@®xsr-13Q@E°iQa,3Q 3@ dQ«x’ 2,

policy-map drop-snmp-policy
class drop-snmp-class
police 32000 1500 1500 conform-action drop exceed-action drop

4, S8"a@®COPPIQ B Q3@ E€QIEEpermita€ea,ca, 3,af83f3, ' E@aQra, 3, a,'af—afa,naf

CoPP &0V &f /4@ ®e "3RI &% - 39«3 9PriQ, 50 59RO 59 €Px-j3O®
URL 3©8¢C°° 939850 93 %IO™IE,

http://www.cisco.com/en/US/docs/ios/12 3t/12 3td/feature/quide/gtrtlimt.html
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46 VA@8aQ€4a,ahHa,'af a@ a9'ae«a,ca, a,»3,'a,/'a"N1éMQ9ae™a,«

8,8, 3, »3, 18 38fAf Af A VAf «Af%, 1Ef (ACL)E, asil 8@ —3€@ | SE€QafL3f 93,13, 50 3O ®AF 3fO5F5,£5f
10Saf13f@ 3,13, 59«3 €3, afVaF¥afasts £3, 5 5fa%5,°39 59 3@ «SNMPe ! @t 3O ®EEHA
docsisa, 3afYaf¥asafta, £3, a5 3F°55,°5€ ¢ a®33,°5f—3,-3F5aF%8, 4% ¢ 39 —39 | dn%0> §9HIY

5 0835, (AfY.8f+3, 85,08, 'ACLE, deiC’ 5@ —a€ | 3EQ (6 hIQEIQ 93, P, Caf%oaf-3, 563, %0af«af 143,
o T/ESNMPE@ UDPI@ SV @¥5€0,59 | 56,3, 30V3 @ IEQE€QH 3. FaQBIPE, Caf%0af-3,5,'3, 4f-

®&j3@®x«ja%pa, ca, §,»3,'af3,"'af 3,/ af@asfaf af afa, d@«Q@O¢"  iQP8IQPPIPAUIG™IE, RGO
IP &,¢af%03f-3," 192.168.10.1 3€53,"3€° 172.16.1.1

O EL AR5, E3@ 59,8093 @ I€QOIOMIQ'3Q|3O® SNMP §,C3, 5,»3,'3@CE IP
3,¢af%oaf-3," 10.1.1.1

FO®CE|cO13,aftaf1a, 3853 «E™MPARFIP 5,59 | 59,3, 30 50 £9I953, 50’50 9IO®
IP

3,C85%03f-3,"192.168.10.13€ "3€ 3@'€€35;i3@™a,<3¢...6 | QIO EIQ,5,<3Q"3@ AQ8IO™AE,

access-list 101 permit udp host 10.1.1.1 host 192.168.10.1 eq snmp
access-list 101 deny udp any host 192.168.10.1 eq snmp

access-list 101 deny udp any host 172.16.1.1 eq snmp

access-list 101 permit ip any any

GQOIORINEIEQX-|aQ®E ABSE, 252385 %08,a%2i¢" dQP—3 @ | EQIO™MIO'3Q | GO®E,pESE,¢ 3

interface FastEthernet @/0
ip access-group 101 in

af«afva, ;A ESNMPAFE, +affaf 5,89 —3€'3.. ¥4, 3@ 31 cQTIOP™I 3959 53,6239 93OV5,5
1P

8, Caf%oaf -8, 15 Eandae e " 4@33€+3, E2€ | 5©,3,<aftaf@5,05,'5€ QIO UIQP VIO af«af1h, ;5@ €S
8, paf3af-af©a, af afoa, af @aFE ACLi% iACLi%%o

Af @Affaf af afud,” 3,/C8»ac3Q@™a Af 3fOaf5,£3ff3, 5, af-afaffa, 3@ ™3, AQPPIQ AUEIE..39«5O
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ACL 3@ af@affaf af afua,” a,»3,af¥afafts £3@®af™a, af

3f—af0a, aft3,£3,'3€ e€f3€°3,%03,Fi€ ' 3€53,53€ 930959 58O ®C%0'a®33Q®E, TaVi+ta€83



é,»é,éﬂéfaéﬁé,EéQ,é0®é--aeoe\?gé,,é@aé»"éé 20Yefhi€® 3O—a@ le€fe..RAQ™A3;...6 | QIQE
Your Core: Infrastructure Protection Access Control
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