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1\ OB,

re CLi rurrnde LAL=" L 1=

Eecurity.keystorePw = 101046ho! $t5CE-3N( ({d-B~E~:z03g1

C:\Cisco\CVP\conf
“Cizco“CUP»conf »security.properties

“GiscosCUP~conf >
| =

20N> RZEAL TWSMELEAE Z HIBRL .

$CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore $CVP_HOME%\conf\security\.keystore -

delete -alias wsm certificate
storetype JCEKS -keystore c:ix
wesn_certificate

[t iz recommended to
"ke ytool i)

-

eystore cI\c

proprietary format.
rmat wusing
ceystore —dest

standard ¥

AT RRENES, F—ARTNAD—RZAHLET,
3 : Call Server, VXML Server, & & U'Reporting ServerlCx LU TATY 7M1 &2#VVIRLET

o

3. WSMY —/NOER(CABB R ETRAEEERLTT,
$CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore $CVP_HOME%$\conf\security\.keystore -

genkeypair -alias wsm_certificate -v -keysize 2048 -keyalg RSA

wCisco~CUP~jre~bhin*keytool.exe —storetuype JCEKS —-keystore cicisco“cupsconfsse

urity~.keuystore —genkeypair —alias wsm_certificate —wv —keysise 2848 —kevyalg REA

7OV NCEMEANL, YestoconfiimEANLET (RESH),



Jhat iz your first and last name?
[CUPAT: CUPA

Jhat is the name of your organizational wunit?
[ciscol: cisco

Jhat is the name of your organization?
[ciscol: cisco

Jhat iz the name of your City or Locality?
[Richard=zonl: richard=zon

Jhat iz the name of your State or Province?
[Texaz]l:= texas

Jhat is the two-letter country code for this unit?
[T¥1: TH

s CN=CUPA. OU=cisco»U=cisco. L=richardson. ET=texas. C=TH correct?
[nol: vyes

enerating 2.848 bit RHEA key pair and self-signed certificate <SHAZ256withRSA> v
h a validity of 28 days

for: CH=CUPA, OU=cisco,. O=cisco. L=richardson, 3T=texas,. C=TX
nter key password for <wsm_certificater

CRETURNH if zame asz kevstore : :

J7AOYVT7RARRENES, F—ARNTNAT—RZADLET,
FE RBTSRIDEOCHBERCN)BZELLLET,

4. TA VT ADAREEREZERLET

%$CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %$CVP_HOME%$\conf\security\.keystore -
certreq -alias wsm_certificate -file
%$CVP_HOME%\conf\security\wsm_certificate

swCisco“~CUP~jresbin*keytool.exe —storetype JCEKE —-keystore ciciscoscupsconfss
uritys.keystore —certreq —alias wsm_certificate —file c:sciscoscvpsconfssecuri
suwsm_certificate

nter keystore password:

arning:

he JCEKS keystore uwses a proprietary format. It is recommended to migrate to P
812 which iz an industry standard format wusing "keytool —importkeystore —srcke
tore c:iwciscoscupsconfssecuritys_keystore —deztkevstore c:owciscoscupsconfzecu
tys.keystore —deststoretype pkcsi2™.

5. CATAHREICERALFT,

X FIEICHKST, CARRERZERAL TCABEBNEAAZTZEAL £, CARERER DG
RELII—NIEBREEZFIO-RLET,

6.)L—hNILBAE L CAZB B EWSMALBAE ZSZATICOE—L &Y,

C:\Cisco\cvp\conf\security\.

7. L—hREAE DA 2 R— K

%$CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %$CVP_HOME%$\conf\security\.keystore -
import -v -trustcacerts
-alias root -file %CVP_HOME%\conf\security\<filename_of_root_cer>

RICRTRSIC, 7AOVT MR RENES, F—ARNTPNRAT—RZAHDLET,



:\CiscosCUPsjreshin>keytool.exe —storetype JCEKS —-keystore c:Nciscoscuphconfise
uritys.keystore —import —v —trustcacerts —alias root —file C:\Cisco“cup:confseg
uritysroot.cer

nter keystore password:

»Cizco~CUP~jre~hin>kevtool.exe —storetype JCEKE —kevystore c:-wciscoscupsconfze
urity~_keystore —import —v —trustcacerts —alias woot —file C:-~Cisco“cupconf>ze
urity~CUPA—root.cepr
nter keystore password:
Dyner: CN=CUPA, OlU=cisco, O=cisco, L=richardson, ST=texas, C=TXH
szuer: CN=UCCE12DOMAIMNCA. DC=UCCE12z, DC=COHM
berial number: 4970800000L76895db4285cdaZ?000000BBEEAL
alid from: Tue Jun 23 11:22:48 PDT 2028 until: Thu Jun 23 11:22:48 PDT 2022
ertificate fingerprints:
MD5: 6D:1E:3B:86:96:32:5B:9F:20:25:47:1C-8E-BA:18:6E
SHA1: DA:57:B5:5C:C6:93:82:B9:3D:6C:CE:-35:-06:-40:-24:-7D:DC:5C:F9:51
SHAZ256:- FS:BC:65:E8:SA:38:1C:-28:27:45:BE:-B5:-67:-C3:65:08:95:89:BB:-D?:3F:
H2:12:53:5D:81:2A=F5:=13:=67Y:-F4:608
Eignature algorithm name: SHAZ256withREA
.uhjqct Pghlic Key Algorithm: 2848-bhit REA key
erzion:

wtensions:

i1: Ohjectld: 1.3.6.1.4.1.311.208.2 Criticality=false
HHBH: 1E 12 B8 57 88 65 88 62 B8 53 B8 65 B8 Y2 B8 Y6 ... .W.e.b.5.e.r.v

HH1H: B8 65 B8 /2 B

2: Ohjectld: 1.3.6.1.5.5.7.1.1 Criticality=false
inthorityIlnfoficcess [

accessMethod: calssuers
accessLhocation: URIMame: ldap:~/-~CH=UCCE12DOMAIMCA.CH=AIA,.CH=Publicx2@0Keyx285

bpyices , CN=Services .CH=Conf iguration . DC=UCCEL2 . DC=COM?cACertificate?hase¥objectC
aszs=certificationfAuthority

x. 1

4= ObhjectlId: 2.5.29_.31 Criticality=false
RLDistributionPoints [

[DisztributionPoint:
[URIName : ldap:///CH=UCCE12DOMAINCA . CN=UCCE12, CHN=CDF,CH=Publicx2@dKeyx285erv

ces , CHN=Services .CHN=Conf iguration,.DC=UCCE12 DC=COM?certificateRevocationList?has
b TobjectClazs=cRBLDiztributionPoint ]

ICRTEKSIC, AtTrust this certificatetpromptE AT L TYesE AN L F T

7 : ObjectId: 2.5.29_14 Criticality=false
bubjectKeyldentifier [

eyldentifier [
AAEA: 15 A7 AB 9B DC E7 7B AE 5F 44 DC AT BC 16 B? C7

Hi@1A: CE 54 29 59

8. CAREZ & WSMIIHED 1 > R—h

%$CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %$CVP_HOME%\conf\security)\.keystore -import -v -

trustcacerts
-alias wsm_certificate -file %CVP_HOME%$\conf\security\




twCiscosCUPsjreshinkeytool.exe —storet9pe JCEHS —kevwstore c:isciscoscupsconfssef
urity~_keystore —import —v —trustcacerts —alias wsm_certificate —file G:xCisco™
vpsconfssecurity~CUPA.p7h

nter keystore password:

op—level certificate in reply:

Dyner: CH=UCCE1Z2DOMAINCA,. DC=UCCEi1i2, DC=COM
szuer: CH=UCCE1Z2DOMAINCA, DC=UCCE1Z. DC=COM
berial number: 1398856881 Yc46bf4bba59624cf6209F
alid from: Sat Jun 29 21:38:17 PDT 2819 wntil: Sat Jun 29 21:48:17 PDT 2624
ertificate fingerprints:
MDG: 94:82:AC:3F:59:45:48:A9:D3:4D:2C:DV:-EA:=38:1C:27
SHA1: 88:=YS:A7:=4B:D3:D5:B2:-76:B5:59:96:-F1:83:82:C2:BB:-97:23:8B:16
SHA256: ER:E3:1F:5A:8BE:E2:8F:14:80:59:26:64:25:CA-CA:FD:=91:E4:F3:EB:2D:
2:31:85:62:84:45:-66:89:-28:F5:AA
Eignature algorithm name: SHAZ2S56withRSA
.uhjqct Pghlic Key Algorithm: 2848-hit RSA key
ersion:

xtensions:

1= OhjectlId: 1.3.6.1.4.1.311.21.1 Criticality=false
HAAA: B2 B1 84

i2 - Ohjectld: 2.5.29.1% Criticality=true
HasicConstraints: [

CA:true

PathLen:2147483647

3= Ohjectld: 2.5.29_15% Criticality=false
eyllzage

DigitalSignature

Key_CertSign

Crl _Sign

t4: Ohjectld: 2.5.29.14 Criticality=false

bubjectKeyldentifier [

eyldentifier [

AAAA: 78 EF 21 55 BA F? 7% @3 3Aa BA 1D A8 5A 2E 43 B6 x.tU..u.:
AA1d: D1 F8 57 3E "

iz not trusted. Install reply anyway? [nol:

9. Call Server, VXML Server, # & UO'Reporting ServerlcxL T, AT Y 73, 4, 8%#&V)RL &
¥,

10. CVPTOWSMDEEE

ATYT1:
(CBH

c:\cisco\cvp\conf\jmx_wsm.conf

ROKSICTT7AIN2EMREZGEHFL, RELEXT



javax.net.debug = all

COm. Sun.management . jmxremote.ssl.need.client.auth = true

COm. Sun.management . jmxremote.anthenticace = false

COm. Sun.mAnAJeEment . jmxremote.port = 2099

COm. Sun.mANAgement . jmxremote. 33l = true

COm. SUn.mANAJSmSNT . jmxremote. rmi .. porc = 3000
avax.netc.ssl.keyStore=_: LT conf\Security\.Keyscore

javax.net.ssl.keyStorePassword=< keystore password >

javax.net.sal.crustStore=C:\Cisco\CVP\conf\securicty\.keystors

javax.net.ssl.trustS5torePassword=< keystcore password >

javax.net.=ssl. bmstﬁture!ypc-‘]mﬂ

- & = & el B

el = W LD = O U e LR R

ATYF72:
1T regedit(rt.[start] > [run] > [type]Z 7 1) ¥ ¥ L &7 regedit) command
ROAT>arveExF—oA7>a>vCBMLET,

HKEY_ LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software Foundation\Procrun
2.0\WebServicesManager\Parameters\Java
P VIVEWEEE INC. -~ Marme

Iype Liata
a J WowbiiiNode b (Diefault) REG_5Z {value not set]
4 J Apache Softwace Foundal || ab) Clagspath REG_SZ CACea CVPWEMLServed Temast bl bootatiag. .,
2l F:nf:m::.u ab|pom REG_ST CACiscat CUPprebin' cenverfom.dil
b L T T - M jre - i
2.8 WORSeve ._}_EI_EIE?E_. REG_MAURLTI SE “Djrehomes &\ CrooVCYPygre - Deatalina bases T
d b Patamneten
L b
b log
b Hart
& Hep -

4 WebSeraceshlans
a4 Paameters
J birva

L San
; b Stop
b Cisco Systems, Inc.

< i > |

| £

OK Cancel

11. CVP Tcallserver®O JMX %X E T D

(o4




c:\cisco\cvp\conf\jmx callserver.conf

ROKRSICT7AIILNEEFHL., 771ILEREFELEXT

COm. Sun.management . jmxremote.ssl.need.client.auth = true
COmM. Sun.management . jmxremote . aucthenticate = false

COm. Sun.management . jmxremote.port = 2098

COm. Sun.management . jmxremote.ssl = true

COM. Sun.management . jmxremote.rmi.port = 2097

javax.net.ssl.keyStore = C:\Cisco\CVP\conf\securitvy\.keystore
javax.net.s2sl.keyStorePasaword = <keystore password>»
javax.net.ssl.trustStore=C:\Cisco\CVP\conf\security\.keystore
javax.net.ssl.trustStorePassword=< keystore_ password >
javax.net.as]l.cruscScoreType=JCEKS

#COm. sun.management . JmMXIemote.Ss51.Ccontig.file=

12. CVPDVXMLServer® JMXDERE :
ATYT1:
RIZ

c:\cisco\cvp\conf\jmx vxml.conf

RICRIRSICT 7ML ZwmEL, RELKRT,

cCOom. Sun.managsment . jmxremote.ss]l.need.client.aucth = true

com. sun.management. jmxremote.authenticate = false
com. Sun.management . jmxremote.port = 9696

COm. Sun.management . jmxremote.ssl = true

COm. Sun.management . jmxremote.rmi.part = 9697

javax.net.ss3l.keyStore = C:CizcolVPconfzecurity.keystcore

Javax.net.ssl.keyStorePassword = <keystore password>

ATYT2:
1T regedit command

ROATVa>vaEF—0FTaviCBNMLET,

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software Foundation\Procrun
2.0\VXMLServer\Parameters\Java



e i VINherare, Inc. A Marme Iype Lrata

1- ). Wowb432Node ab] (Default) REG_SZ {value not set)
4 -8 Apache Software Foundal -"":Elasspath REG_SZ ChCisegh CVPWEMLServer Tomeat\bin\bootstrap....
4 - |y Procrun 2.0 \‘ ab) by REG_SZ CACiscoh CVPYjreh binhserver jum.dil
b . CallServer ab{Options | REG_MULTI_SZ -Djre.nome=C:\Cisco\CVPjre -Deatalina base=C:\...

4 L VEMLServer || T
/ 4. |, Parameters
. Java
I, Leg
. Start

|, Stop
4- |, WebServiceshMana

< 1 >

0K Cancel

ATYVT7 3

Cisco CVP WebServicesManagerf —E A2 BB L £ 9,

WSMADCARBRE VAT NEARDERK

Call Server, VXML Server, Reporting Server, &=EWSMIZOJ A LET, F—ARNTNA
) — R %& security.properties 7 7 1 )L

1.954F > NEREAOCABR N ETHBOER

$CVP_HOME%$\jre\bin\keytool.exe -storetype JCEKS -keystore $CVP_HOME%\conf\security\.keystore -
genkeypair
-alias <CN of Callserver WSM certificate> -v -keysize 2048 -keyalg RSA

storetype JCEKS £ core cisciscoscvphnconfuse

as CUPAH T keysize 48 keyalg RSA

J7OY7 NTEHMEANDL, "Yess EANLTHERELET,

RICRTLSIC, 7OVT M KRTRENES, F—ARNTNAT—RZAHLET,



that is your first and last name?
CUPA
name of vyour orpganizational unit?

name of your organization?

llhat 1is name of your City or Locality?
[Richardsonl: richardson
iz the name of your State or Province?
texas
t¥§ two—letter country code for this unit?
CH=CUPRA, OU=cisco, O=cisco, L=richardson, 51=texas,., C=1I8 correct?
[nol: yes

Generating 2.848 hit RSA key pair and self-signed certificate (SHAZ256withRSA> wi
h a validity of 98 days
for: CN=CUPA, OU=cisco, O=cisco, L=richardson, ST=texas.
‘nter key password for <CUPA>
{RETURN if same as keystore password):
[He—enter new password:
Storing c scoscupsconfissecuritys.keystore ]

2TA VT ADAZTEREZERLEXT

$CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore $CVP_HOME%\conf\security\.keystore -

certreq
-alias <CN of Callserver WSM certificate> -file %CVP_HOME%\conf\security\jmx_client.csr

CUPsjreshinrkevytool.exe —storetype JCEKS —-keystore cisciscoscupsconfss
urity keystore —-certreq —alias CUPA -file c:“cisco“cvp“con zecuritysjmx_clie

Enter keystore password:

3.CATCIIARICEBRTS

X CARGIRZEA L TCABEBNEAAEZERIZFIRICHVE T, CAFELR DIAE
EN—RARAEZAVO—-RLET

4.)— A BRECARBNEIMXIZA T NIABREZSRICIE—-L XY,

C:\Cisco\cvp\conf\security\

5.CARBNREIMXITAFTURNEAVR—PTRDER, OV REEALET,

$CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore 3%CVP_HOME%\conf\security\.keystore -

import -v -trustcacerts
-alias <CN of Callserver WSM certificate> -file %CVP_HOME%\conf\security\<filename of CA-signed

JMX Client certificate>



2 :NGiscosNCUPNjresbin>kevtool.exe —storetype JCEKS —-keystore c:sciscoscupsconfise
curitysn.keystore| —import -v —trustcacerts —alias |[CUPA -file C:~Cisco>cvpsconfise
zuritysjgmx_clienTopv o

Enter keystore password:

op—level certificate in reply:

Owner: CN=UCCE12DOMAINCA,. DC=UCCE12,. DC=COM
Issuer: CN=UCCE1Z2DOMAINCA,. DC=UCCE12. DC=COM
Serial number: 13988560881 7c46bf4bh652624cf6209f
alid from: Sat Jun 29 21:38:17 PDT 2019 until: Sat Jun 29 21:48:17 PDT 2024
ertificate fingerprints:
MD5 : 94:82:AC:3F:59:45:48:A2:D3:4D:2C:D7:EA:=38:1C=97
SHA1: B8B:=75:A7:4B:=D3:D5:B2:76:B5:59:96:F1:83:82:C2:BB:=97:23:8B:16
SHA256: E6:E3:1F:5A:8E:E2:8F:14:80:59:26:64:25:CA:CA:FD:91:E4:F3:EB:=9D:
E?:31:085:62:84:45:66:89:98:F5:AA
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2848-bit RSA key
ersion: 3

Extensions:

Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
ARAA: B2 A1 80

Objectld: 2.5.29.19 Criticality=true
icConstraints:[

CA:true

PathLen:2147483647

Objectld: 2.5.29.15 Criticality=false

DigitalSignature
Key_CertSign
Crl_Sign

t4: Objectld: 2.5.29.14 Cpiticality=false
BubjectKeyldentifier [
Keyldentifier I
Baa: 78 EF 21 55 BA F92 75 A3 3A BA 1D A8 5A 2E 43 B6 x.tlU..u.:=...Z.C.
AA1B: D1 F8 57 3E - W>

-. is not trusted. Install reply anyway? [nol: yes
;eprtificate reply was installed in keuystore
ilstoring c:iNciscoscvpsconfisecuritys.keustore |

6.Cisco CVP VXMLServert—EAZBRBEL £7,

Reporting Serveric DWTERFUFIEZ#&YIEL XY,
ARL—23>a2YV—=)L(OAMP) A DOCARBHNEVSA T NIARELERLET

OAMPH—/NIZOJ 4> LE T, security.propertiess7 Z A LD S5F—ARNT NI DT— REREL
7

1. callserver WSMZER L V547> NERAEANDCABRFESEREDERK

$CVP_HOMES®\jre\bin\keytool.exe -storetype JCEKS -keystore $CVP_HOME%$\conf\security\.keystore -
genkeypair




-alias <CN of Callserver WSM certificate> -v -keysize 2048 -kevalg RSA

::5Cisco\CUP\jresbin>keytool.exe —storetype JCEKS -keystore cicisco“cupsconfise
~uritys.keystore —gen air —alias CUPA —-v —-keysize 2848 -kevyalg RSA
‘nter keystore password-
that is wour first and last name?
[Unknownl: CUPOAMP
that is the name of your organizational unit?
[Unknownl: cisco
that is the na of vyour organization?
[Unknownl: “ 0
that is the name of vour City or Locality?
[Unknown]: richardson
that is the name of your State or Province?
[Unknownl: texas

that is the two—-letter country code for this unit?
[Unknownl: TX i
CH=CUPOAMP, OU=cisco, O=cisco, L=richardson, ST=texas, C=TX correct?
[nol: vyes

enerating 2.848 bit RSA key pair and self-signed certificate (SHA256withRSA> wi
h a validity of 98 days
for: CN=CUPOAMP, O i O=cisco, L=richardson, ST=texas, C=TX
Enter “key-password for <
(RETURR—if—eame as keystore password:
e—enter new password
Storing c:sciscoscvpsconfissecuritys.keystorel

2TA VT ADRAZTERZERLEXT

$CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore $CVP_HOME%$\conf\security\.keystore -
certreq
-alias <CN of Callserver WSM certificate> -file %CVP_HOME%\conf\security\jmx.csr

:sCiscosCUP~jresbin>keytool.exe —storetype JCEKS —-keystore c:sciscoscupsconfisse
uritys.keystore —-certreq —-alias CUPA —-file c::\ciscoscvphconfissecuritysnjmx.csy
nter keystore pa=sEwuora:z

nter key password for <CUPA>

arning:
he JCEKS key"turP uses a pPUpPlEfdPy Fnrndt- It is Pecummended to mlgrdte to PK

ZBRUEXT, CATAHABICEALERY (AIABRCATEARALEXT ), CARRRIRZERALT
CABRENEAREZERIZFIRICHVET, CARIERORE LI — FNIAEEZS V> O—
RLET

4.)l— RNEERAE ECAB BT EIMXO T4 T NEBAE ZC:\Cisoc\cvplc JE—L F T
\conf\security\

BXNDIN> RZFEAL T, I—bhitAEZSAVKR—MLET,

$CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore $CVP_HOME%$\conf\security\.keystore -
import -v -trustcacerts
-alias root -file %CVP_HOME%\conf\security\<filename_of_root_cert>

A7 RRENTES, F—ARTNATD—RZAHLET, AtTrust this
certificatepromptE AL LET (RZZR ),



:wCiscosCUPsjrevhindkeutonl exe —stovetune JCFHS —keystore c:isciscoscepsconfise
uritys.keystore | —import —v —trustcacerts —alias root| —file c:sciscoscuepsconfsse
uritysroot.cer
mter keystore password:
puner: CH=UCCE12DOMAINCA,. DC=UCCE12. DC=COM
ssuer: CH=UCCELi2DOMAINCA. DC=UCCEi1i2. DC=COM
erial number: 13988560881 Vc46hf4bhbb59624cF6209F
alid from: fat Jun 29 21:38:17 PDT 2019 wntil: Sat Jun 29 21:48:17 PDT 2824
eprtificate Fingerprints:
MD5: 94:B2:AC:3F:59:45:4B:A9:D3:4D:2C:D7:EP:=38:1C=97
SHAl: BB:=75:A7:4B:D3:D5:B2:?6:B5:59:96:F1:83:82:C2:BB:97:23:8B:16
SHA256: E6:E3:1F:5A:BE:E2:8F:14:80:59:26:64:25:CA:CA:FD:=91:E4:=F3:EB:9D:
1 9:31:85:62:84:45:66:89:9B:-F5:-ARA
ignature algorithm name: SHAZS56withRSA
ubject Public Hey Algorithm: 2848-hit RSA key
ersion:

xtEnSs 1ons =

1: Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
BB : B2 Bl 68

2: Objectld: 2.5.29.19 Criticality=true
fas icConstraints : [

CA = true

PathLen:2147483647

3: Objectld: 2.5.29.15 Criticality=false
eyllzage [

DigitalSignature

Key_CertSign

Crl_Sign

4: Objectld: 2.5.29.14 Criticality=false

ubjectKeyldentif ier [

eyldentifier [

BBE: 78 EF 21 55 Ba F9 75 83 JA BA 1D AB 5A 9E 43 B6 x.'U..u.:...Z.C.
BlK: D1 F8 57 3k -2

‘rust thiz certificate? [nolT yes
ertificate was added to keystore
Storing c:isciscoscupsconfssecuritys.keystorel

AVFNLNG =

he JCEKS keystore uses a proprietary format. It iz recommended to migrate to PK
212 which is an industry standard format using "kevytool importkeystore —srckey
tore c:sciscoscupsconfssecuritys.keystore —-destkeystore c:isciscoscupsconfssecur)

6. CVPOCAREBRNEIMXIZAF> MEABD 1 > R—b

$CVP_HOME%$\jre\bin\keytool.exe -storetype JCEKS -keystore $CVP_HOME%\conf\security\.keystore -
import -v -trustcacerts

-alias <CN of Callserver WSM certificate> -file
$CVP_HOME%$\conf\security\<filename_of_vyour_signed_cert_from_CA>

nCiscosCUPs jresbinrkeytool.exe —storetype JCEKS —keystore c:sciscoscupsconfsse
uritys.keystore —import —-v —trustcacerts —alias CUPA —file cisciscowcupsconfsse
ULt ys Jmx . pdh
‘nter keystore password:
szword iz too short Aust be at least 6 characteps
s PAS S rd =
~ hey password fFor <CUPA>

ertificate reply wasz installed in keystore
storing cisciscoscupsconfssecuritys.keystorel

arning :




7.Cisco CVP OPSConsoleServert—EAXAZBEEHL £7,

8. OAMPIcOY 4 > LE 9, OAMPLE Call Server£ = VXML ServerMDO ¥ 1 73 EEEER
ICFBICIk, [Device Management] > [Call Server]lCBE L £ ¥, [Enable secure communication
with the Ops console]F T Y VRY VRAE A ICLE T, Call Server& VXML Server® i 5 Z R
LTEALEY,

Hostname: * lwpa I

Description: [

Enable secure communication with the ﬂmm

9.regedit AN RERXRITLET,

HKEY_ LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software Foundation\Procrun
2.0\0OPSConsoleServer\Parameters\Java.

T7A4IICLTZEMNMLTRELET

-Djavax.net.ssl.trustStore=C:\Cisco\CVP\conf\security\.keystore -
Djavax.net.ssl.trustStorePassword= -Djavax.net.ssl.trustStoreType=JCEK

<| m | >

32

OAMPH — /XA S CVP Callserver, VXMLY—/\, & & U'Reporting serverZ ###t L
save&deploy R FE TF— IR —ADQFHM (LAR—FHY—/V) OBE., FLEOAMPAHA S
Callivxml/reportingh —NXANDOT7 0> a U ENRIEEETLET,

NZ7IL231—b

BE, COREICHIIREORNT TN 1—TFT 1V IBREHIEE A,
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