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sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/ssl/private/nginx-
selfsigned.key -out /etc/ssl/certs/nginx-selfsigned.crt

AT Y 73 nginx.conf7 7 AL E{REL £
worker_processes 1;
error_log logs/error.log debug;

AR M
worker_connections 1024;
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}
http{

include mime.types;

default_type application/octet-stream;

sendfile on;

keepalive_timeout 65;

server{

listen 8096 ssl.

server_name ~ +;

# dns resolver used by forward proxing

resolver <DNS _Server IP:PORT>;
proxy_read_timeout 86400s;

proxy_send_timeout 86400s;

client_body_timeout 86400s;

keepalive_timeout 86400s;
JECONNECTERDEX 7 OF >

location /{

proxy_pass https://$http_host;

proxy_http_version 1.1;

proxy_set_header7 ¥ 7' L — R $http_upgrade;
proxy_set_header Connection $connection_upgrade;
proxy_set_header Host $host;

proxy_ssl_certificate <nginx_selfsigned_certificate>;
proxy_ssl_certificate_key <nginx_certificate_key_path>;
proxy_ssl_trusted_certificate <WsConnector CA Certificate>;
proxy_ssl_protocols TLSv1.2;

}

#ssl

ssl_certificate <nginx_selfsigned_certificate_path>;
ssl_certificate_key <nginx_certificate_key_path>;
ssl_session_cache shared:SSL:1m;
ssl_session_timeout 5m;

ssl_ciphers HIGH:!aNULL:!MD5;
ssl_prefer_server_ciphers on;

}

}
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status nginx
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nginx -t
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systemctl restart nginx
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nginx -V
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systemctl stop nginx
e.nginx’z R T B (ICIE
systemctl start nginx
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