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ROEBERICETAHBNHDENHEREIET,

Cisco Packaged Contact Center Enterprise(PCCE)

Cisco Unified Contact Center Enterprise ( UCCE )
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Microsoft Active Directory
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ECEDIAENAERFEDRE

FIE 1

AD FSEE > Y —)L%ZB&. AD FS > Trust Relationships > Relying Party TrustiC# 8 L £ 7,

FIE 2
Actionstz9 >3 2T, Add Relying Party Trust.. 22U Y O L&Y,

" ADFS

§a File Action View Window Help L= ]5 [ X
« | 210 B[=
Tsors et
> Service o Display Name Enabled  Type  ldentfier Relying Party Trusts -
I | Relying Party Trusts |
— Claims Provider Trusts View 4
Application Groups Mew Window from Here
(G Refresh
E Help

FIE3
AAERNREEEOEMNY A —RT, ARIZIVY UL, ROFIEZRTLET,

a. Select Data Source’R—= TEnter data about the reply party manually7 7' 3 > Z3&IR L |
NextzOZ Y O LET,



%2 Add Relying Party Trust Wizard

Select Data Source

e Select an option that this wizard wil use to obtain data about this relving party:
@ Welcome -
() Import data about the relying party published online or on a local network
Select Data 5
@ 3 =ouree |Use this option to import the necessary data and certificates from a relying party organization that publishes
@ Specify Display Mame its federation metadata online or on a local network.
@ Corfigure Certfficate Federation metadata address (host name or URL):
@ Configure URL
@ Corfigure ldentifiers Example: fs.contoso .com or https://www contoso .com/app
@ [51;‘_’“5'3 Access Control () Import data about the relying party from a file
olicy

|Use this option to import the necessary data and certificates from a relying party organization that has
@ Readyto Add Trust exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

@ Finish
Federation metadata file location:
Browse. ..
(®) Enter data about the relying party manualy
|Use this option to manually input the necessary data about this relying party arganization.
| < Previous | | Mead = | | Cancel |

b. "TRRBDIEEL R—TT, AASIHEORTBZEELEX Y, [Next] 27U Y ILET,



¥ Add Relying Party Trust Wizard

Specify Display Name

Steps Enter the display name and any optional notes for this relving party.

@ Welcome Digplay name:

@ Select Data Source ECE Console

@ Specify Display Name Nates:

@ Configure Certfficate ECE 12.6.1] -
@ Corfigure URL

@ Corfigure ldentifiers

@ Choose Access Control
Palicy .

@ Readyto Add Trust
@ Finish

« Previous | | Mext = | | Cancel

c. "URLOERE L R—I T, ROBEZTVET,
i. Enable support for the SAML 2.0 Web SSO protocol# 7’ 3> #i&IRL £,

i. SEBAZE R A HESAML 2.0 SSOH—/YDURL7 4 —JL RIZ, https://<Web-Server-Or-Load-
Balancer-FQDN>/system/SAML/SSO/POST.controllerfE sXOURLZ A B L £ ¥,



%2 Add Relying Party Trust Wizard

Configure URL

Steps
Welcome
Select Data Source
Specify Display Name
Configure Certificate
Configure URL
Configure |dentifiers

Choose Access Control
Palicy

Ready to Add Trust
Finigh

AD FS supports the WS-Trust, WS-Federation and SAML 2.0 Web550 protocols for relying parties.
W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

[] Enable support for the W5-Federstion Passive protocol

The W5-Federation Passive protocal URL supports Web-browserbased claims providers using the
W5-Federation Passive protocal.

Relying party W5-Federation Passive protocal URL:

Example: https://fs contoso.com/adfsAs/

Enable support forthe SAML 2.0 Web550 protocol

The SAML 2.0 single-sign-on (550) service URL supports Web-browserbased claims providers using the
SAML 2.0 WebS5S50 protocol.

Relying party SAML 2.0 550 service URL:

|hﬁp5:;’fece12'Eweb1a.ju123.lucalfsystem;’SAM L/S50/POST controllerd

Example: https:/fwww contoso.com/adfs s/

d. Configure IdentifiersR—> T, FLEAERIAEFEERF FZEEL. AddE2IVYILET,

« fElEhttps://<Web-Server-Or-Load-Balancer-FQDN>/TERX TH D BEN BV E T,



i Add Relying Party Trust Wizard

Configure Identifiers
e Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying
@ Welcome party trust.
@ Select Data Source Rehying party trust identifier:
@ Specify Display Mame |hﬁps:Hece12€web1a.jn123.lncal;"| | Add
@ Corfigure Cerificate Example: https: /s contoso.com/adfs/services trust
@ Configure URL Relying party trust identifiers:
@ Configure Identfiers Remove
@ Choose Access Cortrol

Policy
@ Readyto Add Trust
@ Finish

< Previous MNext = Cancel

e.Choose Access Control PolicyR—2 T, 77 # )L ME® "Permit everyone. 7R'J) < —TNextZ
JUYOLET,



Steps
Welcome
Select Data Source

Specify Display Mame

@

@

@

@ Corfigure Cerificate
@ Corfigure URL

@ Corfigure |dentifiers
iz

Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

f. EHZEMNTDEBI TERLELL R—=TT,

i Add Relying Party Trust Wizard

Choose Access Control Policy

Choose an access control policy:

Mame

Pemit evernyone

Pemit evenrone and require MFA

Pemit evenyone and require MFA for specific group

Pemit evenyone and require MFA from extranet access

Pemit evenyone and require MFA from unauthenticated devices

Pemit evernyone forintranet access

Pemit evenyone and require MFA, allow automatic device registr...

Description

Grant access to evenyone.

Grant access to everyone and reguire M
Grant access to evenyone and require M
Grant access to the intranst users and re
Grant access to evenyone and require M
Grant access to evenyone and require M
Grant access to the intranst users.

Pemit specific group Grant access to users of one or mare sp
<| m | >
Policy

Pemit evenyone

[] 1 do not want to configure access control policies at this time. Mo user will be permitted access for this

application.

|<Freviuus || Meat = || Cancel

PRNL ZD)YILEY,




¥ Add Relying Party Trust Wizard

Ready to Add Trust

Seps The relying party trust has been configured. Review the following settings, and then click Next to add the
Welcome retying party trust to the AD F5 configuration database.

Select Data Source Monitoring | |dentifiers I Encryption I Signature I Accepted Claims I Organization | Endpoints I Note < I &

Specify the monitoring settings for this relying party trust.

Configure Certificate Relying party's federation metadata LURL:
Configure URL

Specify Display Name

Configure |dentifiers

Choose Access Contral
Palicy T — TP

Ready to Add Trust
Finigh

This relying party’s federation metadata data was last checked on:
< NEver =

This relying party was last updated from federation metadata on:
< NEver =

gIIENAEEENEEICEBMENES, [ALD]ZVUYILET,



¥ Add Relying Party Trust Wizard

The relying party trust was successfully added.

Welcome
Configure claims issuance policy faor this application
Select Data Source v g PelEy PR

Specify Display Name
Configure Cerfficate
Configure URL
Configure |dentifiers

Choose Access Corntrol
Policy

Ready to Add Trust
Finish

FIE 4

FEEI7ONAIT—0OEEO—ET, ECERICERENI-GIAERNHEESEZBIRL., BEEI>
a>vTc7aONT1'28O)Y O LET,



G File Action View Window Help

=2 2[E

] ADFS

» [ Service
| Access Contrel Policies
| Relying Party Trusts
7] Claims Provider Trusts
] Application Groups

Update from Federation Metadata...
Edit Access Control Policy...

Edit Claim lssuance Policy...

Delete
Help

<]

Actions

| Reling Pry Trsts

Add Relying Party Trust...
View
New Window from Here
|G Refresh
Help

ececonse

o

Edit Access Contral Pelicy...
Edit Claim lssuance Policy...
Disable
Properties

K Delete

H Help

Opens the properties dizlog box for the current selection

Update from Federation Metadata..,

FIES5

Properties™” 4 > R T, EndpointsX 7 IZ¥BE L. AddSAML.RZ> &I UY I LET



ECE Console Properties

Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W5-Federation Passive protocols.

LIRL Index  Binding Diefault Re
SAML Assertion Consumer Endpeoints
https://ecel2bweblajol123)... 0 POST Mo

£

Add SAML...

Add W5-Federation... Remove

Cancel

FIE 6
Add an EndpointV 1 > RUT, ROKXSICERELET,

1. TV RRA2NRA47 &L TSAML LogoutZiBIRL £9,
2. 5% T Z % URL Z https://<ADFS-server-FQDN>/adfs/Is/?wa=wsignoutcleanup1.0& LU THEE

LET,
3.[0K|Z20VUY L&Y,



Add an Endpoint

Endpoint type:
SAML Logout

Trusted URL:
hitps:// WIN-260MECJBIC2 jo123 Jocal /adfs As/ Pwa=wsignoutcleanup 1.0)
Example: https://sts contoso.com/adfs/As

Response LIFL:

Example: hittps://sts contoso.comAogout

OK Cancel

ATYTT

[EETONAHA—OERO—ET, ECERICERE hFEEZRRL, BEILIS IV TER
RRZENDOwRE| 2T )Y OLET,



i ADFS

‘
=]

W File Action View Window Help

o= »E  HE

[l ADFS

s || Service
[ Access Control Policies
|| Relying Party Trusts
[7] Claims Provider Trusts
[ | Application Groups

FIE 8

Edit Claim Insurance Policy™> 4 > RJ MlIssuance Transform Rules® 7 T, Add Rule..’RX> %

UYL, AKDKSICHRELET,

a. Choose Rule TypeR— T, ROY 7A > H 5Send LDAP Attributes as ClaimsZ 2R L .

NextZ 2 Uy I LET,

Relying Party Trusts

Display Name

ucce 126

Enabled

Update from Federation Metadata...
Edit Access Contrel Policy...

Edit Claim Issuance Policy...

Disable
Properties

Delete

Help

1

-



Issuance Transform Rules

The following transform niles specify the claims that will be sent to the relying party.

[Order | Ruke Name lssued Clsims

W Add Transform Claim Rule Wizard
Select Rule Template

Steps Sedect the template for the claim nule that you want to creste from the following list. The description provides
@ Choose Fde Type detais about each claim nde template.

@ Configure Claim Rule (Claim nue template:
Send LDAP Attributes as Claims

(Claim nule template description:
Using the Send LDAF Attribute as Claims rule template you can selact attibutes from an LDAP attibute
store such as Active Dirsctory to send as claims to the rehying party. Multiple attrbites may be sant as
mukiple ciaims from a single nule using this nule type. For example, you can use this nils template to create
2 rule that will extract atinbute values for authenticated users from the displayMName and telephoneNumber
Active Directory attributes and then send those values as two diferent cutgong clams. This nile may also
be used to send all of the user's group memberships. I you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

b.[VL—LIL—ILDBERIR—T, ROBEZITVERT,

OL—LI—IBZAANL, BEARNTZERLET,
. LDAPEM L H OB EANEROEEONNYEV T ZERLET,

N —

HAOBFBROEROBENOEZNEL T, BEIIDZERLET,
FinishZz 2 1) ¥ 2 L TEdit Claim Insurance PolicyJ 1 > RJIZERY, OKZOUYOL&ET

o



= Add Transform Claim Rule Wizard

Configure Rule

Steps You can configure this rule to send the values of LOAP attributes as claims. Select an attribute store from which

@ Choose Rule Type Rmﬁfmll_gﬂl:‘ attributes. Specify how the attibutes will map to the outgoing claim types that will be issued

@ Configure Claim Rule

Claim rule name:

|P~ccnurrt name to Name 1D

Rule template: Send LDAFP Attributes as Claims

Attribute store:

Active Directory W |

Mapping of LDAP attibutes to outgoing claim types:

l;géqrpnﬁ?bme (Select ortype to Outgoing Claim Type (Select or type to add more)
» |User-Principal-Name w [ Mame 10 W




Edit Claim Issuance Policy for ECE Conscle

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

Account name to Name 1D Mame |10

Add Rule... Edit Rule... Remove Rule...

‘ OK ' Cancel Apply
FIE9

(EE7ONA S —OFEFO—ET, R L CECEAIRENREFEEZX /LI VY ILET,

B\ #=Properties™ 1 > R T, Advanced® 7 ICEB B L. Secure hash algorithm%Z SHA-1& 1= &
SHA-256ICERELET. OKEIUYILT, D14V RIEBRLUET,
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Relying Party Trusts

Display Mame Enabled Type Identifier
ECE Canzole fes WS5-T.. hitps://ecel26webla jo123 local’

ECE Console Properties

Monitoring I |dentifiers | Encryption | Signature I Accepted Claims |
Organization I Endpuoints | Proxy Endpoints | Motes Advanced

Specify the secure hash algorthm to use far this relying party trust .

Secure hash algorithm: | [ SHA-256

FE 10
Federation Service IdentifierDEZ L. XFLTLSEEL,

- ADFSEEI>Y—I)LT, ADFS>7IFL—>3a>H—EAOT7ONT 1 DRE>2KRZ
7>71FL—2a y—ERBBFERRL, BOUYILET
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Qi File Action View Window Help

o |[m B[m

T

EREEB

Add Relying Party Trust...
Add Claims Provider Trust... ew

Add Attribute Store... e Directory Federation Services provides single-sign-on (S50) access for client
Add lication Group... uters.

Edit Federation Service Properties... More About AD FS

Edit Published Claims
Revoke All Proxies

hat's newin AD FS?
D FS Deployment Guide

[ilew » \DFS Operations Guide

MNew Windew from Here tegrate Azure Multi Factor Authentication with AD FS

Refresh onitor AD FS Service using Azure Active Directory Connect Health
Help More About Azure Active Directory

Azure Active Directory. a seperate online service. can provide simplified identity
and aceess management, seeurity reporting 2nd single sign-an to cloud and
on-premises web apps.
What is Azure Active Directory?
Extend your directory to Azure Active Directory

Identity and Access Management

| Actions
| rofs N
Add Relying Party Trust...
Add Claims Provider Trust...
Add Attribute Store...

Add Application Group...

Edit Federation Service Properties...

Edit Published Claims

Revoke All Proxies

View ]
Mew Window from Here

|G Refresh
Help

NEdit the federation service properties




Federation Service Properties

General | Organization | Events
Federation Service display name:

JO123 ADFS
Example: Fabrkam Federation Service

Federation Service name:
WIN-260MECJBICZ jo123 local

Example: fs fabrkam.com

Federation Service identifier:
http:/AWIN-260MECJBICZ jo123 local /adfs/servicesArust

Example: http://fs fabrlcam .com/adfs./ services Anist

Web S50 lifetime {minutes): 480 |2

b

[ ] Enable delegation for service administration
Delegate name:

[ ] Mlow Local System account for service administration

Allow Local Administrators group for service administration

IDZ’O/NA A —DERE
FE 11
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FinesseDAZBDECED/N—T 123 ICH A AV TEDBLSICSSOZRETSDHEEE.
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ZRTIKSZ 7 AINAERE NIzFlZRICRLET,
a. JKSZEEKLE T,

keytool -genkey -keyalg RSA -alias ecel26webla_saml -keystore C:\Temp\ecel26webla_saml.jks -keysize 204



EZCTABLEF—ARTNARAT—=R, TAVT A&, 8XCF—NAT—RE,
ECEMSSORET 'F—ERATONA S —) REEZREITIBRICEAETNET,

twebla_saml -

bAIAEZT I AR—RNLET,

Z Mkeytool AX > RiE, ece126webla_saml.ctE WS 77 AL BEEFE D ctERDIARET 7 A
JL&EC\TempT A LI RNVICTOAR—KNLET,



keytool -exportcert -alias ecel26webla_saml -keystore C:\Temp\ecel26webla_saml.jks -rfc -file C:\Temp\e
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Eflo X Z 1 —7H S Certificate ManagementZ iR L £,
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- 58 FIFRENHBEZEEBMLET,

« Component Type:CISCO IDS%ZZIRL £¥,
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« REAETVT7AIN : [BRIRZEZDVIYIL, A VR—NTHEHEZBRLE T, AIHAE
(&, .pem. .der(BINARY), £ (&.cerlcetlEXTDHA 2V R—KNTEEXT,

s TAVT ARG AIAEBEOITA VT AZEBELET,
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'L',';,}L',' Enterprise Chat and Email

Partition w

Create Certificate

Access Restrictions

Mame* Cisco |IDS Server
Attachments
Audit Log Certificate for Cisco IdS Server
Description
CORS
Component Type* CISCO IDs w
Data Masking
Rich Text Content Policy Import Certificate e.
Settings
Single Sign-0On

IT-2 RV TNT A A DORE
FIE 14
1.ECEEEBIY—ILON—FT 4232V LARIAZI—T, SecurityZ7>3>zoUv oL

. Zflo X Z 1 —7A 5Single Sign-On > ConfigurationsZi#IR L £ 9,
. Select Configuration RO Y 7R 0> T, AgentZi&IRL ., General X 7 THREZITVET,
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Single Sign-On Type (TN YA F 2247 ) :Cisco IDSZERL F£7,



Enterprise Chat and Email A @ Partiion Administrator

€I560

Configurations

FIE 15
SSO Configuration2 722y LT, RENHMEIEELET,
a. OpenlD Connect7’'O0/N 1 & —
774XV —1FHRI> R4 > MURL
« 754X Cisco IDSH—/NO1—HHEHRI > KR4 > NURL,
« COURLIF, I—HY— =92/ 1—EHAPIZRIEL £T,

« JER [ hitps://cisco-ids-1:8553/ids/v1/oauth/userinfo T 9, < Z T. cisco-ids-1l&. 7’54~
U Cisco IDSH—/XDEL 1585 K X 1 > Z(FQDN)E RL £ 7,

dA—H%—IDEROEH

« I—HEHI > RARA2 NURLICK 2 TIRENDERDEFI. Unified CCEF = [k Packaged
CCERMI1—HEEBAILET,

« Unified CCEZE /z(&Packaged CCED VL —ABEI—HFBRF —BLUTVIUENf HVVET

e chiF, RTPS—F—ORBRIAICRHUTEHEBENDIL—LDI1DTY,

+ Unified CCEZ& #zldPackaged CCEN T —2 1 RO I—HWEAF 1Y TV NILA
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9,
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254k, 1—YIDERB71—I)ILROEELT Tsuby ZEELE T,

tHR) 1Y —FHRI> RAKRAL> MURL

« Cisco IDSH—NOtEH A1) I1—HEHRIT > KR4 > NURL,
« JER [k hitps://cisco-ids-2:8553/ids/v1/oauth/userinfo 9, < C T, cisco-ids-2l&, A A
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https://cisco-ids-1:8553/ids/v1/oauth/userinfo
https://cisco-ids-2:8553/ids/v1/oauth/userinfo

A—Y—HEH/I> RKRA2 BURLXY Y R
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BHTTPXY Y R,

s RRENEAT2IAVDIVAMNSPOSTEBIRLET ( POSTRIDSH—/NDAHKICED
BTZZTERLET ),

POST : EEEE T RARA2 NTCisco IDSH—NICTF—2 2 EETHEDICFERENZDEFR

o

TOEVAN—=O2 0F+v 188 (#)

« RP7S—KR—U2VRECEILF YV 1IBLENHIHME (HEMN),
s MAIO—IAFRIMULIERTSR—O2EF., F+r+VY2I1IICOXMEEIAET, (&IME 1,
BRAfE :30)

FinesseA\ZBMSSOOT 1 > M EFH

s EBEO-INEFLEGEA=—N=—NA4FO=-)ZHFE O I1—¥H, ssoQd1>oLF>>vI)
ZEAL TFinesseDAZBDECEDN—FT 4> I VICH A AV TERDLRSICTRIESRE.
CORINREZDIVYOLET,

s BRICLEHEE., IDZ7ONARE 102 3BT MM—ERZ7ONAMA—]EoZ 3>
ICBHREBETHILEN HVYET,

s TNLEHICIE, IIPERETHAIIPH—NNFATENhTVIHREN BV ET,



gAtL Enterprise Chat and Email

| Partition W |

| a | Configurations

Access Restrictions

Select Configuration | Agent w
Attachments
Audit Log General ‘ S50 Configuration
Certificate Management
CORS Openld Connect Provider
Data Masking

Primary User Info Endpoint URL* h -/ fids-fqdn:8553/ids/v1 foauthfu ...

Rich Text Content Policy v o tps:i/ fa fdsielf /
Settings User Identity Claim Name* upn

Single Sign-0On -~

Configurations Secondary User Info Endpoint URL

Licenses

User Info Endpoint URL Method® POST w
Providers

Access Token Cache Duration 30

(Seconds)*

Allow SSO Login Outside Finesse [ @)

bTAFYT AT A7TANAH—
IYF454ID

s [dPY—N—0DOI>FT4F57 11D,



i COERF, ADFSEEIVY—ILD[7IFL—2arH—EABIFIOEETEEIC
—HBLTVWBBENHYET,

Configurations
General | Organization | Everts
o Selec Agent -
Management
Federmtion Senvice identier
@ hiig: E 2jo 123 locol‘adfs senvicesdrugt
Entity I Mt PWIN-2E0MECIBICE o123 Jocal.... = - hiip/fs Enbelcnm com/ndis endcea st
Fich Tast Co Web 550 Metime friudes). 430 |5
Identity Prowvider Cartificate T
Enable delagation for senice administration
A i Bon* Dwiegate rname
- ity Locasion SAML Subject Identifier v
i User identity Attribute Mamea® Mlow Local System acoount for service administration
| Mo Local Administeatons oroup for senice administeation
Providers Enable Encrypied Assertion
Azsertion Decryption Certificate* o

ID7'ONA A —FIRE



- REAREAE,

- AEAEE T----BEGIN CERTIFICATE--—-1 T#&E' . --—--END CERTIFICATE---1 T#
DOIBENFBYNET,

« ChiF, ADFSEEIO Y —II>Y—ERA>IAHE>N—IBEO N -V BEAHETY

o

————————————————————————————————————————————————————————
Allow S50 Login Outside Finesse @ | 4DFS
A SEN:: — Subsect Issuer Effective Date

Identity Provider ; '; e ‘.’"‘M hod Servics communications

| Authentication Methods 3= AT S "

| Cartificates [ECN=WIN-Z50MECJBIC2 jo 123 Jocal, OUsTAC, OmCisco, L. CHsio123-WIN-2BOMEC)...  1/31/2024
Entity iD* hitp:/WIN=260MECJBIC2 jo1 23 local Claim Deseriptions Tok prin

| Device Registration [E)CN=ADFS Encrypion - WIN-260MECJBIC2 jo123bocal CH=ADFS Encryption - W...  1/31/2024

Taki
Identity Provider Certificate* 9 =l q = 1Z3local
=ADFS Sigring - WIN-260MECIBIC2 jo
Ve Application Promy

User Identity Location* SAML Subject Identifer " | Access Control Policies

| Rebying Party Trusts
Claims Provider Trusts
| Application Groups

 SAML Subject IdentifierZi&RL T, FHAEADIDOBFHRET 7 2L NOSAMLY 72 19
NEBIF (SAML7H—>3a> 07219 N0OBE Ik, <saml:Subject>D 1—HE R E
) ICBRELET,

« SEAEDEENEM (email.address’x & ) ICIDDBFTZEE) HTSIZIE, SAML Attribute &
BIRL £, User Identity Attribute Name7 1 —)L RICEMZIBEL T,

User Identity Attribute Name*

Enabie Encrypled Assertion

Assertion Decryption Certificate”

1—HIDDOEBFR

I1—HIDEMSA

« 1—H¥IDOT—> 3 ENSAMLEEOBZESICOABRATAET,

s CNEFESAML7H—2a > ATHRETE, EFX—ILT7RLABEGI—HRIAAICIHOE
HEBRTDEHICEATEET,

« ¥z, SAMLEMZE > H LV I1I—HYZERTBDLEHICERATHIEETEET,

o LEAWE, emailaddressSEMETIEEENIEEICK > TI—FHFEEIEh, BEEThLE
X=)LT7 RLADENIATLAAOEDI—HEE—HLBVEE, EEETNESAMLENM
THLUWI—HYHIERENET,

EEtEenNETH—2a>z2BMCITR (F72ar)

s A=A ARAICTATTAT47ONAF—TCHRELENETH—23a> 280
ZF2ICFE, NIILREDZOVYOLTEZEMICERELE T,

« TS5 THERWVWEBAW, {E%DisabledICFREL E T,

TH—>3a ES{LIIAS

Enable encrypted assertionEnabledICE8EE NhTW3F S &, Search and Add7RZR> &2 1Y
L., BERZHFIEL GIAEZZEELET,

Assertion Decryption Certificate™ 1 > RO TEHMZEREL £,

s Java¥F—ART 7 7A4) : JavaF—ARNTI77AINDT7AINNAZRBELET, <DV
TANKKsSFER T, FATFTATA7TAONAZ =LK 2 TREShTWBR 77 0)LICY



ATLFTOEATRDEOICHAEBEBSHLEF—HNEEATVET,
« Alias Name : B5F¥—0O—E 05 F.
- Keystore Password:Java¥ —ARNFT 77 ATV ERT DO ICRBEZ/NAT—R,
« Key Password : T4/ U7 ADESIF—ICT IV ELATREHICHELR/INAT— R,

E:ChiEk, ADFSEEIDY—I)I TERENEECEIHENAEEEDESLIZT D
SfRRE L —HITDIMENHYVET,

cH—ERZTONA S —
H—ERA7ONA X —FHHRRR

s NTLREEZBMICKRELET,
I>747T4ID

« ECE77UT—23a>OAMURLEEELE T,



ECE Censole Properties

Service Provider

its | Proxy Endpoints ] Notes | Advanced

Service Provider Initiated & _ | Encoyption | Signature | Accepted Ciaims |
Authentication Specify the display name and identifiers for this relying party trust.
Display name:
Entity ID* https:f/ecel26webla.jol23. local/ [ECE Conscle
Relying party identifier:
Request Signing Certificate” o

Example: hittps.//fs.contoso com./adfs services Arust

Signing Algorithm® SHA-256 hd Relying party identifiers:
tips://ece126weblajo123local/

Identity Provider Login URL* https://WIN-260MECJBIC2 jo123.loc ..

Identity Provider Logout URL https://ecel26webla jo123. local/def ...

FRAHEFOER

- DEZBFHRERMTSICE. JavaF—ARNT(IKS)FEAEN BETT,
c ATVINMTERULEIAVTABEF—ARNTPIF—NAT—RZFERAL T, ks774)
ET‘y7°D_I<L/353—o



X Chik, ADFSEEI>Y—I)LTHEBMKE NIZECE
YZ7O—RENEAABE —HBIZIHENFHYVET,

Service Provider

Service Provider Initiated
Authentication

Entity ID*

Request Signing Certificate*
Signing Algorithm*

Identity Provider Login URL*

Identity Provider Logout URL

FEATILIVAL

&

https://ece126webla.jo123.local/

SHA-256 ~

https://WIN-260MECJBIC2 jo123.loc ...

https:f/ece126webla jo123 local/def ...

AAENRAEREDOEBRIZTICT

ECE Console Properties

Organization | Endpoirts Prany Endpoints Maotes Advanced
Monitoring | Identfiers | Encryption Accepted Claims
Specify the signature verfication certificates for requests from this relying

pary.

Subject
EJCN=ece126a..

Issuer Effective Date an:uiva“la'
CN=ece128app... 1/31/2024 2:21.... 1/28/2




s H—ERZ7ONA X —DBETINIIVALZRELET,
- ADFS%EHT3%184E. COfEF. ECEAICAdvanced® 7 THERE N -SIBHEFAHEEE
TERULETZIDVALE—HBITEIHENHYET,

Service Provider ECE Console Properties
Service Provider Initiated C Manitoring ] Identifiers [ Encryption I Signature | Accepted Claims |
Authentication Organization | Endpoints | Prowy Endpoints | Notes | Advanced
Specify the secure hash algorithm to use for this relying party trust,
Entity ID* https://ece126webla jo123.local/
Secure hash algorihm| | SHA-256 v
Reguest Signing Certificate e
Signing Algorithm* SHA-256 w
Identity Provider Login URL* https://WIN-260MECJBIC2 jo123.loc ...
Identity Provider Logout URL https://ece126webla jo123.local/def ...

IDZ7’ONAE—nOY 4> URL

+ SAMLFERERA ®URL,
« EZIE., ADFSMOIFE. C hidhttp://<ADFS>/adfs/IsT ¥ .

D7’ ANAX—nOY 77 MURL

s OJT7IORBICI—H—IVAALINENBURL, ChiEFA7>3a>T, FEDODURLETE
ETEEXT,

- EEAWE, SSOOT 7 REIC, T—2 T2 N%Zhttps://www.cisco.comE =ik T DD EE
DURLICUAAL YV RNTEZET,

FIE 16

[Save] 20U Y O L&Y,

IN—FT 142 3 FRETWeb Server/LB URLEZRELET
FIE 17

Partition settings® T TIEL L \Web Server/LB URLAADE N TWB & ZMHERRL., AppsRE T %
iEIRL T, General Settings > External URL of the ApplicationlcBEIL £,


http://FQDN_OF_ADFS/adfs/ls
https://www.cisco.com

Y Enterprise Chat and Email

Partition

Chat & Messaging

General Settings

Knowledge

\—T 123> EBERDSSONER

External URL of Application

https.f/ecel26webla.jo123.local

Maximum number of records to
display for search

Maximum number of records to
display for NAS search

100

Integration



0
X

« ZCOFEEPCCEICOKBRAENET,
« ZhlE., CCEEEWEBA > X—7 I 4 Ahttps:///lcceadminATF ItAEnD
ECEA> I Y NATTY,

FIJE 18
Partition Administrator®SSOZ#ERK T 2 (C (&

1.ECEBBIVV—=ILON—FT 14232 LARIX_1—T, SecurityF7>a3a>azo)v oL
. Eflo X Z 1 —7H 5Single Sign-On > Configurations & iZR L £,

2. Select Configuration RO Y 7*A 77> T, Partition AdministratorsZ 2R L, FREDFHEME A
HALET,

LDAP®URL

« LDAPH—/NXDURL,

o k. LDAPH—/NDO R XA >0 NAO—FURL(Idap://LDAP_server:3897% £)E izl F 0O
—/N)LA RO URL(Idap://LDAP_server:32687%%. £) T 9,

« ECENLDAPILLY V7 v 72 FERALTHREETNTVWSHE, ECEACCEEEIO Y —ILEN
LTT7O9tEAREhDEeE, N—FT423aVaJATALAICEBNICEBMNTEET,

e« L, 1207 AL ANAICERO R XA 2B BActive Directory D BB, KEBEUPNA
BRENhTWRBAE. EELDAPR—M3898 KU636M RX 4> NO—FURLEfE
BALBEVTSEEL,

« LDAP#EEF. JO—NILAHROJURLZR— 32688 KU3269THEAT D RDICRETE
£9,



o JO0-NILAZOJURLEZFERTZCEZHEBHLET. GCEFERALEVES.
ApplicationServerOJ IZ XD LS B IS —NREBEENET,

- LDAPZREL D IS\ <@>
javax.naming.PartialResultException : KRB DHEES R, &Y OBHI
'DC=example,DC=com’

DNJE 1%

- 1—%0OJ4 > BE2ETDNOEM,
« I=&EZIE, userPrincipalNameT 9,

R—2R

« BaselcIEBEEL LB, 77V T—23 Ik 2 TRER—AELTERAERET,
« REXR—AW, LDAPFAL ORIV ) —TCOREOHBNETT,
« & ZF, DC=mycompany, DC=comx & TT,



LDAP#&ZE FH DN

o« LDAP AT ATEZ/NA Y RAFATATVEWVWEEIE., LDAPFALOIRNUY ) —THK
RIERZF DI —0REBIBDON)ZIEBELFT,

« LDAPH—NTEZ/NA 2 RIFAETNTVWBREREK. COT71—J)LREZEAODERICLE
9,

Password

« LDAPY AT ALATEZB/INA Y RAFAEATVWEWESIE., LDAPFALOIKNUY ) —TH
RHEREE OD>I—FONAD—REEELET,

« LDAPH—NTEZB/NA 2 RIFAENTVWBRHEEE. COT7A1—)LREZEZEHADEFERICLE
g,

FIE 19

[Save] 20U Y IO LET,

T, ECEQI—2INEN—TFTA42a EBEO VTN AVFAVEREN TETLERLE
NZTNZa—F42Y

NL—ALXRIDEERE

1.ECEEBIVV—ILON—FT 1232 LR X_Z1—T, System ResourcesF 7> a>%
20Uy oL, EROXZ1—H S5Process LogsZiZIRL £,

2. 7AD" AKNA S ApplicationServer7 Ot A ZZEIRL ., "Maximum Trace Levels RO
V7R IXZ1—HNSBEHORNL—ALARILEZRELET,



=
P=

« YHtEY N7 Y TERERBREFOSSOOT AV IZ—ORNTZ TN a—F42T
Z1T5ICIE. ApplicationServer7 O ARNL —RAZLARILTIZRELET,

s IZ—NBRZW S, QN LEEZEEhBVESIC, SL—ALXRILEFT7 %I
NLARIAIZELET,



il Enterprise Chat and Email

L1 -

‘ace! 26applacalarm- - process
wce 26app laAppiicationServer
‘ece] 26applaccompanent - stabus
ecel 26appia Databaserbonionng
wee] 2680018 dem=registry

‘ece] 26app1a CrSMContmllnr

ece 28appia DSMContolleLaunchHeiper

ece] 208001 0dx- process
ece] 268001 3 EAAS. prOcRES
‘eea] 26300 13 EAMS-process
el 2Bappia MessagingSener
et 2BApH1a MONIEE- process
‘ecel 26applaProcesslauncher
o] 2630013 PUNYE- (OGESS
‘BCa ] 26300 1A TRpON- NOCESE

e 268001 Aules - CHthi- PrOcess

|I|l|l|l|
cisco

| Partition v ‘

| - ‘

Apps  Departments  Integration  Language Tools  Security Senvices  Storage

Enterprise Chat and Email

Drescrigtion

oce 1 2Eapp | acalarm-rules- procass
noal2EapplaAppicationS erver
ecel2tapp] a component-status
ecel 2éapp] a Databasehonitonng
Bee] 26ann 1 8 dem-registny

ocel2tappla DEMControder

ece126appladx-process.

#ca 12640013 EARS - process
aca 1263001 3 EAMS-process
see] 26ann ] & Messaging Senr
681203001 A OIS (rocess
ecelliappia ProcessLauncher
Bca 1 264001 A pUrge - process
Bca 1 263001 3 TBR0N-INOCass

#ce1 263001 A 1es-CAChe-Process

Edit Process Log: ecel26appla:ApplicationServer

MName

Description

Maximum Trace Level

Log File Name

Maximum File Size

Extensive Logging Duration

Extensive Logging End Time

NZTINDa1—FT 12T+ A1

17—

Advanced Logging

ecel26appla:ApplicationServer

ecel26appla ApplicationServer

A @ Parttion Administrator ~

System Resources

4 - Info ~

8 - Trace ~
7 - Debug

6 - Dbquery

5 - Perf

4 - Info v o

Tools  User



- I5—J—K: 500
- IS—OHRE: FAFVTATATANAF—OOT AV ICKB LS, FPTUT—2 3
VHBEBATI—Y—ICOJA U TEER A

O %4

o [dPOT A 2 ICKBL F L = — <samlp:Status><samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Responder" /></samlp:Status>

"Responders; EWSATF—2 Ak, ADFSEITASHADEEN BB L ERLE
T, COFE, EICECEEEI>Y—IL (SSORE>H—ERZ7ONAE—) ICT7y 70—
k& n 7z "Request Signing Certificates &, "Signatures X7 TECEIRREFRAEEREIC
7Y 7O—RENEHABAENF FERTY,

« k., JavaF—ARNTI77AMI)NZ2EAL TERENDFAAEETT,

* T,

T70r—>3a>%—)10%7 : SL—ALXILT:

<#froot>

unmar shal | AndVal i dat eResponse

2022-09-21 18:18:15.002 GMT+0000 <@> ERROR <@> [392364:qtpl1158258131-392364] <@> ProcessId:3272 <@ PID
2022-09-21 18:18:15.002 GMT+0000 <@> INFO <@> [392364:qtpl158258131-392364] <@> Processld:3272 <@ PID:

L10N_USER STATUS CODE_ERROR

2022-09-21 18:18:15.002 GMT+0000 <@> ERROR <@> [392364:qtpl1158258131-392364] <@> ProcessId:3272 <@ PID

at
at
at
at
at
at

at

com.egain.
com.egain.
com.egain.
com.egain.
com.egain.
com.egain.

java.lang.

platform.
platform.
platform.
platform.
platform.
platform.

module.security.sso.
module.security.sso.
module.security.sso.
module.security.sso.
module.security.sso.
module.security.sso.

handler.SAML2_0_Handler.unmarshallAndValidateResponse (SAML2_0
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Han
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Han
handler.OpenIDConnect_Handler.validateReqWithAttributes (OpenI
admin.SSOAdministrator.validateRequestWithAttributes (SSOAdmin
controller.SS0ControllerServiet.doPost(SS0ControllerServiet.j

Thread.run(Thread. java:834) ~[?7:7]

error Code=500&error String=The application is not able to login the user at this tinme as ldentity Provi de

2022-09-21 18:18:15.003 GMT+0000 <@> DEBUG <@> [392364:qtpl1158258131-392364] <@> ProcessId:3272 <@ PID
2022-09-21 18:18:15.003 GMT+0000 <@> DEBUG <@> [392364:qtpl1158258131-392364] <@> ProcessId:3272 <@ PID

IR TT %

s "T—SIVRIVINBADVAVORE-Y—ER7ONAS—, 023> 0 TAHE
NEBDER,
o« ATY I THERKL f=Java Keystore .ks7 7 1 J)LA, ECEEE 1> Y —J)LDOSSO

REZSR

=Z7 AN

LTLEEWL,



Configuration > Select Configuration 'Agent' > 'SSO Configuration' tab > Service Provider >
Request Signing certificate® T M "Request Signing Certificate"”7 1 —JL RICF7 Y 7’ O— K&

NTLVWB L Z2BFELET,

- ECEFIFRERNAEEFE(ATY 712)® "Signaturey X7 T, ct7 7AIIHFT Yy 7O—RE

nNTLVWB e Z2BREALET,

NZTINDa1—FT12 T2 HA2

17—

« IZ7—1J—R: 400

« IZ5—M&HE : SAMLISERN—O N EMNTT . BREOKRIICKBUEL I,

07 % #

-« ZOIS5—IE, ADFSO Th—2 > BHKIHE, £ECESSORED "FAFVTFATAT
ONA S —SEAE, OHEPFEF —BL VAW EERLET,

T70r—>3a>H—)NO7 : SL—ALAXILT:

<#root>

Entering 'validateSSCCertificate' and validating the saml response against certificate

2022-10-07 15:27:34.523 GMT+0000 <@>
2022-10-07 15:27:34.520 GMT+0000 <@>
2022-10-07 15:27:34.521 GMT+0000 <@>
2022-10-07 15:27:34.521 GMT+0000 <@>
2022-10-07 15:27:34.521 GMT+0000 <@>
2022-10-07 15:27:34.523 GMT+0000 <@>
————— END CERTIFICATE----- <@>

2022-10-07 15:27:34.523 GMT+0000 <@>

DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID

INFO <@> [537838:qtpl158258131-537838] <@ ProcessId:3272 <@ PID:

Error: Could not parse certificate: java.io.lCException: Inconplete data

2022-10-07 15:27:34.523 GMT+0000 <@>
2022-10-07 15:27:34.524 GMT+0000 <@>
2022-10-07 15:27:34.525 GMT+0000 <@>
2022-10-07 15:27:34.525 GMT+0000 <@>

Signature validation failed

2022-10-07 15:27:34.525 GMT+0000 <@>
2022-10-07 15:27:34.525 GMT+0000 <@>
2022-10-07 15:27:34.525 GMT+0000 <@>
2022-10-07 15:27:34.525 GMT+0000 <@>

ERROR <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID

ERROR <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
INFO <@> [537838:qtpl158258131-537838] <@ ProcessId:3272 <@ PID:
ERROR <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID



IR TT %

« OJAZARY K "Could not parse certificate: java.io.lOException: Incomplete datay & L

ST Z—HRRENDHER.
BWCEZRLTVET

"ldentity Provider Certificate; ORBA'EL K ABEHNTL

- ZhEMRTSIZIE, AS FS Management > AD FS > Service > Certificates > Token-
Signing >C DIFREND TV AR—F>TFARNIF A XA THL>IXNTORBZZIE—>
SSORET77AILO "ID7ONA A —FEAE ) OTICBEY F%> SaveZEITLE T,

s " I—2I2RNVINBGAVAVORE-TATFTATA7T7ANAE—, 9> 3
(RTY 15T "PATFUTA4T47ANAF—FIRE) OREESRBLTSEEL,

NZTN>aA—FT142T2F)F3

17—
17—

vk

J—R :401-114
)

i . SAMLEM®IZI—Y—IDAR 22 EE A,

T70r—>3a>H—)NO07 : SL—ALAXILT:

<ttroot>

get SSODat aFr onSAM_Token

2024-02-01 01:44:32.081 GMT+0000 <@> ERROR <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.081 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

L10N_USER | DENTI FI ER_NOT_FOUND_| N_ATTRI BUTE:

2024-02-01 01:44:32.081 GMT+0000 <@ ERROR <@> [1220:qtp815320891-1220] <@> ProcessId:7716 <@ PID:1 <@
exception.SSOLoginException: null

com.

at
at
at
at
at
at
at

at

com.
com.
com.
com.
com.
com.
com.

java.lang.

egain.
egain.
egain.
egain.
egain.
egain.
egain.

egain.platform.module.security.sso.
platform.module.
platform.module.
platform.module.
platform.module.
platform.module.
platform.module.
platform.module.

security.
security.
security.
security.
security.
security.
security.

S$SO0.
S$So.
S$So.
S$So.
S$So.
S$So.
S$So.

handler.SAML2_0_Handler.getSSODataFromSAMLToken (SAML2_0_Hand
handier.SAML2_0_Handler.unmarshallAndValidateResponse (SAML2_
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
handier.OpenIDConnect_Handler.validateReqWithAttributes (Open
admin.SSOAdministrator.validateRequestWithAttributes (SSOAdmi
controller.SSOControllerServiet.doPost(5S0ControllerServiet.

Thread.run(Thread. java:830) [?7:7]

error Code=401- 114&error String=User ldentity not found in SAM. attribute: 'upn'



2024-02-01 01:44:32.083 GMT+0000 <@> DEBUG <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.083 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

BRIRTT %

« COIZ—I&. "User ldentity Locations 7 4 —JL R& TUser Identity Attribute Name. 7
1—)LROBENDEEXRLEF—HZERLET,

« ECEE® > Y — )L M[Single Sign-On] > [Configurations]® & M[Select Configuration] KO ¥
7*AJ > T, [Agent] > [SSO Configuration]® 7> [Identify Provider]Z3&R L . [User Identity
Location] & [User Identity Attribute Name]Z#82L TIEIEL £ 3 (AT Y 7°15),

BYIE 5 ¥

NS5, ECERA VAR —LELERREZRAITIRICTDICHRIDILEN HIEELZRF
AXVRNTT, CHIRFECERFIXMNDBENBEVARNTRESY KR A,
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