CMS/Acano Call Bridge TOL 11— —DOiE

FHITZ I R—F b
L
BA
HR—RNEh3EH
Tooty N TV T
AT Y 7°1:Windows ServerTNFSHEE 7 # LA ERET S
ATV 72 LAY —NTLO—XEHEL. BRMCLET
AT Y 73:.CBTAPII—H%ERT S
ATYZ4APIZFERALTL - %#CBICEEMT S
B
NP | Tl
B E SR

B=

ZORFIXNTIE, Cisco Meeting Server(CMS)®MCall Bridge(CB)d>R—%> hTLI—4&
ERETDLEHICHXELBREFIEICOVWTHALET,

Bl SRAF
B

CORFIXVNIBRBEOEHREHY XL A

ERAFHIAVR—FT b
CORFIXVNOBRE. KOYTRIITFEN—RIITON-JIVIEZETVTVET,

. CMS 1.950f&

- Google Chrome #' S M Postman

CMSTF77VTr—23> 7002320 A28 —T7IA4X(API)
CORFIXNDERIE, BEOSRREICHDTNAAICESIVTHERENELE, COR
FAIXKNTERATIINTOTNAARG, FIA(F74)D ) REOREA SEBLTVERT
o AEBEFORZY ND—U TR, EAVURICK>TRIDUHEN HIFEE T OBEREL TL
ZELV,



BRELA

CMS Recorderld, CMS ( IHAcano ) ¥—/XOVJ—RA19AS5AFTEET, LO-F k., &8
ZRRBL, RYRNIT—DT7ALNZATANFS)RFIX NANL—DICRERZEREFT S #MaE
ZRMLET,

L J—4A I&Extensible Messaging and Presence Protocol(XMPP) O S A 7> KD KRS ICEIET S
=%, Call BridgeZ RA RN T B H—/NTXMPPH—NZEBMZTIHSENHVYET,

LA—HZA4 > ANFRBETHY), LI-FHY—/\TRE&<CalBridged>R—F> NIEAT
PHENBHNET,

RYRND—=DT7T7ANATANFS) T4 LI NN BET, Windows Server& 1z [ELinuxTE Y
N7YTTEEXY,

. Windows Server® &k, Windows ETEXY RD—O 7 7MLV ATLZRBEALET
. LinuxMBEE., LInuXICRY ND)—O 7 7P AIN AT LZRBALET

5 : Windows Server 2008 R2 T @3 ANFSIC (k. #EPROBEBICH TR RY N T4 Y IR
FHYET,

HA
Y R—hEnDEMN

1TRORICRTRSIC, LO-F I, CBEZFRARNTZH—/NICHL TUE—KNDCMS/Acanot —
NTRARENTVRIZENHYERT
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1:Windows ServerNFS

a.windowsNFSSingle Split Recordings

Name - Date modified Type Size
. ExchangeSetuplogs 9/6/2017 2:48 PM File folder
| inetpub 5/30/2017 6:34 PM  File folder
. Perfleogs 8/22/201310:52 AM  File folder
. Program Files 10/11/2017 &:33 PM  File folder
1. Program Files (x86) 1/3/2018 2:04 PM File folder
). root /6/2017 2:37 PM File folder
). Shares 4/26/2018 3:50 PM File folder
‘ﬁ: Single Split Recordings 4/27/2018 10:37 AM  File folder
. Users 6/2/2017 3:13 PM File folder
1. Windows 4/21/2018 7:31 AM  File folder
u BitlockerActiveMonitoringlogs 9/6/2017 5:43 PM File 1KB

b. Properties



Previous Versions Customize MNFS Sharing
General Sharing Security

Single Split Recordings

File folder

CA
Size: 15.1 MB (15,926,307 bytes)
Size ondisk: 15.1 MB (15,525,344 bytes)
Contains: 1 Files, 3 Folders

Created: Today, Apnl 27, 2018, 32 minutes ago

Attributes: [m] Read-only (Only applies to files in folder)
[ | Hidden Advanced...

c.f5 £ D[NFs Sharing]
d. NFS

e. Share this folder



F:hE. NFSUZATURECMSLO—SHF D7 A#NEZRODTDOICEALE
ER

X 7ANAORERCAR—AN BV L ERRBLET, BETHBE. TZEERETE
T, RDIT—AVE—IHFRRENET,

' Server for NFS cannot update the share configuration. Try updating the
' shared directory again, or delete and recreate the shared directory.

OK

g. ANSI

h. Kerberos No server authentication [Auth_SYS]

| Kerberos v5 privacy and authentication [Krb5p]
| Kerberos v5 integrity and authentication [Krb5i]
| Kerberos v5 authentication [Krb5]

lv Mo server authentication [Auth_SYS]

[v Enable unmapped user access
i+ Allow unmapped user Unix access (by UID/GID)

" Allow anonymous access

1}
il

i
| =

i. Allow unmapped user Unix access (by UID/GID)
j.
X IXTONZDOF7 AN NEFTABRVERATY, LOA—FICEHRAMY)/EEIAKT

DEAENFVETT, ChiZ&Y, IXTOXZOOF7A)ME2ZEELEZY, LO-FIEC
RWEDIL—ILZEBMLIENTERT, RARNTZI9T 1A, IXNTONI AT IRA



EEMCTDETT, cn%ZNoAccessicEEL, HENOT VAN VELZY—/ND
IPICEHTL WERZEBML XY,

k.
I. IP 10.48.54.75
m. access

n ANSI

0.

Add N : Audd Members
10485475 A
Type of Access: | Read-Wiite | T Mlow oot access
Encoding: ANS| | Activate Wi
oK "o oCancel

p. [0K]

q.

r.Change

OK Permissions
t. OK []

u.



X : EveryoneJ L=k, 72 INEANOTILNT IO LAEN BETT, JANMNIEVES
. REIZBRUTERIT 2 2HEET, 1—F—2BMTDICIE[EMEIRERL,
[BHEI17 4 —JL RICEveryone& AB L T[OK]ZBIRLET, VAND[ER]ZRIRL, [7/
ARO=NLNOFIYIRY VREFICL, [OKZERLET., [OK|ZBTERL T,
T7ONT14Z2BUET, ELKERESTNTVREHEES, RORDODKISIZBEVYET,

Security

Object name: C:\Single Split Recordings

(Group or user names:

42 CREATOR OWNER

H2 SYSTEM

%Mministratars (VTN \Administrators)
82, Users (VTN\Users)

Pemissions for Everyone

Full control

Modify

Read & execute
List folder contents
Read

ATY72: LO—FY—NTLO-FEZREL., BRCLEY



aRDINY REFEALT, BELEAVR—TIAATLIO-A—HFIYARAVTBELSICHER
LEY,

recorder listen <interface[:port] whitelist>

b.LO—H—AFO—HILCBILHBERE. I VE—TIARZE "I—TNv I, CRETD&
ENfHAc0T, ROOXV REZFEALET,

recorder listen 10:8443
CRENDAVEA—TIAATIUYAVITREEE, Tay £52T. ®REFEALET,

recorder listen a:8443

E:VFAREENILCBO/—RTLI-HEZRETRHE. TOAX—T 11 AR,
LO-SABREETNTVD /= ROO-HLVARZVIA Y B—TIAATHIBEN B
EC

dLO—A—THEAITRARETVT 7ML ERELET, LA, ITICHETSAHAEL CB
IR >THEATIBEF— J 7ML EERITDIENTEXRT,

recorder certs <keyfile> <certificate file>

e RNDINY REFEALT, CBAEAEZL - X —FEANTICEML XY,

recorder trust <crt-bundle>

crt-bundlellld, CBTHERAENBAAEN ELDBEREFTFNTVIREN HYVET., ITAR
NICHBDHBERF. FTAZHAOTNTO CB DIEAEN BTN TVRIREN BV ET,

fNFSDHRAREBELEFIPFRLA, BRUENFS LOBEZE2FEFIBZTFTALINIEEELE
9,

recorder nfs <hostname/IP>:<directory>

F:LO-HF—R@NFSICREIZhFEBAN, LO-F—H—NICENFSTALIKNVIC
NIBDHANY/BERAKT IV EAEN BB ENEETT,

g XDOIN> RZFALT, LO-F—Z2BMCLET,

recorder enable

AT Y J3.CBTAPII—YZEHRTS



CB EICAPI I—HZERLET, chik, APIBEBEFEALCEMOREICHETT,
ROFEZFEALTI—Y%2ERLET,

aBEBEEILTOIOYIIEEALT, EF¥217 2 T)L (SSH) F2EO2 Y —ILEHT CB IC##
BmLET,

b.J1—%® <username> api &ML, Return ¥—Z# L TNAT—K&ZADL, Retun ¥—%
HLEY,

ATYT4APIZERLTL -4 ZCBICENT S

1.2ChSPostmanZA O O—RULTAVARN=ILTSB

2.7 RLAN—ICAPI7PVE2AURLEADLET, fi
. https://<Callbridge_IP>:445/apifvi/<entity>, XIZ. FBFE. AT Y 73DI1—HHRE/NAT—R%E
BREL. &4 7 &L T[Authorization]D [Basic Auth]iCEREL £ 9

uj Runner Import D_ Builder
https:f 45.54.75:44
GET https:/1 Cl.48.54.?5l:445.-'ap 1/callProfiles Params Send hd Save
Authorization @ (2)
T B Update Request
User _ . The authorization header will be generated and
sernams apiuse added as a custom header
Password

Save helper data to request

Show Password

F:IhiE, CBICBEAERESNTWVWALIO—F—F & callProfile AW C &EZRHIIRBEL
TVET, ThUADBERK., PUT AREFEAL T, BETSL I—F—X callProfile &
ETETEEXT,

ZBRRLET. APIZEALTLI-FZCBICEMLET

a.https://<Callbridge 1P>:445/api/vi/recorders Z{F AL TZ M POST ZX{ELE T,

b.(a)&EU URL #AL T GET ##%EL., LO—4— D #5|A%ELTXERICIE—L
-3

c. PUTZEZE1TT S R1IZ. https://<Callbridge IP>:445/api/v1/recorders/<recorderid> TCPUTZIXEL
. _ch%ZEBODYlEMLT, LIO—ZFOURLEERELF T,



https://chrome.google.com/webstore/detail/postman/fhbjgbiflinjbdggehcddcbncdddomop?hl=en
https://%3cCallbridge_IP%3e:445/api/v1/recorders
https://%3cCallbridge_IP%3e:445/api/v1/recorders/%3crecorder
https://%3cCallbridge_IP%3e:445/api/v1/recorders/%3crecorder

url=https://127.0.0.1:8443 ( LOA—X—A"O0—AHI CB ILH B 5HE )

FhE

url=https://<IP Address of recorder>:8443 ( L 11— —A"0—AHJL CB ICHBWVEE)

UTIE, W22 0BlEzRLET,

C e |

3 : dtmfProfile. callProfile 3 & T¥ callLegProfile &, cospace BEFL#EICSMTS SIP T
JRRAVNCEDTHIEEETY, chilckl), I RRA> NE cospace BED I—
LOBREZRBRMEILTEDLSICEYET,

CMA 1.9.38 K T'CMS 2.0.1 £ F#EIC, DTMFRh—YRFRETYT, 2T,
(® Record

REEIVYIULET, CMS23H85WebRTCICEL O—RARRZAIEBN

cshFL L,

4. callProfile d ¥ER
a.https://<Callbridge_IP>:445/api/v1/callProfiles Z A L TZ=®N POST ZEEFEL T,

b.(a) EEL URL £ L T GET ##EL. callProfile ID ZE| A% L TXERICOE—LE
E

c. PUTZZ1T9 % HIIC. https://<Callbridge_IP>:445/api/v1/callProfiles/<call profile ID>%Z&fEH L T
PUTZIXE L. callProfile®recordingModeZ8&EL £9,

recordingMode=Manual ( RE&EIC DTMF I MU ZHERAL TRIZHMBREEELVESR)
FrE

recordingMode=Automatic ( 11— )L DBREKICEBNICRZTZHBIT2ES)

BRI, WO2HhDHlZRLET,


https://127.0.0.1:8443

[]:] Runner Import D. Builder

PUT https://acanosrv01.alero.aca:445/apifvi Ic&ll Profile/213dcBbd-89ba-4a40-ae9f-e305696b5] Params Send - Save
- (2] Generate Code
Fcrr"—da:al ® www-form-urlencoded I raw binary

w recordingMode Automatic Bulk Edit

XX : Firefox? SPOSTERZFERAT2EEK. [AET2 T V] ZEIRL T,
PUT/POST % %15 9 % #i(_Body from ParametersZ B8R 2 REBHF HVY E T, ChiZkV),
CBAEBTEAI—RICOAVNSMILENET, RORDKSIC :

AL LI R

GET POST PUT DELETE ~ I;J

Content to Send | Headers Parameters

File: | Browse. .

Content Type:

Content Options: Basetd4 Encode | Body from Parameters

5AFAZO77A4ANANOO-=IN7TO774INDOEN

callProfile I=&k V), BEOREN TN ESH, ELBECI—FONANBEN ESNHES
EhEY.

callProfile % BODY (ZBfNL #=%#. https://<Callbridge IP>:445/api/v1/system/profiles Z AL T
PUT 2 ({EL X9,

callProfile=<call profile ID>

LTI, WO2ADBlZERLET,


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

PUT https:ffacanosrvl1.alero.aca:445/apilvlf system iles Params “ Save

[ ] ers (1) Body @ Pre-request Script Generate Code

form-data ® w-www-form-urlencoded raw binary

p callProfile 082058e0-bfa8-4431-87eB-b32c7eb1a73f Bulk Edit

recordingMode 7 [Manual] ICEREE N TWAEEEF. 1—HYH DTMF h—2Z2FEAL THE
HBRBROFEILETEZHEEERITD DIMF VO 7 I ERETDHEN HVYET,

6. DTMFZ'O7 7 1 )L DR

a.startRecording=**7 # &k T* stopRecording=**8 ( #l ) Z startRecording=**7&stopRecording=**8
é: b‘C BODY (CEREL 7= T, https://<Callbridge_IP>:445/api/v1/dtmfProfiles %Z £/ L T Post

EELET,

Bl -

[]] Runner Import D Builder

No environment

https: an
POST httpsy/facanosrv1.alero.aca:445/apifvfdimfProfiles Params Send b Save
- (2) Cenerate Code
form-data ® www-form-urlencoded I raw binary

o startRecording **7 Bulk Edit
stopRecording **5

b.GET ZAELTHLWVWDIMF Z7’O7 742K KL, 5|AFELTID ZXERICIOE—LZE
9,

7.CallLeg7’ 07 7 1 )L DERK

CallLegProfiles X BFENEEEZRELET, COT—ATIE, BEOEIN WL ESHEHUE
LET,
ROXSICO=IL Ly o 70774 ZERLET,

a.recordingControlAllowed=true Z BODY (CEBMML =& T,
https://<Callbridge |P>:445/api/v1/CallLegProfiles Z AL T Post ZXEL E T,

LRI, W2h0flzRLET,


https://%3cCallbridge_IP%3e:445/api/v1/dtmfProfiles
https://%3cCallbridge_IP%3e:445/api/v1/dtmfProfiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

NO 2NVIrorIment
https:/facanosmvD2.cluster

POST htrps:.-"facar'DsruDE.cluster.aIero.aca:ﬁiﬂ-"api."u'l. Params Send W Save
L =aders (1) Body @ = Juest i [ests Generate Code
form-data |'® x-www-form-urlencoded | raw binary
o recordingControlAllowed true ) Bulk Edit

b. https://<Callbridge_IP>:445/api/v1/system/profiles & fEFH L TPUTZIEEL .
callLegProfile=<callLegProfile_ID>%BODYIZ&M L T, CallLegProfileZ#RL £9,

Bl -

PUT httpsyfacanosrvl2.duster.alero.aca:d45/apiful Params Send ~ save
® Headers (1) Body @ e-FE st Script Generate Code
form-data |'® x-www-form-urlencoded raw binary
o callLegProfile e3895c60-09b29-4ae3-8267-3c7d0fc33cb Bulk Edit

8. DTMF7O7 74N ZEALEY,

dtmfProfile & BODY dtmfProfile=<dfmt Profile ID> (ZJ&fNL 7= .
https://<Callbridge 1P>:445/api/v1/system/profiles Z AL T PUT ZZ{EL X9,

LTI, WS2r0fl=RLET,

PUT httpsi/facanosrv0l.alero.aca:445/apifvl ffystem/profiles Params Save

e ] eaders (1) Body @ Pre-re st 5 L Generate Code
form-data ® www-form-urlencoded raw binary
Io dimfProfile fobef721-e46b-4321-9734-0abc2a4581a8 ] Bulk Edit

cOtEU>a> TR, RENFEEBICHELTVA L Z®FELET.
1RENFTTLES, RDAX=DICPLHINESITT

recorder


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

AO—A)I AR RF70O2 CB:

o I I

=
L}
-_—

2.GETZEBELTIATLA7O7 74N ERRTDICIE,. ER(CcallProfile, CallLegProfile. &
& U'dtmfProfile ( cN S TN TAREECNTVB ERE ) AIRRENTVBDRENHVYET,

https://<Callbridge |P>:445/api/v1/system/profiles

LTI, W22 DPlZERLET,

£2xml version="l.@"2
| <profiles>
glllegProfile»9591bd29-dc78-4656-babl-328b2fd5R5fes /calllegProfiles
callProfile>cfBcfl197-a314-4ce-93d5-4498551efcdb< /callProfile:
tmfProfile>118eddbB-fcb2-45el1-9b5c-724F7b837b35 </ dtmfProfile:

3. CallProfilelCRREE N T VWA L ZHFETDICE., APITChZFALET

https://<Callbridge |P>:445/api/v1/callProfiles/<callProfile ID>

ChiE, UTOLSICREFENEBREEFHOVTIL ICREENTVAIZLEZRLET,


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

| ¢2xml version="1.8"33>
<callProfile id="af73f145-820b-42ed-B898d-F111Ff6250626™>

¢recordingModerautomatic</recordingMode >
| </callProfiles]

4. CallLegProfilelCFREE N TWR L ZBFEITHICKKE. COAPIZEALET

https://<Callbridge |P>:445/api/v1/callLegProfiles/<callLegProfile |ID>

ekt

<?xml version="1.8"2>
| <callLegProfile id="9591bd29-dc78-4656-babl-328b2fd5@5fe" >
¢recordingControlAllowed»>true</recordingControlAllowed>
<f/calllegProfile>

i fed e

5.DTMFZ7O77A )L TREREENTVD L ZHAETHICE., APITChZFRALET

https://<Callbridge 1P>:445/api/v1/dtmfProfiles/<dtmfProfile ID>

chik, A TORSICEEFENBBFEFLEFHOVTILICEREECNTVDEEZRLET,


https://%3cCallbridge_IP%3e:445/api/v1/system/profiles
https://%3cCallbridge_IP%3e:445/api/v1/system/profiles

£2xml version="1.8"3>

<dtmfProfile id="11BeddbB-fcb2-45el1-9b5c-724F7bBA37b35"»
cmuteSel FAudios< /muteSelFhudios
cunmuteSelfAudio? < funmuteSelfAudios
¢toggleMuteSelfAudior<toggleMuteSelfAudios
{lockCall>»></lockCall>
cunlockCall>»</unlockCall>
cmuteAllExceptSelfiudios</mutedllExceptSelfAudios
cunmuteAllExceptSelfAudior < unmutedllExceptsel fAudio>
<endCall»<fendCall>
cnextlayout>< /nextlayout >
¢previousLayout:</previousLayouts
¢startRecording»#*7</startRecording>
¢stopRecording>*#8</stopRecording>
{allowAllMuteSelf></allomAlIMuteSelfs
{cancelAllowAllMuteSelf></cancelAl lowAl1MuteSelfs
¢allowAllPresentationContribution?</allowAllPresentationContribution:
{cancelAllowAllPresentationContribution»</cancelAllowdllPresentationContribution:
cmuteAllNewAudios< /muteAllNewAudios
cunmuteAllNewfudio: < funmutedl INewAudio>
¢defaultMuteAllNewfudios</defaultMutedl INewhudios
¢muteAllNewAndALlExceptSelfAudior < /muteAllNewAndAllExceptSelfiudio?
¢unmuteAllNewAndAllExceptSelfAudio»< funmuteAllNewAndAl1ExceptSel FAudios

¢/dtmfProfiley|

X :DIMFZ7O77AINERANY—RA NI=)ILTREBELBEVLED, AR—ATIE
FHRZLAFERATEEEA,

rSTNYa—h

CCTR, BEODRNZ TN 1 —TFT 4V J I ERATERBHRERLET,
LO-A—ICELTRFNATVEIRBEZRTTDICE, ROOY REZEITLET,
syslog follow

RRENDHABROKRSICEY KT,

Jun 20 20:38:49 kern.info acanosrv05 recorder-proxy[1]: 2016/06/20 20:38:49 Connection from
10. 48. 54. 75: 39439: Aut henti cati on succeeded

Jun 20 20:38:49 kern.info acanosrv05 recorder-proxy[1]: 2016/06/20 20:38:49 Connection from
10. 48. 54. 75: 39439: Connection term nated

Jun 20 20:38:53 kern.info acanosrv05 recorder-proxy[1]: 2016/06/20 20:38:53 Connection from
10. 48.54. 76: 35141: Aut hentication succeeded

Jun 20 20:38:53 kern.info acanosrv05 recorder-proxy[1]: 2016/06/20 20:38:53 Connection from
10. 48. 54. 76: 35141: Connection term nated

CDHITIE, acanosrv05 AL I—F—&KRARNTBDH—/NT, ThIZEHZLTLVSTOMO CB
/—RA 10.48.54.75 & 10.48.54.76 T,

chid, VE—RNCBALI-AF—CcELLEHL, AL TVREZRLTVET,
LO—4—A"CBICHLTO—AIDEHEE, BERIL—TNYIIPALSRKRELET,



Jun 20 20:40:52 kern.info acanosrv0l recorder-proxy[1l]: 2016/06/20 20:40:52 Connection from
127.0.0. 1: 45380: Authenticati on succeeded

Jun 20 20:40:52 kern.info acanosrv0l recorder-proxy[1l]: 2016/06/20 20:40:52 Connection from
127.0.0. 1: 45380: Connection term nated

F:LO4—70O0tACEETZEEAENOYIE., recorder-proxy & L T syslog IZ&
TENET, chslFE,. LO—FA—NFKBLTLVSA8EM0H2BEMERLET,

L= —0F0MD syslog EXDEHVY) TT,

COT—ATR, FETNAANFRD2HY), EFEFBBNICHBENET,

Jun 20 21:16:19 user.info acanosrv02 host:server: |INFO: recording device 1: available (1
recor di ngs)

BRECABMULEBERE. RETNA AN RIOD 2 A ESHZBIELET,

Jun 20 21:16:19 user.info acanosrv02 host:server: |INFO : No recording device found
CORSBEENRTENESERK, LIO—F—OEETHHEZREL, ThHNCBOREICHE
HEhDELWIIHETHD L ZHERELET,

syslog ZFANXT, NFSAKL—IHANTRENTVBRAESHEZEFELET,

-NFSAKRL—=IH YT RENRTVEVWIES, TFailed to mount NFS storages £RRE N
xY
. LO—=F4H%—/\ : [Folder-namelc BREE NTWANFST7 # LA N, NFSAKL—2ICERES
NTVANFST7 A A ERUTHBD L Z2BBLET
APl ZETL T, LO—43—ICEETRTI—LZHERELET,
- https://<callBridge_IP>api/v1/system/alarms
CTARTDEEREN DIEVEE,. TrecorderLowDiskSpaces N"RRENEXT

R, LO—F—C&2TERENBNFSANL =D+ DB T A AVBEIEN D L 2t
wlEXT

BOE1E ]
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