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[ P Cisco Router and Security Device Manager (SDM): 172.16.1.2
File Ednt View Tools Help

#  on - i o Q ?
] @ Horme 4&;:?} Configure anitor | S e S ek
s e

i
i Hardware
I "“}L
l Mocel Type: Ciscn 3640 BOS Yersion: 12408
Morailable | Total Memory{MEB): 481 28 MB SDI Version |
Cleco 3640 Total Flash Capacity: 4% ME
[ #] L] [ ] [x] 9

Wiewe Running Corfig

Confhguration OwerHew

% Interfaces and Connections & Lp (1)
Total Supported LAK: 2 Total Supported YWAN: A{Berlal SvnciAsme)
Configured LAN Interface: 1 Total YWAN Connections: T{HDLC)
DHCP Server: Mat Configurad
i & Up ()
IPSec (Sie-to-S ek n GRE ouer IPSec: 0
Hauth Lodgin Reowired: 1} Earsy WPN Rizmmote: I
Ho. of DMWVPN Clients: 1] No. of Active VPN Clients: 0
- Houting
o, of Static Fouie: 1}
Dymamic Rowting Protocols: Mong

2. [Configure] > [Interfaces and Connections] > [Create Connection] Z3#IRL T, /1 > X—7 I
A AD WAN R ZRELE T, fleLT, 2UTIL AR —T 4R 20 DHEERE.
[Serial] #7°> 3> %#i#IR L T [Create New Connection] 27 JUY I LET, F: 41 —HXY
ReEDHMDEATDA U R—TIAADFBER., BAVE—T IS A1 T ZZERL,
[Create New Connection] RZ> &V UY VL THITLE T,



HE Oisca Router and Seourty Device Manager (S0&)E 172.16.1.2

File Edit Wiew Tools Help

@ Home ﬂ}% Carlipre Monitar me EE E:j:h I-;I?; i

~. Interfaces and Connections

Creale Connection | Edil Inlerface/Canneclion

Craate Hew Connechon

LI5e Case SoEnarin
Sedect mconnechon end click Creste Mews Cornechion
'_;},IE " Eehernst LARI
Fitswal 2nd ACL 7 Ernenat (PPROE of Lnencapstiated Routng) _
% Sl (FPF, DL o Frame e EﬁrJgL_{:?
Inforrmation {PPP, HOLG af Frass Rily)

Wou can configure a sefiel nberfeca for HOLC, PPP or Freme Rakay Click
Create Mesw Conresctionto stan

Crualhy of Seracs

Creats Mew Connection I
BEBRUEAVER—TIAANRTRENLS, [Next] Z7 VY ILTRIZEHRET,

X
Welcome to the Serial WAN Configur ation Wizard

WAN Wizard

This wizard will allow you o configure a Serial interface for Internet conne clivity

Three types of Serial YWAN connections are supported:

*  Frame Relay

*  HOLC

" PFP

To continue, click Mext.




4. [Available Interfaces] M7 7°<, 3 > A 5 [Serial interface 2/0] ( BEIDA > R2—T I A A ) %
BIRLT, [Next] 22U Y OLET,

fseriaivizars —— = x|
m m Select interface

Select an Interface for the WARK connaciion,

forailable Interfaces:

<Back | Med» | Frien | cancel| Hew |

5.VFINAVE—TIAADATEIILOBEZRBIRL T, [Next] 29UV ILET,




Serial Wizard - Serial2/D{Sync/Async) EI

Configure Encapsulation

Interface: Serialdi

Choose the encapsulation tvpe for this connection.

The High-Level Data Link Ciontrol (HDLC) connection connecls
a synchronous serial port (also0 known as a leased ling)

on A router, access server to connact o & router, access
serer, or corporate network. These routers or access

sarvers must be Cisco devices.

" Frame Relay

T Point-to-Polnt Protocal

" High-Level Data Link Control

<Back | Mest> | Finisn | cancel| Heip |

6. AVEA—TIAADBEEIP PRLAERIETEZHTRY N XAIZEEL T, [Next] £

DY ILET,




Serial Wizard - Serial2 /0{Sync/Async) x|

WAN Wizard 1P addvess:

Enter the IP address forthis connection

& Stallc IP address

IP address: [192.168.1.1
subnet mask: |255.255.255.I] ar 24 E
" IP Unnumbered to: | Etrarmetiin [ |

You can configure this interface to perform dmamic DMS updates by checking the
checkbox balow.

[™ Enable Dynamic DNS EI',.im*ni;EI‘!E...l

<Back | Nest> | Finisn | cancer|  Heip |

7.1ISPASREENDZIRIANKYTIPTPRLA(RY ND—=U RAT IS LTE,
192.168.1.2 ) BEDAT> 32 NTRX—RZEALTF7 AN L—FT1 VT ZHREL.

[Next] 20 )Y I LET,




Serial Wizard - Serial2 /0{Sync/Async)

“ m Advanced Options

There is no static route configured on the router, & default static route ensures that
outgoing fraffic will always be sent o another router on the network.

W Default Static Route!

~ Usge this Interface a5 Forwarding Interface

{+ NextHop IP address [1921681.2
{ffyour ISP has grven you a next hop IP address enter it here)

PAT is not confipurad on any router interface. Confguring PAT allows miultiple
devices on the LAM to share this WaN connection.

I Port Address Translation

LA rterface to be trans!ated F = otEtharnet i j

-Eackl Mext = I Finish I Cﬂnnall Help I

RDT 42 ROAFRREN, I—FHFT2LEREDENHIRFIENE T, [Finish) 20 1) Y
JLFY,



Serial Wizard - Serial?2/D{Sync) Async)

Surmmary

Flease click Finish to deliver ta the router

delected Imerface Serlalil
Encapsulation : HOLC
IF address: Siatic
IF address: 19216811
Subnet mask 1255.255.255.0

Detault Route:
Deslination Prefiz 0.0.0.0
Destination Prefix Mask 0.0.0.0
Fongarding IF address (B2l Inferface)192.168.1.2

4

i [ Testthe connectivity after configuring

tEau{l e I Finish I .--.,_

RDIDA RINFRREN, L—FANOINY REERAFRRENET, FEHLIT R
RIEHR—MEEEICKY IV REEENKKBLEZERE, T5—HNFRRENET,

Command Delivery Status:

X

KX

Freparing commands for deliverny...
submitting 6 commands, please wait. .
iconfiguration delivered to rauter.

] 4 |

=)

o

TEBAVER—T I/ AOEN/mE/HIBRZTVET,

8. [Configure] > [Interfaces and Connections] > [Edit Interfaces/Connections] Zi&RL T, & F



B Cisoo Router and Security Device Mansger (SO0M): 172.16.1.2
File Edd Miew Tools Help

@) e

T Cocbgue Mondol | colesh  Sme  Semh  Hep M

Graale Conneclion | Edit ierface Connection

Intarface Lizt oM~ [F Ed 'ﬂDihti|EEummw|EDHiii © Disable ¥ Tes! Corne
= IFe face [P | s | Blol | Stalus | Description
""-‘E Ethemeatln no IF sddrese Ethemeat o L
Fitetal =nd ACL FagtEihamet! 0 1721612 1001 D0 Eth emat 1 S lp
1921 6811 SEME] SRS 2 g
Sera fin IR sidrass Senal Sungissne ] 9 Doy
Serialdi? no R address Sefial Byniifgyme 2 @ Do
Serialdn noIF sddress Senal Synoifgyne s @ Do
Secixily Auck
*
Faoiting
. Cefails about Interfsce Barizl2/0 & Bdministrataly Up &2 Sdministrativety Do
e
o Nern Mame e Value
o ar 193.16%.1,17255.555.254.0
& Encap HOLC
MAT =Hpne=
iR el | (Access Rule - inbound =Hones=
Aicess Fule - oulbound =Hurgs

AVBR—TIAADKRELEREFTLFEETDICE, BEITR A X—T I A AZEAXRR
LT [Edi| YUY I LET, CCTRBEOEEIP FRLAREETEET,



Interface Feature Edit Dialog -Serial2/0 x|

Connection | Azsociation \[ NAT\[ General \[Applicatiun Service \|

Encapsulation: HDLC

IP address |Static IP address j

IP address:  |192.168.1.1

Subnetmask: |255.255.255.0 ar IHE

Cynamic DS Method; Tl

Cancel Help

NAT E&3E

AL FZ Y UNAT OERTE

Cisco L—BZTHAFZIY YU NAT 2RET DI, XOFIEZERITLET,

1. [Configure] > [NAT] > [Basic NAT] Z3#R L . [Launch the selected task] 27 Y VLT, &
REE NAT ZERELE T,



Create AT Etlﬂ'lgruilnn1 Edit AT Canfiguration |

i+ Basic HAT

IFis apticn.

T Auberanced MAT

wiour petweori need pocess to, aelect this ophon.

Secuniy Fudi

. .

S0OM can guide you through HAT configuration tasks, FAT allows vou to
connect the hosis on your LAM fothe Internst. Selecia task then click

I you just have PCs or hosis anbhe LA thel need scoess {o the Interne, zelect

It wou Bre hoetng servers (6.0 web Servers, e-mall Ssvers) that Lsers autside

Aoulbing Lavnch fhe sslectad fask I

.r-.
fﬁl':ﬂ

MAT

2. next] 200V O LET,

|
NAT Wizard

Mistvaodk Addiess Translason

semice provider.

I
i X T E LD

] T NN N F AR EH |
o gk R EE-
L F v 't'*"'ll- L]
AT D HAajad
-,
.

W maepe @

Welcome to the Basic HAT Wizard
This wizard lets you connect the PCs and hosts on vour LAN 1o the Internet.

Use Case Scenario

PC with private |P address

%.J

%{w--%

Ise

To connectthe PCs and hosts to the Internet, you must perorm these tasks:
* Choose the interface that is connected to the Intameat or to vour Internet

* Choose the networks on the LAN that are to share the Internet connection.

Fr|£h| Gam‘all Help |

B.AVE—FY NKER ISP ICEKEIT DAV E—T I/ AZERL, (VEX—XYNTIE

ATHETZ IPT7RLASEHZRRL KT,



Basic NAT Wizard

NAT Wizard

Metwirk Adness Transiabon

Sharing the Internet Connection

ITthis router has & connection to the Intemet, specify how you want FCs and hosts
on the LAM to share this connection,

Choose tha interface that connects to the Intermet or your Internet sarvice provider:

|Serial2i0 >|  Details.. |

The fallowing ranges of IP addresses are allocated to netwarks directly connected
to the router, Chack the box next to each network that is to share the connection
that yvou speciiied:

| IF address range Connected Through Comment

Fastethermetl)l

™ [192.168.1.0t0 192.168.1.255 Serial2/

Mote: To configure NAT on an interface marked as Designated, exit this wizard, click
Edit NAT Configuration, and uncheck that interface in the Designate MAT Interfaces
window. For details see help.

=:Elar:|-:| et = | Finish | Cancel| Help

4. XD 42 RONFRREN, -T2 EREDENARRENE T, [Finish) 20U v

JLET,



NAT Wizard Summary of the Configuration

Metwork Address Trapslation

Click finish to deliver the configuration to the router.

Interface that is connected to the Internet or to your Internet service provider:
Serial2im

IF address ranges that share the Internet connection:
172161 0t 172 16.1.2584

= Back | [exd=

5. Edit NAT Configuration 7 4 > RUNRREN, RES LA LM FTIY I NATREE., F—
N—O—RZ# (PAT ) ENEEBRBOIP P RLANFRRENET, X4 FTZY U NAT
IC7 RLA 7= %ZHRETSHEEF. [Address Pooll 29 )Y U LET,

Create MAT Conflguration | Edit NAT Configuration -
Bddrass Pool.. I Tramslation Tirmeouts]|

Designate NAT Interfaces . |

Matwork Address Translation Rules
Inzide Interfaceds): FasiEthernetiil

Cutside Interfaceis);  Serial2m

Original address Translaled address Rule Type i i |
172.16.1.0-172.16.1.255 192.163.11
Edit.
Delata
Ve Houte MAP. .

6.[Add] EZ U Y I LET,



Address Pools X

Address Pools are used to configure Dyhamic Metwark Address Translation

addresses.
Foaol Marme Address
Add...
Edit...
Delete

I Clane selected Entry an Add

ik Zancel Help C TR

=LA, IPT7RLAEH, XY NNRAIVBEDERZEBELET. 7—ILADREAL
DT RLANENHE TSN, IPTRLA 7L ZEEFEVREZLTILESZENfBYET
o CORDIBB/BEICEK., PATEFERALTI1 D20 IP PRLATEED IP 7 RL AERICH
TR ENTEERT, PTRLAT=IUHFHELESICB 2 LLEEICIL—XT PAT A EH
ENhDEKSICTFBICIE, [Port Address Translation (PAT ICF I Y ION—DZANETT,
Add Address Pool X|

Fool Mame: poal

v iPort Address Translation(PAT):

IF address: 192.168.1.3 - |182168.1.10

Metwork Mask |255.255.255.0  or |24 %

2 Cancel | Help |

7.[Add] O U YO LET,



Address Pools

Address Pools are used to configure Dyvnamic Metwork Address Translation

addresses.
Fool Mame Address
pool 3. Add...
Edit...
Celete
[~ Clane selected Entry on Add
ik icancel Help
8.[Edit] Z0 )Y O LET,
Create NAT Configuration | Edit MAT Configuration
Designate NAT Interfaces | Address Ponol.. | Translation Timeauts

Mletemark Address Translation Rules
Inside Interfacegs): FasiEtharnatlin

Outside Interfacels).  Seral2n

Original address Translated address Rule Tvpe i |
172161.0-172.16.1 255 19216811 Dynamic

Delete |

9. [Type] 7 4 —J)L RT [Address Pool] Zi&R L. [Address Pool] IZ pool1 £EVWSHEFIZANDL
TOK ZYUY Y LET,




Edit Address Translation Rule

{ Static {* Dynarmic

Direction: |Fr|:|m inside to outside j

Translate from interface

Inside Interfacels): FastEthernet1/0

ACL Rule: i Tl

Translate to interface

Cutside Interfacels): Serial2ii
Type: |address Paal |
Interface

Interface: wddress Pool

Address Pool: Ipu:u:ul“l Tl
10.ROT1 > RONFRREN, PRLAT=ILZFEALEZAFTZY U NAT OFREN KT

chFET, [Desiﬁnate NAT Interfaces] #2JUY O L&,

Craata MAT Configuration  Edm NRT Corhurathnmn

Dresigrate MAT INTEITac es... I fddress Pool.. | Translaton Timeaouy

Hetwork Address Translation Rules
Inside Inferface(s) FazlEthzrnel10

Cutside Intarfacals).  Serial2m

Criginal address Translated address Rule Type T wadTTTTT

17216.1.0-172.16.1,255 192.168.1.3-192.168.1.10 Cymamic | —
Edit..
Delste

RDI42 RIZEERALT, NATRBRTHERAT DAL Z—T I/ RAEAFA 2 2—7
I/ AZEELEXT, NAT TREBIIL—IILZ2HBRITDIBIC, AFEABOEEEZSRL X
T, chid, B|RAINMA SHE., AL SHATBOWMEETITOND-OTY, EEITS

E. INTONATEBRIL—LTCNSDA 2V R—T IAANERENET, BEELEA>
B—TIAAF XAZONAT T4V RODERIL—IL VARDLBICRRENET,



NAT Interface Sektting |
Selectthe list of interfaces that you want to designate as
inside f outside.

interface insideltrusted) autsideiuntruste
FastEthernet! 0 3 -
Serial2i0 r v
a [+
ik icancel Help |

ARZT 1Y NAT OERTE

Cisco L—ZTARTA4 YU NAT ZRETHICIE. ROFIEZERITLET,

1. [Configure] > [NAT] > [Edit NAT Configuration] ZiZ3RL . [Add] Z2 UYL T, AZFA
v 9 NAT EREL £ 7.

Create MAT Confguration  Edm MAT Comnflgurat o

Dezignate MAT Interfaces, I

Address Pool.. | Translation Timeouts
Matwork Address Translation Rules
Inside Interfaces): FasiEthemet!
Lutside Intermacels).  Senallm
| Original addrass Tranglated adiress | Rule Type ST

. |
2. [Direction] €, [From inside to outside] & 7= & [From outside to inside] Zi&IR L , [Translate

from Interface] TEMTDHE IP 7 RL AZEEL £9, [Translate to Interface] TV F T
BATEBRLUET, TRTOF RL A% [IPAddress] 74 —J)LRTIEELEIP 7 RL
ACERTBHEE. [IP Address] ZIBIRLE T, EMRTOFP RLAT, L—2012—
TIAADT RLANERAENDESICTBHICIE, [Interface] ZBIRLET, TRITOF R
L AA, [Interface] 74 —ILRTEELIEA 2V RX—T I/ AICEINHTSNTWSIPT7 KL
ACEBRENE T, BRICAFBTFNAADR— R EHZESH S I, [Redirect Port] ICF T
VIOI—DEANET, chicklY), EFNAALCEBEENLER—ME—-THEVREY., &



BOTFNARAT12ONTIY I IPTRLAZEATERRSICARVET, COEBET
RLADEZER—KNIXVYETIZOVWT, IVNUEZERTBDBENHYET, TCPR—K
EENEAIE [TCP]. UDP K— KBS NHAE [UDP] 2421y ¥ LE T, Original Port 7
1 =)L RIC, ABFNAADKR—ESZAHNLET, Translated Port 7 1 —JL RIZ, JL—
AN COEBRTHERATDIR—RNESZADLET, 12—V BPSAHABFNARILT
DEATERLSICTRBEE U232 ( TRYKNT—U FRLAZBBROFRE : AX—
7Y 7 74 Ry Z5RL T EEL,

Add Address Translation Rule e G e

{* Static " Dynamic

Direction: |Fr|:|m inside to outside j

Translate from interface —

Inside Interface(s):

[P address: 17216.1.1

Metwark Maskioptional): ar I %

Translate ta interface -

Dutside Interfacels):

Type: IF address |
Interface; FastEthernet1/0 s
IP address: 192 168.1.3

v Redirect Port
o TCP DR

original Port: IEDED Translated FPor: EIII|

] | Cancel | Help |

RD
A2RIEC, R—NUVRALIRNEAZR—TIIICULIEARRT 1Y 9 NAT ORRENRTRE N
£9,


/c/ja_jp/support/docs/ip/network-address-translation-nat/13772-12.html
/c/ja_jp/support/docs/ip/network-address-translation-nat/13772-12.html
/c/ja_jp/support/docs/ip/network-address-translation-nat/13772-12.html
/c/ja_jp/support/docs/ip/network-address-translation-nat/13772-12.html
/c/ja_jp/support/docs/ip/network-address-translation-nat/13772-12.html

251 AT

Create MAT Configuration ' Exfit MAT Configur ation |

Designate MAT Interfaces... | Address Pool.. | Transiation Timeouts... |

—— Metinrk Address Treanslation Rules

Inside Inderfacads):

Outzide Interfaceds);

Origingl address Transiated aodress Rule Type T

1721611 (3080 182.168.1.3 (B0)
Eat. |
Deleie |

e Route AR I

IL—T1IRE

ABTAYI V=T 1 I ORE

Cisco L=BTART AV I N—TFT AT ZRETDICE. ROFIEZRTLET,

1. [Configure] > [Routing] > [Static Routing] Zi#IRL . [Add] 20 UYL T, AXT1Y T )L

—TAVIEBRELET,
© Routing
Static Routing i |  Doiete | Deee A
Cestnation Hetwark Farwarding
Prefx Frefiz Mask Intarface or [P addrezs Distance PermanentRoutz | Track|
0.0.0.0 192.166.1.2

2.BERXRYNT—D TRLAEXNATVZAAL, BREAVE—TIAATLERIARNKY
Z7IPP7RLAODVWThD ZBRLET,



Add IP Static Route

— Destination MNetwoaork

Frefix: 10.1.1.0

Frefix Mask: 25529525450

[ Make this as the default route

—— Forwarding( Mext Hop )

" Intetface: Ethernetos =]
i* |P Address: 192 168.1.2
— Qptional

Distance metric for this route: |1

[~ Permanent route

e | Cancel | Help | RO A4 KRYI.

10110 FRY RT—=TANDART AV I )—KMHFERRENTVET, JTTVARNKYTIPT
RL Ak 192.168.1.2 TF,

Static Routing (add. | Edt. |  Delete | Detetesn
Dastination Mebsork Fomssarding Dptional
Frafix Frefiz Mask Intarface ar P addrass Distance Farmanent Roula Track

255 255 2550 1621661 2 ] Haone

HAALFEVIOIN—TFT1ITDRE

Cisco =R THAFTIVIN—TFTAVITEZRETDICE. ROFIEZERTLET,

1. [Configure] > [Routing] > [Dynamic Routing] Zi#RL £,
2. [RIP] #BIRL . [Edit] 8TV YT LET,



Routing

. Static Recating Amd. | Edi | Gaete | Delstas
b
irters o Destination Metwork Fonsareng Optignal
[ 5
e Pre Prefis WMask Iterace of IF aderess | Distance | Permanen moute | Trae
1
--'I a
L
Fiewsi] vl ACL
il
i
UPH
o
=
Secuiy Rudit | |
¥ Drmamic Routing = Edll
Fouting
N
#:I':‘.I
AT Dizabled
i 4 Disablad

3.[Enable RIP] ILF T Y OX—U % T RIP D/N\—T 3 &BIRL, [Add| ZZ VY I LET



Edit 1P ywnamic Houkting

RIP | OSFF | EIGRP |

..... IF ET'IElmE Hlp

RIP version i version 1 ¥ Varsion? " Default

1721.00
Add...

elete

Available Interface List Make the Interface Passive
Ethernet0/o
FastEthernet1/0
Serialdin
Seriali
Serialdr?
Serialdia

a0 a0

Ik | Cancel | Help

4T RNZAXFBHRY NI —Y PRLAZEELETY,
Add a Network x|

Metwark: |1 721.1.0

Ok | Cancel |

5[OK] 22Uy L&Y,



Edit 1P ywnamic Houkting

RIP | OSFF | EIGRP |

..... IF ET'IElmE Hlp

RIP version i version 1 ¥ Varsion? " Default

1721.00
Add...

elete

Available Interface List Make the Interface Passive
Ethernet0/o
FastEthernet1/0
Serialdin
Seriali
Serialdr?
Serialdia

a0 a0

Ik Cancel Help

6. [Deliver] 22Uy~ L T, AXY REJL—RICEELET,



Deliver Contiguration to Roukter

Deliver delta commands to the router's running config.

Freviewy comimands that will he delivered to the router's running configuratian.

rauter rip

wersion 2

ho auto-summary
hetwork 172.1.0.0
exit

K3

The differences between the running configuration and the stadup configuration are lost when
router is turned off.

[ Save running config. to router's startup config.

This operation can take several minutes.

Deliver | Cancel | Eavetnﬂlel Help |

RKDIAVRIZ, BAFIVIRPIL—TAVIDRENFRRENET,

Bliafic Fousing add., | Em | et | Mk
v,
T
SRpe Deslination Memwors Farsarding opzanal
Connechons
S Prefis Prefly Mass Interace of I sddess | Distance | Permanenimowe | Track
.-J-_['
a
Firsasl =vd ReL
_r
WFH
~
=
Sty Aad| | | |
i Crmamic Rouling Edil...
Routing e Mare Item Yaluz
0
«
o =IF varzion Yarsionz
~AT sabuork 172100
PazEve Inleriscs Nong
.

Cisco l =2 TEZDMHOEARNBREZITOICEK. XROFIEEETLET,

1.IL=BRDKRARNE, RALVE, NFT—, BREAMZ—TIL>—OLY N NAT—ROT
ONT 1 Z2ZE T 3FEE, [Configure] > [Additional Tasks] > [Router Properties] % i#1R L
T, [Editj 20 UY O LET,



@ Additional Tasks

Device Propertles Edit...

- DaterTime

B NTPISHTP

-5 Logging Ietn Hame Iterm Yalug |
g, SHMP :

. FlE o Darmain Mame

B8 Rouler Arcess Banner Mong
LBl s er Arcountenisw Enable Secref Password Mone

--3“3 nagemen ACCEES
S5H

-4 Secure Device Provizioning
-] DHCF

il DhE

e Cymamic DMS Wethods
-1 ACL Editor

~fi§ Portto Application Mappingd
H-_4 URL Filtering

E-_ 8 s,

-~ Local Pools

45 Roular Provisioning

B+ Configuration Managemend

2. [Configure] > [Additional Tasks] > [Router Access] > [User Accounts/View] Zi#RL T, JL—

FICNTBDI—H THO NOENGSE/HEIBRZITVET,
@ Additional Tasks

5% Router Properlias User Accountsifiew add .| Edit. | Delets |
~A DigberTime
» == MTRISMNTR Usemamea Password FPrivilzge Lewval Wiew Name
il Looaing zdm sdm =HOong=
gy SIMP §

| b et s tccome T

&-28 Fouter Access
gl User Accountsiyiew] Erler the usernarne and passward
i
g Management Atcess Lsername: |

PG asH

i85 Secure Device Provisioning Passwnrd

-3 DHCP

~{f¥ DNS Paszsword =Hong=

il Dyriarnic DME Mathode

- ACL Editor Pew Paseword. |

| fE' Fort to Application Mappings

@8 URL Filtering Canfirm Mew Password: |

B Aan

-~ Local Paols ¥ Encrynt pasawond using MODS hash algortm

i Router Provisioning
- Configuration Management

Privilege Level: |1 *I

I iMssociate a View waih the user!

“iew Marme | S0 sdrninkEraton Jllﬂ Wiewe [Teftails

ok | cancel | Heln |

3. [File] > [Save Running Config to PC...] Z:#IRL T, BREANRZ/IL—2X O NVRAM $ KT PC
ICREL, BEOREZETF 74N (ITEHER ) RECUEY NLET,




i BE Ciscn Rnater and Secdty Device Mansger (SDM): 1T206.1.2
[QEY Edi Wlew Tool: Help

=0l x|

= _ & a9 s $ Cisco SrsTENS

l.i'l.lnbam Er,am:l I:'urrflu...
Fresal o Faclory defaos

Flle MaraEermeart

Interface List Sadde & Edt 1] Dekele | @ Bummary |E Defalz @ Cisabn & Tesi Comecion

Intarace IP | Tvpe | zot | stz | Descaption
Elharme0m rin IF addrass Etharmel 1] & Doy
Fale emetl 1721612 101 DCEheme] 1 ‘:.l Up
pli] ol 151 Burial Syrcihayms 2
BEI“IS! an no IF acdress Seral Snissyrc 1 n DEI'A
Berial2i? ro P address Berial Syt 1 & Cicras
Senal2r3 no IF address Seral SynCiRsyne 2 W@ Dow
Secuiby Fuck
L 4
Routing

r

fﬁrf Dorbsils about Inlerfece; Senalza 0 administratively Up & Adrninisirafyely Doren
Hem Hame Ham Yahue

& P gderegsigubnel mask 182.16001.11255.285.255.0
Encapsulation HOLT

won P 4
[ jugion Peersarbion WAT <MOnE
— Jiccess Rule - inboend =haone=
ﬁ = Arcess Rule - auound ~kong=
Clunity of Sendos I:'R| ' :'||I||:, -'N ne=

BRA N—ICBEL., [Edlt] > [Preferences] Zi8IRL T, ROI1—HYEREAT> 3> zHE%
CLET, L—ZA\NOEEFICIONRZ2TLELI—T%, TJZFvY 774275V
JAREFETD, SDM ZR T IR EIICHER TS, E—R/IZATOYVEZARFIC, 1052 —
TJTIAADAT—RANDTE_R) T &5 T 5,

User Preferences X

Select your preferences and click the OK button to aclivaie them. These preferences are saved as a
cookie invour browser. if cookies are disabled invour browser, it only applies to the current session.
To restore the default seftings, click the Default button and then click Ok

v Save signature file to Flash.
v Confirm before exiting from SDM.

v Confinue monitoring interface status when swiltching modeflask
Maximum number of interfaces to monitor: |4

04 Cancel Default Helg

RDBEEITSIBAK. BRAY N—H5 [View] Zi#IRL £9, Home, Configure, Ei=l&
Monitor R—2 ZRRT D, I—ROERTIAV7AFI1L—>23%FRTTBH, SEETFEE
show IV KRERRT D, SODMOF7 2| NORAUERTT S, CLI THREEhiZIL—X
RENHBHEIC, [Refresh]) ZiBIRL T, I—XDKE%Z SDM ICEH= B3,



B Ciscn Router and Security Device Manager (SDMe 1721617 _‘I_n

File Edil QUSR Tools  Help

Home

ﬁ] Hal s Conngure
monitar

) Cisc
i @ [ & ?
1!! Mamiter | Rie=sh Sanvm Eesch Hela

Runming Corlig...
Showe Commands.
S0OM Crafault Rules...
Retrash

| Edit Interfacs Connection

@A Ees [Josete @ommay B Ostak @ Dsstle g8 Test Connecton

TATETTHCE IP | Tapie I Slot [ Stalus | Diascripban
Ethemetlid no P adimess Elhemet 1] i@ Doy
Firzual and ACL FagiEtheriat I TVE161.3 10 DETnermat 1 (=g
. ] 1931681 1 Senal Sym nG i
Benalzi no P addmss Senal Symciksyne ) I Do
Beralz? no IR adisess Seral Syneiayne z 1@ D
Sernal2l fo 1P adidsess Senal Synciasyne 2 i@ Doy
2
Securty Aucik
Dietailz about iredace:Sansl20 & Adrinistratmely Up & Adminisirativaly Ciown
Itarn Value
ubnet mask 192.168.1.1)25
[mtnsion Freverkion Encapsulalion HDLC
hAT Manes
— Accass Ruls - Inbound Aanes
& Accass Ruls - outhound <[are=
Camlihy af Sorace IPSac Policy =rarge=
LR L TN I o TR B N -

CLI TOEE

L—ZDRGE

Rout er #show run
Bui | di ng configuration...

!
version 12.4

|
host nanme Rout er
|
boot - st art - mar ker

boot - end- nar ker
|

no | oggi ng buffered
enabl e password cisco
!

no aaa new nodel
|

resource policy

Current configuration : 2525 bytes

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
no service password-encryption

!--- RSA certificate generated after you enable the !---




ip http secure-server comand.

crypto pki trustpoint TP-self-signed-392370502
enrol | nent sel fsigned

subj ect - nanme cn=I OS- Sel f - Si gned- Certificate-392370502
revocati on-check none

rsakeypair TP-sel f-signed-392370502
|
1
crypto pki certificate chain TP-self-signed-392370502
certificate self-signed 01

3082023C 308201A5 A0030201 02020101 300D0609 2A864886
F70D0101 04050

30312E30 2C060355 04031325 494F532D 53656C66 2D536967
6E65642D 43657

69666963 6174652D 33393233 37303530 32301E17 0D303530
39323330 34333

375A170D 32303031 30313030 30303030 5A303031 2E302C06
03550403 13254

532D5365 6C662D53 69676E65 642D4365 72746966 69636174
652D3339 32333

35303230 819F300D 06092A86 4886F70D 01010105 0003818D
00308189 02818

C86C0F42 84656325 70922027 EF314C2F 17C8BBE1 B478AFA3
FE2BC2F2 3C272

A3B5E13A 1392A158 73D8FEOD 20BFD952 6B22890C 38776830
241BE259 EE2AA

CF4124EA 37E41B46 A2076586 2FOF9A74 FDB72B3B 6159EEF7
ODEC7D44 BE489

9E351BF7 F5C808D9 2706C8B7 F5CE4B73 39ED8A61 508F455A
68245A6B DO72F

02030100 01A36630 64300F06 03551D13 0101FF04 05300301
01FF3011 06035

11040A30 08820652 6F757465 72301F06 03551D23 04183016
80148943 F2369

ACDBCCA6 CAO4ECA7 C68B8179 E205301D 0603551D OE041604
148943F2 36910

DBCCA6CA 04ECA7C6 8BB8179E2 05300D06 092A8648 86F70D01
01040500 03818

3B93B9DC 7DA78DF5 6D1D0D68 6CE075F3 FFDADOFB 9C58E269
FE360329 2CEE3

D8661EB4 041DEFEF E14AA79D F33661FC 2E667519 E185D586
13FBD678 F52E1

E3C92ACD 52741FA4 4429D0B7 EB3DF979 OEB9D563 51C950EQ0
11504B41 4AE79

ODDOBE16 856B688C B727B3DB 30A9A91E 10236FA7 63BAEACB
5F7E8602 0C33D

qui t

!--- Create a user account named sdmsdm wWith all
privil eges.

user nane sdnsdm privil ege 15 password 0 sdnsdm
!
!




1

1

1

!

interface Ethernet0/0

no i p address

shut down

hal f - dupl ex

!

!--- The LAN interface configured with a private IP
address. interface FastEthernet1l/0 ip address 172.16.1.2
255. 255. 255. 0 !--- Designate that traffic that
originates from behind !--- the interface is subject to
Network Address Translation (NAT). ip nat inside

ip virtual -reassenbly

dupl ex auto

speed auto

!

!--- This is the WAN interface configured with a
routable (public) IP address. interface Serial2/0 ip
address 192.168.1.1 255.255.255.0 /--- Designate that
this interface is the !--- destination for traffic that
has undergone NAT. ip nat outside

ip virtual -reassenbly

1

interface Serial2/1

no i p address

shut down

!

interface Serial2/2

no i p address

shut down

!

interface Serial2/3

no i p address

shut down

!

!--- RIP version 2 routing is enabled. router rip
version 2 network 172.1.0.0 no auto-summary !--- This is
where the commands to enable HTTP and HTTPS are
configured. ip http server ip http secure-server ! 1---
This configuration is for dynamic NAT.

!-—-- Define a pool of outside IP addresses for NAT. ip
nat pool pooll 192.168.1.3 192.168.1.10 net nmask

255.255.255.0 !--- In order to enable NAT of the inside
source address, !--- specify that traffic from hosts
that match access list 1 !--- are NATed to the address

pool named pooll. ip nat inside source list 1 pool pool1l
| I-—-- Access list 1 permits only 172.16.1.0 network to
be NATed. access-list 1 remark SDM ACL Cat egory=2
access-list 1 permt 172.16.1.0 0.0.0.255 ! 1--- This
configuration is for static NAT

!--- In order to translate the packets between the real
IP address 172.16.1.1 with TCP !--- port 80 and the
mapped IP address 192.168.1.1 with TCP port 500. ip nat
inside source static tcp 172.16.1.1 80 192.168.1.3 500
extendable

!
1




1

!--—- The default route 1is configured and points to
192.168.1.2. ip route 0.0.0.0 0.0.0.0 192.168.1.2 ! | /-
-- The static route is configured and points to
192.168.1.2. ip route 10.1.1.0 255.255.255.0 192.168.1.2

I I control-plane ! I 1 1 1 L1 1 1 I [ine con O |line
aux 0 !/--- Telnet enabled with password as sdmsdm. |ine
vty 0 4 password sdmsdmlogin ! ! end

s

[Configure] > [Interface] & [Connections] > [Edit Interface Connections] > [Test Connection] ® JIE(Z
BRLUT, IVRY—TIVRERZTANLET, VE—NIVRODIPT7RLAZIEETSIC
l&. [User-specified] #7°>a> R &2V ILET,

Connectivity testing and troubleshook x|
| IF address f hosthame

Select a ping option, enter the required value and click Start

" Aautomatically determined by SDM (% User-spacified 182168.1.2

(= Surrmary & Detais
[ formation Xs
Cheacking inten 1]
Checking inter ucces sl
Checking exit i @ Test Connection successfull ueeassful
Pinging to desi uccessiul

The connection is up on the selacted inferface,

Failure Reason(s) Recommended Action(s)

Start | Save Report., Cloge Help




TORTYINAVE=TIR YY) (BRI—YEA) (OIT) F. HE®D show AN RZEYH
R—=—bhLEF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

X :debugdN Y RZERITTRHEIC, "FNYIIOXVROBEERER 2SRL TS EE L,

ROFEERNT TN A—TAVJILEATEET,

- BAY )N—H 5 [Tools] > [Update SDM] Zi#IR L T, SDM (2 F B ping. Telnet, H LUK
WN—23aoAN0OTF7Y7TIL—REITVET, Ciscocom, O—HII PC, £kE CDHAST
Y7L —RTEET,

P Lisco Router and Security Device Manager (SO0 172.16.1.2 = |
Fiz Edil view [[EEEg He'o _
Saanh... , CI3CO SYS1EMS
aj Home Fing.. i )
—— Tiine

Sacuriby Audit
Configueation Mamaperment  arra

3 Jpi e SO0k ld  From CIscoucamm
et oy peate il <[5 Bt [ Deete (5 Sumivsny 44 Cefaks & Disabie ST Test Cornection
Connechers From Loesi PG
e Irtlerface | From G0 i | Zllnt | Slatus | Dastription
g | EFmemein ni IF adeess Evemel [ W Cowr
Faevadll arwd ACL FaslFtherriet1il 1T2161.2 1001 DNESume | & Un
-» Jarlalzn 18216811 Sarlal Synciasyn: 3 I p
# Sanalii no P aderess Sarial Syncifsyne i [~
.__.F:.]I Sanalal iy [P adiress Satlal Synciasyne 3 W Dow
. Sarialdi3 no P aderess Sarial Synciasyn: 2 & Dow
~
=
Secuiky Aokl
Diefails about Inarzoa: Sanali & Armministrata b Lip & Administraivehy Down
122 Mare Hern valus
IP addresslsubned mask 192 1881 1565 255 245 0
. Excapsulation HOLE
Intruson Freuenaon HaT T —
o Arcess FUlE - Inbound =MiriE=
b Arcass Qule - outhound =klnng=
'::lld'.!_.l ol Sajee IPSec FPalicy =Mirne=
Fazw'u'Ohl Ramake =hinme=

- [Help] > [About this Router] ZZIRL T, L—RO/N—RIJITEREICEITZDEHRERRLE


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Hardware,/Software Details

@

Hardware Details | Software Details ]

Hardware Configuration

B9 Cizco 3640 (R4700) - =Routers |

~E=R gt 0 1 Bthernet and 2WIC slots Metwork Module
~E= g0t 1: 1 Fast Ethernet and 2 WIC slots Metwork Mad
~E= oot 2 4 Port AsynciSyhc Metwork Module

~ &5 =lot: 1 SME(Free spaceshE)

~ &5 flazh: 31 MB(Free spacelME)

9o

Zlose

X

ARV, L=ZCREFENTVBR I0S A1 X—DICHETRIBHARTENETT,



Hardware/Software Details X|

Hardware Details | Software Details

@ 25 Image Mame: c3640-ikYs-mz.124-8.hin
25 Version: 12.408)
Boot From: flash

Feature Sets:

%  |P {Internet Protocal)

' WPM(DES AES, 3DES, SEAL)

S0OM Yersion: 21

Close

- [Help] 7’232 TR, L—FOREICHEATES SDM OEXEXLEA T3> CHTHE
BIRTENET,



Y Ciscn Router and Security Device Manager Online Help - Microsoft Intermet Explorer =101 x|
Filr Edt  ‘Wew Fawvodbes Tools Habp -
dapack =+ = - @ [7] A Dsesrch [HiFevorites FMedin (B| T S D

Ackiress [4] heep:))127.0.0.1: 1051 helpiksdnyfindes:. Hml?Itrfoo htmbe 1083562 x| e |Lirks“
Google - | ]| [C search @0 Thdblacked | % check + 4 Adalink v | auorl R options

Clice SvalEni and Security Device Manager Online Help

A AL
Home Search Using Help Glossany Yiew PDF

ﬁ*
Edit Interface/Connection
Hame Page

This wandowy displays the router's intemaces and connections. The
LAMN Wizard windowy also enables you to add, edit, and delete connections, and

Ethernet Configuration to enable or disable connections
LAN Wizard: Select an Interface

LAN Wizard: IP Address and Subne!

LAN Wizard: Enable DHCP Server Add

LAN Wizard: DHCP Address Pool

ﬂ?ﬁ;ﬂ“&?fnm . Clicking the Add button displays a drop-down menu. This menu will
LAN Wizard: Switch Port abways have options to add a new loopback o tunnel interface,

IRB Bridge and If thers are swatch ports present on the router, this menu wll
BVI Configuration have an option to add a new YLAMN. When you choose an

DHCP Pool for B unconfigured interface, and click Add, the menu contains choices
IRE for Ethernet for adding a connection on that interface.

Layer 3 Ethernet Configuration
80210 Configuration
Trunking or Houting Configuration
Configure Switch Device hModule

if wiou wiant to reconfigure an interface, and see no choices except
Loopback and Tunnel when you chck Add, choose the interace

Configure Gigabit Ethernat Interface and click Delete. All the types of connections available for that kind
Summary of interface will appear inthe Add menu. Click Available Interface
Hows Do ... Confidurations 1o see what conflourations are availabla for an

SDM M 64 EY b OS & DE#M

SDM i 64 EY h OS XYY TRYR—FENTVWERA, L—ZICSDMZA 2 AK=)LL,
Web 7ZOHN STV EATRHENHYET,

L=—BZANDSDM 77 ANDAZARN=IIICEITZFMICOVWTE, "ZRAT4:SDM 77 4)
DAVAR—I)1 ZZRLTLEE,

Web 754 H S SDM B TE XL
i

Web 75OH%#EALTSDM 2#EA T2 L. SDMOBE IS — XV E—IHFRRENET,
fRIRE 1

Bk Java DIN—2 3> THIAREMN BV ET, Java DEF 7O OALIKK SDM O/N—> =
CEBBMENBVEENHY ET, Java®/N\—> 3 > HJava 6 update 120 FB &, TO/N—
AT A 2ARM=)LT, Javabupdate 321 VANMN—=ILUET, ChTEBENfFBRLET
o BHIMICEITAFMIC OV TIE, TSDM 2.5 Release Note, @ "Web Browser Versions and
Java Runtime Environment VersionsDEZ S B L T EE LV, SDM/N—> 3> 2.5 & Java /N —
2326 Mupdate2 H KXY 3 TEELE T,

fRRE 2



//www.cisco.com/en/US/products/sw/secursw/ps5318/prod_installation_guide09186a00803e4727.html#wp65518
//www.cisco.com/en/US/products/sw/secursw/ps5318/prod_installation_guide09186a00803e4727.html#wp65518
//www.cisco.com/en/US/products/sw/secursw/ps5318/prod_installation_guide09186a00803e4727.html#wp65518
//www.cisco.com/en/US/docs/routers/access/cisco_router_and_security_device_manager/software/release/notes/SDMr25.html
//www.cisco.com/en/US/docs/routers/access/cisco_router_and_security_device_manager/software/release/notes/SDMr25.html#wp35379
//www.cisco.com/en/US/docs/routers/access/cisco_router_and_security_device_manager/software/release/notes/SDMr25.html#wp35379

BEZMBRT S =HIC. Internet Explorer 77°2 3 > @ [Allow active content to run in files on My
Computer] ZEMICLET,

1. Internet Explorer ZF8& . [Tools] > [Internet Options] > [Advanced] ZiZIRL £,

2.tF1UFT140OEYZ 3T, [Alow active content to run in files on my computer] +7°< 3
> & [Allow active content to install software even if the signature is invalid] #7°> 3> O F
IVIORYDAREAICLET,

J.EEEXEMICTAICE, [OK| 2OV VYHILT, 75U %BRELET.

I > —:java.bling DARY OV F—)N—70—

EE
SDM ICE#TET, KNI T— XY E—IHNRRENET,

java.bling stack over flow

BRR T =%

CORBERFEE. JavaI—R /NN—23>2 150 06 A"fEAHE N TVWAEEICRELET., DM
BEMARITDHEICDODWVWTIWE. "The useris unable to connect to Security Device Manager
(SDM) and receives the java.bling stack over flow error message.1 2B L T EE L,

BYE 15

. Cisco Security Device Manager 1 > AM=J)L AL R
. Cisco BB ICBT R HR—MR—=D : JL—2&

. Cisco Configuration Professional ® H7R— N R—3

- NAT EBF B HR—h A=

- TOZAHI YR—=BE RF 21 X b - Cisco Systems



https://supportforums.cisco.com/docs/DOC-1497
https://supportforums.cisco.com/docs/DOC-1497
//www.cisco.com/en/US/products/sw/secursw/ps5318/prod_installation_guide09186a00803e4727.html?referring_site=bodynav
//www.cisco.com/cisco/web/psa/default.html?mode=prod&level0=268437899&referring_site=bodynav
//www.cisco.com/en/US/products/ps9422/index.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk648/tk361/tk438/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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