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Enable AAA e X]

AAA s disabled on the router. A% must be enabled to configure
EasyVPr Server SO will perform the following precautionary
& tasks while enabling AAA to prevent loss of access to the router.

* Configure authentication and authorization for vty lines. The local
database will he used for bhoth authentication and autharization.

* Configure authentication for the console line. The local database
will be used for authentication.

Crovou want o enahle ARAT




Welcome 1o thie Easy YPN Server Wizard

This wizard will guide vou through the configuration of an Easy VPH Server an this router. An
Easy VPN Server allows 3 remote end user to use [P Security ((FSec) when communicating
with & Cisea 103 Yirual Private Metwark (WP} gateway, Centrally managed IPSec palicies
are "pushed” to the client by the server, minimizing configuration by the end user.

This wizard will guide you in performing the fallowing tasks to successfully configure an
Easy VPN Server on this router:

* Selecting the interface on which the client connections will terminate.
* Configuring IKE palicies.

* Configuring an IFSec transformn sel

* Configuring a growp policy lookup method.

* Cconfiguring user authentication.

* Configuring aroup policies on the local router,

= Hack |;-NE}{I:I- Finish I cﬂﬂtﬂl Help !
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Easy ¥PN Server Wizard - 10% Comnplete ' _El

Interface and Authentication
——Inferface

Flease selact the interface onwhich the Easy VPN Semer should be configured,
Easy WPH clients will connect to the server through this interface.

Interface for this Easy VPN Server:

—— futhentication

Select the method used for authenticating YPH clients connecting to this Easy
YPM Server.

= Pre-shared keys ™ Digital Cerificates " Both

tElat:Ivcl Mext = I Finish | Cancall Help |

5.Next 22 1) Y 2 L T Internet Key Exchange ( IKE; 1 > Z—XY N F— TIOARFI>VD
YRV —ZBREL, Add REAEFEALTHLWVWARDS —Z2ERLET. NI OMEA
NDREFZTLEIC—BLTVBRIMENHVYET, L., Cisco VPN Client TIEBELIEREN
BEWICEBRENET, TOLH, V747 NPCTIKEZRETIHERHEFEA
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Easy YPM Server Wizard - 201% Complebe ' _EI

IKE Proposals

[KE proposals specify the enceyption algarthem, sulhentication algosithm and key echange
method thatis wsed by this router when neaotizting 3 WFN connection with the remote
device.

Chick thie Add... button 1o add more policies and the Edit.. button to edit an existing palicy.

D-H Group | Authentication) Tvpe

qaUp 2 FREE_SHARE Llzar Defined

:Eackl [+t = I Elrish | Gannall Halp I

6.NextZ#O2UYOLT, F7AILNODNT AT Fd—AL Y NEBIRTDH, HILLKZFY
A7#d—L Y NE2ENML TESLERMOTIIIAVXLEZEELET, COT—ATR
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Easy ¥YPM Server Wizard - 35% Complete EI

Transform Set
Atransform sel specifies the encryption and authentication algonthms used to protect the
data in the YPM funnel.

Click the Add._, button 1o add & new transform sat and the Edit... button 1o edit the speciied
fransfarm set.

Belect Transform Set

(50 Default Transform Set

Details of the specified transfommn set

Mame ESP Encryplion| ESP Integrify AH Integrity

EX ESP-JDES-SHA1  ESP_3DES ESP_SHA_HMAC

| | ¥

Add... | =iz |

ﬂHa:k] Mext = I Flrish I Cancall Help I

7. NextZ2 UYL T, JI—7RU>—BEHADOH L L Authentication, Authorization, and
Accounting ( AAA; FR33IE, BBAI. 7HOTA4 T )RBARY NID—OBFRVANZERT
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Easy ¥WPN Server Wizard - 50% Complete il

Group Authorization and Group Policy Lookup

AR 1SAKMP client configuration group (or YEN group) is 3 group of VPR clignts that share the
same authentication and configuration information. Group policies can be configured locally

on this router, an external serer, or bath. Easy VPM Server will use thase group policies fo
authenticate VP clients.

Wethod ListTor Group Policy Lookup

| Select the servers on which group policies will be configured, or salact an existing A48
policy that defines the servers used for configuring group policies.

* Local
" RADILS
" RADIUS and local
| Select an exisfing AA method list -Select an eniry B
Add Halius Serder, |
| Surmmary

| The local database will be used for group authonzation. This oplion is recommended
|wou do not have a RADIUS or TACACS+ serar IR vour netwiork

T e E i

v

ﬂEacHl Mext = I Firisf I I:am:al| Help I

.Easy VPN ¥ —NTIA—HFALZHREL I, I—HRADOFMIFRIE. RADIUS H—/\%&
EOHNEBF—NAO—HIIL TF—ER—A, LEEZTOMFICHBMTEELT, AAAOT1>
AL AR VAN, I—YFREAOFMAEFRERRIDIEFERET S LEOICEATHET,



Easy ¥PMN Server Wizard - 65% Complete _EI

User Authentication (3 Auth)

User authentication (£Auth) provides additional security by authenticating the user of a device
afler the device has undergone IKE authentication. Lser credantials XAuth can be configured
locally an this router, on an exernal server, or both.

Select the serers thatwill be used for configuring user credentlals, or select an exsting
AAA palicy that defines the senvers usad for configuring user credentials,

i Local Only

" RADILS and Local Only Add RECHUS Server.. |

" Select an existing ARA method list |-Select an entry =]
Add Usgar Credantials... |

- Summary —

Local databasa will be used for user authentication.

:Elal:lzl Mexd = | Finish | Cancall Help |
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Fasy WPN Server Wizard - 0% Complete = _EI

Group Authorization and User Group Policies

The EasyvPH Server allows you to group remote users who are using Cisco YPM clienis or
othar Easy VPN Remote client products. The group attributes will be downloaded through the
clients or device thatis part of a given group. The same group name should be configured on
the remate client ar device to ensure that approprizte group attributes are downloaded.

Click the Add... button o add more groups, the Edit.. bution to edit an existing group, or the
Clone... button to create a new group from an exlsting group.

Group Mame | Pool DNS WINS Dornain Narne|

Add. . Edit. Clone. .. [elete

I Conflgure Idle Timer

Configure a imeoutvalue aterwhich WP tunnels fram idle clients should be
cleared.

Idle Timer [ [ [ HHMmes

-:Etat:kl et = I Firish | Cancall Help I
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Fo VPNClient ND IP 7 RLADEN) HTIZFEAEhD, HLLVT—ILZERTEIH. BE
Fo7=)IZBRLET,




M. ZDTAY RIVCFI—YHFT 2 LBREOBEN RRENET,

Add Group Policy B

Marme of This Group: |vpr'.

-Fre-shared keys

Specify the key that will be used to authenticate the clients associated with this group.

Current Key: =Maones=
Enter new pre-shared key: |*’”””*“
Feenter new pre-shared key: |“‘*‘“‘*‘“

¥ Pool Infarmation

Specify a local pool containing a range of addresses that will be used to allocate an
internal IP address to a client.

* Create a new pool " Selectfrom an existing pool

Starting |IFP address: {182 168.2.1 -Select an entry j Detaile...l

Ending IP address; [192.168.2.5

Enter the subnet mask that should be sent to the client along with the |F address.

Subnet Mask: 255.2595 2454510 (Cptianal)

Maximum Cannections Allowed: |

61 Cancel | Help |

[Finish) 22Uy JULET,

REICEEN TN,




Easy ¥PM Server Wizard - 90% Complete

: Summary of the Configur ation
VPN Wizard

Click finish fo deliver the configuration to the router

IKE Policies: -

Hash DH Group futhentication  Encrgption

SHA 1 group? PRE_SHARE  3DES

Transform Set
MName: ESP-30DES-SHA1
ESF Encryption: ESP_3DES
ESF Integrity; ESP_SHA_HMALC
Mode: TUNMMEL

Group Policy Lookup Method List - Local
User puthentication Method List Local
Idie Tirner =MOME=

Humber of Group Policles 1
J Eronin Balles Marma wanel ot Jﬂ
{ F

[ TestwPM cannectivity after canfiguring.

............... .
H

-CEIaI:k] [t | Finish j iCancel

............... .

Help

12. SDM & E%Z )L —ZZIEE L. Running Configuration A E#FiehET, [OK| 2TV YD
LTETLET,

Commands Delivery Status | |

Ccommand Delivery Status:

Freparing commands for deliveny... ;I
Submitting 27 commands, please wait...
Configuration delivered to router.
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|
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1. Connection Entries > New D JEIZEIRL £,



# status: Disconnected | YPN Client - Version 4.8.01.0300 =10] x|
Connaction Entries Status Certificates Log Options Help
nd £ = : b ’l Cisco Srstens
Connect Mew Import B oy Delete
Comnechon Entries | Certificates | Log |
Connection Entry © Huost Transport
4| | ]
| Mt connected,

|

2. L VWEROFMEERZANDLET, Host 7 1 —)L RIZIE, Easy VPN H—/\ ( Cisco JL—
BYDRVZEILIVRARAVRDIP T RLARERKRARNBAEENTVWRDHEN HYE
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# ¥PN Client | Properties for “vpn" x|

Connection Entry: I

Dezcription:

Host |10.1.1.1

Authentication ITranspnrt Backup Servers I Dial-Up |

£+ Group Authentication {7 Mutual Group Authentication

M ame: Yph

PEEEWDrd EEEE

Confirm Pazsward: |5

" Certificate Authentication

Name:l ;I

[ | Send CA& Certifizate Chain

Eraze lUzer Pazsword |

Save I Caricel

3. UL =84 %18RL ., Connect 2V )Y U LET,



# status: Disconnected | ¥PN Client - Yersion 4.8,01.0300

Conmaction Entrles Stabus  Carbificates Log Options Help

=101 x|

o, £ : Cisco SrsTems
< . éﬁ] A i il |

Connect Mew It Maodify Delete B
Connection Entnes ll'.‘atifi:ate: | Log |
Connection Enty Host Transpoit
vpn i1 IPSec/UDP
1 | i
| Not connected, | y

4. YLAREFPEE ( Xauth ) ADI1—HRBENADT—RZAHDLEFET, COFEHIEE. FIE 7 O Xauth

DINFX—=BICKRVAREENET,

“annection Entries  Status  Certificates Log Optlons Help

» status: Disconnected | YPN Client - Version 4.8.01.030 0] x|

S ®u F » X

Cancel Connect Hew Irnpeort kodify Deleta
Connection Entnes II'.‘ertili:ate: I Log I

Ciseo Svsrems

Connection Entry Host Transport

¥pn 10.1.1.1 IPSec/UDP
# ¥YPM Client | User Authentication for “vpn®™ E]

The zerver has requested the following information to complete the wuser
authentication.

Cisco Svstens Hismame

|U3Hf

oK Cancel |
4 ] 2]
uthenticating user .. AEANERREREAREREERE |

5. EHENEEICHEMYE NS, Status XZ 1—2A S Statistics Z1IZIRL . N X)L OFEMAIER

ERBLET. KOTAYRICE, RS74Y I ERBSOBRFBRENTVET,



# ¥PN Client | Statistics e X

?TunnelDetaiIE} Route Details | Firewaall I

Addrezs Information Connection Information
Client: 192.168.2.5 E ntry: alyl
Serverr 101,11 Tirne: 0 day[=). 00:06.43
Bytes Crypto
Heceived: 1800 E hizrypticr: 168-bit 3-DES
Sent; 1800 Authentication: HiAC-5HAT
Packels Trangport
E ncrypted: 30 Tranzparent Tunnelng:Inacheee
Decrypted: 30 Local LaM: Dizabled
Dizcarded: 37 Comprezsion: Mone

Bypazzed: 164

Reset

Cloze

XD 42 R
Jicld. AZVY N RV VIBER (REEHATVRFEE ) AIRRENATVET,

# ¥PN Client | Statistics |

................................. =

Tunnel D etailz |§H|:|ute D etails; IFirewaII |

Local LAM Routes Secured Routes
MHetwaork, Subnet b ask M etwark, Subnet Mazk
0.0.0.0 0.0.0.0

Cloze |:'E

6. Cisco VPN Client @07 LRI ZEMIC TS 8HIC Log > Log Settings DJEIZIEIR LTT




# ¥PN Client | Log Settings x|

Changing logging levels will take effect immediately and will cause the curent log

window to be cleared.
[LOGIKE] >

IF.E:
Connechion Manager; | 1 - Low j [ LOG.CH ]
Diaemon [cwpnd]: | 1 - Low ll [ LOG.CWPHD ]

Uzer duthentication: | 1 - Low ll [ LOG.#ALTH ]

Certificates: | 1 - Low ll [ LOG.CERT ]
Sec: | 3-High Rd [LDGJPSEED
Command Line: | 1 - Low j [ LOG.CLI ]
GUI: | 1 - Low ;I [LOG.GUI]
PPF: | 1-Low j [ LOG.PPF ]
Firewall: | 1 - Low j [ LOG.FIREWALL ]

ok I Cancel

L\,
7. Cisco VPN Client ® Log T R ZRRT D% IZ Log > Log Windows D JEIZEIR LTTF




[ # VPN Client | Log Window =0 x|

Cizco Systems VPN Chent Werzion 48010300

Coppnged [C] 19382005 Ceco Sysbems, Inc. Al Rights Beserned.
Chent Typels]: Wirdows, WAinMT

Furning on: 502195 Service Pack 4

227 1EkFE 32140 05531708 Sewdnfofs |EE xRk 3000036
Alkempling bo eslablsh & conneclion with 101.1.7.

228 10:3332155 05/31/06 Sevsinfo/d IKE /0x6300001 3
SEMDING 3> ISAKMP DAK AG [SA. KE. MOM, 1D, VIDauth), VID[dod). VID[Frag).
VIO N at-T ), VID[U ret)] bo 10.1.1.1

229 13332156 05/31/06 Sev=lnfo/4 IPSE CARRE3 700008
IFSec diver successhdly starbed

230 13332156 05/31/06 Sev=lnfo/4 IPSE CARE3T0000 4
Dedeted 2l keys
231 13332156 05/31/06 Sew=nfo/b IPSE CAWE370002C

Sent 120 packets, 0 wee fragmented,

232 1333325921 05731706 SevsnioS |KE A6 300002F
Fecsived ISARMP packet prer=101.1.1

233 1k3Z 33281 05/31/06 Sew=niodd 1EE Mk 300001 4
RECEMVING <<< ISAKMP DAE AG [S4 VID[Unity]. VID (dpd]. VID?). VIDHauth]. VID M at-T].
KE. 1D, MON, HASH, MAT D, NAT-D) from 10.1.1.1

234 13333921 05/31/06 Sev=nfo/S IKE AxB3000007
Pees iz a Caco ity compliant pees

235 103333921 05/211/08 Sev=nlo/S IKE Axf3000007

Pees supportz DFD

236 13333921 05/31/06 SevslniosS IEE B 3000007
Pees suppartz DWH Code and DWHE Tent

237 1003333921 05/31/06 SevslniosS IEE AR 3000007
Peer supports #A8UTH

238 1E33332921 05831068 Sewdnloss 1KE w6 3000001

Fees suppoks MAT-T

249 13333937 05531068 Sewdniods [KE Awk 3000001
105 Vendor ID Conlruction successh

Save Log Settings Cleas Close I
=V,
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