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VMWareD B4, KIZRT &SIZ, [File] > [Deploy OVF Template] 2 AL £,

File | Edit View Inventory Adminis
— 'l
Deploy OVF Template... [}J[
Export 2
Report *
Print Maps
Exit

ATYT2VMZEAL IS, VMZERBTERT, OV VEHENIRTENETT (RESR ),



Password:

Cancel

OVAZ77ANDTT7 # I KNNAD—REROEHTT,

- username : JL— K /V AT — R : Cisco123

- username : cisco password:C_sco123
AT Y 73ciscol—HENRAT—REZFEALTOY 1> L. [Applications] > [System Tools] >
[Settings] > [Network]icBEILF 3. BEI7O77AILZEML, [IPVRT T, RICRT&LSIC
BBDIP7 RLAEZIEDHCPZREREL £T,



r n

Cancel Wired

Details ldentity IPva IPv6 Security

IPvd Method () Automatic (DHCP) () Link-Local Only
(®) Manual () Disable
Addresses
10.48.43.231 255,255,285.192 10.48.43.193 [ ]
[ x ]
DNS Automatic m:
Separate IP addresses with commas
Routes Automatic m
Aaddress MNeEtmiask Ja e MBtric
Q.
ATY 74 [Applyl2 0 VY O L., BEEAZ/IFAVICPYERT, HLLVRENBAET 51
LEI,

COBRT, RICRTESIC, 7TIHEIPT RLANREENIZFNDGUICBEITZXT,



franfee g

CISCO FIELD NETWORK DIRECTOR

Version: 4.5.0-122

ATYT75: F7AINMOI—HEENAD—REZEALTGUICOT A LET, L—BMIL—
~123

FT<SIENAD—REZZEL, BEOJAVICURALIRMNTRESCRHSNET,

FTNXTHAEEICHEREL TLVAEF, HFILWIIRAD—RTOJA> LT, FNDGUIZFES—KTE
x9,

&SI, PNPEFEE—RIZDOVWTHAL, TOERFNDOREZITVE T,
PNPIZOWT

PNPIZ, EOXY FEA(ZTD)Z2T5AONKRHMDEETY ., PNPZEATZE, TN A%
ZTEICHRETE, FETRELCHNDIBENBLIBZYNET,

FNDT, PNPEEATDCET, L—REZBAN-T—NARNTYTIIHBEN BB ET,
HEEICIE, PNPHATSIRTOI LR, BREBAZETFNDICUR AL YKL, 7—RAKNSYS
HREZRBLET,

T—RARSYTRENFTNAAFETDE, BYOTOELRARRKOT—RNARNTY TEh
ETNAARAERRICHEITENET,

PNPZER T2 HERFRDEHYTT,

. Cisco PNPH —E A (devicehelper.cisco.com)ZBLU T, AN—KFPHO RNZERALET,
BEDT/NAATIHBHARICT 72N THER

- DHCPH 72 a2 43%FEAL T, 7—NARNSYEV IO LHICERTBIPELFKRANE
ZEETS

- BRETPNPHY—NZFETRET S



DERETIE. PNPH—NDIPEFETRELE T, ChEFNDY—NDIPTHY . F/INA1AD
71' NT¥. DHCPTChZE{T55BER. ROBFHREANTIHBEN HVET,

Cisco IOS® MF/E. DHCPH—NFAXD KD ICKRETHIHEN HV)ET,

ip dhcp pool pnp_pool

network 192.168.10.0 255.255.255.248
default-router 192.168.10.1
dns-server 8.8.8.8

option 43 ascii "5A;K4;B2;I10.48.43.231;J9125"
1

Linux £ ODHCPdMH 4 :

[jedepuyd@KJIK-SRVIOT-10 ~]$ cat /etc/dhcp/dhcpd.conf
subnet 192.168.100.0 netmask 255.255.255.0 {

option routers 192.168.100.1;

range 192.168.100.100 192.168.100.199;

option domain-name-servers 192.168.100.1;

option domain-name "test.dom";

option vendor-encapsulated-options "5A;K4;B2;I110.48.43.231;J9125";
}

Z7°3 3> 43%F = I&vendor-encapsulated-options® Z NERE Tk, RDOASCIXFES Z2IEETS
DENFHVYET,

"5A;K4;B2;I10.50.215.252;39125"

RKDESIZHABIAATEET,

. 5-DHCP&Z 4 71— KR5

CA-TOT 47 BERETI—R

- K&HTTPRZ 2 RAR—KZ7OK3L

- B2:PnPH—/N/TPSIFNDHY —/NXDIP7 RL AR A T XIPV4T,

- 110.48.43.231:FNDY—/NXDIPF7 RL A

- J9125 - FR— N &EF9125 ( FNDH—/NOPNPAR— K )

DHCPZEA L =PNPOFFHHIC DWW TR, ROt a>on
https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/iot fnd/quide/4 3/iot fnd ug4 3/sys

mgmt.htmi#31568 % ZH L T< 1Z& L\, Cisco IOS® DHCP#—/YTHODHCPZ 7S 3 243D FE

EasyModelc D2\ T

EasyE— RIEFND 4 1B B ICEAET AL LA, HSRETEE-—REFEATVERL A,
FNDZKRVWEFITHBEETRITTEERT., ChEERBICIHEREShITEAN, FHIZDRLV
FETT,

BHEET—REFEATZE, IL—ROPNP7TORAR, 7—RNARTS YT, BREREICERENT
BENTEET, AN EELEVEERE. FORILOBEXIHAEZRZSSLEEIHY)EEA

o

HEE—RTRITIDLDICFNDZRETDERLETIEE

ANY RITY RIL—FHER)PFNDY —NNND KR RIILFEFETT,


https://www.cisco.com/c/ja_jp/td/docs/routers/connectedgrid/iot_fnd/guide/4_3/iot_fnd_ug4_3/sys_mgmt.html#31568
https://www.cisco.com/c/ja_jp/td/docs/routers/connectedgrid/iot_fnd/guide/4_3/iot_fnd_ug4_3/sys_mgmt.html#31568

cBBAF—A VT FTARTIOF Y (PKYDOEY KT ¥ 7 &Simple Certificate Enroliment
Protocol(SCEP)IE A ETT,
IW—ZFHE, RZARKRAU BN, BRUSSLAIAERFFTETT,
- INXNTOBEEIE, HTTPSTRAZALKHTTPTIThNE T,
BEE—ROFHICOVWTE, ROV IZZRLTLEEV,

https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/iot fnd/quide/4 1 Bliot fnd ug4 1 b
/device_mgmt.htmI#85516

PNP# & 'Easy Mode 8 OFND D S22

CCT, FTEE—R/PNPHMET, COOAVTFANTHEASTNZIERZMIETE XY, FNDRE
ZEXELTAMICLET,

OVAZ7 7AIIASERENEFND VMT, SSHEMEAL TELL., XD &S IZcgms.properties &
WELET,

[root@iot-fnd ~1# cat /opt/fnd/data/cgms.properties
cgms-keystore-password-hidden=dD5KmzJHa640yvpgdu8SCg==
use-router-ip-from-db=true

rabbit-broker-ip=

rabbit-broker-port=

rabbit-broker-username=

rabbit-broker-password=

fogd-ip=192.68.5.3

enable-reverse-dns-lookup=false

enableApiAuth=false

fnd-router-mgmt-mode=1
enable-bootstrap-service=true
proxy-bootstrap-ip=10.48.43.231

O274F2L—>32T77AILTEREDITHAEEENFTL I,

ER 10 A Z—TIILE—REZBEMCTS

. B8 11 : PNPZBRIICT S

. B4R 12 R THDFNDY —/NDIPERELE T
J77A4INZEEL &, FNDO T ZzBREBL T, EEZERALEXT,

[root@iot-fnd ~]# /opt/fnd/scripts/fnd-container.sh restart
Stopping FND container...

fnd-container

[root@iot-fnd ~]# Starting FND container...

fnd-container

BEBR., GUZERALTRERYDREZITSI CENTERT,

CSVO X EFNDADJL—Z DB

FETOEAOCOBRATTNARZEMTRD LR URENTRABAVRS ICEXETH, &
RIS, BEDTNAARATHEMENDET, BEND—HRIEATEEL A,

chig, EBDTFNAANERBZFT23a>VZBATHHRIC, GUANBRICESBVRSICTS
HTY,


/content/en/us/td/docs/routers/connectedgrid/iot_fnd/guide/4_1_B/iot_fnd_ug4_1_b/device_mgmt.html#85516
/content/en/us/td/docs/routers/connectedgrid/iot_fnd/guide/4_1_B/iot_fnd_ug4_1_b/device_mgmt.html#85516

C CZTlk, IRBO9ZFNDIZEML THEL &5,

CSVIRIXD LS IZEY) T,

deviceType, eid, adminUsername, adminPassword, ip
ir800, IR809G-LTE-GA-K9+JMX2022X04S, fndadmin,Clsc0123!,10.48.43.250

CSVD7 4 —)LRERDEHVTT,

- deviceType:ir800
. eid:PIDEZ )T IL+
. adminUsername: C N 1—H BRI —FDREICEMEh, BTERITOELAZZETITZLED

ICERAENET
. adminPassword:adminUsername® /Y A7 — R
Cip : BARBIZTFNAADEREICKRDBIPT RLA
COFINAAZEBMTBICE. GUICEREL., RICTRT &S IC[Devices] > [Field Devices] >
[Inventory] > [Add Devices]icBEIL £7 .
DasHEOARD [R=IES I

E =hd

Map Inventory

Mame Metar |D Stat.. LastHeard Categy

HICRTRSIC, FATFOTTCSVI7AIINDOEFZEEEL., [BMM%ZES )Y 2L TFNDIZEM
LET,

Upload File
C3VIKML C\fakepath\irg 09kjk b
File:

Download sample .cav template for Router, Gateway, Endpoint and Extender, IR500

IXNTHAERLCBELTVWRHEERE, "ET1 Z2UVANI2BEERENRRIENET, X470
TJEEALDE, FNAANA RN VICRTFENTT (RZESR ),



Map Inventory

Add Devices Bulk Operation =

Mame Meter D Stat... Last Heard Category Type F

e s B never ROUTER  IRS00

deviceType ir800D T /N1 AN EBME Nz, CORKTEITI TV IL—NETIL-THF
GUITERTZER&LSICHRNET,

725952/733‘7—#1#3W7?>7b—h‘B&U&E?>7b—h
)

FNDIFTFEE—RIZEREET N TVR S, KDY ICHTTPZEERATS &S IC7OEa Y
URLZZEETHIHENH ) FT, [Admin] > [Provisioning Settings]ic BEIL T, XDOBREZTVE
9,

ADMIN > SYSTEM MANAGEMENT = PROVISIONING SETTINGS

Provisioning Process

[0T-FND URL: | hitp://10.48.43.231:8121

Field Area Router uses this URL to register with loT-FMND after the tunnel is configured
Periodic Metrics URL

Field Area Router uses this URL for reporting periodic metrics with loT-FMND
loT-FND URL%Zhttp://<FND IP>:9121ICEEL £ ¥

BIZ, 7—RARSYEVTEREAIC2DOEN T VT L—KREBZELET,

12 B OFXEF. Router Bootstrap ConfigurationT > 7'L — h LI, PNPZER L TFNDIZIE
FBICERTEDRIICB 2 LRI —RICT Y IEThDIRETT,

PNPAERAE A TVEVWEERE., 7—MNARNSY 77O AOBRTCFEHERLEIBHERICIL
—RIZEREENET, COEREICIEK. I—ZHNFNDTEBREI7OLAZREITD IOIC+0ZIEHRL
EENTVWET,

22BORETV7TL—RE, FNAAORERTEATVEIREICEMENDIRETT, ERIC
F. BEORENDEBDELTRDIZENTEXT,

FEAEDHE, ChXFTYUBRRRZSIERCTESD, I—FLEOITXNTOREZFNDICEMNT
PHIC, RUIICHEHETDCEEHRLET,

Router Factory ReprovisionT > 7'L — N ZF&E ¥ % (ClE. [Configure] > [Tunnel Provisioning] >
[Router Bootstrap Configuration]icBEL . XOFT> 7L —NIEBEHRAET,

<#if isBootstrapping = true>
<#assign mgmtintf = "GigabitEthernetO">
<#assign fndserver = "10.48.43.231">



<#assign sublist=far.eid?split("+")[0..1]1>
<#assign pid=sublist[0]>
<#assign sn=sublist[1]>

<#-- General parameters -->
hostname ${sn}BS
ip domain-name ${sn}
ip host fndserver.fnd.iot ${fndserver}
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
!
<#-- Users -->
username backup privilege 15 password Clsc0123!
username ${far.adminUsername} privilege 15 password ${far.adminPassword}
1
<#-- Interfaces -->
interface ${mgmtintf}
ip address ${far.ip} 255.255.255.192
exit
!
<#-- Clock -->
clock timezone UTC +2
!
<#-- Archive -->
file prompt quiet
do mkdir flash:archive
archive
path flash:/archive
maximum 8
exit
!
<#-- HTTP -->
ip http server
ip http client connection retry 5
ip http client connection timeout 5
ip http client source-interface ${mgmtintf}
ip http authentication local
ip http timeout-policy idle 600 life 86400 requests 3
ip http max-connections 2
!
<#-- WSMA -->
wsma profile listener exec
transport http path /wsma/exec
exit
!
wsma profile listener config
transport http path /wsma/config
exit
!
wsma agent exec
profile exec
exit
!
wsma agent config
profile config
exit
!
<#-- CGNA -->
cgna gzip
1
cgna profile cg-nms-register
add-command show hosts | format flash:/managed/odm/cg-nms.odm
add-command show interfaces | format flash:/managed/odm/cg-nms.odm
add-command show ipvé dhcp | format flash:/managed/odm/cg-nms.odm



add-command show ipvé interface | format flash:/managed/odm/cg-nms.odm
add-command show platform hypervisor | format flash:/managed/odm/cg-nms.odm
add-command show snmp mib ifmib ifindex | format flash:/managed/odm/cg-nms.odm
add-command show iox host list detail | format flash:/managed/odm/cg-nms.odm
add-command show version | format flash:/managed/odm/cg-nms.odm
interval 10
url http://fndserver.fnd.iot:9121/cgna/ios/registration
gzip
active
exit
!
<#-- Script to generate RSA for SSH -->
event manager applet genkeys
event timer watchdog name genkeys time 30 maxrun 60
action 10 cli command "enable"
action 20 cli command "configure terminal"
action 30 cli command "crypto key generate rsa modulus 2048"
action 80 cli command "no event manager applet genkeys"
action 90 cli command "exit"
action 99 cli command "end"
exit

end
</#if>

BRT7L—N%ERET S, [Config] > [Device Configuration] > [Edit Configuration
Template]iCBBIL T, XOTF>7L—MZEMULET,

<#-- Enable periodic inventory notification every 1 hour to report metrics. -->
cgna profile cg-nms-periodic
interval 60
exit
<#-- Enable periodic configuration (heartbeat) notification every 15 min. -->
cgna heart-beat interval 15

<#-- Enable SSH access -->
line vty 0 4
transport input ssh
login local
exit
COTVTL—KF, L—F2ORFTAV74F21L—232ICBYET, LENF 2T, CORE
TIN—TORENERELE_ICEMTZIHEN HYET,

REBEZORE, CORNMROTVTL—RNDPSHBTBIETT, HBLES, BEICKHLUT
TO7L—REEHERVPNDARIAALET,

CNTFNDOBREEEBAETL, L—ROEBHSUHDENTEET,
IR800M 7O a3 =>4 /PNPO Xl

TOEDaZ> 093 FNA AT TICRENEENTVSD A, LHIICERAEShTVSRES
PNPZEHAL TFNDICEIMTSHIIC, I—FZDOREETEICHEHETDH L EHEBOLET,

FLOWFNAADZER, COFIEEZAFYTTEET,

CNETSRELEELZFZEE. witeeraseANY RE#EAL,. OV -/ 2FRALTI—F%
[]——|<?f25£:&:757io



ir809kjk#write erase

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

*Oct 18 11:42:54.367 UTC: %SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
ir809kjk#reload

System configuration has been modified. Save? [yes/no]: no
Proceed with reload? [confirm]

Starting File System integrity check
NOTE: File System will be deinited and later rebuilt

LIFs<32E, IRSOOICHHARRER A TOT 2ERTIBD 7OV MFRRENET,

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no

Press RETURN to get started!
LBIOPNP/ZTDDRETAE 2 TWEVW S EZBAELE T, T—HATEFA LI NI ZBHERL
. JL—2Z Dbefore-registration-config& HIBR T D L ZH @O L FET,

IR800#delete /f before-*

IR800#delete /f /r archive*

IR800#mkdir archive

Create directory filename [archive]?

Created dir flash:/archive

IR800#conf t

Enter configuration commands, one per line. End with CNTL/Z.
IR800 (config) #archive

IR800
IR800
IR800 (config-archive) #end

BE, ILOUFNAARLERZOREDT/NA AN FETD O, BEICHLUT, L—2H
FNDICEET RO NH/NROREZEHTESHEETY,

config-archive) #path flash:/archive
config-archive) #maximum 8

(
(
(
(

DHCPH—/\A"$ %561k, BEALEDZEREBNICITOhET,

RDFEHFRENT/INAATERENKT,

IR800>enable

IR800#conf t

Enter configuration commands, one per line. End with CNTL/Z.

IR800 (config) #int gil

IR800 (config-if) #ip addr dhcp

IR800 (config-if)#no shut

IR800 (config-if) #end

*Aug 1 12:02:02.887: %$SYS-5-CONFIG_I: Configured from console by console

IR800#ping 10.48.43.231

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.48.43.231, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
IR800#



CDESIC, HAENEIPRERETIL—ZHNFNDICEETEZAESAETANT D HIC, BE
BpingAMEITEhEL I,

IR800JL—&2O7OED =Y

ShT, IRTOBMBEKHARTL, PNPTOLRAZRATEET, COBARTHTHVET

o

EBRBIIRZE T, PNPADHCPA 723 3L EHICEAT D AN E<BYET, DFV
I—EFREBTRIE, IPEPNPOREN ZEEN, CORATYTERDATY TRERTESR
EE

DHCP% At 9 ICIRBOOTPNPEFBITRET S ICIE. EXRDEE (FNDY—/V ) #IEETS
RBEFHVVET,

CNRRERDRSICITSENTERT,

IR800 (config) #pnp profile pnp-zero-touch
IR800 (config-pnp-init) #transport http ipv4 10.48.43.231 port 9125
IR800 (config-pnp-init) #end

Ttransporty THREDTZANTDE, L—FEPNP7OEAZBBL. BEESNEIPB LUK
—RNLEOFNDICEHELESELET,

INTHERLCEELTVREE, TNAARRZEEBBLET,

- [UPDATING_ODM]:7*/\ 4 A®ODM(Operational Data Model)7 7 € )L &, I|REDFND/N—>
ATEMBTITANE—BIBREISICEHLET

. [UPDATING_ODM_VERIFY_HASHI.E#HEhET7 7AIAELWHAESH ERRTD

. [UPDATED_ODM]

- [COLLECTING_INVENTORY]:BBENRE & T /N1 AR DO UNE

. [COLLECTED_INVENTORY]

- [VALIDATING_CONFIGURATION]: 7 — R A RS Y 7BERBIL—27 7V N)—B7'OE
oAavFro7L—MNrsEREERALET

. [VALIDATED_CONFIGURATION]

- [PUSH_BOOTSTRAP_CONFIG_FILE]:®RiEF A DR EZEHAT S

. [PUSH_BOOTSTRAP_CONFIG_VERIFY_HASH:BAE hRENFEL WA ES H £ HEEE
%

. [PUSH_BOOTSTRAP_CONFIG_FILE]

. [CONFIGURING_STARTUP_CONFIG] : AZ—KNF7v 7> 74F1L—>3a>ELTEE
BEZIAHXET,

. [CONFIGURED_STARTUP_CONFIG]

- [APPLYING_CONFIGL:AR—KFYy 77V 74F1L—2 3 0OEA

- [APPLIED_CONFIG]
- [TERMINATING_BS_PROFILE]:7—RNA RS Y T Z#EILLET,

7'O0t AKFND server.logTEBIFTE E T,

GUITIE. [Unheard] > [Boostrapping] > [Bootstrap]ic BE T2 &, T/NA A’ BEILET

T—RARNTSYEVIHNFRETITRE, IL—RIEKE DORouter Factory ReprovisionT> 7L — KN %&
¥5, PNPOBWEBEDT—RNARNSY TFNAADKSICEELET,



2FV, IRBOOENCGNAZTO7 7 A LIEFNDH —NN\NDEBEFRZEHAAE T,

CGNAZO7 7AINDAT—R2A%ZERELE T,

JMX2022X04SBS#sh cgna profile-state all

Profile 1:

Profile Name: cg-nms-register

Activated at: Thu Aug 1 15:31:14 2019

URL: http://fndserver.fnd.iot:9121/cgna/ios/registration

Payload content type: xml

Interval: 10 minutes

gzip: activated

Profile command:
show hosts | format flash:/managed/odm/cg-nms.odm
show interfaces | format flash:/managed/odm/cg-nms.odm
show ipv6 dhcp | format flash:/managed/odm/cg-nms.odm
show ipv6 interface | format flash:/managed/odm/cg-nms.odm
show platform hypervisor | format flash:/managed/odm/cg-nms.odm
show snmp mib ifmib ifindex | format flash:/managed/odm/cg-nms.odm
show iox host list detail | format flash:/managed/odm/cg-nms.odm
show version | format flash:/managed/odm/cg-nms.odm

State: Wait for timer for next action

Timer started at Thu Aug 1 15:31:14 2019

Next update will be sent in 9 minutes 30 seconds

Last successful response not found

Last failed response not found

BEEENERETR., FNA A0 RICFNDANDERZHAETT. COHEITR, IL—FHF%

BR7OCLAZHBIDETICIZIORHNHZ 2> TVBREANDHIVET,

BRAI—NERTITB0EF DN, £hidcg-nms-register7O7F AN 2 I<ICFETRITITSC

ENTEET,

IR800-Bootstrap#cgna exec profile cg-nms-register
CCTR, RENEBICHELTVRILESHZRTELET,

RIZRTLDIC, TINA ARKFNDOUPARAT—ZAICBELET,

Device Info Events Config Properties Running Config  Router Files  Raw Sockets Work Order
Time Event Mame Severity Message

2018-10-18 14:01:03:535 Up INFO Device is up.

2018-10-18 14:00:58:380 Reqgistration Success INFO Registration successful.
2018-10-18 14:00:58:377  Reqgistration Request INFO Reqgistration request from device.

NZ7)L21—h

=



CCTR, BEOKRS TN 21 —F 4TI ERATEZERERLET,
T—RARSYTREORNS TN 21—F 14T &TDCE. ROREERELET,

. FNDHY—/X—0O%' 1 > : /opt/fnd/logs/server.log

-OJ1>0RnRMEEESHE T, Admin > Logging > Log Level Settings > Router Bootstrap >
Debug

- IR8000> Y —I)LAH S : show pnp ?& 7= (Edebug pnp ?

. FND GUIT X O #E#EZITVWE T, [Devices] > [Inventory] > [Select Device] > [Events]

- COBRBOBEDIF L AL, Router Factory ReprovisionT7'L—h® (X ) I5—IC
BELTVET

BE7OLAORNS TN 1—F1420072T5I1CF., ROEBEEEBIELET,

- FNDHY—/X—0O% 1 > : Jopt/find/logs/server.log
- IR800O V=LA S :

show cgna profile-state alldebug cgna logging?debug wsma agent
- FND GUIT X O#EEZRITVWE T, [Devices] > [Inventory] > [Select Device] > [Events]
- FND VM#A 5 IR800NDHTTPEZEH OWSMAEGZHEFELET
FND TR E 115 URI: http://10.48.43.231:80/wsma/execMethod : POSTEF 1 U7 1 : BX

R



http://10.50.215.241:80/wsma/exec
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