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JAOATER., BREHADOAY RIVRJI—FHER), 71 —)LRIVTI—Z, &KLV
Connected Grid L R7ARA > MNCGE)ZEAL T, ZRLICHETIEBBAIRESRREZEBE
THEEHBLET, getStats.shZzFEH L TCoAP Simple Management Protocol(CSMP)#&&T
BHRZHERITBICIE. CSMPRZ 71V UV ZERTBCCEN DB EEH1ODHBETT,

lopt/cgms-tools/T*A L O RMJIZHBD 77 AN EZRATBICE. 77UTr—>3>H—/NiZcgms-
tools RPMNNY T —2 %A VAR =L TBRBENHVET,

EAITRIR—F> b

CORFIXVNOBEHRIFINT, RHELESZRTIBDRBIZVICA AR —IILENTVS T
N T OLinuxt¥—/NTFND/N—> 323.0.1-36 2R L TIREETNEZEDTT,

CORFIXVNOERE. FEOFARRELCLHZTNARACETVWTEREhELEZ, DR
FIAXNTEATEIINTOTFNA R, A (F7FIIN ) REDRELSBELTVERT
o NRORY RD—IUNRBBHFTHIBEICE. EOLXSIBZOANYRIZDVTE, ZTOEEN
BEEIODVTHRIEBL THEBENHVET,

AN R4V =)
OtV aTIE, cgms/NY T—2 Ecgms-tools/NY T —2 OEF O —FE L TR B ATRER

CLIA=FT 14 UFTAIC2WTHHBALET, cgms RPMOF 7 I NDA 2 ARN=)LINAE
/opt/cgms/cgms-tools/T ¥,

setupCgms.sh(/opt/cgms/bin/setupCgms.sh):



FNDZHOHTA VAR —=ILER, COARVVTNZERITLT, BEBTTIT—>3a 0 E8%
RETDMENHYET., EHREBRBREE, COI—FT1UTA2ERALTEESEBR/NTX—
REEETEEFET, CORVIUTNERTIBHIC, cgmsP—ERAZEIEL ., /opt/icgms/bin/T
1LY RNVICBEL T/setupCgms AV RERTITEIHRENFHV E T,

[root@fnd binl#./setupCgms.sh

Are you sure you want to setup IOoT-FND (y/n)? n

Do you wish to configure another database server for this IoT-FND ? (y/n)? n
Do you want to change the database password (y/n)? n

Do you want to change the keystore password (y/n)? n

Do you want to change the web application 'root' user password (y/n)? n

Do you want to change the FTP settings (y/n)? n

Do you want to change router CGDM protocol settings (y/n)? n

Do you want to change log file settings)? (y/n)? n

getstats.sh(/opt/cgms/bin/getstats.sh):

COARAZUT NG, F7VTr—23>0B@BFICRTIBEZBENELTVERT, O—RNZ
DIV ENIEDTARET VT ATIARINADBRTV Z2ERALTNT A —X DV AEDHTS
BRICIEBICRAIEET, BNT7A—XAARNIY SR CORBBOHBEAATTYN, RTUT K
EROTLEEEDHEIPZRICRLET,

DZAZADFNDOBAZRNZ TN 1—FT 14203258, O— RNV INFELLLE
ELTVWBR L ZRRBIDIEOHIC, BY—NTIOARIVIUTNERITLET, 77UT—>3>
HB—/ND1DOCSMPLEBRENMEDOH—/NKVEREWMEE, O—RNTFUI TN ELKRE
ENTVBRVAREN BN ET, 510, COHDZEIMTRE, F1—H 14 XAOFEMA SR
hizBER, RRLRY IOTORANBFEETDZEADAYKRT,

[root@fnd bin]# ./getstats.sh
Current Time: 2017-03-08 01:06
—=========== events statlistics ==============

ElapsedTimePrepareForRULEesS (MS) f . vttt ittt ettt et et et e e e ettt e e et [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeBatChCOmMmMIt (IS ) f v v v i ittt ittt et e e e ettt e e et e et ettt e e e e eeeennnn [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

Events request rale: . .. ...ttt et e e e e e e e e e e e e e e e e e e e e e [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

ElapsedTimeSendToSy SL1og (IS ) f v v i ittt ittt et et ettt et et e e e e e ettt e e et [ val: 0 1 [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

BatcCh CommMit SdZe t ittt ittt et e e e e e e e e e e e e e e e e e e e e [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

—=========== metric statlistics ==============

ElapsedTimePersistBatch (MS) 1. i ittt e et e e e e e e et e e e e e e e e eeeiaann [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimePersistNetElementMetricCsS (MS) f v v v ittt ittt et e et et ettt e e eeeennnn [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeBatcChCOmMmMIt (IS ) f v v v i ittt ittt e e e e ettt et e e e e e e e ettt e e et eeeannn [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

Incoming message rate to MetriC SerVeT . ...ttt it ittt ettt et eeeeeaan [ val: 0/s over 1 min
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeFindCurrentMetricC (MS) f . v v v vt vttt ittt et e et e e et ettt et e e eeannn [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimefindCurrentMetricsForNetObject (MS) t .. v v v ittt ittt et eeeeennn [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

SENAME L L O E VO St v i i e et e e e e e e e e e e e e e e e e e e e e e [ val: 0 ] [ avg: 0.0
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimePersistNetElementMetric (IMS) f v v v i it ittt ittt e e ettt e e et eeeennnn [ val: 0 ] [ avg: 0.0

] [ counter: 0 ] [ lastUpdate: never ]



ElapsedTimeAddMetricWithoutPropagation (MS) f . ...ttt t e i mn ittt eeeeennnnns

] [ counter: 0 ] [ lastUpdate: never ]

Rate of message drop at the metric Server:....... ..ttt ittt
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

Batch Commit Size ..ttt ittt e e e e e e e e e e e e
] [ counter: 0 ] [ lastUpdate: never ]
ElapsedTimeAddMetricsInBulkWithoutPropagation (MS) ... v oottt eeeeennnnns
] [ counter: 0 ] [ lastUpdate: never ]

============ issues statistics ==============

Issues INCOMING RAEE I . . i ittt ittt it ettt e e e e et e e e e e e e e e e e e e ettt e e
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

UpdateEventANAISSUES (M) f v v i it ittt ettt e e e e e ettt e e et ettt et e e et e
] [ counter: 0 ] [ lastUpdate: never ]

ElapsedTimeBatChCOmMMIt (IS ) f v v v i ittt ettt et e e ettt et e e et e ettt e et e et
] [ counter: 0 ] [ lastUpdate: never ]

Batch Commit Size ..ttt et e e e e e e e e e e e e
] [ counter: 0 ] [ lastUpdate: never ]

Issues Processing Rate: ... ...ttt ittt e et et et et et e
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

============ label statistics ==============

Label Arop Fate: ..ottt i e e e e e e e e e e e e e e e e e e e e e e e e e e e e
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

ElapsedTimePersistBatch (MS) t o v i ittt ittt et e e e e e et e et et e e e e e et e e
] [ counter: 0 ] [ lastUpdate: never ]

Label ProCeSSIng TatE: .. ittt ittt ettt e e e et e e e e et e e e e e
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

ElapsedTimeBatChCOmMMIt (IS ) f v v v v ittt ettt et e e ettt et e e et e et et e e e e et
] [ counter: 0 ] [ lastUpdate: never ]

Label request Tale: . .. ittt ittt et e e e e e e e e e e e e e e e e e e e e e e e
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

Batch Commit Size ..ttt e et e e e e e e e e e e
] [ counter: 0 ] [ lastUpdate: never ]

============ Csmp statistics ==============

fo7=111101000) o1\ [0} ol I e7= R ull Ko ) 1 2= o =350
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never ]

fo7=T111 01\ [\ [0} sl I 7= R ull Ko 1 2= o =35
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

COMPNONUEUE S L Z I v v i ittt et e e e e e e ettt et e e e e e e ettt et e e e e e e e
] [ counter: 0 ] [ lastUpdate: never ]

[o7=3111 011 (o} ol i i o=l Koo 1 =15 wX =11
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

L@ TS5 111 YD et o) = o
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

CSIMPPrOCESSINgRAE G .« ot it ittt e e e e e e e e e e e e e e e e e
] [ avg: 0.0 ] [ counter: 0 ] [ lastUpdate: never |

COMPCONUEUE S L Z I v i i it ittt e e e e e e ettt e et e e e e e e e e e e e e
] [ counter: 0 ] [ lastUpdate: never ]

============ Jdatabase connection pool statistics ==============
AbConFIushCoOUNE t . . .ttt e ettt e e e e e e e e e e e e e e e
] [ counter: 0 ] [ lastUpdate: never ]

N o VT o
INUSECOUNE 1 . ot ettt e e e e e e e e e e e e e e
AvVallableCoUnt ..ttt e i e e e e e e e e e e e e e e e e e e
CreatedCoUnt : .« ottt e e e e e e e e e e e e e
[T w3V =Y [ @ 6 1o oA

keytool (/opt/cgms/jre/bin/keytool):
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FNDOA 2V AR—=)LICKJavatr EENTVD L ZH>THBLK ZENEETT, keytool 1—7F 1



)5 4 Z AL T, FND&Tunnel Provisioning Server(TPS)D S TEBYIICRET D2 HEN H S
cgms_keystore Z ER B RV BT IHEN HY) £,

—HORETE, Y—NICBEICJavatf 1 AR =ILENTEY) ., keytoolAX > RIFSPATHIRIEZR
BEFEALTEEODI—YHNFERTEET, keytool AN RZEFEALTADIS—HFREOHN 2 &
ZE. BOMRENFHYET,

[root@fnd]# keytool
-bash: keytool: command not found

lopt/cgms/jre/bin/T 4 L 7 R ICBEL, ROF 4L I MU Tkeytool 1—T 4 VT 1 ZHOHT
CENTEET,

[root@fnd ~]# keytool -v -list -keystore /opt/cgms/server/cgms/conf/cgms_keystore
-bash: keytool: command not found

[root@fnd ~]1# cd /opt/cgms/jre/bin/

[root@fnd binl# ./keytool -v -list -keystore /opt/cgms/server/cgms/conf/cgms_keystore
Enter keystore password:

cgdm-client.sh(/opt/cgms-tools/bin/cgdm-client.sh):

E:ZOARDVUT N Elopticgms-tools/74 LU NURDMDAD 1) T ME. cgms-tools
RPMNNY T = IZISV RILENRTVET,

FNDIE, 71— )LRIVTZIL—ZFFARICT VAL THEETSHIZ,. HTTPSHEH TNetconfZ
FEALET, NetconfEXMLEROX Y t—2ZFEAL T, AN E<EEMEOSVT—EXR
ZRMIBDETTELS, BEICDEILTTF—EIR—AICEFETED—EAZRMLET,
cgdm-client& WS CLIY —)LAF&H V), FENOFARICK L TFE D Connected Grid Device
Manager(CGDM)tvY > 3> zZf&E, VUE—FIY > RZR{TL. FARD SBASHDstdoutlZ iHE
LTXMLZEELET,

A72aVEEECTICAVVTNERTIRE, BRI RZAUHFRTENET,

[root@fnd bin]# ./cgdm-client

ERROR: Please specify an IP address and a command
usage: cgdm-client <cgr ip address> <cgdm CLI command>
-c <arg> Conf and keystore directory path, default =
/opt/cgms/server/cgms/conf

-v Verbose mode

FexE, BEIP(.osvZ7ALD TIP, E) 771920210 — 2 TRANF =L ICRABE hTV
DLLEERIDELET, FND77UT—2a3a 0 —N0E2—ZFI)tvrarh s, show
clockIY> KE#EAL TCGRNBRERELTEET,

[root@fnd bin]# ./cgdm-client 192.0.2.1 show clock

<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="1">
<nf:data>15:44:58.092 CST Mon Mar 13 2017

</nf:data>

</nf:rpc-reply>

F7>arT, AOXVROVI SV 2ERLU THBH D EEETEEX T, FHlsHDE, Javad
LK ATODYV I NIIT7OCAEBYUNSEBESNDEITFELTLSETY, KOHBICE
 EMORY ND—=9FLEETFNAABRERRESNAERA.



[root@fnd bin]# ./cgdm-client -v 192.0.2.1 show clock
< output omitted >

csmp-request.sh(/opt/cgms-tools/bin/csmp-request.sh):

cgdm-client FARY —)LIZINZ . csmp-requestE HENBD LT RRANAOY —IAFHYET,
cgdm-client AV V7 NERKIC, CORVV TN ZFERALU TCCGEN SHEHRERATEET., XV
ATV RRAVRNDIPVET RLAE, FINAATY I —9BTLV(Type Length Value)Z 15 E
IT2EFTT, TLVI—ROZEEBVARNE, CORETREEAATTN, RICRITVDI2HD
RENBHERLET, RVVTRNOBXFXOESY TT,

Jcsmp-request -r [] TLV-Value

1. IP 2001:db8::1/32M X —R—TCGE7 7 —LDITN—=2302RBALET

[root@fnd bin]# ./csmp-request -r [2001:db8:0:0:0:0:0:1] 75

2.1P 2001:db8::1/32MD X — X —DHBEREZ BT S

[root@fnd binl# ./csmp-request -r [2001:db8:0:0:0:0:0:1] 22
signature-tool (/opt/cgms-tools/bin/signature-tool):

SUZFvY—=IIE, JUTTARNNADT—ROBESIL, BEENENAT—RELZEXFET
DESL, $LTPSSM_CSMPEEFRED VU T TFANDHRZATREIC T BJaval—FT 1 T 1
TYo CcOY—)ZFERALT, csv77AIINDBESHENENAT—RXFHZERL. TUT
THFANDERENAT—REZBOBVLSICTIHBENHY KT,

OXY RBNZRTIDICE, #7232 BLTARAIVUTRNERITLET,

[root@fnd bin]# ./signature-tool

usage:

signature-tool print

signature-tool export <binary|base64> <filename>
signature-tool decrypt <keystore> <filename>
signature-tool encrypt <keystore> <filename>

SSM_CSMPIIEAEZEIRI T2 (CIEk, XROOAN RZFEALET,

[root@fnd bin]# ./signature-tool print

DVTFTEANDEBENAD—RZESKITDICEK, ROFIEZETLET,
1. Jopt/cgms-tools/binF4 LV MU CBEL T,

[root@fnd ~]# cd /opt/cgms-tools/bin
[root@fnd bin]# pwd
/opt/cgms-tools/bin

2.BEIBIXNFINAT—ROKEIITTFARNTECHLOWTFAN T 7ML ZERL
£9,

[root@fnd bin]# echo AdminPassword > clear-text-password.txt



[root@fnd bin]# cat clear-text-password.txt
AdminPassword

2. Tencrypty 723> & FERALTERY—ILAVUTRNERITL, cgms_keystore 7 7 1)L
DIEEBENAE, JUTFTFAMNAD—RZECHERLE77AIILOBEZEELE T,
TAVTFADANZROS NS, Tcgmss Zcgms_keystore7 7 A LADFIAEE L THE
AULET, Tcgmsy TAUTAZEFEDRHAER. FND7 7V —> 3V FCATRIAETS -
HICEALET,

[root@fnd bin]# ./signature-tool encrypt /opt/cgms/server/cgms/conf/cgms_keystore clear-text-
password. txt

Enter alias: cgms

Enter password:
PXHcF+YxyoJarz4AYAQVEVMrLT2T//caHLddiJdfrb7k65RmceIJUN1DA2dUPhGYGZTeEfz8beh8tWSGZ41c66rhAQImYNaw2X
SPalL8psoK+U0wzHgY068tnc7gl7t05CZ5HQh8tWSGZ41c66rhAQImOiv]1B3XRKFmkpSXo4ZubeKRIJ4ANNaGAKFV8cjBJIQDWs
h7NAXL3x5D62/7wiAMhmftf2XiGlgeWlc66rhAQF+YxyoJarz4YAQVFVMrLT2I//caHLIDYoKoeTVB2SLOXtSZR+dwxYjQsEO
hCmBpHv01DD/1l4gg==

ESLENENFIEZE'SHLTDICE, ROFIRECHEVEXT,

1. BS{tE N i=XF%|% A L Tlopt/cgms-tools/bin/7* 1 L 7 M) ICFHL VWt7 7 1 )L ZER
LET,

[root@fnd binl# echo
pPXHcF+YxyoJarz4YAQvFVMrLT21//caHLddidfrb7k65RmceIJUN1DA2dUPhGYGZTeEfz8beh8tWSGZ41c66rhAQ9ImYNaw2X
SPaL8psoK+UO0wzHgY068tnc7gl7t05CZ5HQh8tWSGZ41c66rhAQ9mOiv]1B3XRKFmkpSXo4ZubeKRIJ4ANNaGAKFV8cjBJIQDWS
h7NAXL3x5D62/7wAMhmft £2XiGlgeWlc66rhAQF+YxyoJarz4YAQVFVMrLT2I//caHLIDYoKoeTVB2SLOXtSZR+dwxYjQsEOD
hCmBpHv01DD/1l4gg== > encrypted-password.txt

2. decryptA 7> a>EERALTREBEY—ILERTL. F—ARNTT77M4IOERLE/INAL, B
BlENENAT—RABMENTVD X7 7AIILOBREZBERELET,

[root@fnd bin]# ./signature-tool decrypt /opt/cgms/server/cgms/conf/cgms_keystore encrypted-
password. txt

Enter alias: cgms

Enter password:

AdminPassword

F—BR—AY—)b

FNDIZE, BELOAN RTZAYV—IRI—TFT 1T 1 EREKRIC, F—EXR—AOEEDO T
REMICEILDOGUIR—ADY = )LAEBENTVET, DBY—ILIZT7 VAT BICIE. FNDER
DAAVRAY 2 1R—RIZOT AL, URLD.comEBa D% (- /pages/diag/db.seam % BEBE 31 (F
9,

COIVUTICE, RD32ORTHHYET, DBYIY, DBER., LA/ 1—7T, [DBY
ITVIRT72FERAT2E, DAZRLADTIVERITTE, (VIVIREZOAICHZ[TRNTOT—T
LERRZEIVYIITRETRNTOT—TILDODVARMRBRRENET, LEXE, TXTOFN
AAAVBR—T IAADLAVIBRVP20AT—RAZRTTDICEE, SQLYVTURY JAIC
SELECT * FROM NET_INTERFACESE A DL . [Query]REZVEOUYOLET, IXNTH
HERB L UFARA > E—T7IA A, ThSOMACT RLA, BELAVIAT—RA, BRUE
AVEB—TIAADLAY2UIDAT—RAD) AR RRIENET,



Enter native SOL query|SELECT * from net_interfaces

[uery]  [Show Al Tables

[Recent queries

[SELECT * from net_interfaces

ELE CT *from net_interfaces where operstatus is null
[SELECT * from net_interfaces.

[SELECT * from net_interfaces

ﬁLE CT * from net_interfaces where operstatus is null
[SELECT * from net_interfaces.

[SELECT * from timers

[SELECT TABLE_NAME FROM USER_TABLES |
[SELECT * from NET_ELEMENT_TIMES

[SELECT TABLE_NAME FROM USER_TABLES

Query Result:
o iox [NAME [PHYSADDRESS [rYPE  [NET_ELEMENT_ID [NET_OBJECT_TYPE_ID [ADMINSTATUS [OPERSTATUS [DESCRIPT ~ [ENCAPSULATION [LASTUPDATE
170008 |15 [Wpanav1 jnull jun_ [170005 |1004 jup jup | lunknown |2017-03-13 20:02:04.0

F—BR—AEROERTEXERTH5EE. db.seamXR—> ODBInfoX 7 &2V UY O LET, T
CTlk, BHURL, F—ER—AI—Y%H, Oracle/N\—> 3>, R—NES., SID, BLTET
— TN A XBE, ZBOTF—ER—AZERICH L TCHAMIERTTFIEATEET, £
 COR=DNTZ YD 1EEEEFRA)ER (FRAILREEATVERERATOT7AI)LTHE
BEn3EEY,. BAATWRELAEGELE ) EXRRENET,

Flash Recovery Area Destination

[NAME [SPACE_LIMIT [SPACE_USED|SPACE_RECLAIMABLE|NUMBER_OF_FILES|CON_ID
[home/oracle/appioracleflash_recovery_areal536870912000[26455680000(0 24 [0
Rows returned: 1 Elapsed time: 1 ms

Flash Recovery Area Usage

[FILE_TYPE |[PERCENT_SPACE_USED|PERCENT_SPACE_RECLAIMABLE|[NUMBER_OF_FILES|CON_ID
[CONTROL FILE o o o o
[REDO LOG o o o o

| | | | |
[BACKUP PIECE o o o o
[MAGE COPY [0 [0 [0 [0
[FLASHBACK LOG [0 [0 [0 [0
[FOREIGN ARCHIVED LOG [0 o o o
[AUXILIARY DATAFILE COPY|D [0 [0 [0

Rows returned: 8 Elapsed time: 2 ms
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