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/opt/CSCOTumos/conf/restconf/restconf-config.properties

epnm.restconf.inventory.notifications.enabled=true
epnm.restconf.alarm.notifications.enabled=true
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import websocket
import time
import ssl
import base64

def on_message(ws, message):
print(message)

def on_error(ws, error):
print(error)

def on_close(ws, close_status_code, close_msg):
print("### closed \###")

def on_open(ws):
ws.send("Hello, Server!™)

if _name__ == "_main__":
username = "username"
password = "password"

credentials = base64.b64encode(f"{username}: {password}".encode("utf-8")).decode("utf-8")
headers = {"Authorization": f"Basic {credentials}"}
websocket.enableTrace(True)
ws = websocket.WebSocketApp("wss://10.122.28.3/restconf/streams/vl/inventory.json",
on_message=on_message,
on_error=on_error,
on_close=on_close,
header=headers)
wS.on_open = on_open
ws.run_forever(sslopt={"cert_reqs": ss1.CERT_NONE})
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* /restconf/streams/vl/alarm{ .xml | .json}
* /restconf/streams/vl/service-activation{ .xml | .json}
* /restconf/streams/vl/template-execution{ .xml | .json}

* /restconf/streams/vl/all{ .xml | .json}
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T orunforever XYY RiE, Bz HBRL. EFHRICEHAELRT. Y —N\HASEEEThBZIAYE—D
BY)Y AV TBDEHICWebSocket7 7TV NTRUFHENET, " sopt/NTAXA—RE, EHO
SSUTLSA 7' >3 #RETREHICHEAENET., " ceRTNONE 7T T RFEIFAENKRIEZEN
ULET,
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(env) devasc@labvm:~/epnm$ python conn-oriented.py
--- request header ---

GET /restconf/streams/v1l/inventory.json HTTP/1.1
Upgrade: websocket

Host: 10.122.28.3

Origin: https://10.122.28.3

Sec-WebSocket-Key: YYYYYYYYYYY
Sec-WebSocket-Version: 13

Connection: Upgrade

Authorization: Basic XXXXXXXXXXXX

--- response header ---

HTTP/1.1 101

Set-Cookie: JSESSIONID=5BFB68B0126226A0A13ABE595DC63AC9; Path=/restconf; Secure; HttpOnly
Strict-Transport-Security: max-age=31536000;includeSubDomains
X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Upgrade: websocket

Connection: upgrade

Sec-WebSocket-Accept: 0zns7PGgHjrXjOnAgnlhbyVKPjc=

Date: Thu, 30 Mar 2023 16:18:19 GMT

Server: Prime

Websocket connected

++Sent raw: b'\x81\x8es\x99ry;\xfc\x1le\x15\x1c\xb5R*\x16\xeb\x04\x1c\x01\xb8"
++Sent decoded: fin=1 opcode=1 data=b'Hello, Server!'

++Rcv raw: b'\x81\x0OeHello, Server!'

++Rcv decoded: fin=1 opcode=1 data=b'Hello, Server!'

Hello, Server!

RODBYVITURFEARALT, Y—NANOBHAY T AV VTS a3 #ERATEET,

ade # ./sql_execution.sh "SELECT * from RstcnfNtfctnsSbscrptnMngr WHERE CONNECTIONTYPE = 'connection-or

XY RND—=DZARILL. connoientedtxt 77 A )L (DBYITUDHER ) ZHTMLICEHR TS (I,
RORSBY =) ZFEALET aa (< ZTRUbUNUN > > TOFEABZRLET ),



devasc@labvm:~/tmp$ sudo apt-get install aha
devasc@labvm:~/tmp$ cat conn-oriented.txt | aha > conn-oriented.html

R, comn-orientedhtml 7T IOHRDO T 7 L) :

o] INSTANCE_VERSION CLASSNAME SUBSCRIBEDUSER suEs

395~ 4787650166237 ee1
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devasc@labvm:~/tmp$ curl --Tocation --insecure --request DELETE 'https://10.122.28.3/restconf/data/vl/c
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ZFTHhETOHOE. DEBUGL XRJLIE com.cisco.nms.nbi.epnm.restconf.notifications.handler.NotificationsHandlerAdapter Z D /=&, B 7T A Y
D72 a VN EEENDETICZETEERT,

ade # sudo /opt/CSCOTumos/bin/setlLoglLevel.sh com.cisco.nms.nbi.epnm.restconf.notifications.handler.Noti

HTRO)7S a2 niEER. WebSocket7 4 7> NDIPT RLA%ZEDI MU A localhost_access logtxt : ZADLET,

ade # zgrep -h '""GET /restconf/streams/.* HTTP/1.1" 101' $(1s -1t /opt/CSCOTumos/Togs/localhost_access_

B&IC, BEDBEHRELET(FALARTH locahost_access log.txt).



H CONMECTIONTYPE ENDPOINTURL ISENDPOINTREACHABLE NOTIFICATIONFORMAT SUBSCRIBEDUSER SUBSCRIPTIONCREATIONTIME SUBSCRIPTIONID SUBSCRIPTIOI
connection-oriented 852a674a-e3d0-4ecc-8ea0-787af30f1305 © json root Mon Aug 28 22:17:06 BRT 2023 8743327441517764088 inventory

ROOTE, Y7 AV VT3> OPOSTERAVOREFEENBAZRLTVET,

ade # grep -Eh 'DEBUG com.cisco.nms.nbi.epnm.restconf.notifications.handler.NotificationsHandlerAdapter

BRI TWBRY ., push-change-updateX 4 7 OBHANEPN-MY—NHASBHEH T RAISA T LEITRTOIZAT Y
MCEEEIhET, COHIE. NCSKDRARNBHEEENLEEEIZEPNMICE 2> TEEET D EHND12ZRLTVET,

{ "push.push-change-update":{ "push.notification-id":2052931975556780123, "push.topic":"inventory", "pu

x> 32 L AHEA

RIZ, ROBENDT—2 70—% KL ET connectionless @4 :

Connectionless

POST (subscription)

https://<fqdn-epnm>/restconf/data/v1/cisco-notifications:subscription
—data{
"push.endpoint-url":"http://10.122.28.2:8080/api/posts",

nns

"push.topic”:"inventory”,

——

POST
http://10.122.28.2:8080/api/posts EPNM

EPNM issues alarm or
inventory information,
depending on the type of
subscription informed in
“push.topic” (inventory,
alarm, all)

Client running a
REST webservice
that is capable of.
accepting XML
and/ or JSON
payloads as a
POST request.
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HMEENET, CORESTH—E RlE. Cisco EPNMrestconf notifications framework i BH ZHTLET., chld VE—RMI> I
AV ARN=)LENBREST Webt—E AN :

from flask import Flask, request, jsonify app = Flask(__name__) @ app.route('/api/posts', methods=["'POS

ZhiEk, B—0OTI> RRA2 N2EET BPython Flask Web 7 7' —> 3> T T /apilposts FF ANDd HTTPPOST REFEhE
Fo T create post() BABEEICHTEHENET, HTTPPOST EXANTHNET /api/posts. AEB create post() B2 P H L 7=
BE. ERAST—REEETBICIE. request.get_json()ISONRAO— ROF 4 U3+ UEBRLET, RIS, RAO—RIZK
DOXZHAHIENET print(post_data) TNV FICEALET., TOE, F—ZETCRHBEAYE—HFERENET message &
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T if_name__=='_main_"blockik, ATVTRHFEZ1—-ILELTAVR—RENDIOTREL, X/>7OJFLELTE

TENTVBIAESHZEFIYVITHEEDOPYthonIVARTIRNTT, RAOUTRHAXAUTAOTTLELTRITENDBE.
Flask 7 77U —2a>r e h, BEEhEIPP RLAER—RNTETENET, " debug=True OB BFFNYITE—R%E
BMIILET, FNYITE—RTR., H#HlEIS—XAvtE—IHFRREN, O—RIZEEFMAShEZBRICY—NAFEBHHICUO
—REhZFET,

7O 5L%ETLT,. REST webtf—E R :

(venv) [apinelli@centos8_cxlabs_spo appl$ python connectionless.py * Serving Flask app 'connectionless'

ORIV LABYSATUROBT ROV T3>

I HREBAEYTRAI547LET, RESTEHRTBDREY VEEEIIH—ERIY RRSA U MNFREEEhET, ZOEHEE, b

EYvORROESYTT dIZZR,

[apinelTli@centos8_cxlabs_spo ~]$ curl --Tocation -X POST --insecure 'https://10.122.28.3/restconf/data/

FRENBZEBER201SET, BEOEXOYTRAIVTSIVASOFBERFTNTLET,

{ "push.notification-subscription”: { "push.subscription-id": 7969974728822328535, "push.subscribed-use

A—YHCETERTHTRAIZATLTVRIBHANDIANERETERT,

curl --location --insecure 'https://10.122.28.3/restconf/data/vl/cisco-notifications:subscription' \ --



BoNEIBBERROESYTY,

{ "com.response-message": { "com.header": { "com.firstIndex": 0, "com.lastIndex": 1 }, "com.data": { "p

XYv+t—2 DEBUGLY K., showlog, A2 77 AI)A, SQLEH
BENS, YT RAOVT2avo285 e EBLTLKEE WV, 120 dl ("push.topic': "all") 1 R NUAIZ1D
("push.topic”: "inventory" )2 SR, F—EXR—AILHTHITVEFRALTHRRBTEERI(H 7RIV T 2a>oz47HF TOx

223 L AB | THY, SUBSCRIPTIONID 7 1 =)L RIFHADIC—BFULET, GETOANV REAHDLET (EBTHEBRT
) o

ade # ./sql_execution.sh "SELECT * from RstcnfNtfctnsSbscrptnMngr WHERE CONNECTIONTYPE = 'connection-le

b}

23.38.3: 8080 api fpasts  roOt Tue Aug 29 10:02:05 BRT 2023 7969974728822326535 ail
13.28.2:8080/api jpacts  root Fri Mar 31 17:45:47 BRT 2023  29495507669i/04e7151 Laveitary

2361930573
337337638

ARV AVLABYTAVVTS 3V 28RS B BEN HBHEE. HTTPDELETEHIBRT D H T RO U T 3 VIDREBEL T
ERLUET, HIBRT S EIREL F 9 subscription-id 2985507860170167151 : Z AN L £ T

curl --location --insecure --request DELETE 'https://10.122.28.3/restconf/data/vl/cisco-notifications:s

DBICBEVIAE{TTSE, SUBSCRIPTIONID £ L L\ 7969974728822328535.

ARNIVDBENRETDE, V9TA4T7 2 NEBHNZERIL F9(Z N connection-oriented ICBIT 25U 3V ICRREND
& A connected-oriented 20L& N & £,

(venv) [apinelli@centos8_cxlabs_spo appl$ python connectionless.py * Serving Flask app 'connectionless'

ZORF 1A NTIE. EPNM(connectionless& connection-oriented) lZ D WTEBAL, Z1L—23a>OR—AELTHERATES
ENTIhDOIZSATRNOBlIZRLET,
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