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X—OLANEE{LtOE NETOZY D
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LAN Automation®ETF ICETE B FIEFATT A,
NSTNA—TFTAVIEATIT A

DNA Center 1.1 LAN AutomationBS:E O

DNA Center 1.2 LAN AutomationB8iE 4

DNA Center 1 x2BF*—A > 75 ARSOF v (PKNBEEO Y

ZO0—F ¥ —bhICRENTWBDtcpdumpDETHEEZHI TLLEE L,
dE—=L &S5 & LTV Bbridge.pngZ Z AL FAITT A,
EXFITITYRLAYSSLBEIr FESYICBHELBEVEEOXRYTF ¥ Ofl (cDFEEIC
AMEENTWS.pcap7 ZAI)L 24K )

TIEXEERE

EZZA5h3FEHR :

75O FERUCAHELEERLET

¥ 7F v i

BRRT5 3.

DNA CenterF#E#iiz )Y SLET

EZZ5n2FER :

¥ 7F v i

PR ERENMEEICETZPnPT— I N TOERBEdebug N R
DRl TN EFIEEAEY S a o F—OREBNHYEBA
LANO BB E AR Y VR OBTEIER

ARY IDTIANA—RX—=> 3> &2T5F%
LANBE LR ADICAVR—KRTEDRARNBIV I 77A4IINOERE ?
/mypnpd 120 ECICITEEL A,

ARIBRDIS—

BHREEEELETHS. PKIEEHAERFPNWPT— I NCEEICTYSachELA

B=

CORFIAYRTR, LANA—RX—Y3VAFIRILERY ND—2F—F549F ¥ (DNA)E
CA—THELSY CBELAVBAOEMEORHICRI D O—ALIVFRYRT—4
LANF— R X—2 3> OBECSVWTHALET,



&% : Cisco TACT > 7. Alexandro Carrasquedo

BBk

T750F 2 RFLAPIPY I=>I N BRXHEAEBZELTEREZEANLEELA Y OFHLVWTFNA
AT, DNA CenterlC &> TEEMWICEREENET,

—RF/NAL A : DNA CenterABEIC7’OE> 3 =>4 L. Dynamic Host Configuration
Protocol(DHCP)H—/N\—& UL T#EET 5 7/V 1 Ao

LIE = 343

EH
LANA =KX =327 ZTTRTLAVII-232VICEIZ2—MROBHRBAIHD

BMLHRBRENET, . LANFA—RX—2320BEBZRLTVWETH. DNA Center 1.0 R —
AL TVWETA, DNA Center 1.1 BICERBUBSNABRAEhET,

BRELHA

LANB Bk, 73 —LAIN—FT427070RJNELTISISZFEALTERY NDO—0F /N4
AZRES IO a - JTcEd, FEEYOZYFEAYII—-232TT,

ELUBHBENC

LAN AutomationZE1T79 28I, PPnPT—2 I MICNVRAMICO—RENTVBEHEN TV
CEEBIBELTLEETL,

Edgel#dir nvram:*.cer
Directory of nvram:/*.cer

Directory of nvram:/

4 -rw- 820 <no date> IO0S-Self-Sig#l.cer

6 -rw- 763 <no date> kube-ca#468ACA.cer

7 -rw- 882 <no date> sdn-network-#616F.cer

8 -rw- 807 <no date> sdn-network-#4E13CA.cer

2097152 bytes total (2033494 bytes free)
Edgel#idelete nvram:*.cer

[7OE < 3> %Y (Provisioning)] > [T/\4 A(Devices)] > [F/N/4 A1 >R K (Device
Inventory)]IR— T, BERENATVWHEWTFNA AN BV EEZERELET,



bl pNA DESIGN POLICY PROVISION ASSURANCE
CISCO CENTER

Devices Fabric

Device Inventory

Inventory (6) Unclaimed Devices (0)

CSCvh68847HREHA —ZWOARY VR EREATLVAHAVREBOEERICAY .,
ERROR_STACK UNSUPPORTEDIZ—XYtE—IHNRRENDBDENHYET, CcOXY+E
—2E, LANFA—=RX=2 3 FNARZE—DAAMYTFORSICTOEDIZ2>T5&5
ICERLELSETRERELET, L. T/N1 AlkCatalyst 9300 R4 Y FARY U TH B I=
., LANF—RX—2 3 B3 FNAAZERTET, FNAMAREREhTVEVEDEL TR
RENET, AERIC. PnPEAZRY ITHBD S, FNAAZERLEVES, FNAARK7O
EazidEhirtA,

LAN Automation®DR{THRICRITE D FEEMATITH,

DNA Centerld, — RF/NA4 AICDHCPREZ7OESa_>JL&ET, — RF/NA AN EE
TBRIPTRLAQERER, Y4 hDIPTPRLAT =L ZFHLEEECLERL BT IOt
TXRNTT, COT—I)NR25LLETHIBENHYET,

X207 E3IDDEIXV NCDBEIENET,

1.PnPI— I ROVLANIC T Y2 212 WBIPF RL A,

2.PnPT—> I h®LoopbacOlc 7Y 1&EhdIP7 RL A,
3.—REFERMODT7Z7TVY IOFNARICEHRTD VI LOPIPI— I NIT YYD
1EhB/30IP7 RL R,

DNA CenterA’PnPI—> I hN&7OESIZ 2099312, — RFNAANEZETS
DHCPERET. n/—RIUSAZMNFESIE. DNACenterL R —7SA X@AHZRY ND—04 >
R—TIAAN—RNNIC)DIPT7 RL AKX ERFRZEIP(VIP)Z RLAZEETIHEN HYET,

PlPI—2 I hARBLTE, BREROYERBA, LENF 2T, IXTOR—MFVLAN 1D —
HTT. TOHER, T/NAARDHCPT 1 AANIXY =D& — RFNARAICEEBELET,
= RFNA A, LANBBLT—ILADIPT RLAOA T 7 —2FEALTRELET,

LANBBLOMBS — T AZBELIZOT, F7OEANPEESY CEELEVEBERE. MS
TN 1—FT AT TSN TEERT,


https://tools.cisco.com/bugsearch/bug/CSCvh68847

NZTND1A—F A2V TEATIZ A

You're expecting to see this on the PnP agent logs:
%PNPA-DHCP Op-43 Msg: Op43 has 5A. It is for PnP
®PNPA-DHCP Op-43 Msg: After stripping extra
characters in front of 5SA, if any:

5A1D;B2;K4; I<DNAC IP>;J88; op43_len: 3@

If http succeeds but hitps fails,
you have a certificate problem

DNA Center 1.1 LAN AutomationB8iE 14/

. network-orchestration-service
- pnp-service

DNA Center 1.2 LAN AutomationB8E 4/

1) —A12TREPNPH —EZANBL B2 12/, LANFA—KX—=2320ORNSTN1—F1>
TEIASBICE,. ROY—EREZRIBENF HYET,

CRYND)=DOHF—=TARL—>32

- XY ND—URKGE

- connection-manager-service

. onboarding-service ( C it 1. 114249 3 & (\pnp-service T )

DNA Center 1. X2 BF¥—A > 75 AMNZ O F ¥ (PKNBEEO Y

- apic-em-pki-broker-service
- apic-em-jboss-ejbca

70—F¥—BMICRENTVWDtcpdumpDRITHEEHA TS EET L,



sudo tcpdump -i <DNA Center fabric's interface> host <PnP Agent ip address> -w
/data/tmp/pnp_capture.pcap

*CNEFLETBICE, Cri+CZEERALET

—hiZ&kV), pnp_capture.pcap” 7 4 LA /data/tmp/ICREENET, E¥17IE—(SCP)IN
v RZEFERALUTDNACenter’ 5774 )2 dE—9%H, XROIN> RZHFEHAL TDNA
Center 57 7 AN EFHm LD HENHVET,

S sudo tcpdump -ttttnnr /data/tmp/pnp_capture.pcap

[sudo] password for maglev:

reading from file capture.pcap, link-type EN10MB (Ethernet)

2018-03-08 20:09:27.369544 IP 192.168.31.1 > 192.168.31.10: ICMP host 192.168.1.2 unreachable,
length 36

2018-03-08 20:09:39.369175 IP 192.168.31.1 > 192.168.31.10: ICMP host 192.168.1.2 unreachable,
length 36

2018-03-08 20:09:44.373056 ARP, Request who-has 192.168.31.1 tell 192.168.31.10, length 28
2018-03-08 20:09:44.374834 ARP, Reply 192.168.31.1 is-at 2c:31:24:cf:d0:62, length 46
2018-03-08 20:09:50.628539 IP 192.168.31.10.57234 > 192.168.31.1.22: Flags [S], seq 1113323684,
win 29200, options [mss 1460,sackOK,TS val 274921400 ecr 0,nop,wscale 7], length 0

2018-03-08 20:09:50.630523 IP 192.168.31.1.22 > 192.168.31.10.57234: Flags [S.], seqg 2270495802,
ack 1113323685, win 4128, options [mss 1460], length O

2018-03-08 20:09:50.630604 IP 192.168.31.10.57234 > 192.168.31.1.22: Flags [.], ack 1, win
29200, length 0

2018-03-08 20:09:50.631712 IP 192.168.31.10.57234 > 192.168.31.1.22: Flags [P.], seqg 1:25, ack
1, win 29200, length 24

dE—L &S5 &L TVWSbridge.png7 Z A ILREAITT H,

DNA Centerlc8E N3 1914 MDA X— 7 7 AT, HTTP (EHEERFEALEV ) £
HTTPS (FIAE%ZFERAT5 ) ZFA L TIE—L., DNACenter&PnPI—> I NEOBEEZ T
ANLET,

EXITFYVYTY LAV (SSLBEGEHFAF{ES Y ICEELZVE
BOFYTFYOH (CORBIERFEATWS.pcap7 71
24)

FIEZFERE
EZZA5h3RA :
- DNA Center@FEBBEN[H T T 9 NMEB(SAN)] 71 —ILRIZELWIPZ RLANHY) £t
Ao

SEBHENSAN7 1 =)L RZBEITDIZE. XOFIEZETLET,

7o EERL CREARERBLEY



“ & A NotSecure hitps://mxc-dnacd/apps

il Your connection to this site is not
Clscg SECung

| You should not enter any sensitive information on

thiz site (for example, passwords or credit cands),
bacause it could be stolen by attackers. Learn

Wt ™ do? Take a Tour

You have chosen 1o disable security warnings for

this site. Re-anable warnings s

Meed t
Want b

B Certificate (Invalid)

Show certificats
‘ & Cookies (5 in use)
¢ L3 Site settings

Model your entire network, from sites and buildings to devices and links, both physical and
virtual, across campus, branch, WAN and cloud.

e Add site locations on the network
= Deasignate golden images for device families

= Create wireless profiles of 5510s

r—

WS I RES. SO

Boot cortificate authority

Expires: Wednesday, Jose 5, 2070 a1 1826204 Central Dayligh Time
O S Cad COM™ canicats B not trusisd

L= Y TR

F  Dotaile
Cwtension  Subject Alternative Name ( 2.5.29.17 )
Critical NO

IP Address 10.88.244.133

IP Address 10.88.244.135

IP Address 10.88.244.138 SAN

IP Address 192.168.31.11 Field

IP Address 192.168.31.12

IP Address 192.168.31.14

IP Address 192.168.31.77

v 7FvHl



Am @ RE Qews=Eg e =g aaart
N ssl ]
MNo. Time Source Destination Protocal Length  Info

1 2018-83-08 14:10:11.873236 192.168.31.1 192.168.31.18 TLSv1.2 281 Client Hello

2 2018-83-88 14:18:11.879597 192.168.31.10 192.168.31.1 TLSv1.2 2895 Server Hello, Certificate, Server S erver Hello Done
3 2018-03-08 14: 10 11. 092431 192.168.31. ‘l 192.168.31.18 TLSv]. 2 65 A'Lert (Level: Fatal, Descrlpt
Frame 3: 65 bytes on u:re (520 tutsh 65 bytes cautureu (528 bits)
Ethernet II, Src: 2c¢:31:24:cf:dB:62 (2c:31:24:cf:d@:62), Dst: B@:5d:73:c0:c7:90 (@0:5d:73:c0:c7:90)
862.10 Virtual LAN, PRI: @, CFI: @, ID: @
Internet Protocol Version 4, Src: 192.168.31.1, Dst: 192.168.31.10
Transmission Control Protocol, Src Port: 31441, Dst Port: 443, Seq: 144, Ack: 2842, Len: 7
Secure Sockets Layer
v TLSv1.2 Record Layer: Alert {Level: Fatal, Description: Bad Certificate)

Content Type: Alert (21)

Version: TLS 1.2 (@x@383)

Length: 2

v Alert Message

Level: Fatal Ll——m—————
Description: Bad Certificate (42)

ATYYYY

MR E.

H—RN—FT 1CA(FREER ) M"H3HEE. DNA CenterDIP7 RL RAEVIPH EENLFEHEN
BEHEIATVWR L ZBABLTLKEET VY, H—RN—F 1 CANZWIEE ., DNA CenterldFEERE
BERTEET, CcOTOCADOFIBEICDOVTIE, Cisco TACICBREVEDLELSEE L,

DNA Centerfif###t &2 )Y NLUET
EZx5nh3FEHA :
DNA CenterldF 7 # )L N TTLS V120 ZEZHR—KNLE T,

ChEERETDICIE., COHA RICHE>TDNACenterCTLS vIAEFERATED LSICLTLSEEY

*v7F %l

4 = @® RE QeE=aEF IS 5 QQ QE
[| \pply a display filter ... <38/>
No. Time Source Destination Pratacol Length Info
| 4 2018-03-14 £8:20:21.563736 10.213.1.20 10.213.1.223 SsL 128 Client Hello
5 2018-83-14 @8:20:21.563773 10.213.1.223 10.213.1.20 TER 54 443-49365 [ACK] Seg=1 Ack=67 Win=29208 Len=0

6 2018-03-14 08:20:21.563926 10.213.1.223 10.213.1.20 54 443-+49365 [RST, ACK] Seq=1 Ack=67 Win=2926@ Len=@

Frame 4: 128 bytes on wire (96@ bits), 120 bytes captured (968 bits)

Ethernet II, Src: Ciscolnc_cf:90:41 (dc:ce:cl:cf:90:41), Dst: 3B:@e:4d:9¢:3b:b8 (38:0e:4d:9c:3b:bB)
Internet Protocol Version 4, Src: 10.213.1.20, Dst: 10.213.1.223

Transmission Control Protocol, Src Port: 49365, Dst Port: 443, Seq: 1, Ack: 1, Len: 66

Secure Sockets Layer

v SSL Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)
Vers ionxewl }
Length: 6

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

A Y TYTTYTY

Length: 57
Version: TLS 1.8 (@x@3@1)
» Random

Session ID Length: @
Cipher Suites Length: 18
» Cipher Suites (9 suites)
Compression Methods Length: 1
» Compression Methods (1 method)

A EBSENBEEICE TSP PI—> T M TOEFIZdebug
N>R

I
I

- debug crypto pki transactions
- debug ssl openssl
- debug ssl openssl errores


/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-1/admin/b_dnac_admin_guide_1_1/b_dnac_admin_guide_1_1_chapter_01.html#task_vq4_yyk_ybb

- debug ssl openssl errors

- debug crypto pki api

- debug crypto pki transactions
- debug ssl openssl msg

BECRYENLERERAEY S I 2F—OREFBY)EEA

B L&, [Provisioning] > [Devices] > [Device Inventory]R—Z TRERDF/INA AZRRT D4
ERFHVEEAN., COR—DHSKBROTFT/INA RAZHIBRL 28E . T/V4 AH https://<DNA
Center|p>/myan_§T\éh%>Fﬁ»£7§‘ZBUi'd'o COIFIANREL, PnPOTICROLS O
THARTENDHE, FLECGUICROKRSBOTHFIRRENDFEERF. T/N1 ANPnPTKRE
RELTRRENBVWIEZERBLET,

ERROR | gtp604107971-170 | | c.c.e.z.impl.ZtdHistoryServiceImpl | Device authentication status
has changed to Error (PNP response com.cisco.enc.pnp.messages.PnpBackoffResponse is missing
previously established authenticated session key) | address=192.168.31.10, sn=FCW212XXXXX

LANO BBt E AR Y VR O BREEE

- DNA Center 12Tk, ARV IR TNV I THBIUENBYNET (2XN—DARY JI(C

1EDARY 27— )ILH#EEL 5\ 5 /J"'&Uﬁ?)o

ARV IOFINAARE, LANOBEMELICKR > TRRICERTZIMEN HYET, CniEiN100

*/ﬁ‘(@’o

-DNACenterL:?%ﬁéhét PnPTUnclaimed& RRENET, PnPlE. AZY I O¥ 5
PEOREREFERAL., BRMMYINZE, LANA—RNX—=23>0xFBREIaICE

Ui@“o

RCAFEEPnPOTNH2BEE. RBBROFNAAXYE—D2RETEET,

more pnp.log | egrep " (Received unclaimed notification|ZztdDeviceUnclaimedMessage)"
XY tE—I N BVEES, EREATWEVT/NA ABHIEDNA CenterlCEiEH 3, PnPidch %
ERTEFREA,

AZY DTLANA— X =23 &T5H %

= RFENAAANDOT YT 0BRYY RADLET,

. DNA Center TLAN AutomationZBIZaL £ 9,

ARYINBSRAR—RNTYZFTAT74F1L—2a > %HIBRL £ 9, # write erase

.NVRAMA*' S X TDIEAE ZHIBRL £ 9. # delete nvram:*.cer

.vlan.dat7 7 1 JLZHIBRL £ 9, # delete flash:vlan.dat

TTARVAAYTFLS, RAZUNAAAY FOEAEZHIBRL £9, # delete stby-
nvram:*.cer

aARRY IV T—TILEALFET,

o bk WN -~

b.EXYNAAYFOIAY—=)LICOTALET,

CIIRHEZHIBRL £, # delete nvram:*.cer



d.flas vian7— 2 X —AZ HIBR L £ 9. # delete flash:vian.dat

ARV IT—T ) 2BERLET,
7.7 —=RLET,
BAAYFHNARY VELTERENDETHSE, INTOXUNZEBL, YHREX (47O
TZRBLET,

$INIT: waited 0 seconds for NVRAM to be available

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

9. —RFNAAANDT YT O ZFMZLET, #no shutdown

LANBEILRRAVCA 2 R—NTEBRARNEIVT 774D
R ?

DNA CenterTlk, ROBICRIT RS, RARBESUTILES (RARNE, DUTILES ) %
EUCSVI7AIDNDETT,

A B
Edgel FOW 2038000
Edgel FOW2131000, FOW2131G0m, FOW2131Gxxx, FOW2131Gxxx
Edgel FOC205 20000, FOW 2052 oo, FOW 2052 F oo
Edged FX52131 0000

AZY DLANF—RX =232 Tk, CSVZ7AIIZERALT, 1TIC1DDRANBEEHBDY
VTINBESEZANTERY, DUTILESEAITREYZBLENF HYYEXRT, FHAICOVTE,
ADCSVI 74N ESRLTLSEEL,

Imypnpk1.20 ECICITERL =D
ROVWFNADFETPIPET 72 ALET,

- Web7 5% T, https://<DNA Center IP>/networkpnp& A B L & T
. DNA Centerr R—AR—=I NS5, ROFXY ND—=D0TZT0F 2 RTLAY =)L ZBRLET,



BETA

F/zl&. https://<DNA Center IP>/networkpnplc 7 VAL ET

A1ORMNIIT—

.......

ARV RNIIZ—E, LANA—RX—=23a2VICL2TEREHh, BEZZELER, TNAA
AR RNVICEBNEND CEZERLET., BE, COLIZ—R, &RE. IL—TFT12J. &
ERECLIVLF Y ILOBBENRETRELXRT,

LAN AutomationZEFIL TEL WFNA RAZRBEL IS ELTWVWR L ZHETDICE, BEE
ORI (SSHEWETelnet ) ZFEAL T, 7/V1 A LDloopback 04 X —T7 T4 AD
IP7RLAICUE—RFTIEALET,

EHEEEELETHN, PKIFIFABREPNWP I—2 I NCEERCTS
yo1eshEHA

BHROTFT/INA AT, DNACEPNWPI—2 I NEO/NT Y KD Don't FragmentDF)E Y KA 72/ (2
BBRBENHYVET, ChIZKY, 1500/N1 hE2EABNTY N (BERIAEZEST/NTY N
) NREENDAEMEN H S -8, LAN Automation’ T T LAV HREMEA H V) £, DNA
Center® AV R—F 14 JOJICES 3 — KO0 —FHERIZRLET,



errorMessage=Failed to format the url for trustpoint
COBEOHEBLEIL, DNA CenterPnPI—2 I MOBO/NAT, system mtu 910017 >
REEALTOY 2 RIL—LFBBRBTEDRSICITAHLTT,

Switch(config)# system mtu 9100
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