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3. /N7 —T[Set Up CX Cloud Agent] 27 1) Y 7 LE T, [Set Up CX Cloud Agent] - [Review
deployment requirements] V1 > RUNFBHEE T,
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Set Up CX Cloud Agent N
Add Cloud Agent to your CX Cloud pit crew
SET UP CX CLOUD AGENT
0% X Cloud Agant gathers tohimalny dats rom the Gevices on your natwork, allowing you to ek
advantage of all the hyper-relovant insights and trusted sxportise that CX Cloud has to offer.
) Rawigw Dopboymant Roquiremans
Accept Strong Encryption Agreomant
b s T Review deployment requirements
Diepbay and Pair with Virtual Machine Prepare your network for CX Cloud Agent
CX Cloud Agent runs a8 3 virtual machine (UM, s you'll noed & hypenisos to host it.
_ Befone you download and Install the image Be, make sure CX Cloud Agent & able to connect o the designated server(s) via HTTPS an pont 443 using baoth the
FOON and the [P address
b
- For AWS US data centers
]
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Set Up CX Cloud Agent X
Accept the strong encryption agreement
SET UP CX CLOUD AGENT Tihih you €21 download e imac S for tho GX Cloud Agent vimual
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Download image file
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Set Up CX Cloud Agent X

Deploy and pair with your virtual machine
SET UP CX CLOUD AGENT

Deploy the downloaded file on your virtua! maching. After deploymaent, youll receive 3 pairing code. Pleaso enter the code balow
Pairing Code

@ Ruview Deployent Requiremsnts

@  Accept Strong Encryption Agroament

@  Downlasd image Fie
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2. [Continue] 22 1) Y 2 LT, CX Cloud AgentZ &L £, [Set Up CX Cloud Agent -
Registration successful]v 1 > RUF BB MZRE © /=%, [Configure Connection to CX
Cloud] 74> RUICHBNICBELEY
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£ Back to Data Sources

Cenfigure connection to CX Cloud

Connect a Cisco DNA Center

WP Addreds or FODN Location (City, State, Country)
Usermame Password
Colection Frequency Tone

Freguancy . Tirme 5T

B fun the firs1 collection now (Ehis may take up to 75 meruies)

@ heip |

The fust data sowce you add must be a Cisco DNA Center. After that you can add additional Cisco DNA Centers and devices nof connected

o a controller.

B DB

3.7—X%&ZAHBL, [Connect This Data Source] 22 1JY L &9,
EVSHERAYE—IDNFRRENET,

Configure connection to CX Cloud

Successfully Connected

’.—_._=\ Cisco DNA Center live.com

|.\ o | Inventory collection runs every day At 02:00 AM IST

First inventory collection will run immediately when you finish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

DNACH'EEZEIZIBEME hEL =

MERICEGREhIRLLE,



3 : )Y % Add Another Cisco DNA Centerf2 23X DDNACZEB ML £,

Configure connection to CX Cloud

Successfully Connected

/:n‘\ Cisco DNA Center live.com
(s =]

I._. /. Inventory collection runs every day At 02:00 AM IST
i First imventory collection will run immediately when you finish adding your data sources
i,
/o=, Cisco DNA Center live.com
I\mm J  Inventory collection runs every day At 01:00 AM IST
S

First inventory collection will run immediately when you finish adding your data sources

/=" Cisco DNA Center demo.com

\ | Inventory collection runs every day At 01:00 AM IST
A

First inventory collection will ren immediately when you finish adding your data sources

Connect another data source to GX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

HEHDDNACDIBE M

4. [Done Connecting Data Sources] 271 Y 2 L& 9, [Data Sources] 74 > RUNBEEET,



Data Sources X

Hegion: United States

Mama Type Data Last Updated Status
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- [VMware vSphere/vCenter > ¥ 22> 4 7> N ESXi 5.5/6.0 ( VMware vSphere/vCenter
Thick Client ESXi5.5/6.0 ) ] Z:8RI 2B}, "2V 0954 F b, #8RULET,

- [VMware vSphere/vCenter Web 2 Z 4 7~ ~ ESXi 6.0 ( VMware vSphere/vCenter Web
ClientESXi 6.0 )] Z BRI 2FEE. "Web V547> b vSpheres £zl "vCentery %
ZRLET,

. [Oracle Virtual Box 5.2.30] iR 35Sk, Oracle VM, #5BL E T,

- [Microsoft Hyper-V] Zi&R 35 5F Sk, "Hyper-V, ZZBLET,

OVA DX A
SYO9S4F > NESXi556.0 DAV AR—)L

CDITAT > NTE, vSphere> v V054 F > NaEAL TCX Cloud Agent OVAZEATE
9,

1.4 X=272FJ>0—RUL 7S, VMware vSphere Clientz 8L TOJA1 > LET,



(&) VMware vSphere Client *

vmware

VMware vSphere”
Client

—_——

1] All vSphere features introduced in vSphere 5.5 and beyond are

avaiable only through the vSphere Web Client. The traditional
viphere Client will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.,

To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [Name: [V ZAY -

Lser name: root

Password: e

[ Use Windows session redentials

OJ4>

2. BB 5C File > Deploy OVF Template.
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Next.



(&) Deploy OVF Template

Source
Select the source location.

Source

OVF Template Details
MName and Location
Disk Format

Ready to Complete
Deploy from a file or URL

[

network share, or a CD/DVD drive.

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a

__reo |

OVA N A

4. CiscolOSY 7RI TF M ovFDetails Z271)Y L,

Next.

< Back H Next > I

Cancel




{ (3 Deploy OVF Template

OVF Template Details
Verify OVF template detads,

Source

OVF Template Details

Name and Location Product: R

Disk Foimat Version: 2.0

Network Mapping

Ready to Complete Vendor: Cisco Systems, Inc
Publisher: @& CISCO SYSTEMS, INC.
Download size: 1.1GB
Size on disk: 3.1 GB (thin provisioned)

200.0 GE (thick provisionad)

Description: CXCloudAgent_2.0_Build-144

e |

TU7L— O

5. Enter a uniqueName 22 1) Y U L,

Next.

< Back || MNext > I




@ Deploy OVF Template = O )4

Name and Location
Specify a name and location for the deployed template

Source Name:
OVF Template Details CxCloudAgent_2.0_Bui |-144_E3'§]
Name and Location =

Dick Eormat The name can contain up to 80 characters and it must be unique within the inventory folder,

Metwork Mapping
Ready to Complete

Hebl .:Ba.d-.luexnlfz:mcel

BH &S

6. RDVThAZIBIRLET, DiskFomat 2O Y UL, Next (70O AT %#E
) o

RS



@ Deploy OVF Template -_ O

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idatastore 1(11)
OVF Template Details

Mame and Location

Disk—at Available space (GB): | 973.1

Metwork Mapping
Ready to Complete

™ Thick Provision Lazy Zeroed
™ Thick Provision Eager Zeroed
{* Thin Provision

Help | < Back Next > Cancel

74 20 OBREE

ROWT A ZIBIRLUET . Power on after deployment F T Y I7RY D A& A IZL. Finish.



@ Deploy OVF Template

Ready to Complete
Are these the options you want to use?

Source
OVF Template Details
Name and Location

Deployment settings:

When you didk Finish, the deployment task will be started.

Disk Format
Network Mapping
Ready to Complete

OVFfile:
Download size:
Size ondisk:
Name:
Host/Cluster:
Datastore:

Disk provisioning:
Network Mapping:

v [Power on after deployment!

C:\Users\oicadmin\Downloads\OVA\CXCloudAgent_20.
1.1GB

3.1GB

C¥CloudAgent_2.0_Build-144 DEMO

localhost

datastorel (11)

Thin Provision

"WM Network"to "VM Network”

_reo |

R TEENDET ( Ready to Complete )
BACRBOADDCENBYET, RIXYE
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@ Deployment Completed Successfully - X

Deploying CXCloudAgent_2.0_Build-144_DEMO
Completed Successfully

READOTET
8. BAL VMZEEIRL., OV —IL%ZB\ T[Network Configuration] ICEBEL £,
Web 954 F>NESXi6.O DA AM—=IL

DI F4T > Ni&k, vSphere WebZ £/ L TCX Cloud Agent OVAZEAL F Y,

1.VMOBANCERTBIESXINAN—NAFIL T v I)LEERL T, VMWare UIICO Y A
YL&ET,

T Pulifial

vmware" Esxi

L

VMware ESXi ®O45 14 >

2. igﬁ Virtual Machine > Create / Register VM.
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{7 Manape with vCenber Server | T Cresteegistervil | [y Suddown [Bg Reboct | O Refresh | R adbons

ariied —— IS AIRGELISEOMAN | Copune ar regiter s Virtual Macking |
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4 Viiual Bise histirs n i Sigiy Hormal (paerpcied B voander Servpr o 10136 T7 44)
L1 siorage m | Uplre 152 0T days
£ Metworiing | 3| —

Select creation type

Hizw wetsuild v likoe 10 creale a Virksal laching?

This pplon guedes you through T peocess of creabing a
wrtual mackense from an OVF and VDK files

Crpaby 3 nir sirfual machieg
Diephoy a virtlusal mekchineg Eom an OV of OV file

Foi Qi BN slng vnual maching

OVA OE A

3. ER Deploy a virtual machine from an OVF or OVA file Z27)YT0L, Next

A VMOEFZADL, 7740V 2SBLUTERTZH, FUOO—RLEOVAT7AI)L%Z R
ZYIJTRROYTLET,

5.71JY % Next.



#51 New virtual machine

+ 1 Select creation type
2 Select OVF and VMDK files
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

OVA MiEiR

Select OVF and VMDK files

Select the OVF and VMDK files or OVA for the VM you wiould like to deploy

Enter a name for the virlual machine.

Virtual machine names can contain up 1o 80 characlers and they must be unique within each ESXi instance.

Click to select files or drag/drop

6. 1#1R standard Storage Z 7 1) Y I L., Next.

¥11 New virtual machine - CX Cloud Agrnt 2.0 DEMO

Finish Cancel

+ 1 Select creation type
+ 2 Select OVF and VMDK files

5 Deployment options
6 Additional settings
7 Ready to complete

Select storage
Select the storage type and datastore

Select a datastore for the virtwal machine’s configuration files and all of its’ viftual disks.

Name ~ Capacty -~ Free «  Type ~ | Thin pro... v  ACCEsSS

datastore1 435TB 357 TB VMFS5 Supported  Single ]

W
1 items

Back | Finish | Cancel

F

ARML—=2 0ER



¥ New virtual machine - CX Cloud Agrnt 2.0 DEMO

+ 1 Select creation type
' 2 Select OVF and VMDK files
+ 3 Select storage

R 4 Deployment options

Select deployment oplions

5 Ready to complete Network mappings

Disk provisioning

Power on aulomatically

BAFT3>

7. B BEAFTT 3 EERL,

791 New virtual machine - CX Cloud Agrnt 2.0 DEMO

Deployment options

Next.

VM Network VM Corporate Network v
(® Thin O Thick

Back | l et J Finish

Cancel

+ 1 Select creation type
" 2 Select OVF and VMDK files

Ready to complete

Review your sefings selection before finishing the wizard

+ 3 Select storage
+ 4 Deployment options

bd 5 Ready to complete

Product

VM Name

Disks

Datastore
Provisioning type
Metwork mappings

Guest O5 Name

CXCloudAgent_2.0_Build-144

CX Cloud Agmt 2.0 DEMO
CXCloudAgent_2.0_Builgd-144-1_signed-sha1-disk1.vmadk
datastore1

Thin

VM Metwork: WM Corporate Network

Unknown

f' ' E Do not refresh your browser while this VM is being deployed.
L]

R TEBNDET ( Ready to Complete )

| Back Mext

Finish || Cancel |

a



Eile Edit Miew Higtory Bookmarks Tcols Help — [u] w0
localhostlocaldomain - Whwe: ¥ i@ New Tab wo o+
“ ] O A o https:/10.126.77.20/ui#/host o ® & =

vmware ESXi’

() wanage with vCenter Server | T Createegister v | [ Shutdown B Reboot | ¥ Retresh | £} Actions ‘.""-" FREE 783Gk

localhost.localdomain USED: 3.4 Gz CAPACITY: 828 Gz

F Wersion 8,000 Update 3 (Buld 10715132) [— [

{5 Viriual Machines State: Normal {sonnectsd 1o vCenter Server af 10.126.77 54) — 14%

0 st Uptirne: 182.07 days USED- 11233 58 CAPACITY. 251.86 8
lorage

€3 Metworking

STORAGE FREE: 3.57 T8

WSED 8032808 CAPACITY, 4 32 TB

= Hardware = Configuration

Manutacturer Cisco Systems Inc Image prafile (Updated) Vidware-ESXi-5.0.0-9313334-
Custom-Cisco-6.0.3.5 (Ciscn)
Model UCSC-C220-M55X
yanname HA fats Mot canfiaiired
= =1

=] Recent tasks
Task Target ~ Iniiator w  Queusd ~  Started ~  Result s ~ Completad v

Wiploas disk  CXCloud Agent_2.0_ . (5 €X Cloud Agme 20D, | reot 031172022 142318 0VN/R022 142218 | () Completed successiully OAMT12082 142810
Devwnicad VMXConhg Hoes WC Internal 0312022 140781 0172022 140781 | () Completed successully 0A11/2022 140751
Peietr On VM 5] CX Choud Agme 20D... | ot 02022 140748 0312022 140748 () Completed successtully 031172022 140748
g WASD Ridsuicii e 02022 140447 OTIN022 140447 | () Completed sucesslly 12022 140748
Reccafig Vil (3 X Cloud Agmt 2.0 . WC Intarnal OIN0ZZ 140501 OFNIA0IT 140501 | () Failed - The opeation is nce al, 012022 140501
Downlcad ViKTonfig Heoe W Enternal OFINI0IT 140481 OIMII022 140481 | ) Complefed successtully OMHIED 14 0eST

8. BREZMERL. Finish.
9. 8BAL VM%ZIZEIRL . console>Open browser console.

File Edt View Higtery Bookmarks Tock Help = a w
localhostlocaldomain - Vidwa: X | igh Mew Tab * +
- c Q G o hitpsy/10.126.77.20/ui/#Most/vms ] 2 & =

T3 Navigator | [ lecaihostigcaldomain - Virual Machines
= [ vost _ ) A
Manage B Create /Registervi | | 89 Console Pawe W Powerof 11 Suspend | ' Retresn | £F Actions q h
Monitor 0O | vitual machine & Open browser console d space ~  GuestOS ~ | Hostname ~ HoStCPU =~ Hostme.. «
=1 - & Open console in new window . - -
B Siormge m g a z:z:aud»\genl_z. & Open console In newtab 2 GB Ubuntu Linux (54-bit)  Unknown 458 MHz 15.61G8
(v 1] oudagent_2 9GE Ubstantu Liniu (54-bit) LUinkniown 0 MHz oMB
R E O & CiCloudagent 2 W L2Uneh remote consale 4BC8 Ubuntu Linux (84-bit)  Unknown 493 Mz 158168
O & cxclougagent 2. A Download VMRC 4GB Ubunty Linus (54-bit)  Unknown £92 MHz 150968
O & CxCloudagent_2.1_Build-17_chbin_... @ Mo.. 478508 Ubuntu Linux (54-bit)  Unknown 506 MHz 1607 GB
O & cxcloudagent_2.1_Build-17_chbin_.. | @ Mo.. 48.18G8 Ubuntu Linux (64-bit)  Unknown 467 MHz 16.03GB
O @& CxCloudagent_2.1_Build-18_chbin_... @ Mo.. 47.27GB Ubuntu Linux (54-bit)  Unknown 501 MHz 16.06 GB
M & Cx Cloud Agmt 2.0 DEMO ©MNo.. 194368 Ubuntu Linux (84-bit) Unknown 0 MHz oMe [
Quilck filbers -» 12items -
[z Recent tasks —
Task v | Targel ~  Initiator « Queued ~ Stated ~ Resulta w Completed v =~
Updond dik - CXClowd Agent_20_... (] CxClows Agme20D... et 03022142219 | 0XIWR022 142210 | () Completed seccessfully oun2ez 1e2sn N
Downlosd VMXConfig Hone VT Internal 03112022 140781 0211/2022 140781 o Completed nwcoe safully 03112022 140781
Pt On W ) CX Clowd Agme 20D rost 0INR02Z 140748 | 0W1VR022 140788 () Completed meccessfully OL11/2022 140T:48
Impornt Vapp Resources oot 031202 180447 OB11E022 160447 () Completed suocessfully GR112023 140748
Fwoondig VI 1 € Clowd Agmi 2.0 D. VE Indemal 02112022 14:05:01 0112022 140801 i) Failed - The operation s nof al. SAN2022 140801
Downiosd VikiXConfig Hone VL intemal 03117202 1404080 031172022 140481 Q Gompleted successfully SLTIE0ET 140481 o,

[A>Y—)LZB< ( Open Console ) ]
10. [&R Y N —25%E ( Network Configuration ) ] ICEBEIL £ T,
Web 954 F > vCenter D4 A KR—=)L

1. ESXi/hypervisor VL 7> v )LZERAL TvCenterV A4 7> MNMCOTJA > LET,



vMware® vSphere
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12 Vs ana Templates
[ Storage

@ Netweekng

I Content Librares

B Gactal inventony Lnts
(B Poscns and Praties
& 2o Depioy

] Darvrkoper Canter

B vRealre Operations.

B aarmedtranee
O Update Manager

[ Tams
R Events

& Tags & Custom Atiributes

Recent Tagks  Alwms

Taak K ~ Twge

Dasiey plugn 3 01reTIss

CRRCK MW M0 7 0IETISS

Home

& 10128 77 54w

CPU
131 THz free
L]
6.1 GHE uiea | 130 ThaE tenu

& VM

62 292

Powered On

Mem: Storage
287 TB free

(— -
140 TH whed | 425 TH

358 B Hosts

Connecied
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[/R—A (Home ) | EIE

2. R—LR—=IT,

Hosts and Clusters.

3. VM%ZEIR L. Action > Deploy OVF Template.
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=2 B 10.126.77.51

Summary  Maniter

T Deploy OVF Temgiais

B Now Biource Box

fll.|

Maratpburgr

Model

L= )
Memmary
Wirtuad Flash Beseurce| o Lo

Feetworiong

Set
wecent Tasks
Tink e v Twgm pp—
=%  Comgited
Ausrms
o o Jptate M

Deploy OVF Template

1 Sabeet 30 OVF template Select an OVF template

Salect an OVF Lemplate from remaote

T 7L — bk ®iEIR(Select Template)

4. URLZEEEMTSH. ZHLUTOVATZ7 7 1)L ZERL.

Next.

Images Profie

wipsare HA S2at0

Farit Tosarance

(Lepacy)

Fanst Toserance

EVE Mess

5 " BOEAIZANL., BEICISUTEMEZSRLET (R11Z238R ).

6. 7)Y D Next

= OuesedFor = S




—
Deploy OVF Template

v 1Select an OVF template Select a name and folder

_ Specify a unique name and target location

3 Select a compute resource

4 Review details Virtual machine name: CXCloudAgent_2.0_Build-144-demo

5 Select storage
6 Ready to complete Select a location for the virtual machine.

v (§10126.77.54

2] CommonPool
[ Delete

[l Performance
[h Automation
> [ Build-Server
> [ DNAC

> [ Security

> [ Tools

VNN N

ZEET7AILA

7.220E31—FT AT VY —AZBIRL, Next



_Deploy OVF Template

v 1Select an OVF template Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation
4 Review details v [ Security
5 Select storage > D 10.126.77.51

6 Ready to complete

Compatibility

v Compatibility checks succeeded

CANCEL BACK NEXT

AVE1—FT42T7 )Y —ZADER
8. A ZTEREL . Next.



_Deploy OVF Template

+ 1 Select an OVF template Review details
+ 2 Select a name and folder Verify the template details.

v 3 Select a compute resource

4 Review details

5 Select storage Publisher DigiCert SHA2 Assured ID Code Signing CA (Trusted certificate)
6 Select networks

Product CXCloudAgent_2.0_Build-144
7 Ready to complete

Version 20

Vendor Cisco Systems, Inc

Description CXCloudAgent_2.0_Build-144

Download size 11GB

Size on disk 3.1 GB (thin provisioned)

200.0 GB (thick provisioned)

FHAR D HERT

9. RBFA ARV T #—XY FZZERL., Next



ﬁlmnmmuﬂ.cxcmumz.n DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the storage type and datastore

b Persistent Memory
5 Deployment options

6 Additional settings Select a datastore for the vitual machine's configuration files and all of its' virtual disks.
7 Ready to complete

~ Capacty ~ Free ~ | Type ~ | Thinpro... ~  Access

435TB 357TB VMFS5 Supported  Single =

v
1items

[ Back || Next I Finish Cancel

ARML—=2 0ER

10. 7)Y D Next.



Deploy OVF Template

+ 1Select an OVF template Select networks

+ 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource

v 4 Review details Source Network ¥ _Des‘unaucn Network

v 5 Select storage VM Network VM Network

6 Select networks

7 Ready to complete

IP Allocation Settings

IP allocation: Static - Manual

IP protocol IPva

CANCEL BACK NEXT

XY NIT—TDER

11. 2 1) Y 2 Finish.



Deploy OVF Template

1 Select an OVF template Ready to complete

2 Select a name and folder Click Finish to start creation.

4 Review details

5 Select storage Provisioning type Deploy from template

v
v
v 3 Select a compute resource
v
v
v

6 Select networks

Name CXCloudAgent_2.0_Build-144-demo
7 Ready to complete

Template name CXCloudAgent_2.0_Build-144-1_signed-shal
Download size 11 GB
Size on disk 31GB
Folder Security
Resource 10.126.77.51
Storage mapping
All disks Datastore: datastorel (23); Format: Thin provision
Network mapping
VM Network VM Network
IP allocation settings

IP protocol IPV4

IP allocation Static - Manual

R TEBNDTT ( Ready to Complete )
12. FILWMAEBMENET, BRIZIVYITRE, AT—RANKRTENET,

2 & CXCloudAgent_2.0_Build-144-demo b ¥ 5 D ACTIONS

Summary Monitor

m} 0 Hz

I 32768

ACloudAgent_20_Buid-144-demo

VM Hardware ~ Notes ~

[=_ N

Hard digic 1

Network adapter | WM Retwork (diconnected

Floppy drive 1

Wigeo card

VMG device e Ot VLSl maching PCI bus that

Recent Tasks  Alarms ¥

e

QuesedFor = St Teme

BinE hizvMm



1B AVAN=—IHFRTETLES, VMOBRZAICL, OV - ZREXT,

B 2 8 2 & CXCloudAgent_2.0_Build-144-demo | b ¥ 5 G

L |u'.
T om0 =a v i -
3| 2 5
B O
o o
m I
N

[A>Y—)LZB< ( Open Console ) ]
14. [ZY MDD —25RE ( Network Configuration ) ] ICBEL £ 9,

Oracle Virtual Box 5.2.30 D1 > A M=)

DU 4T~ KNi&, Oracle Virtual Box%Z 51 L TCX Cloud Agent OVAZEB AL £ 7,

@ VirtualBox File Machine Window

Import Appliance... e VM VirtualBox Manager

e [P G R

: . Import  Export . N Add
Virtual Media Manager... s LB R

Host Network Manager... e to V‘irtua|B°x!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer. You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the 38? key to get instant help, or visit
www.virtualbox.org for more information and latest
news.

Oracle VM

1. Oracle VM UIZB &, File > Import Appliance.
2 AVR—RNTBOVAT 7ML Z2SRLET,



Appliance to import

Please choose the scurce to import appliance from. This can be a local file system to import OVF archive or one of known cloud service
providers to import cloud VM from.
Source: | Local File System a

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import below.

B

File: [Users/vkukatla/Downloads/2.0 OVAJCXCloudAgent_2.0_Build-144-1_signed-shal.ova

Expert Mode Go Back Cancel
A |

774 OER

3. 21JY D import.



Appliance settings

e mra warr woes ey rrrsmre s

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the items and disable others using the check boxes below.

Virtual System 1

% Name CXC
£ Product CxCloudAgent_2.0_Build-144
& \Vendor Cisco Systems, Inc
£ Vendor-URL http:fiwww.cisco.com
& Version 20
£ Description CxCloudAgent_2.0_Build-144
[ Guest OS Type P4 Ubuntu (64-bit)
o cPu B
B RAM 16384 MB
] Floppy
&' Network Adapter Intel PROM000 MT Desktop (82540EM)
™ Storage Controller (IDE)  PlIX4
™ Storage Controller (IDE) PliX4
Warnings:
= Mo trusted certificate paths
Machine Base Folder: [ /Users/vkukatlafVirtualBox VMs

MAC Address Policy:

Include only NAT network adapter MAC addresses

Additional Options: Import hard drives as VDI

Unverified signature by CISCO SYSTEMS, INC.!

Go Back

Restore Defaults

Cancel

E R

ARBETRYELZI I

&

J77A4ILDA2R=K

4. AL EVMEEIRL .

Start.

CXC
Powered Off since 3:24 PM
Session unlocked

VMOV =) DOEE

Operating System: Ubuntu (64-bit)
1| System

Base Memory:
Processors: 8
Boot Order:

Acceleration:

o0 e Oracle VM VirtualBox Manager
. e
g Tools {:} v 2 .
vy New Settings Start
6 cXC — M General M Ppreview
ﬁ ) Powered Off 8= Name: CXC

16384 MB

Floppy, Optical, Hard Disk |
VT-x/AMD-V, Nested Paging, PAE[NX,
KVM Paravirtualization

B Display

Video Memaory: 16 MB
Graphics Controller: VBoxVGA
Remote Desktop Server: Disabled
Recording: Disabled
& Storage

Controller: IDE

Controller: SCSI
SCSI Port 0:

Controller: Floppy
Floppy Device 0: Empty

7 Audio
Host Driver: CoreAudio
Controller:  ICH AC97

CXCloudAgent_2.0_Build-144-1_signed-shal-disk1.vdi (Normal, 200.00 GB)

]

I

I

| " MAC Address Policv:



-
Appliance settings "
E
5. You ¢an
Product |
v
Importing virtual disk image 'CXCloudAgent_2.0_Build-144-1_signed-shal-disk1vmdk’ ... (2/2)
o
| A few seconds remaining
]
Guest 0S Type Fa Ubuntu (64-bit)
cPU B
RAM

Floppy

ture by CISCO SYSTEMS, INC

Resto Cancel

A2KR—=KLTVWET
5.VMOERZAVICLET, AVY—IIARRENKT,

Wai: mme oo Al n AA liais b mab lmabamd halea asdals .

CXC [Running]

dmdbssmlle mes mmem fae e acee lmfcacocablan camd labaad oacim

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current videﬂ mode. LS

o - A L _,Left?ﬁ

a2 =) zm<



6.[&Y NTJ—2&E ( Network Configuration ) ] I#BEL £7,

Microsoft Hyper-V O 4 > A M—)L

1. IZIR import Virtual Machine.

=F]

File Action View Help

&= 2 (m Hm
43 Hyper-V Manager
i3 WIN-ALPH2ACOVE™

| L

W

Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server
Refresh

View

Help

4

Snapshots

Details

Displays the Import Wizard.

Hyper-V X &x—> +

State

Ne vitual machines wene found on this server.

No item selected.

2Z2RBLTAIVO—R7AINAZBRRLET,

3. 7Y% Next

CF

Actions
WIN-ALPH2ACOVKT
New
Import Virtual Machine...
| Hyper-V Settings...
Virtual Switch Manager...
a' Virtual SAN Manager...
4 Edit Disk...
Inspect Disk...
(W) Stop Service
. Remove Server
Refresh
View

Help




L Hyper-V Manager ﬂﬂn
File Action View Help
e o  HF
33 Hyper-V Manager Actions
8 WIN-ALPH2ACOVKT Virtual Machines WIN-ALPH2ACOVKT i
Mame = State CF New »
No virtual machines wene found on this server. » Impert Virtual Machine...
Import Virtual Machine -
—_—
7P | Locate Folder
Before You Begin Specify the folder containing the virtual machine to import.
Folder: | o
Select Virtual Machine !
Choose Import Type
»
Summary
< Previous Cancel

A2VKR—=KTBT7 ALY

4. VMZIZRL ., Next.



R . - e m e —m o I

Select Virtual Machine

Before You Begin
Locate Folder

Select Virtual Machine CXCloudAgent_2.0_Build-144 3/3/2022 9:29:22 PM

<Prevlws|| Mext > |[ Finish || Cancel

[VM®3E3R ( Select VM ) |

5. @MW fﬂ?ﬁ‘ Elg?ﬂ LET, Copy the virtual machine (create a new unique ID) 7.|'7°:/ AVKRER "D
YIL., Next



Choose Import Type

Before You Begin Choose the type of import to perform:

Locate Folder O Register the virtual machine in-place (use the existing unique ID)
Select Virtual Machine O Restore the virtual machine (use the existing unique ID)
Choose Import Type @ Copy the virtual machine (create a new unique ID)

PZ el N 4

B.VM 7 7AIINDT7ANEF%#SBUTGERLET, F7AINRNNAZFERIDEZHEBLE
9,
7.V % Next.



Choose Folders for Virtual Machine Files

You can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders spedified in the virtual
machine configuration.

[[] store the virtual machine in a different location

Virtual machine configuration folder:

[C:ProgramDataMaomﬁ\thows‘i—[vper-\ﬂ ] Browse...

Snapshot store:

Choose Destination

|C:‘ProqramDataMcrosoft\thows‘vaer-V I | Browse... |

Smart Paging folder:
IC:\ProgramData Wicrosoft\Windows \Hyper -V || erowse...

<previous | [ Next> | oo | cancel

7 #)LE DER

8. VM FA AV ERETZ 7 AINAEZSRBLU GERLET, F7FINRNNRAEERATED LR
HELET,

9. 7Y 7 Next.



Tew s i rww TwTw swamIm wsr m W waw s owrs LEp MNPUIL ViTudan viauinii...

Choose Folders to Store Virtual Hard Disks

Before You Begin Where do you want to store the imported virtual hard disks for this virtual machine?
Locate Folder

Select Virtual Machine
Choose Import Type
Choose Destination

yper-V\Virtual Hard Disks\ | I Browse...

Choose Storage Folders

<Prm” Next > || Finish Jl Cancel I

BRET1AAVERETZ 74 IILA

10. VMBI —HARRENET, IXNTOALZHESLL. Finish.



LEp UYL Y ELUOE BV s

Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:

Select Virtual Machine Virtual Machine: CXCloudAgent_2.0_Buld-144
Choose Import Type Import file: C:\Users\vishnu\Downloads'\2.0\CXCloudAgent_2.0_Build-144
Choose Destination Import Type: Copy (generate new ID)
virtual machine configuration folder: C:\ProgramData'\Microsoft\Windows\Hyper-v\
Siistai ey Snapshot folder: C:\ProgramData\Microsoft\Windows \Hyper-V
Summary Smart Paging file store: C:\ProgramData\Microsoft\Windows \Hyper-V
Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\

<] L I

To complete the import and dose this wizard, dick Finish.

<Prcm.|s|| Next > H Finish

=8
M AVR—KNFEBILETTEDE, FHLWMHF Hyper-VICERENE T, VMREZHEZET

12. EBIORA > TERY NDO—=OTFZ 72 %8IRL ., FEHTEER vitual Swich ZiBIRL £,



| CXCloudAgent 2.0 Build-144

4 »|Q

# Hardware

4@ Add Hardware

& BIOS
Boot from CD
5 Memory
16384 MB
n Processor
8 Virtual processors
= Eil IDE Controller 0
(& Hard Drive
disk-0.vhdx
= @ IDE Controller 1
&% DVD Drive
Mone
% SCSI Controller
U Network Adapter

Not connected

¥ com1

None
¥ com2
None
[ Diskette Drive
MNone
A Management
ii] Name
CXCloudAgent_2.0_Build-144
{7 Integration Services
All services offered
13 Snapshot File Location
C:\ProgramData\Microsoft\Win...
s Smart Paging File Location
C:\ProgramData\Microsoft\Win...
D Automatic Start Action
Restart if previously running

RERAAY F

13. 121R connect VMZEEIL £,

' Network Adapter
Spedify the configuration of the network adapter or remove the network adapter.

The VLAN identifier spedifies the virtual LAN that this virtual machine will use for all
network communications through this network adapter.

B

Bandwidth Management
[] Enable bandwidth management

Spedfy how this network adapter utilizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

Minimum bandwidth: Ijl Mbps
Maximum bandwidth: I:l Mbps

0 To leave the minimum or maximum unrestricted, spedfy 0 as the value.

To remove the network adapter from this virtual machine, dick Remove,

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.




a4

File View Help
= 2w HE
33 Hyper-V Manager

33 WIN-ALPH2ACIVKT

Action

Hyper-V Manager
Actions
Virtual Machines
WIN-ALPH2ACOVKT -
Name “ State CPU Usage Assigned Mem New »
FlCxCoudAgent_2.0_Buid-144 =
Connect... Les Import Virtual Machine...
Settings... = Hyper-V Settings...
Start 1 Virtual Switch Manager...
Snapshot .. Virtual SAN Manager...
s ¢4 Edit Disk...
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CX Cloud Agent

i
CiSco

vM3d> V=)L

1. 2 1) Y 2 setpPassword cxcadminDEFT L WINAD— RZEHIT S A, Auto Generate Password 3T L
WNRAD—RZERBLET,

Cisco CX Cloud Agent Configuration

Before you can log into Cisco CX Cloud Agent, you must set a new password for
cxcadmin, which is the Cisco CX Cloud Agent username. The password must meet
the following requirements:
— Contains a minimum of B8 characters
- Includes:

— One uppercase character

— One lowercase character

- One number

- Dne of the following special characters: ' @ # 5 % © & » () _ +
- Is not a dictionary word

Set Password {Auto Generate Password>

NAD— RORE

2. &L setpassword ZIBIR U =/ EE. cxcadmin®/NAT—RZAHDLTCHERLET, 2V Y
2 setPassword AT Y 7T 3ICHEAET,



Set Password

In the Password and Confirm Password fields, enter and confirmn a new password for
cxcadmin., When you are finished, select Set Password

(Use the Up Arrow and Down Arrow keys to navigate between fields.
Press the Tab key to select Set Password.)

Usermame cxcadmin

Password: e
Confirm Password: T

3t Passwnrdy

wLOWNRAD—R

F 12 I& Auto Generate Password Eﬁﬁbtig’é@\ iﬁié 1’172'_/\°7\'7_ |\“75::||:°—L/\ &—Cﬁﬁﬁ

TEBDEDICREFELET, 7)Y D save Password A7 ¥ T4CHERET,
Autogenerated Password

Password : SOUMNDIX XX

Hake sure to store this passvword in a safe place. This password is required to log
into Cisco CX Cloud Agent.

After you have stored the password in a safe place, select Save Password. To return
to the previous screen, select Cancel.

{Save Password? £ Cancel >

BEER/NAT—R

3. 21 Y % save Password L EFAL £ T,

Password Strength

The strength of the new password is Medium.

To save the password, select Save Password. To configure a different password,
select Cancel to return to the Set Password screen.

{3ave Passuord> < Cancel >

INAT— RORRE ( Save Password )

4. ;ﬂ"d': AjJ LET, P Address, Subnet Mask. Gateway,c‘: DNS Server 2 7 1Y O L. continue.




Network Conf iguration

Please enter an IPv4 address and corresponding network configuration
for the appliance.

(Use UprsDoun keys to navigate to next field. Press Tab to jump to
Continue button)

IP Address: r—— 1
Subnet Mask: e
Gateway: e
DNS Servers: — — — 0000771
sMaximum 3 IPs with comma separator.

<Continue>
RYRNID—TURE
5. TN ZEHFEL., vYes, Continue.
Conf irmation

Are these entries correct?

IP Address: 192.168.0.100
Subnet Mask: 255.255.255.0

Gateway: 192.168.0.1
DNS: 192.168.0.64
<Yes, Continue> < No, Go Back »
TR

6. 7°|:| 4 @ﬁﬁ'ﬂ = Eﬁi? BICiE + Yes, Set Up Proxy FhlE + No, Continue to Configuration EQEE ;_-'l:. i
L. A7V T8ICEARAET,

Proxy Set Up Confirmation

Do you want to add proxy details?

4 Yes, Set Up Proxy b I<No, Continue to Configuration>
Z7OFRE
7. ;ﬁ"k z AjJ LEY, Proxy Address, Port Number, Username, & Password.




Proxy Conf iguration
Please enter proxy details for the network.

(Use lUpsDoun keys to navigate to next field. Press Tab to jump to Setup
Proxy button)

Proxy Address: e
Port Nunber: I
Usernanme : —— 1
Passuord: . 1
{Begin Conf iguration)> 4 No, Go Back >
7O0FRE

8. 1) Y 9 Begin Configuration. ;X EEN T T TR R TILHONM DD N HYET,

Cisco CX Cloud Agent Setup
Conf iguration is in progress...
This step will take 8-10 minutes to complete.

Do not power off the machine until this process is completed.

o ]

RENEITHTT
9. JE'— PairingCode Y N7 Y 7 & #1792 ICIE. CXCloudIiCRY £,

Cizco CX Cloud Agent Setup

The network confl iguration has been successfully completed,

The pairing code is
Flease go to CX Cloud amd enter this pairing code.
The Code will be wvalld for S5 almates.

Time left in seconmds. ..

RF7V>T—R

1ONRTDITI—RAHBRYINICE 225, RegistertoCXCloud 1—REZBERBLET,



Fairing Code Expired

The netuork conf iguration bas been successfully conpleted.

1P

Subnet Razk
G L)
DS Server

To regenerate the pairing code PRESS key <Reglster to CX Cloud®

Reg ister to CX Cloud>

O— RAHRINTT

11.2 )Y 7 ok.

Begizstration Successfal

CX Cloud Agent setup is complete. Please go to CX Cloud to start using the
valuable data provided by CX Cloud Agent.

<_OK >

EHJICHILEL =

12. TCX Cloud Agent&E CX Cloud@##i1 £ 32V ICRY ., XAOFIEZERTLET,

CLIZBERALTRFVUII—RZERITDEOEE
e, CLUAT Y3V ZFERALTIRT I I-REERTDCEETERT,
CLIZEALTARTUVIA—RZERTBICE. XROFIEICHVET,

1. cxcadmin 1—H O L 72 v )L Z2EAL T, SSHIZH TCloud AgentlcOJ 1> L&D,

2. cxcli agent generatePairingCode N> RZFERAL TARTF U JA—RZEHKLET,

dagent:~§ cucli agent generatePairingCode

RF7VV>T 31— R CLI DERK

3. JE— pairingCode Y R 7Y 7 & #1TT3ZIE. CXCloudiZRY E£T, sEMAICOVTIE, T
DARI—FR—RI)IADELH, 2SRLTLSEEL,



syslog% CX Cloud Agent(_¥zi% 9 % 7= & M Cisco DNA Center®
RE
R4

HR— RN TWBCisco DNA Center®/N\—> 3 iEk, 12815133985 KT2.1.2.0H15
2235T9,

Syslog =X 5 E

Ul%Z i/ L TCisco DNA Center©CX Cloud Agent\ M Syslog¥zit Z R ET D IC ik, XD FIEEE
TLET,

1. Cisco DNA Center Zi#2EIL £,
2. RIC Design = Network Settings > Network.

3. &Y 4 ~IC CXCloud Agent IP & Syslog H—/N\—& L TEMLET,

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM

MNetwork Settings nage Repository MNetwork Profile

= Network
& Global
Setup network properties like AAA, NTPR, Syslog, Trap and MetFlow using the " Add Servers” link. Once devices
& Bangalore are discovered, DNA Center will deploy using these settings.
M BGL1E
SYSLOG Server
Cisco DNA Center as syslog server
SYSLOG
172.23.183.190
Syslog ¥ —/\—

x

-RENTTITRE, TOHARNIEERTShEINTOFT/NA AN, CX Cloud Agentic
LTI UTAAIBLARI TsyslogZEETRDEDICREETNET,

— 7 IN14 AH 5CX Cloud Agent\ Dsyslogszit ZBRICT B HIC, FNAREH A NIE
ENTRHENHYET,

-syslog—/NOBRENEFENDE, TOHANIEEFRTSNEIXNTOTFNA AN T
ZAILRNOOI)TAALLRILICEBNICEREENET,

&L R I)L D SyslogskENE 1L

SysloglEHL NI Z2XRTTDICE. ROFIEZETLET,



1. BEISE Tools > Telemetry.

o

Discovery
Invantary
Topology

! Image Repository
Command Runnear
Licensa Manager
Template Editor
Telemetry

Data and Reports

[YV—=IIXZ1—
2ZBRLUTERALET, sievew 1 NEBA ST A MEBIRLET,

Cisco DNA Center Telemetry L
Telemetry Assessment and Configuration
Sae View

erarchy
Global
Actions ~ L w AR w

Bangakarng
0 Dirvice Mame - Address Type Family Version Profile
r_ B = - R - 1 020, TR PO Cingo Catabyst BHOG Tanstchny anct ML [TRGR ] fnnabie Tommetny
O Devica_8_0_1_1 G011 Cinco Catahyat B40TR Sovtbchars B Mt 16818 sty Totgonatry

HA4NE1—

SMEREYANZEIBIRL., Devicename FI Y IORY DABEFAIZLET,

4. Actions RO Y 7’"A 7>/, #IR optimal Visibility.

Telemetry Assessment and Configuration

Sites chy

Bangatore Maximal Visibsility
Address Type Family Varsion Profile
Optimal Visiblity
Disable Tolomatry
e sets 1 10.307.180.80 Clsco Catalyst G504 Swwilches and Hubs 18.11.1 Disable Telernatry

AR



X174

CX Cloud Agentld, T RY—TIVREF1UT1ZHEEFRICRIEL EFT, CX Cloud&CX
Cloud AgentE M E#E I ES{LE NE T, CX Cloud Agent® Secure Socket Shell(SSH)Ik, 1158
DESZEYR—KNLTVWET,

wEEX1UFT4

CX Cloud Agent OVAA X—> & Z&EVMwareh —/N2#ICEALET, OVA K, A V7
ROI7AOVO0-REVE2—2BUTREICHBEEIES, 7 O—F—(22J)L1—Y
—F—R)ICK, —BEONARAT—RAFISUAALAICKREENET, 1—Y—Ik TFAQ, 23 HBL T
o7 = NO—F—(PVILI—H—F—R)ODNAT—REZRETIXENFHYET,

A—4¥—FO€A
CX Cloud1—*ld, FRAEZHBL TCloud Agent APIICF IV ERAT B ELATEEE AL

FhHO b OEF2IVFT4

BARFIZ, cxcadminI—Y7HhIO2 "REREhET, I—HFFHEHREFIC/NAT—RZRE
FTRIMENHVY)ET, cxcadmin I—H—/OT7 1 1EHIE. sshBHATOT T SAT 2 ANDEE
ft&., CXCloud Agent APIAD T IV AOEAICERALET,

cxcadmin1—Hk, JR/PHERTT7 VLA ZERENTWVWET, cxcadmin/NAD—RiEEFa21 )7
1RV —IZHEV, OBOEMBRT—AE/N\Y>1&EhET, cxcadmin1—HE,
remoteaccountE WS 1—F 1 UF 14 ZFEAL Texcroot L —HZERKTE LT, cxcroot 1—H—
FII—KNEREWMBTEET, NAT7L—XEHE2BTHRIINICKEY ET,

XYRNID=0U X2 UT4

CX Cloud Agent VMIC &, cxcadmin I—H I L F> > v )L ZERAL Tssh2ERALTTF VAT
5T, BER—NE22(SSH). 514 (Syslog ) I &IBRENET,

[Authentication]

INAT—RR—ADREE : T7SA T2 AICEK2T Texcadming EVWSE—OI1—H—A"EHEE
Nk, 1—H%—IF CXCloud Agent ZFRFEL TBETE X T,

.sshZ2ERALETTSATATOI—NERT V< 3> cxcadmin 1—H &,
remoteaccountE WS 1—FT 4 U T 4 ZEHAL Texcroot 1— Y2 ERTEET, cOI1—T
1) 7 1k, SWIMR—2 )L (https://swims.cisco.com/abraxas/decrypt)h* 5 D A EELTZ 3
RSA/ECB/PKCS1v1_SEEBIL/INAD—REZRRLET, COR—ZRIICTIEATEDDE
REENEEHEEDAKTT, cxcroot I—H—F, COESILEhLEZNAD—RZFEALTIL
— NERZRBTEET, NATL—AXWE 2 BEO&ERTT, cxcadmin 1—H—&, 77
I RNEBEKL., NAT—ROHRIINEIC SWIM AR—RIILAS/INAD—REZEEBT D44
ENfHYERT,

: 3[4



https://swims.cisco.com/abraxas/decrypt

CX Cloud Agent7 7’2 4 7 > A&,

F—RbF1UF 4

CISOIEILIREICERL TVWET,

CXCloud Agent 77’2 ATV AL, BEROBABRIREENELA,

FNARAQATA VBEBT 7V —>3> (RY RO 1 2L TEIT) . BS{LE hiz Cisco
DNA Center Y—/N\—0O O A4 Vg EREBEE N ET—EIR—AICHREL E£ T, Cisco DNA

Center TREEhETF—2E, 7

TZ2ATARICOABRIERATERFELEEA, REETH

EF—R, WEAETTHETSICNYITYTICTY 70— RE ., Agent £ 5 Ik EIRE h

x5

T— R OEE

BENYVT—TICIE, BEBZ—ZFND X509iotCoreE D EF 17 HEHAELTDEHOT/NA
AFEREEF—, TOI—TIM2Z2FEALT, MQTTover TLSVI2ZERAL TEF 1 75K

ZHWILET

OJ&EZRVT

OJICEWALBBIEROBRBRESENETFEA. EEOJICIE, CXCloud Agent7 7’54 F >
ATCERTENEEFIVTAILEEZZFR2INTOT I IAVNRBRENET,

EF1UF 1 YTV

X1 UT 1 #lise EL

J— hO—H—0/S AT — I\?

RO—F— (2L A—H—F—R) L. —BEONAD—RHFZ
ONI—H—F—R)DNAD—R%ZZ ;’i@"éz\gb‘d‘ib)i?o

SSH :

1—Y%-=70tA

. cxcadmin A—Y—%&ZEFERALTT ISAT AT I9RATBICIE., 4

.cxcroot 1—HZFERALTT ISA T AICTIOEATBICIE, #ERD

EE

. cxcadmin : cNEFEFT7 AN NTEREND 1 —F—THIRNTT,

I—HFHIV N

TE, P7SATVAICKRTBDHPMERERFEET, cxcroot 1—H—

. cxcroot : cxcadmin &, Tremoteaccounty EWSI1—FT 14 T 14 &

cxcadmin /NAD— RRD) >

WMETEXY,

- NAT—RIE SHA-256 ZERALT—HFE/N\Y> 1T h, ZEICREFS
CRDIDOATIAVEBE, 8NFURE  KXF, MXF, BF. B

. cxcroot M/N A — Rk RSA/ECB/PKCS1v1 5 THEB{LENhTWVWET.

cxcroot /NAD—RR) S —

CERENLENATL A, SWIMAR—ZRIILTESITRIZENHYE

. cxcroot 1—H—E/NAD—REHAK 2 HEBEM T, cxcadmin 1—

sshOJ A4 INAD—RRU
:/_
R—b 7F—

CRO3IDOATIAVZET, 8XFULE  KXF, MNF. BF. BH%

-OJA42IC5EKKT R E, RY VANI0DEOY VEnET, /VA"
7URBER—N -514 (Syslog ) & 22 ( SSH )

BERBERFENIEA,

F—REF1UT A 7\

A AT 2R REEhEEA,

Cisco DNA Center H—/N\—0OJ 14 VBRI ILETh, F—IXR—AL

F<FEShDHEMB (FAQ)


https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html

CX Cloud Agent
DN

Q:[BAYAR=)L (Rednstall ) ] 773> &@RTBE, HLWIP FRLATHL L Cloud
Agent ZEATZEETH,

AW
Q-A1VAN—NLNICEATERZ V7 7TALEREHATLSEEL,
A:OVA B XU VHD
Q: AVARN—IAREB T 7TAINZEATESZIRERATT A,
A : OVA
VMware ESXi /N\—> 3> 5.5 L&
Oracle Virtual Box 5.2.30 LA f&
VHD
Windows Hypervisor 2012 ~ 2016
Q : CX Cloud Agent [ DHCPIRIET IP 7 RLAZBRHETEETH,
A kW, DHCPERIRMDBZE. IPREFICIPT7 RLANEHTS5NET, 11ZL, CXCloud
Agent TSERELDSD IPTRLADEBERF Y R—REhERBA, £, BEEICIE DHCP RE
M Cloud Agent HIZ IP ZFHN T Z2HRLTVET,
Q : CX Cloud Agent I IPv4 & IPv6 DB DEREZTR—NLTWVWERTH,
WWR, IPVA OEBFFR—RENTVET,
IPERETEK IP 7 RLADKILFITOIhET L,
EW, P7RLABXEIP7RLAOEEEV) ETHRIAEEINET,

OVADBAL IPREICADDERFENSSVWTT N,

J> o >» O »r

:OVADEA, F—2Z2IE—92BOXY ND—0REICKEFEL £9, Kubernetes &1
TT@VEEX’EELIP SEICIHN S ~ 1090 H V) ET,

Q: N=RIITEATICHREH)EITH,

AOVANBAENTWABHRARKN X2, CXR—ZILDEY RTY7TO—2E L TRHEE 1S
EHEBLEIVLENHV)FET, CXCloud Agentld, VCPURCPULE%2:1(CE%7E L = Intel Xeon
E57Ot Yy HZ2#&L 1/\— RV T 7 LTEET BVMware/Virtual boxZ2FEAL TTFARNENE
. FATA7O0Y HCPUNRERENNMEV., FLR&EYSVLRREZFERATRE, NT77—X
VANBRT TR AN BN ET,



Q:RTV7VIA—=RIEEVDODTEERTEXTT D,
A:WWR, RPUYTD—RIE, Cloud Agent ¥ RBEBDBEICOAERTEET,

Q-DNAC (RRR1I0OD IV TZARE LR 200FIVTAR ) ETI DI NOBEOTEHBEHFEMT
ThH,

A: I—>I2 NEDNACHEEREOEULAN/WANRY RDO—2ICH2 548, wEiEks8T
EHYEEA, 5000BO0FT/NAADA R N)IREICHEBRHFNRY NDO—UFEER, 2.7
MbittiB TF(T— I RASDNACADEHRTIE, 7V EARA ME13000TT)o L24 H A
ND®HIZsyslogZRET R HE. RDBMLELFTEHIEE, 50007 /N1 A+ R NJAD
130007 V£ ARA > N, 50007 /N4 ADsyslog, B XV AF ¥ > HD20007/N14 AD3.5
Mbit/# Tdo CcNBSREINTI—2IVMASHITLULTEITENET,

DYU—RENYTF
Q:CXCloudAgent DF7 Y 7L —RIZEEDEKSBN—=2a KB ETH,
A:RIZRTIDEFE, VUJ—AEh/=CXCloud Agent) —ED/N\—> 3> TT,
CAXO (X BERFOTESRmseE ) )—X, fl:1.3.0)
Axy (AXORMBETHY ., BHTYTIL—RZHABRITILEN HD ). xEFHOEHS
X v —H#eE) ) —A, yEEEAFORFHFOTYTIL—RNYFTY, RICHAZRLET,
131) &2FYTFYLET,
cAXYy-Z(ZZ T, AXORDATHY), ERTYTIL—RZHBIDXLENHYET, xBEK
FORBAD ¥ —HBEV)—A, yIEBPOERFOTYTIL—RNYF, zEEEICER
BOAAZ NMEETHBDARY NNYFTT, 1.3.1-1)
CCT, A3 ~5FORVU—ATT,

Q-&HIJIJ—ANDCX Cloud Agent/N\—2 3V EZTAFTEERT N, £z, BEFFEDCX Cloud
Agentz 7Y 7L —RIBDFEEHATKLEEV,

A : R\ Admin Settings > Data Sources.’R IJ > — MM [L7R— ~ ( Report ) ] View Update EIH] THAEE
NTLWAFIEZEITLET,

BIEEE 7OFRRE

Q:CXCloud Agent 7 7’U4—>3a>oF7 4 )NI1—HF—RFEATTH,

A : cxcadmin
Q-F7#FNRI—HFONAT—REEDLSICHEENDDTI A,
A:NADT—RBERY RND—URERICRESNET,

Q:Day-0 K ERICNAD—RZUEYNTERZATIVRBYETH,

A:TI—2IORDBRENAT—RZVEY NTB2F72 3V EFRESAELAN, Linux IV
REMBHAL T cxcadmin D/NAD—RZDEY NTEET,

Q : CXCloud Agent 28 ET B O D/NAD—RARVS —RFMATTH,


https://csone.my.salesforce.com/apex/XRightPaneSearch?autoSearch=690356119

A: NNADT—RARUZ—RBFROEBYTT,

NATD—ROFZFAREXMHE (K< ) F 90 B

NAT—ROFNEVHE (KT ) E 8 H

- ERENAT— R 127 XF,

CADBLEEIDDORXFENNFEEETDILENF HYVET,

- BHRNFELBLEEIDEDDBEN HYET (B 0 1$%&*()_+| ~-=\"{0:"'<>2./)o

NS DNFREATERLA BHRESEY NXZE (fl: £, VAV, V¥, V&, 7o,

VU ) Spaces

- RRICEALEI0BEDONAD—RZNAD—RICTRDCERBFTEFE A,

- ERRBEESHDERFETEREA, DFY),

- RDBRFEFORENEEATIEESKE, cisco. sanjose. & &k U'sanfran
Q:GRUB/NAT—REIFEDKSIZERELERTH,

A-Grub/NAD—RZRETDICIE., ROFIEZRITLET,

1.cxcroot ELT SSH 2ERTL, R—U2ZADLET ( HR—KNF—AIZEHKL T cxcroot
N—O2&EE),

2.sudosu ZRfTL. BUN—U 2 ZEELET,

3. X~ R grub-mkpasswd-pbkdf2 Z%£4TL. GRUB /NATD—RZFZELET, ABLENA
TJ—RONYZIAHFMREEh, ARFOAE—EhET,

4. vi & letc/grub.d/00_header 77 A JLICEMLE T, 77MIILOKREICBEL, Ny 1H
HeEBEHRZ., TNEICI> T password_pbkdf2 root *****%& AF ¥ 7'3THEBL /N A
DJ—RAKCIHEBLENYSIICEBEBRAET

5 AN Rwq ZERALT7 7ML Z2REFLET,

6. 1< > KR update-grub Z2£{TL £ 9,

Q: /\07\'7_ I\@ﬁi‘b%ﬁffﬂuth< 5(;\_("3'75‘0 cxcadmin?

A:NADT—ROBMHARIE 90 BT,
Q: O7AVHATIEERLTKRMITDE, THOY MFEMELEIETH,

A:EV, 5EEHLTERBTDE, PHATNIEMCEYERT, AV ITIRNERRE 30 9T
EE

Q: NATL—RABEDRSICLTERLETH,
A:RDFIEZETLET,

1.SSH #%£1TL. cxcadmin I—H¥—&LTOJA4 > LET,
2. remoteaccount cleanup -fAX > RZE{ITLE T,
3. remoteaccount create 11X > REETLE T,
Q: 7OFKRANIEARNBE IPOMEAZEHR—NLTVWET A,

AV, £EL, RANBZEATRICE, XY ND—UREFICI—YHADNS IPZIEET S
VEFHYNET,

EX21F7>x)L (SSH)



Q:SSH Y I LTHR—REhTOBREARRATT A,

A : chacha20-poly1305@openssh.com, aes256-gcm@openssh.com, aes128-
gcm@openssh.com, aes256-ctr, aes192-ctr, aes128-ctr T,

Q:aAVV—=IlAGFEDLSIZLTAOTALETH,
A:ROFEICH>TOJLVLET,

1.cxcadmin 1—¥—&LTOJ4>LET,
2. cxcadmin/NAD—RZAHLET,
Q:SSHOJ A REEFERENETH,

A lFV, Zhsldvar/logs/auditauditlog7 1 LI NUDO—FE L TRB|ENET,
Q: 7A4RLEYZIVORALTINERFATTH,

A:OFIORI=DIVRASHET A RIREICED E, SSHEY IV RALTIRFREL
£ I

R—phE&Y—ER
Q : CXCloud Agent TF7 # LN THVWTWVWSR—KNFATT A,
A:ROR—NIFERATEETT,

- Outbound port: A & 1L 7=CX Cloud Agentld, HTTPSR—R443NDRIZRENTVWB LD IZT A

OONY VIV RICERTZSD. 7OFBATT 222 ATLCEETERT, EATh
7=CX Cloud Agentid, HTTPS/R— h443TCisco DNA CenterlZ#E# TE £ T,

AMERICAS EMEA APJC
cloudsso.cisco.com  cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.emea.csco.cloud agent.apjc.csco.cloud
ng.acs.agent.us.csco. ng.acs.agent.emea.csco.cl ng.acs.agent.apjc.csco.
cloud oud cloud

E:VARENTWVWB RXAMVICIA T, EMEARZIFAPJICOBEZN VF IV RI—TT
VRNEBAVARNILTRIRICE. BBFEROTIFATIF—ILTRXLY
agent.us.csco.cloudZFFAI T DL EN BV ET,

R XA > agent.us.csco.cloudld, B4 ARN—IARBLEREAREICHEYET,

E:UVER—2RT T4V O R—NAITHAETNTVWSR L ZRALET,

+ Inbound port:CX Cloud Agent® O— AL EE T, 514(syslog)&B &K V22(ssh)ICc 7 UV AT EET
HIBENHYNET, BEKE., 774774 —=)LDR—N443HCX Cloudh 5 F—2 &%
BB ELZFHATHIMHEN HYET,


https://csco.cloud/
https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

Cisco DNA Center & CX Cloud Agent 0 #&#z

Q : Cisco DNA Center & CX Cloud Agent DB & 2 DDOBEZRIEAITT A,

A:Cisco DNA Centerld, BBEEHARY ND—IOFNA AZEBITDIVZIRI—ZJIVRNTT,
CX Cloud Agent I&, F&TEZ & D Cisco DNA Center ' 5T /NA1 AN A R NUJIEHREIREL .
CXCloud T "7ty NE1—) ELTRIATELZRSA R NUEHRZTY 7O0—RLET,

Q : 1—%—I& CX Cloud Agent ® & Z |Z Cisco DNA Center OFffllZ AN TEE T,

A-0HE OCX Cloud Agent®t Y K7 ¥ 7'HIZ, CX Cloud Portal#* 5 Cisco DNA Center® 54
ZEMTEEXT, =5IC. NBHEOFMTR., UTOHETDNAL Z—ZEMTEEXET, Admin

Settings > Data source.
Q : Cisco DNA Center WK DETEMTEETH,
A:10f8 D Cisco DNACYU Z AR KR IIF20BDIEDV T A X,

Q - Cisco DNA Center 1—HICGR ED RS BREIN BV ETH,
A 1—HO-LEROVTNHDIZEY ET admin T2 E observer.

Q- EHZENI-DNA CenterEBBHRNDEEICLDCXI—JIVMDEEZEDL S ICRML E
gho

A:CX Cloud Agent AV —JLASKXNOIR Y RERTLET,

cxcli agent modifyController

DNACOLF ¥ IOEHHFICKELULBBEICOVTIE, HR—KNIEHLTLSEEZL,
Q : Cisco DNA Center ®5#fllld CX Cloud Agent ICED KD IZREENETH,
A : Cisco DNA Center % 1 158, A" AES-256 ZFEH L THES{tE ., CX Cloud Agent ¥—
BAR—AICRTFENE T, CXCloud Agent F—RXR—AlF, EF21F7HI1—%—IDE/NAT—
RTREENET,

Q : CX Cloud Agent /'S Cisco DNA Center API ICT7 7 AT B, EDKSBES{ARXNE
AEhEIH,.

A : Cisco DNA Center & CX Cloud Agent BIQOEFICIF HTTPS over TLS 1.2 A EAEhET,

Q : #A & i Cisco DNA Center Cloud Agent Tl&., CX Cloud Agent IC& 2 TED K S sk
ANEITEhETITH,

A:CX Cloud Agentld., Cisco DNA CenterA"FiIET 2R Y RT—UFNAAICEATETF—XZIRE
L. CiscoDNACenterAN > RZVF—A2VR—T7IA RAZFERALTIY RFNAALBEL.
CLION> R (showdNX > R ) ZEfTLUETF, configchange N> RIFRTEhEHA

Q : CiscoDNA Center A8si&EEch, NV IVIVRICT7Y7O—RENBDTF7FILNOTF—RIEF
ATIH,



CRYRND—=DITATA
- Modules
- Show version
- config
- TFINARA X =D R
- BT
Q : Cisco DNA Center A8 R&EEh, AOAONYIIVRICTYZ7O—REhDENF—XE
ATTH,
A TRXRTOBEBN CCICRRENET,
Q: ARVYRNIF=BREBEDEDICNYIIRICTYZTO—RENETH,

A : CXCloud Agent Ik, TLS1.2 ZORJLEATIAOAONY VIV RY—N—IZTF—R%&7T
YZ7O—RLET,

Q: ARYNVOTY7O—-REERENDSSVTTH,

A:d—HYEROATZ1-)LICR>TREAN NI H—&h, SATONY IV RIZTY 70O
—RENFXT,

Q: 1 HY—RBAURYNIVZBRT 1) TEXTH,

A-EV, RATD1—)LEBRELEETDFA T3 FHV)EFT, Admin Settings> Data Sources.
Q : Cisco DNA Center & Cloud Agent BID#EHERX A AT I REWOIRELETH,

A: BALTIRERDES ICHEENET,

- IHERDBE, XM LT IJRNEERERA300MTY, 529 LLRIC Cisco DNA Center & Cloud
Agent Fﬁ@?ﬁﬁb‘ﬁﬁlé nBEWVEE, BREKRTLET,

CHEVIRL, BE FLEEGEFOES  ISBEXALTINI 1800 TT, WENZEEIE
WA 30 B ARICETRABNEVEE, BREKTLED,

CX Cloud Agent TRMiA¥ v > %M

Q: AF v UBRICTF/NAATRITEND AN REFATTH,

A: AF Y DOEOICTFNAALTETIZDHENHD AN Rk, AF ¥ 7OAHRICHH
ICREENET, AN ROEY ME, BUFNALAICKLTE (BHAF Y OFHEETEEL
). BFREAOBRBEEEICELTDAREENF HYET,

Q: AF Y UHERNIMREESNT, A7 74V TENBGREEZTTH,

A: AFYUHEREATIONYOIV RICREENT, 7O774 ) 0&EnET,

Q : CiscoDNA Center lC&H T2 (RARNBELWEE IP) OEHEIK, Cisco DNA Center @Y —A A
TZ2TA0ENEECDMAE Y IZEMENRTT A,


/content/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/Cisco_DNA_Center_APIs_and_Commands.pdf

A: WOz, BERZ7 LRV TEN, —BOFNA ADANHEEIhET,
Q: AN RAFTYUDSIE1 DNFKRBTHEESKYETH,

A: FNAAAF Y UNELRICEFELL, KBRELTI—VENFET,
CX Cloud Agent > AT A0

Q- EDLSBREBIMACX CloudICEFEhETAH,

A:T77V5—>3a>Od, RY RAT—AR A, Cisco DNA Center MM, BE&EOT ., AT A
DFM,. N—RIOITOFMIBHYET,

Q: RETNZDATLOEME/N—RIITOFHMEHRZTIEETL,
A:H>7I)LEB:

system_details":{

"os_details":{
"containerRuntimeVersion":"docker://19.3.12",
"kernelVersion":"5.4.0-47-generic",
"kubeProxyVersion":"v1.15.12",
"kubeletVersion":"v1.15.12",
"machinelD":"81edd7df1c1145e7bcc1ab4fe778615f",
"operatingSystem":"linux",

"oslmage":"Ubuntu 20.04.1 LTS",
"systemUUID":"42002151-4131-2ad8-4443-8682911bdadb"
2

"hardware_details":{

"total_cpu":"8",

"cpu_utilization":"12.5%",

"total_memory":"16007MB",
"free_memory":"9994MB",

"hdd_size":"214G",

"free_hdd_size":"202G"

}
}
}

QALATF—RRBEDLSICNY I RIZEBENETH,

A:CX Cloud AgentEER T2 E . ALAY—ER (H—EHEUTA ) IC&2TF—EA T AT
ODNYOIYVRIZCARN)—=Z2T&EhFET,

Q: NV UL RT®OCXCloud Agent DAL AF—ROTREFRI S —RFATTH,
A: /XY 2T RTOCXCloud Agent DAL AT — RO T REER IS —1F 120 BTF .
Q: FAREATY7O—ROXATRFMATTH,

A: ERATREZIEENT Y 70— R,



1. ZEEQOF7 Y 7O0—R
2. SyslogO 7 vy 7’ O0— R
BI—IVRMNREOT7YZ7O—R:AILNATYZ7O—RO—FELTOH3IDNOER H—E R
DRE -590ERY ROV -1BBEIEEEENY - 1BEI L
NSTIN>1—-F142Y
B : RSN IPICTIORATEXREA,
Vya—3y BREENLEIPEFERALTSSH #2TLET, BHENFNZALTIORNLEES.

ZZASNBERRKIPOREZIATT, cOBEE. BB IPERELTBA AN =ILET,
COBREE., R—ZILTBA VAN =ILA723a>ZEHL T Adminsetting R—ZFEALET

BIfE : BRBICY—EANBELTVIARBETZICRESThREEVTT L,
YYi1—23>  CCERTIVY RERTL, RY RABBLTLWAHESHERRBLET.

1.cxcadmin ELTERES A IP IZ SSH ##LE T,

2. NATD—READLET,

3. N > Rkubect! get podsZER{TLET,
RY RiE, BT, DELR, AT FHERFPLBE, FEOREICTDENTEETH, 207
BIZERY RIRTREBICED>TVRIHZENFHYET,

WREEA not running® 7= 1& Pod Initializing® & &, IRIZRTIAN RTRY ROFBAZHIBLET
kubectl describe pod <podname>

HAOBERL S, RY RORBIIBIZE®HREBFSNET,

B : D AZN—7OF T TSSLA VR —E T EANEMICBE2>TVIAESH ERIBITDHE
Vyyai—=>ay  H—NHEO LI AV ERRITHICE. CZICRTeurlAN RZEETL
£9, ISEICE. concowebH—/\DIEAZDEFMAEENE T,

curl -v —header '§F 7 : Basic xxxxxx' https://concsoweb-prd.cisco.com/

*H—/\NFEERE -

& : C=US;ST=HJ 7 #JL_7T ; L =SAN JOSE;O== A ZCN=concsoweb-prd.cisco.com
*FtAE : 2021%2A16H11:55:11 GMT

*BRIHARR : 2816 H12:05:00 2022 GMT

* subjectAltName:7R A~ Tconcsoweb-prd.cisco.comy AREBAE ® "concsoweb-prd.cisco.com g
t _ﬁ l./ i l./ 7': o


https://concsoweb-prd.cisco.com/

*3%474& . C = US;0=HydrantID(Avalanche Cloud Corporation);CN=HydrantlD SSL CA G3
* SSLAEAE DRI EETT,

>GET /HTTP/1.1

B : kubectl A< > RA"KBLL . TThe connection to the server X.X.X.X:6443 was refused - did
you specify the right host or port; E VWS T T —ARREND
yiyai-—=>3a>r .

Y —ZADOTWAMEERELET, [H] : CPU XTEV]
. Kubernetes H—E AN KB ZEE5E T,

BB : X K7/ A ADRERBOFMBERERBTZ IR ES TRELVTT A,
yyi—>3aZ:

- 54T kubectl get pods YRERY RZZBBLF T,
- 24T kubectilogs AN~ R/FINA ABEE DFMBEHRZIRBLET,

M : kubectl AN RARDIT—IZKVHMEEL ¥ A, [[authentication.go:64] Unable to
authenticate the request due to an error:[x509:certificate has expired or is not yet valid,
x509:certificate has expired or is not yet valid] 4

BRRE . RICRTIAY RECxcroot 1—HE L TEITLET

rm /var/lib/rancher/k3s/server/tls/dynamic-cert.json

systemctl restart k3s

kubectl —insecure-skip-tls-verify=true delete secret -n kube-system k3s-serving
systemctl restart k3s

RERBRDBE

IREXBROBERE, BNEALIY NO—SELEIY NO—SRICERET DT/ ATHREL
EHMPEETH B EEXSNET,

CCICRTRICIE. INEZ7 O AH(IZCollection microserviceD FICRRENBFEAMFICKHTS T
TS—AIRY MNHIEENTLVET,

dLo2a> X4 oO09—EAD
Lol OJAZARY N

{

"command": "show version",
ERENEFT/VA AN Cisco DNA Center TROASKEUVIEES  “status™: "Failed",

"commandResponse™: ",
"errorMessage": " No device found with id



EREn=F/VA4 AIZ CiscoDNA Center A5 T7 VA TE R
B5E

ERE N =F/V14 AIC Cisco DNA Center 5 T7 UV ATE X

)

ERENLEORY RFTFNAATEATERVES

ERENE=F/NA AIZSSHv2A" 75 <, Cisco DNA Center"7/\
A AZSSHRTERL LS ETRES

AL 223> X420 —EATIONY RFEMICEZ>TWVWS

)

AR RS UF—RAIOHFKRBL., RAY URL A" Cisco DNA
Center " 5 RE hix\VEE

CiscoDNA Center TANY RS F—R AV BRERTERD 2
=8E

02eb08be-b13f-4d25-9d63-eaf4e882f71a "

}
{

"command": "show version",

"status™: "Failed",

"commandResponse™: ",

"errorMessage": "Error occurred while
executing command: show version\nError
connecting to device [Host:
172.21.137.221:22]No route to host : No route
to host "

}

{

"command": "show version",

"status": "Failed",

"commandResponse™: ",

"errorMessage": "Error occured while executing
command : show version\nError connecting to
device [Host: X.X.X.X]Connection timed out:
IX.X.X.X:22 : Connection timed out:
IXX.X.X:22"

}

{

"command": "show run-config",

"status": "Success",

"commandResponse": " Error occured while
executing command : show run-config\n\nshow
run-config\n Mn% Invalid input detected at
\u0027Mu0027 marker.\n\nXXCT5760#",

"errorMessage":

}
{

"command": "show version",

"status": "Failed",

"commandResponse™: ",

"errorMessage": "Error occured while executing
command : show version\nSSH2 channel
closed : Remote party uses incompatible
protocol, it is not SSH-2 compatible."

}

{

"command": "config paging disable",

"status™: "Command_Disabled",
"commandResponse": "Command collection is
disabled",

"errorMessage": ""

}

{

"command": "show version",

"status": "Failed",

"commandResponse": ",

"errorMessage": "The command runner task
failed for device %s. Task URL is empty."

}

{

"command": "show version",
"status™: "Failed",
"commandResponse
"errorMessage": "The command runner task
failed for device %s, RequestURL: %s. No task
details."

}

dLo2>3a> X4 o0 —E AN Cisco DNA Center 5DV {

VRSO F—BRCHTBHEESELTUEVES

"command": "show version",



Cisco DNA Center "B EENLZXA LT~ (AL V>3 X
A0 —EAOIY Y RHIEV 52 )AICRARAIZERETLE

WiE&

ARV RSUF—ZRAINKRBL., Cisco DNA Center IC& 2T
BEEENERZAIOT7 74 IDNAZEDFE

AR RS F—RAIHF KRB, Cisco DNA Center 57 7

1) 1D 2T HFRENZVEE

TFINAAAN ARV RSV F—ORFTICERTEVEE

ARV RZF—AI—HF—CRUTEMBZE>TVWRIEE

PMIAT ¥ > RBOBE

"status": "Failed",

"commandResponse": ",

"errorMessage": "The command runner task
failed for device %s, RequestURL: %s."

}

{

"command": "show version",

"status™: "Failed",

"commandResponse™: ",

"errorMessage": "Operation Timedout. The
command runner task failed for device %s,
RequestURL: %s. No progress details."

}

{

"command": "show version",

"status™: "Failed",

"commandResponse™: ",

"errorMessage": "The command runner task
failed for device %s, RequestURL: %s. File id is
empty."

}

{

"command": "show version",

"status": "Failed",

"commandResponse": ",

"errorMessage": "The command runner task
failed for device %s, RequestURL: %s. No file id
details."

}

{

"command": "config paging disable",

"status": "Failed",

"commandResponse™: ",

"errorMessage": "Requested devices are not
in inventory,try with other devices available in
inventory"

}
{

"command": "show version",

"status": "Failed",

"commandResponse": ",

"errorMessage": "{\"message\":\"Role does not
have valid permissions to access the APN\")\n"

}

AF T UORBERRARK, RKIZVARNLEDYR—ZXZROVTIAATHRAREMN B ET,

A—Y—HFR—BILHPSAF T Z2RKTD L,
ENBYNET, ABH—NITZ—

PRE: I —N—IT5—, ERREND

BEOCRARK., VAREATVWARIAVER—XZROVWTIhATHRIAREMN B ET

O RA=RAT N

CRYRND=O F=2T—KTIA

AR R
| o

- CXCloud Agent XA 20 —EARA(TNAAXZR—T%, AL V>3



- Cisco DNA Center

. APix

- Mashery

-Ping 771A

- IRONBANK

- IRONBANK GW

. BEvJ7—270—1H—(BDB)
AJZRTIBDICE., ROFIEICHVET,

1. CX Cloud AgentA> YV —=)LIcOJ 1> L&,

2.ssh T cxcadmin IC77E2AL, WNAD—RZAHLET,

3. 324T kubectl get pods

4. L o2ar, AxRIZ, BLUEY—EHEUFT1ORY REZWMEBLET,

5. AL V>3ar, AxIVR, 8RO —ESYEUFTFA X470 —EAOQT 2RI

- 217 kubectl logs
- 34T kubectl logs
- 3247 kubectl logs

ROERF, AR—F NORBBEXR&IHIC & 2 THLE T 3 Collection microserviced & ¥
serviceability microserviceAJIZRTREND TT—AZRY RZRLTVWET,

&£ B

TINAAREETAETHR—NARETITH, TOT/NAALTRERITTSHIN RiFCollectionN 1 20O

AF Vv ORROFNA AN FETERZRVHE

R—2I)., EAF Y, CXOAR—F> N, CiscoDNA Center ENO A R—F > NEICEEI O R
AF ¥ UABRATENET/NA AFET—REDBE, &S, (SFUATR ) BUF/NA RA OIS
Cisco DNA Center " S QX HERAMEBEThTUVEE A

TFINARATAF YN FR—REhTLVEVES

AF T ORKROTNA AL FERRERZIZE

Cisco DNA Center A" Cloud Agent * SEETZ & WES, £ld Cloud Agent DAL 9> 3> XA UL
NIV RZVF—ERICNITIHEZZELTVWEVES

aAMAO-ALARLA NI -2
&£ A B —EAOQOTAZARY
Failed to execute request

AF Y UERICAT D 1-)LOFMNIBVEE

{"message":"23502: null value in column \"sch
constraint"}



AF VY OERIZFNA AOFHHAN» EFENTVWEVEGE Failed to create scan policy. No valid devices
CPA L DEHEN IO LTVBREE Failed to execute request.

g;ké nEA+v )')'(\'J'ge\i'/\/f ZTE@%Z* ¥ DE*UFH_Cé pie \/\i’%/ﬁ\ Failed to submit the request to scan. Reason

with Hostname=x.x.x.x" was not found\"}



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



