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Router (config ip http server

#
Router (config)# ip http secure-server
# ip http authentication local

username <username> privilege 15 password 0 <password>

)
)
Router (config)
Router (config)#

)

Router (config-line)# privilege level 15
login local

Router (config-line

transport input telnet

(
(
(
(
Router (config)# line vty 0 4
(
(
Router (config-line
(

) #
) #
Router (config-line)# transport input telnet ssh
) #

Router (config-line exit
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1. [Configure] > [Security] > [Firewall and ACL] ®JEIC#BE L F9, #L\ T, [Advanced
Firewall] #7232 KRR &i#IRL £, [Launch the selected task] 22 Y IV LE T,
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Create Firewall | Eoi Firewall Folicy |

i 'E:_') Cisco ConfigL
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B Firevwall

Ciseo GF can guida youl (hrowegh Fireneall configuration. Selact
A task, than click Launch the selected task

i~ Basic Firawall

Use Basic Flrewall wizard to apply pre-defined mles o
probedt wour prvate network fromm the rmost cormmon
athack s, Basic Firewall will notb sllow you o configure OGMZ
igrvicad [far axampla, WA, FTE)

[ﬁ Aabeanced Firewall |

Uze Advancad Firewsll wizard 8o spply sithar pre-defined
rul@d ar your awn sedtarmizad rled b protactk pou privale
nateork frorm tha st comimon #ttacks. advanced
Firewal «if allow you to configure OMZ serviozs (for
exarnple, WYEs, FTR],

[ Launch the salacied fask | ]

VY OLT, 77AFT A DREZRKBLET,

Fireseall Wizard

Achvanced Fineseall Configuration Wizard

Advanced Firawall allows you 1o secune your privale netwark in e following
WS [Ealows private network users o access he Intamet; it probects your
rauler and privala neteark frarm e oulside silacks; B sllowes you fo configung
managed sarvices in DME 1hat are accessible from tha intemet

Advanced Firewall:

= Applies defaul policles o insidedristed), outsidaquntrusied) and DME Tones,

" Inspect TR UDP and dther profecols Trom inside 2one 10 owlside 2one, as well a5
rouler-ganarated [ChP rafic,

* Block hitp port-misuze fr im,p2p as well as block all rmsn, yahoo, aol serers and
it th awanl b 1.

* Dlarry trafmic frorm culgide Tones 10 ingside Tones,

To contisue, click Mexl

AN RENTVWET, [Next] &

X

inish | Cance| | Help |




B.YV—ICEDRIN—ZDAZ—TIAA%ZERL, [Next] 2V Y ILET,

Firewall Wizard

Firewall Wizard

Advanced Firewall Interface Confimeration

Seleclinsidadresied) and aulsideldeminsbad) inlermaces You can selecl ang or
more insigelustad) and petsidaiuninisied) inferfaces.

Mote Do nol select the intarace brouah which you accessed Cisco CF as the
outside (unirestad) intarfaca. If you do, you will not be able to launch Cisco CF
frarn that interface atber vau complate the Firewall Wizard.

Selecla OME inlerface ifrvouw have senvars 1hal yau wank 1o make accessibla from
the Intamet. These are tpically OMS, HTTR, FTF and SHTP sarvars.

imtarfaca outsidefundrustad) | insidefinstad) | (0]
FasiEtharmaldi [+ [ [~
FasiEiameton I v TE
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Preview Cisco CP Application Security Policy

salected Cisco OF dafault pollcy High Security

The follosdng configuration commands will be applied.

parameler-rmap pe protocokinfo msn-seners |
sener name messenger hotmail.com

sener name galeway messenger hotmail com)|
SERer name webmessenger msn com

el

parameler-map hpe protocokinfo aokseners
sener name login 0star. aol.com

sener name e oscar aol_torm

sener name oam-di9a blue aol.com

el

parameler-map Wpe protocokinfo yahoo-senvers
sener name scs meayahoo com

SEMET NAMe SCsamsy vahoo com

sener name stsbmsg yahoo.com

Sener name scsc.msgyahoo com w

Close |

5.DNS H—/\OFFMIEHZALL T, [Next] 20UV ILET,




Firewall Wizard

Aodvancisd Firewall Domasn Name Serer Configaration

Application Security requires 1hal domain name lookup is enabled and al least
ane DS servar IP addrass is configured onyour rouler Tor ike policy to oparale
succassiully.

Enzble damaln lookup and enter a1 least one DMS semer IF address,

Enabile DINS baged hosihame 1o address ranslation

Prirmary NS Servar. [ 110.77.230.45 | ]

Sacondary DME Barver {Jpiional) |

<Bac | Mext= | ioen | Cancel|  Help |

6.CiscoCP IC& V), RICRTELOBHRENDENNI RRENET, [Finish) 20V Y I UL TEE
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Firewall Wizard

Firewall Configuraiion Summarny

repfe Do ool Select the intertace brough sdich vou accessed Cisoo CP as e o

Insideflrusied) Htamacas:
FastEthermeth!l (10.77.241. 114}

Cutsidefunirusies) intemacas:
FastElberne kil (209,165,201 .2

Semica Palicy Configuration:

In-zoma -= Qut-zZone.
Insgeci TGP LUDP HA23,8IF, SCCF and ather projocols
Dery packets wilh invalid ip addrass as sounce
Application lnspection far HTTF;
Block HTTP part-mizsuse for IP, P2ZP
Block HTTP geatacal Walalion
Block HTTF raquest methods athar than post,Head,pet
Block hilp request responss conlaining non-ascil ':TI-EI'“EII:I'EFS
applicaton Inspectian far instant Messaging:
Block all serdees of rsnyahooacl will og aclion b2
i . »
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= Hack | [HEt |] Finlsh || Cancel | Help |
axX ;&
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7. [Save the running config to router's startup config] F T Y JRY JAICF IV IN—D%Z A
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Deliver Contiguration o Boaber

Dwitver defs commanas ta {he rouder’s running config

Praviera commsnds thal will ke defverend fo ke rovter's running configurstion.

?m:em-m 100 remark CCP_ACL Catapoey=12E
Accaas-lEt 100 pemk iphosl 255 255 255 255 any
e rse-lest 100 peemk ip 127 D00 D255 255 255 any
aocess-list 100 peemit ip 209 185,200 00003 sy
lia:l ramne-server 1077 23045

(At e bype prodacolintn mEn-fervers

| SErver Tame Messenper hobmsil com

BEPYET THRNE Gy MOoS=senees ol mal com

I ﬂ_-,;:_“r TN E W emes SR B COm
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IMF ey B peelae el el sl sl e

The differences between the running configuration and the startup configurasion are lost whenever
tha roubar 15 urned alf.
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Tinke oparation can take SEernl minwes,
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Commands Delivery Status

Comimand Delivery Status:

Preparing commands for delivery ...
Submitting 264 commands, please wai. .

8.[OKIZV Y ULTHITLET,



Commands Delivery Status g|

Command Delivery Status:

Preparing commands for delivery...

Submitting 264 commands, please wait. .

Configuration delivered to router.

Copying the Running config to Startup config of sour router. Please wait ...
Funning config copied successfully to Startup Config of your router,
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Configurs > Security > Fimewall and ACL
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Creale Firewall | Fdt Firewall Policy |

o Add = H,.-;r - -ﬂ Droliske | - Minve Lo ,... M= Diovw 3; Cut h I ﬂF‘ﬂE' i_Eﬁmaﬁml:uwuﬁ]
Traffic Classiication
B cep-parmit-icmpraply [ salf to out-zone)
1 & any @ any itmg foF Inspect
[ 54]
udn
£lz  unmatched Traffic ER alow
|12 ccp-inspect [ n-zone b0 put-zone)
1 T 100 @ sy i Orop & Leg

(ol 255, 755,255,255 > oy
L@ L27.0.0,000,255.255 255 - > any
- A9, 165200 .0/0.0,0.31 - &y

Z & any & any hitp Inspact |
HTTP Appkcation 1.,

3 @ any @ any amkp Inspech
SMTF Apalication L.

A [ e [ irrum E® irncanct "f |

E - T . i

e e T P ——— |

10. [Configure] > [Security] > [Advanced Security] > [Zones] DJEICBE TR &, V-2, &
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& Configurs > Secudty > Advancad Sadurity = Zonas

B 5l Additional Tasks

A | Ed.|  Delete |

Harma Associated Inberaces Azsociated Zone Palrs

FastEthemetin cog-Zp-selt-out, tep-2
in-zone FastEtharnatln cop-2p-in-aut

11. [Configure] > [Security] > [Advanced Security] > [Zone Pairs] D JEICEE&L T, Y—2 X7
DFBEHRZERRLET,
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Monitor i Cisco Configuration Professional ''!"’
gt s ® O 0 9 cisce
Configure > Secumty > Advanced Security > Zone Pairs {
i Additional Tasks
Zone Prirs Ard. . [efede
Zona Palr Source Destination Folicy
Cep-2p-seltoul sell oul-zorne cEp-parmil-icmpreply
Cep-Zg-ln-out Inzone out-zone cop-ingpect
cep-zg-out-sell out-zone self cop-permit

V==Y R7BRCZTOMOBEERBROEEBI/EIBRAEICETZIAAZNA
JL7 %, Cisco CP ICHEHAENT Web R—Z TV DO TERATEEXT,

Fane Mame : in-zane

izhoose the interfaces to assoaociate with the zone.

Interface

¥ FastEthernetli1

8] Cancel Help
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. [Configuration] > [Security] > [Firewall and ACL] D JBIZEE L £, #:\L T [Edit Firewall
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ainhigure > Secunty = Firewall and ALL

& Firewall

‘reate Firewall | Edit Firewall Policy |
@ A~ (@ Eat.) @ Oslete A Movelp § MoveDown % Cut B Copy B Paste - I Rule Fow Disgram

Traffic Classification .
= - Action RL
D | Source | Drestination I Service
=1 pnp-inspectl[ in-2one to out-zone)
1 D1 @ any @ Drop 8w
..... - # 255.255.255.255 -> any
L@ 127.0.0.0/0.255.255.255 -> any
4 209.165.201.0/0.0.0.31 -= amy
..... 2 @ any @ any http Inspect
HTTP apphcation 1.
..... 3 @ any @ any smip Inspect
SMTP Applcation 1...
4 @ any @ any imnap Inspect
MAP Application T...
..... 5 @ any @ any pop3 E™ Inspect
) POP3 Application 1.,

#5 crp-cls-protocol-p2p |#F Drop

5 Al - .. [ LA EIE e W ™ |-

£ : il |
ROBEEIICEK, F7FILREREICK2TTOAYVIENDI PP 7T )T—23a K RENT
W&7,



Edit a Rule FZI

Saurce and Destination !Anlr' v |

Source Mebaork Destination Metwork Lelel

Semnice

Semvice Name: | cop-cls-protocol-| i By

S0 Defined Serace
Usar Defined Service
Probocal List
B--HITP Bl =%

[+ EFlail

[ General

- Mebwork Services
#--Tunneling

edonkeay
gritellz
kazaaZ

fastrack
bittorrent

F

|

ml

Actiomn; [.Drnp *-'j Ahvancad
v Log

Ok | Cancel | Help i

13.[Add] KRR > & [Remove] RZA > ZFRAL T, BEOT U — 3 ZBNHEIBRTEE
T RODAIU—>223Y RNTR, winmx 777U —23>#27O0vY00[RE L TEM
T5HZEZRLTVWET,




Edit a Eule

Source and Destinatian |_.n_ﬂ._n_5.-' _v'
Traffic Name l | fove Lip Move
Source MNetwork Destination Metwork Add,
Edi
Dedata
Service
Betvice Name: [ ccp-cls-pratocoly r
- HTTF i
H--TH KazZa al
E-p2p bittarrent

TH EFTal

- Genera

- Metwork Services
- Tunngling

[ Maminn Serviras

Action: Drop W
v Log

| be-directconmact _'[ Aid == ] fastrack

<< Remave

Advanced

Ok

Cancel Help




Edit a Eule

Source and Destination |.ﬂ.n5.-' v
H! | Mo
Source Metstork Destination Mebwork Ad
Eai
Service
Semice Rame: .
- HTTP »
H-TM kazas2
E--e2p nlttarrent
i “directconneck L. Add == fastirack
HEMaEl e Z
[t General . =< Remove WP
L Netwerk Services
[ - Tunneling
[+--Maming Sericas
. Tima Prokornls o
Action:  Drop v Advanced
v Log
(] 4 | Cancel | Help |

14. BET Va2 BRI BDADYICKRET V32 E28RLT, T4 —T NTY KN4V
RO2322T5RI0OT 032 BRAIBDZEETEERT,



Edit a Rule X

N P |
Source and Destination  Any w |
I
Source Mebwork Destination Mefwark
Semice
Semvice Mame: focr
T ~ adonkey |
®-IM kazaad |
=-FZP hittorrent
- directoonnect Sdd Tasirack
& EMal grulella
Mebwork Services
& Tunneling
-3 -Man‘ung Services
4 Tirre Probrrnl s ¥
el (R
[ Lo Application Inspectian,.
Gios..
Dptons..
Ok | Cancel | Help |

P2PBRE, 77U —>23> RST74YVIRADLAYA4BROPLA V7R —%=EH
LET, 2FV, HOT7 9T 1 ET AN EREATEREDT I VTr—>3> FOT4E
TAREAENDESIZ, ZFW N, RSTAY IV EFAFLEFIER IR EHOEERODAT
—KR7IBREE, cFESTFELZT7ONINOEGHBETIVTAETAICRTHHEA VL AT
7THHZRETEDCLEEERLES, COTTVIT—2a v RETR. P2PT7 7T —
DAVICETEFTFEBEEOAYI— LRIIOBREZBEHATEE T, gnutella DHlZE ZNDE
ICRLET,

15. [P2P] A7 23 ICF TV IR —DU%Z AN, [Create] 20 Y UL T, COLHOFHLWR
=XV TZERLET,



Application Inspection

Application conformance can be configured to specify
actions for the traffic based on application specific header
and pavload parameters.

ik, iancel Help

16. T4A—T NTYRNAVARDIS I ETS gnutella ORI OFLWARIS—I VS
ZEBRLET, [Add] 221U Y 2L, [New Class Map] ZiZIRL £ 7,



Configure Deep Packet Inspection - Peer-to-Peer

Folicy Map Mame: Description:

cep-pmap-gnutella |

Dk l Cancel |

Match Class Name | Aion

Help

ng

17. 9ZAIYTICHLWREZM T, [ADA] 2OV Y O LT—BREEEZEELET,

Peer-to-Peer Class Map

]

Class Map: [_c_cp-class-gnutell-llé

)|

Class Map Type: |ghutella

Cescription:

Match Criteria

hatch Value [

] Cancel Help

18. —HEE L L T [file-transfer] ZFAL . AT XFHIF "exes ICLET., Mexes &
WSXFHZELITNTO gnutella 7 7 1 VEEERDN, NS 71490 RV —IZ—HT

BLEEERLET, OK| 27U YILET,



Add P2P Rule

hMatch Criteria: file-transfer v|

Enter vValue; e |

2k I Cancel| Help |

19. 65 —E [OK| ZVVUYIL, VIFAXIYTOREEZRTLET,
Peer-to-Peer Class Map E|

Class Map: cop-class-gnutella I
Class Map Type:  gnuiells
Cescription: |

Match Criteria

]
file-transfer ;
I Edit..
Delete
[ UK IJ Cancel Help

20. 2D EF1UF 1 KUI—IZELU T, [Reset] £ [Allow] 77> 3V EBRLET,
[OK]Z2UYyOLT, RUS—IVSILRETD T O avaERLET,



Configure Deep Packet Inspection - Peer-to-Peer

Folicy Map Mame: Description:

:Iﬁcp-rﬂr.’naﬁ-.gnutella

Match Class Mame Action Log

=klnnp= Add...

Edit...

Delete

2 Cancel Help

UEERUBETHORIS — IV T7ZEML, —BEELELULTELDIERRBEZEEL
T, TOMO PP Z7ORINICTA—T A2V AR A VBEERRRETEFRT, &
PPV —2aiEk, TAR—KNEAYEDY ) OBEPPREZEEITIMHMONI YD
DR, BICRENIRETT, £, ORI OBEEREETBP2PT I UT—23 >
DHEEBEEXENICI >TRETIIHIHELHYE T, ZFWEE, XA T1T0T77 4
T #—)L A7— K7 ILHRE & Network-Based Application Recognition ( NBAR; XY K7
—IOR=AOT7TVTr=23a> BB )ORNST 71y ORBMEE2BAEDLER LT,
P2P 77— a I &BHELUET, 3 : P2P Application Inspectionld, L 1 Y44 >
ARDDAVTHR—RNENZ TV Tr—2a3 >0 7wy NIHLTTZ U T—>aYy
BB OBEEZIRM L £9, edonkeyfasttrackgnutellakazaa2i : ML, ZFWICIE T
bittorrenty 777U —23 2 RTT7 4V I EKRETDATI2EHY E£H AL BitTorrent
DIAT 2 NIBE, FEEOR—NLETEELTVB HTTPEHTRSZ Y H—(ET T
SLOKN) H=)N)LBELET, BE. ChiE TCP6969 TTA, RLUKNEEBDKS
YH—R—REFIVIITRIRENHDIDNELNEL A, BitTorrent ZFF A 3254, B
MOR—NIHLITZHEOSFEF. BEZ7ORNILO 1 DELTHTTP ZREL. XD
ip port-map X > RZERAL T TCP 6969 & HTTP IZJBN9 % Z & T : ip port-map http
porttcp 6969, VT AN Y JICEATAHBEEEL L T hitp & bitTorrent ZE&XT DML E
FHYET,

21.[OK| 29 UY I LT, BELREOREEETLET,



Edit a Eule

Source and Destination |.ﬂ.n5.-' v

: ] |

Source Metsork

Dastination Metwork A

Semice

Semice Mame;

22E
[+
E.
;2

H

Action:
[~ Lag

UET=] gT= |
Mebwork Services
Tunneireg

53

-Maming Services
- Tinee Protocols

s -

Mitwork. Management
SAuthertcation/Autharization

-miscellaneous
- Appications s |

Inspect ¥ | Advanced

(_Tj Cancel

0 L0

ghutella
kKazaal

fastirack
pittorrent

Help |

X]

MISFAIANY R Y ML —RIZEShET,
22.[0K|Z22UYy LT, L—ZAOIOXVREY MOOE—ZZETLET,



Commands Delivery Status @

Command Delivery Status:

Preparing commands for delivery. .

Submitting 52 commands, please wait ...

Configuration delivered to router.

Copying the Running config to Startup config of sour router. Please wait...
Funning config copied successfully to Startup Config of your ru:nuter.|

e
L — 1)

23. [Configure] > [Security] > [Firewall and ACL] @ [Edit Firewall Policy] 2 7 A5, #L WIL—
INERTENTVIOEERTEET,

ite Firewall | Edit Firewall Policy

Add ~ [ Fdit . {3 Delete | 4 § Move D B Ba o [ Paste - |5 Rule Flow Disgram
Traffic Classfication ,
Action Rule O
1D | Sowrce | Destination I Service
= ':3 Ay F* ANy htl'FI I'rSFIECt
HTTP Application 1.,
3 @ any @ any smitp Irspect
SMTP Application I...
4 @ any @ any imap €5 Inspect
g @ any @ any pop3 Trspect
o FOP3 Application 1...
= @@ any @ any (" grukellz _E-II'EDEE." _;\'I
7 @ any @@ any wrnsgr Insoect
=y 1M Application Insp...
B = Ay e ] Ay { ﬁ cep-cls-pratocol-p2p Inspect %2m QoS )
9 @ any @ any ymsgr i@ Drop 3 Log
M s gr
anl

10 & any @@ any B8 cep-cls-insp-traffic BB Inspect

- e -

ZFW =2 N> RS A ERE

HNDEU> 32T CiscoCP ASIT2REICKY ., ZFW L—RIDXDBENITHOINTVET,

ZBF JL—%&

ZBF-Router#show run
Building configuration...

Current configuration : 9782 bytes




1

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

!

hostname ZBF-Router

!

boot-start-marker

boot-end-marker

!

logging buffered 51200 warnings

!

no aaa new-model

ip cef

1

1

1

!

ip name-server 10.77.230.45

!

multilink bundle-name authenticated

parameter-map type protocol-info msn-servers
server name messenger.hotmail.com
server name gateway.messenger.hotmail.com
server name webmessenger.msn.com

parameter-map type protocol-info aol-servers
server name login.oscar.aol.com
server name toc.oscar.aol.com
server name oam-dO09a.blue.aol.com

parameter-map type protocol-info yahoo-servers
server name scs.msg.yahoo.com
server name scsa.msg.yahoo.com
server name scsb.msg.yahoo.com
server name scsc.msg.yahoo.com
server name scsd.msg.yahoo.com
server name csl6.msg.dcn.yahoo.com
server name csl9.msg.dcn.yahoo.com
server name cs42.msg.dcn.yahoo.com
server name cs53.msg.dcn.yahoo.com
server name csb54.msg.dcn.yahoo.com
server name adsl.vip.scd.yahoo.com
server name radiol.launch.vip.dal.yahoo.com
server name inl.msg.vip.re2.yahoo.com
server name datal.my.vip.sc5.yahoo.com
server name addressl.pim.vip.mud.yahoo.com
server name edit.messenger.yahoo.com
server name messenger.yahoo.com
server name http.pager.yahoo.com
server name privacy.yahoo.com
server name csa.yahoo.com
server name csb.yahoo.com
server name csc.yahoo.com

parameter-map type regex ccp-regex-nonascii
pattern ["\x00-\x80]

1

1

!

crypto pki trustpoint TP-self-signed-1742995674
enrollment selfsigned




subject-name cn=I0S-Self-Signed-Certificate-1742995674
revocation-check none
rsakeypair TP-self-signed-1742995674
1
!
crypto pki certificate chain TP-self-signed-1742995674
certificate self-signed 02
30820242 308201AB A0030201 02020102 300D0609 2A864886
F70D0101 04050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967
6E65642D 43657274
69666963 6174652D 31373432 39393536 3734301E 170D3130
31313236 31303332
32315A17 0D323030 31303130 30303030 305A3031 312F302D
06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361
74652D31 37343239
39353637 3430819F 300D0609 2A864886 F70D0101 01050003
818D0030 81890281
8100A84A 980D15F0 6A6BS5F1B 5A3359DE 5D552EFE FAA8079B
DA927DA2 4AF210F0
408131CE BB5B0189 FD82E22D 6A6284E3 S5F4DB2A7 7517772B
1BC5624E A1A6382E
6A07EE71 E93A98C9 B8494A55 0CDD6B4C 442065AA DBCIDICC
14D10B65 2FEFECCS8
AA9B3064 59105FBF B9B30219 2FD53ECA 06720CA1l A6D30DA5
564FCED4 C53FC7FD
835B0203 010001A3 6A306830 OF060355 1D130101 FF040530
030101FF 30150603
551D1104 0E300C82 0A5A4246 2D526F75 74657230 1F060355
1D230418 30168014
OBDBE585 15377DCA S5F00A1A2 6644EC22 366DE590 301D0603
551D0EO4 1604140B
DBE58515 377DCAS5F 00A1A266 44EC2236 6DE59030 0D06092A
864886F7 0D010104
05000381 810037F4 8EECT7AF5 85429563 F78F2F41 AO60EEES
F23D8F3B E0913811
Al143FC44 8CCE71C3 AS5E9D979 C2A8CD38 C272A375 4FCD459B
E02A9427 56E2F1A0
DA190B50 FA091669 CD8CO66E CD1A095B 4E015326 77B3E567
DFD55A71 53220F86
FOO6D31E 02CB739E 19D633D6 61E49866 C31AD865 DC7F4380
FFEDDBAB 89E3B3E9
6139E472 DC62
quit
!
!
username cisco privilege 15 password 0 ciscol23
archive
log config
hidekeys
1
!
class-map type inspect match-all sdm-cls-im
match protocol ymsgr
class-map type inspect imap match-any ccp-app-imap
match invalid-command
class-map type inspect match-any ccp-cls-protocol-p2p
match protocol signature
match protocol gnutella signature
match protocol kazaa2 signature
match protocol fasttrack signature
match protocol bitTorrent signature
class-map type inspect smtp match-any ccp-app-smtp




match data-length gt 5000000

class-map type inspect http match-any ccp-app-nonascii
match reg-resp header regex ccp-regex-nonascii
class-map type inspect match-any CCP-Voice-permit

match protocol h323

match protocol skinny

match protocol sip

class-map type inspect gnutella match-any ccp-class-
gnutella

match file-transfer .exe

class-map type inspect match-any ccp-cls-insp-traffic
match protocol dns

match protocol https

match protocol icmp

match protocol imap

match protocol pop3

match protocol tcp

match protocol udp

class-map type inspect match-all ccp-insp-traffic

match class-map ccp-cls-insp-traffic

class-map type inspect match-any ccp-cls-icmp-access
match protocol icmp

match protocol tcp

match protocol udp

' I—-—— OQutput suppressed ! class-map type inspect match-
all sdm-cls-p2p match protocol gnutella class-map type
inspect match-all ccp-protocol-pop3 match protocol pop3
class-map type inspect kazaa2 match-any ccp-cls-p2p
match file-transfer class-map type inspect pop3 match-
any ccp-app-pop3 match invalid-command class-map type
inspect match-all ccp-protocol-p2p match class-map ccp-
cls-protocol-p2p class-map type inspect match-all ccp-
protocol-im match class-map ccp-cls-protocol-im class-
map type inspect match-all ccp-invalid-src match access-
group 100 class-map type inspect match-all ccp-icmp-
access match class-map ccp-cls-icmp-access class-map
type inspect http match-any ccp-app-httpmethods match
request method bcopy match request method bdelete match
request method bmove match request method bpropfind
match request method bproppatch match request method
connect match request method copy match request method
delete match request method edit match request method
getattribute match request method getattributenames
match request method getproperties match request method
index match request method lock match request method
mkcol match request method mkdir match request method
move match request method notify match request method
options match request method poll match request method
post match request method propfind match request method
proppatch match request method put match request method
revadd match request method revlabel match request
method revlog match request method revnum match request
method save match request method search match request
method setattribute match request method startrev match
request method stoprev match request method subscribe
match request method trace match request method unedit
match request method unlock match request method
unsubscribe class-map type inspect http match-any ccp-
http-blockparam match request port-misuse im match
request port-misuse p2p match request port-misuse
tunneling match reg-resp protocol-violation class-map
type inspect match-all ccp-protocol-imap match protocol
imap class-map type inspect match-all ccp-protocol-smtp
match protocol smtp class-map type inspect match-all




ccp-protocol-http match protocol http ! ! policy-map
type inspect ccp-permit-icmpreply class type inspect
ccp-icmp-access inspect class class-default pass ! /---
Output suppressed ! policy-map type inspect http ccp-
action-app-http class type inspect http ccp-http-
blockparam log reset class type inspect http ccp-app-
httpmethods log reset class type inspect http ccp-app-
nonascii log reset class class-default policy-map type
inspect smtp ccp-action-smtp class type inspect smtp
ccp-app-smtp reset class class-default policy-map type
inspect imap ccp-action-imap class type inspect imap
ccp-app-imap log reset class class-default policy-map
type inspect pop3 ccp-action-pop3 class type inspect
pop3 ccp-app-pop3 log reset class class-default policy-
map type inspect ccp-inspect class type inspect ccp-
invalid-src drop log class type inspect ccp-protocol-
http inspect service-policy http ccp-action-app-http
class type inspect ccp-protocol-smtp inspect service-
policy smtp ccp-action-smtp class type inspect ccp-
protocol-imap inspect service-policy imap ccp-action-
imap class type inspect ccp-protocol-pop3 inspect
service-policy pop3 ccp-action-pop3 class type inspect
sdm-cls-p2p inspect ! !--- Output suppressed ! class
type inspect ccp-protocol-im drop log class type inspect
ccp-insp-traffic inspect class type inspect CCP-Voice-
permit inspect class class-default pass policy-map type
inspect ccp-permit class class-default policy-map type
inspect p2p ccp-pmap-gnutella class type inspect
gnutella ccp-class-gnutella ! zone security out-zone
zone security in-zone zone-pair security ccp-zp-self-out
source self destination out-zone service-policy type
inspect ccp-permit-icmpreply zone-pailr security ccp-zp-
in-out source in-zone destination out-zone service-
policy type inspect ccp-inspect zone-pair security ccp-
zp-out-self source out-zone destination self service-
policy type inspect ccp-permit ! ! ! interface
FastEthernet0/0 description $FW_OUTSIDES ip address
209.165.201.2 255.255.255.224 zone-member security out-
zone duplex auto speed auto ! interface FastEthernet0/1
description S$FW_INSIDES ip address 10.77.241.114
255.255.255.192 zone-member security in-zone duplex auto
speed auto ! ! !--- OQutput suppressed ! ! ip http server
ip http authentication local ip http secure-server ! !
!--—- Output suppressed ! ! ! control-plane ! ! line con
0 line aux 0 line vty 0 4 privilege level 15 login local
transport input ssh ! scheduler allocate 20000 1000 !
webvpn cef end ZBF-Router#

s

CITR, RENFNERICHELTLINESHERRELET,

TIORTYINAEZ=—TNEY=) (BFI—HEH) (OIT) IF. BED show IX> R&EH
R—KLET, OITZFEHAL T, show AN ROBHOoHZERRLET,

. ZBF-Router#show policy-map type inspect zone-pair sessions : BEFNDIXTHOY —>2 X7
NDZ>2RA Ainspect RA T DRI — I Y THitEHRERTLET,
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P
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
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