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Create Connectinn \I Fdit InterfaraCnnneartinn |

Create Meww Connection
Use Case Scenario

Selact a connecton and cick Create MewaConnection

" Ethemet LAN
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ey Cthernet (FMMoC or Unencapeuletec Routing E’l% Eﬂ:ﬁ;ﬂm

Information @_51‘

vou cen carfigure an ttherret wiM interface far
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Connectlon to start,
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Eltharnet Wizard

Welcome to the tthemet WAN Configuration wWizand

WAN Wizard

Thiz wizard will llow pcuto configure an Ethernet inerface for [Fternet cann 2 ctiviay.

T bypres uf Ebrr2 LA conneclion s dre supeiurie d.

*  PPPOF

*  Uncheoagpsulaloed Rout ng

Tocontinge, click Mexst.

lf'::m'tnl| HFlp |

WAN7T 1 H#'— RAB <

A FRATRERAVER—TIA A FATarhs ( BHD ) [FastEthernet 0/1] ZiEIR L., [Next]
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Ethernet Wizard - FastElhernet0M |E|

WAN Wizard

Enzapeulaticn

Interaze  FastFtheraetii

Ifthe rider s eancect=d 0 a CS1 mod=m, vl mas need bnennfoute the rnnteras a
F=F0E cllent. vour serdce aroedder zantellvou Tou neecta doths

[~ Frnah r PPPAF enrapsnlatine

Fininhl t‘:annnll Help |

Available Interfaces7°> 3 > 7' 5 FastEthernet 0/1& 1#ZIR L £ ¢
5AE—TIAADBEEIP 7 RLAERBETEDHTZRYNNARAIZEEL T, [Next] £
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Ethernet Wizard - FastEibhernet0/

WAN Wizard P acarcoo

Etarthe 1= address rorthis conqectlor

Ey

t* Statc IF address

IP address: |1F2-1ﬂ1-1 |

SUINELMask | 295.2532%5.1 | or

O Dvnam o (DHCE Clend

TOL C3N COrtaure this interface 10 paicrm déramic UMz updat2s by checking the

Checkb o bl

[~ Engha Cynsmic DRE |

< Hars | Med=

| t‘:anr.nl| Help |

IP7RLRAEYTZRY NYXRODIEE
6.ISPASEBENDZIZRIARNKYTIPFRLA(ZRYND—=D RAT IS LTI,
1721612 B EDAT a0 NSX—REZFERALTF 74N IIL—TFT 12T &ZEEL.

[Next| 22 v 2 LET,




Ethernet Wizard - FastEibernet0M

WAN Wizard

Aehvancad Gptione

Ey

Thete iz no =tatic rocte condicured anthe racter, & ceault <tat ¢ route ensures that

outdCIr g traTie will akvays K2 Sentto another rauter on tre netwark

[ DETaul Statlz Soue

" Useih s Inter‘ace as Forwerding [eifacz

fa powt 4ap IP addrasc 1727612

CFyuun ISP s civen yoa d nigsl biop 1P addr2ss eniler il here)

FAT is wotcorfigured or any oule indeface. Ganfiguring PAT allowes mulligle

dav cag or the LAM to zhare this WAk connection

[ rort address Tranzolion

< Hars

Met =

| t‘:anr.nl| Help |

TFI7dNRNN—T 1 2T DRE

RDT42 ROAFRREN, I—FHFT2LEREVDENHIRTRIET N

Y, [Finish ZVUYILET, F:RXDFIVIRYTRAEFVICLET, Testthe
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Elharnet Wizard - FasiEtharnatDf1

WAN Wizard

Summary

Plesse click Fin shtn eeliver intke rnnter

Scloctad Irterfaze FastEtharnatir
FFroOE Encspsulaton . Lisabled
1= aldrzss (Stalic
P addmeze AT27E1.7
sUEnet rask 295 225 220U

DetaLlt RoJwe;
Destinaton Meftz 0000
T1estinat nn Peafiy Mask-r nnn
urwdrdingy Poeddiess Bl Inle e, AT2 1312

[I™ Testthe connestyity ater canfigunnc

*=:F|F.|'t|-'| Firish t‘::m'tnl| HFIp|

#EOHZRDIA Y RIOFRREN, L—FAOOXY REERAFRTENET, FEHHR

ONY RXRFEHR—NEREICKY) O REENKRBLEBER., I —FRREIET,
. [Configure] > [Interface Management] > [Interfaces and Connections] > [Edit

Interfaces/Connections] MJEICERL T, EEDA X —T7 I/ AZEBNMRE/HEIBRLET



¥ [ Interface Management

|_"| Interface and Connections

¥ [ Router

|| Router Options

3 Time

b [ Router Access

[ DHCP

[ ons

| ] Static and Dynarnic Routing

L] NaT

[ smmp

|| Legging

b [ Advanced Router

B [ Security

b [ Vaoice

o

Create Connection

AR —T I A REBERGDRE

N
""-I Interfaces and Connections

Edit Interface/Connection

[ Edit &} Add~ [{ Delete

Sumimary L‘EL Details ﬁ Test Cannection

Interface IP Type Slot Status | Dest
FastEthernetoin 192168.1.1 10/1 00Ethernet 1] & Up
FastEthernetn 1F2.16.1.1 1001 00Ethernet 1
FastEthernetdr3m not applicahle Ethernet Switch Port 1 & Up
FastEthernetlrin not applicahle Ethernet Switch Port 1 & Up
FastEthernetdrar: not applicable Ethernet Switch Port 1] & Up
FastEthernetdrir not applicahle Ethernet Switch Port 1 & Up
ET no IP address Vlan & Up

Interfaces and Connections 74 > KA VR —T I A ADRELZMEFT LRI EETDICEK,. EETD
AVR—TIAAERARTLTC[Ed] 29V Y I LES, CoThR, BEOBEEIPT KL

AZLEETERY,
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1. [Configure] > [Router] > [NAT] > [Basic NAT]ZiEIR L . [Launch the selected task] Z7 1) ¥
JLUTEANATZRELE T,

[
i NAT
¥ [ Interface Management :

| jIrterface and Connections Create NAT Cunﬁguratiun\[ Edit NAT Configuration \|

i Router Cigeo CP ocan guide you through MAT configuration tasks. MNAT
allows you to connect the hosts on your LAM to the Internet,

W = Time {« Basic HAT

B[] Router Access

| ] Router Options

If you just have PCs or hosts on the LAN that need

» 55 DHCP aczess to the Internet, zelact this optian,

| DNs

| ] Static and Dynarnic Routing

" Advanced HAT
[ ] mat
If you are hosting servers [e.q, web servers, e-mail
[ ] gmMmMp zervers) that users outside vour netwark need access to,
. ”l zelect thiz aption.
| ] Legging

P[] Advanced Router

¥ [ Security

Launch the selected task

| ] Security Audit

EBIRLEZR O DEE
2. [next)] 20V OLET,



Bazic MAT Wizard

NAT Wizard

wialcome to ihe Basic HAT Wizsrd
Metwork Addrass Transation

This wizard lets vou connectthe PCs and hosts on waur LAN to the Internet.

Tn rnanzctthe POs aad hosts tn the Ieteenet, vnn moast pednrm tkese tasks-

T Chuose heinlerfaee Dialis conmeced o e Inleree, o Lo your Inlerrel
serice provider,

= Choose the networks on the AR that are ta share the Internet zonnection.

TRV I T 1007
TERL V0 Do Hirod
0.2 1E0 S
1E3 il

21T

FISRAEE |

= Elsn:l-:l

Fini9h| Cantell Help |

RN (Next)] EZ#RLE T,

BAVE—FY NKER ISP ICERITDAVE—TIAAZERL, (1 X—XYNTIE
ATHEITZ IPTRLAEEZZBRLE T, CcOBHZBRLES, [Next] 20U Y UL
£9,



Bazic MAT Wizard

NAT Wizard

Metwork Addrass Translation

Sharing the Irmernst Cannection

Ifthiz -auler has a cannectaon to the Intemet specif how =ouwant PCs and hosts
anthe LAY to share this ccnnection.

koose the interfaca that connects tc the Internet or your Intermet cewice provider:

FastEthernetln ¥ | Details..

The following ranges of IP adcresses ar2 allocated to netavorks direztly cornectec
o herouer. Checkthe box next to ezch 1etwar< that 15 10 share the zonnection
lhial you spediied.

IP adcress rang2 Connzcted Through Commazant

[ T216. 010 172-6.1.255 FastEthemetln

MCte: To canilgure MNAT onan ntermace marked as Jesigrated, et s wizard, click
Edit AT Configurat on, and uncheckthat interface in the Designate <A™ Inlefaces
window. Far details sas help.

= Back | klext = | Dantel| Help |

[Interface] [Connect to the Internet or Your ISP]ZiZ#R L £ 9

4. XDT4 Y ROFERREN, I—FHFTOLEBREODENAKRRENET, [Finish) 2o Y

JLFY,

5. [Edit NAT Configuration] 7 4 > R, BE NPT RLANFF—/N—O—REhi54
FTEZYIONATRENRRENET, PRLAT—ILZFEALTHAFTIY UNATZERET S
BAE. [Address Pooll 22U Y UL %Y,

INEIde [t Tace sx

Qutside e faceds):

Creae MAT Configurat an \[ Edit HAT Confiyuration ]

Dazigaate WAT nterfaces... | Addrags Pocl. . Translation Timeautz... |

Mexwark Add-ess [ -ansiaior Eules

Fast=herme0m

Fast=-heme:0M

2iginal address

192 168.1.0-192.156.1 257 _ Cynaliic

Trans ated address Rulz Tvpe T M.

Celcte

|
Ecit.. |
|
|

NATERRE T 1> RUDHEE T KL X 7" — )L DiZER

6.[Add] ZEU VY I LET, T, 7—IA. IPFTRLA&EH, XY NYRAIVBZEDER
EERELET, 7—ILHAOEEAEDT RLANEYHTSh, IPT7RLRA Z7=ILZEEF
FOVRLELTLESCENBYNET, CORSIBBRICIE, PATZEALT1I 2D IP TR
LATEBDIP7RLAEBRICHIETDCENTEET, PTRLA 7—IHFHELESIC



BOREZILI—XTPAT FEAETNBDKRSICT B, [Port Address Translation (PAT)]
WCFIVIOR—DV2ANET, OK|Z2P0VYILET,

Add Address Pool

Foal Mame: poal

W Port Address Translation(PAT)

IP address: 1010101 - 1001010

3

Metwork Mask: | 295.255.2545.0 ar | 24

I

Cancel | Help |

F— R 7 KL RES

(PAT)DF IV
7.[Add] 20V Y U LET,
Address Pools ['5__(|

Address Pools are used to configure Dyvnamic Metwork Address Translation

addresses.
Foaol Mame Address
poal 10.10.10.1-10.10.10.10 Add
Edit..
Delete

[ Clone selected Entry on Add

Ik Cancel Help

ZRLZRZ

— NIk BEAFZ Y INATORE
8.[Edit] 20 UYILET,



Crease MAT Corfiguraticn 1 Cdit NAT Configuration 1

Dezigqata MAT IFtaraces. . | Addrazg 2aal.. “ranslaton Timeouts. .
Mlrwenrk Arrress Trar slztinn B es
Inzide Infprfarels) FastFthernatii
DLtslde IMermacecsy.  FasiEthernetds

Zrlginal address Translaled address Fule T¥pe -"".'_‘ilﬂ

192 1R3 1 TH1E2 1RE 1 255 172 1R 11 Myaam e

Melate

|
Edit.. |
|
|

NATERE D#msE
9. [Type] 7 4 —J)L RT [Address Pool] Zi#R L, [Address Pool] IZ pooly EWSBHEIZ AD
LT, [OK|ZOVYDOLET,

Edit Address Translation Rule

Direction:

Translate from interface

Inside Interface(s): FastEthernetio
ACL Rule: 1

Translate to interface

Cutside Interfacels): FastEthernetOn

Type: Address Fool v
Interface

Address Poaol: pool

[Addres
s Pool Name]Z#5EL £ 9
10. XKDV A2 RIEGE, PRLAT—IILEZERALEZAFTIY INATOREZRLTVET,
[Designate NAT Interfaces] 22U Y VL& T,
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~PEate WA Z2anMauration \i Edit HAT Confiouration

Cesivriale HAT rierfdees,, Address Zuul Tranzkaion Tireudls,,,

Mebvurk Address Trzns alion Sules
Irisid= Ir lemag 2rs). Fas|Elhernells]
Oulside Inlerfzees).  FasElhernel0n

Or ginal addrass T-ans ated address Rulz Type Add
192167 31921581 255 TC1C-C--11211212.10 Cywaarm o

Dlote

|
LR
|
|

NATA >4 —714Z0EERD T4 ROZERAL T, NATEBRTHERIDINIBA > X—T T
AAENARBA 2 Z—TIA AZEBELET, NAT TRREBIIL—ILZHERITIEIC. AL
NHBOEEEZSRBLET, Chid, BERANTEL SHE. AL SABOBEEETITHN
2EHTYT, EETDE, IXNTONATERIL—ILThSDAR2—T T4 AN EH

ENET, BEESNEA D R—TITAAN, XA 2NATJ 1> R DTranslation Rules ')

ANCRREIhET,

MAT Interface Setting [z|

select the list of interfaces that you want to designate as
inside f outside.

interface insideltrusted) outsideiuntruste
FastEthernet0i 2 [
FastEtherneti [ 2

| %
| W

QI Cancel Help

NATA > 2—7 I 4 XDRE

ART4Y Y NAT ORE
Cisco L—ZTARTA4Y YU NAT ZRETHICIE. ROFIEZEITLET,

1. [Configure] > [Router] > [NAT] > [Edit NAT Configuration]Z#iR L, [Add] 20 )Y UL TA



XT4Y INATZRELE T,
Croane MAT Configuration IEdil HAT Cunﬁguraﬁunl

Diesianzie HAT infarfaces.. | Addiess =ocl.. | T-ansiaion T meoJts..

MotworcAddrzsc Trarslatior Roles

Inside Intermacels) Fasthermtil

Outzice Interacedzy,  TasztChem=t0M

fricinal arrress Translater: add-ess Fule Tepe Add.

it |

Delet= |

2. [Direction] T[from inside to outside] & 7= l&[from outside to inside]Z#IR L . [Translate from
Interface] TEMT B AIBIPT RL AZEEL £, [Translate to Interface] T 7 T,
[Type] ZBIRLET, TMTOF RLAZ[IPAddress] 74— RTEELEZIPPRLA
ICERT BB, [IP Address] ZiBIR L £, [Translate from Address] <TIL—2 D1 >~
B—TIAADT RLAZERATZEEWE. [Interface] ZBIRLE T, TRTOF RL AN
. [Interface] 74 =)L RCHBELESA 2 ER—T I/ ALBYNHETSNhTVSIP7RLAKLCE
BEIhET, BRICAIBTF/NA ADR—MNEHZEHBDICIE, [Redirect Port] ICF T Y IX
—JZANET, chllkY, ETFNAAZEBEENER—IME—-—TEVRY, BHOT
NAATAID2ONT VYT IPTRLAZBEATEDLSICANET, R—hIEICIVhH
) ZERTDYUEN BV ET mapping 7 RLAICERENET, TCP R— M ESOHEEE
[TCP]. UDP R— R BS0HBAE [UDP] 221 Y 2 LET, Original Port 7 1 —JL RIZ, K
HBTNAADKR—RNEFTZADLET, Translated Port 71 =)L RIZ, =N ZOE]RT
FEATEIR—FESZANLES, TXRYRT—ITFRLAZBOERE ZZRBLTLKESE
Woe RDTAY R, R—RNUBALIZIAVHFBMCHE2>TVDAZT 1Y UNATRE
Z2RLTVWET,



https://www.cisco.com/c/ja_jp/support/docs/ip/network-address-translation-nat/13772-12.html#topic8

x]

Add Address Translation Rule

{¢ Static " Dynamic

Direction: |From inside to outside L

ﬁranslate from interface

Inside Interface(s): FastEthernetio
IP address: 1010101
Metwark Maskioptional): ar :

Translate to interface

Dutside Interface(s): FastEthernetOn
Type: IP address w
IP address: 172.16.1.1

v Redirect Port

+ TCP T LUDRP

Qriginal Port: B080 Translated Port | 80

] Cancel Help |

AR—h

DUEALY K
RDTA2RIGFE, R=RNIVEALIZAVHABMIIBE2>TVWBIRART 1Y UNATREZRL T
W&,



Zreatz MAT Coafguratiazn - Edit HAT Configuration

Dresignae HAT Intz faces. . Fodress Foal.. Trarslatcr Timeocts...

“ebwatkl ACdress [anslaton Hu ec

Inside Inteface{si: Fast=tl-ernellin

cainsida intertaze(sl  Fast-tEErnell ir

dricinal accrzss Translatad address Fulz Tvae SRl

Cdit ..

r= frp

R—=—RKNURAL OS2I 2E@EFLEIXRT 1Y INAT
W—TFT1TRE
ABTFAV I N—FT1 T DEKE
Cisco)l—RATARTAVIN—TFT AT %BETDICIE. XOFIEZETLET,
1. [Configure] > [Router] > [Static and Dynamic Routing] @ JE(Z#IRL T [Add] 22U Y I L,
ARTFAVYION—FT1 T EHRELET,
| Irtaffaze and Connedions

i hoLter

Lieslinat an Lataors Foraarding

~ Hauter Lphcrs
- Hrehy Hretw Mask Intersce ar |F address

F7 TImne
P 7 Router Aczezs
g DHZ=

" C'HE

—_

| static z2nd Lenamilc Routing

[5
4
" SHRP

RET 1Y IN—T 12T DRE
2.BERYRNT—D TRLAEXARTVZAAL, BREAE—TIAARLERIARKY
T7IP7RLAOWVWT N ZBRLET,



x]

Add IP Static Route

Destination Metwoark

Frefix 10.1.1.0

Frefix Mask: 265,255 2550

| Make this as the default route

Forwarding( Mext Hn:up}l

(" Interface:

« |P Address: 172161.2

iJptional

Distance metric for this route: |1

| Permanent route

ik cancel Help |

ZLEFRY NT—OF RLX%E
AHLET, ROITARIIZ, 10110 XY RDT—TANDARTAY I )L—KNHFRRENT
WET, TTVARNKRY T IPT7RLAWRK 172.16.1.2 T,

Static Houbag Auu...""'§| Edit... | Jiolete | Lielate Al |
Neslinatinn sJefweE =Swiareing ripfinnal
-refix Href ask Intertaca Cr I address L1 €taqce F 2 rmanent <oLte Ira

10.°.1.0 2L 2 T

|

ATV N—TFT12TORE
Cisco)l—BTHAFTIVIN—TFTAVITEZRETDICE, ROFIEZXRITLET,

1. [Configure] > [Router] > [Static and Dynamic Routing] ® JEIZi#IRL £ 9,
2. [RIP] #58R L. [Edi] 2T VYU LET,



Stafic Iriting pee. | 0 Ean. | e | clet |
Dzstination Metacr [awrarding Optcral

e | 2rediz Mask | Inleriqce ur P addies: | Dislante | F2rmianer LRuule | Tray
4 | ¥
Cyhamic Raating |

t2m slErmz term WaLe

Dizabled

Dizabled

HAFIVON—F 1 I DRE
3.[Enable RIP] ICF I Y X —U & ANTRIP D/N—I 32 %BIRL, [Add] EZUY UL E
9,



Edit IP Dynamic Routing

RIP | OSFF | EIGRP |

v Enakle RIP

FIP Yersion

{ Version 1

IP Metwoark List

{» \iersionZ (" Default

192.168.1.0

..................................

Available Interface List

Make the Interface Passive

FastEthernet0id [
FastEthernetOn |
Ylan1 |

ik | zancel | Help

1L & B M
4. FTRNZAXFTDRY NT—U FRLAZEELET,

%]

Add a Network

Metwark, | 15921651,

a

)

izancel |

5.[OK| 22Uy L&Y,

FRNEZARXGTBZRY NT—OF RLR

RIPDE



Edit IP Dynamic Routing

RIP | OSFF | EIGRP |

v Enakle RIP

IP Metwoark List

RIP Version { Version 1

{» \iersionZ

192.168.1.0

Available Interface List

(" Default

..................................

Make the Interface Passive

FastEthernet0id [
FastEthernetOn |
Ylan1 |

ik zancel Help

B/ o)

6. [Deliverl 22 Uvy LT, ONV REIL—ZIZEELET,

RIPEZH



Deliver Configuration to Router

]

Deliver deftta commands to the router's running config.

Previewy commands that will be delivered to the router's running configurstion.

router rip

version 2

no auto-zummary
netweark 192.165.1.0
exit

The differences between the running confiquration and the startup canfiguration are lost whenewver
the router is turned off,

[ Save running config. to router's startup config.

Thiz operation can take several minutes.

Deliver Cancel Save to file Help |

L= A0I7 ROEEIRDIA 2RI, RAFIEVIRPIN—FTAIDERENRTREN
IRL=LE

|| Static and Dynarnic Routing

L maT

RELLE

| ] Legging

F | Advanced Router

¥ [ Security
|| Security Audit
| | Firewall and ACL
» 3 ACL Editor
b [ VPN
F ] YPH Components

] A
9, RIPJL—F 1> DRE



Cwvnamic Routing Edit...

[tem Mame [tem Walue

IP %ersion Yersion?

etwark 192168.1.0
assive Interface Hone
QO5PF Disabled
EIGRP Disabled

RIPJL—F 1 > Y DRE
T DHBDOEE
Ciscoll— X DT DHOEARFZREZITIICIE. ROFIEZRITLET,
1. )L—A& ® [Hostname]. [Domain Name]. [Banner]., [Enable Secret Password] ® & 7' 0/\F

1 ZZEF 35S, [Configure] > [Router] > [Router Options] D JEIZIEIRL T [Edit]) #D U ¥
A%

“H Additional Tasks
¥ [ Interface Management

|_'] Interface and Connedckions Device Properties
¥ B Router
lterm Mame ltermn Yalue
L = PHians Hostname Router
B[4 Tirne Diomain Mame
b [ Router Access Banner Mang
Enable Secret Passward  Mone
b [ DHCP
RLLE:
BARE DiwE

2. [Configure] > [Router Access] > [User Accounts/View] D JEICZEIRL, IL—RICHTHI1—H



THINOEBNREHEIBRZEITVET,
—THT> N DEIAmE/E B

¥ 5 Interface Management
| Interface and Connections
¥ £ Router
u Fouter Cptions
kg Time
¥ 3 Router Access
uuger AccountsMWisw
vy
|_'] Managerment Access

|_'] SSH

k| JDHCP

|_'] CME
u Static and Dynamic Routing
L maT
|_'] SMMP
|| Logging
b | JAdvanced Router
¥ £ Security
u Security Audit
| | Firewall and ACL
b ] ACL Editor
>3 VPN
k[ ]VYPH Components

[ AAn




H Addmtional Tasks

User AeeiEns VIR Add an Account Al | E1t | Clalele

| LisrInamen Shbertiz usemarne and password Ry WA

_lsername: |

Patzzwrund
Focoware N ol ol uby

Mew Pdsswn ., | |

oKt M e F S owrare | |

I Eqzrept pasevord using MDS hash algotithrm

rivilege Low y vl

| Bzzociohs o Vo wilkitoc uzsr

View Marme

il Cazal | Ha g |

THTo>kDEM

3. 1#1R Configure > Utilities > save Running Configto PC~ T & 1= Z save FXEZIL—3X D
NVRAMEPCIZRTFL ., REDREZT 7 AN ( THHER ) OREICUEY MLET,
E:CCPEFALT, AVEI1—RIIRBFEENATVWARRET7AINEZIL—RIZERTS, &
ERIL—F2AS5AVELI—RIZBRET7AINEINY VT Y79 5ICIE. Configuration
Editoric 72t AL. [lagree]z V)Y U LET, [Configure]V 1> RJT, [Import
configuration from PC] Z3&3iR L. Replace running configuration 22 )Y LT, 9T —%=X
TLET,

B it iLy Men Lier: . Lanflgues > BHIHRS 5 fawe Fonning CandflgoesHom to BT

| 102.1%B. 1.1 | w» |

weu have chosen tc save th= unnirg co-f gurskon 2o PX

¥ ylntarfaca Manacamart
f£ave Running Contiguration to PC |

| | Intedace and Cornedienz

B Raotor
B Sezarty
Vo e
¥ iyUlilies
|J Flzzli Flz Manau=nmn.
I_‘l coanflquratian Fdtr
|_"| Fauve Carflg k=tine Fo 20
L] ®r=a to ¥zatup venficurazicn
| ] slnat

FEgY ey

REERIFTD



CLI TORRE
L—2ORE

Rout er# show run
Bui | di ng configuration..

Current configuration : 2525 bhytes
!

version 12.4

service tinmestanps debug datetime nsec
service tinmestanps |og datetime nsec
no service password-encryption

!

host nane Rout er

!

boot - start - mar ker

boot - end- mar ker

!

no | oggi ng buffered

enabl e password ci sco

!

no aaa new nodel

!

resource policy

!

ip cef

!

!--- RSA certificate generated after you enable the

!I-—-— ip http secure-server command. crypto pki trustpoint TP-sel f-signed-2401602417 enrol |l ment sel fsign
subj ect-nanme cn=l OS- Sel f - Si gned- Certificate-2401602417 revocation-check none rsakeypair TP-self-signed-
2401602417 crypto pki certificate chain TP-self-signed-2401602417 certificate self-signed 01 30820248
308201B1 A0030201 02020101 300D0609 2A864886 F70D0101 04050030 31312F30 2D060355 04031326 494F532D 5365
20536967 6E65642D 43657274 69666963 6174652D 32343031 36303234 3137301E 170D3130 30353139 30393031 3131
0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649 4F532D53 656C662D 5369676E 65642D43 6572
66696361 74652D32 34303136 30323431 3730819F 300D0609 2A864886 F70D0101 01050003 818D0030 81890281 8100
A3A6E322 9B6005DA AOFF26C2 8AODCSAF 27B38F3B DBF2BF58 D8F2655D 31115681 EC8BC750 03FE3A25 OF79DC74 3A83
CB9486F1 A1lF5BF43 D92BA7AF 3C72A57B D8D37799 50493588 A5A18F7F 27955AB0 AC36B560 3BE9F648 A4F6F41F B9E9
F9570DEB 5555FDED 9593BD00 5ABB30CD D3B9BDFA F570F987 651652CE 3D310203 010001A3 70306E30 0F060355 1D13
FF040530 030101FF 301B0603 551D1104 14301282 10526F75 7465722E 70616D6D 692E636F 6D301F06 03551D23 0418
80146A0A C2100122 EFDA58AB (C319820D 98256622 52C5301D 0603551D 0E041604 146A0AC2 100122EF DA58ABC3 1982
25662252 C5300D06 092A8648 86F70D01 01040500 03818100 83BOEC8C 6916178F 587E15D6 5485A043 E7BB258D 0C9A
DA18793D CACCO26E BCOB9B33 F8A27B34 5BD7DD7F FCECA34F 04662AEC 07FD7677 A90A8D1C 49042963 C2562FEC 4EFF
360BF88A FEDC7CAA AE308F6C AS5756CAA F574F5F3 39CE14AE BAAEC655 D5920DD0 DA76E296 B246E36E 16CFBCS5A 0097
170BBDAD C1594013 quit !--- Create a user account named ccpccp with all privileges. USername CCpCCp pri
15 password O ciscol23 archive |log config hidekeys !--- The LAN interface configured with a private IP
address. interface FastEthernet0/0 description $ETH LAN$ ip address 192.168.1.1 255.255.255.0 /--- Desi
that traffic that originates from behind

I--- the interface is subject to Network Address Translation (NAT). ip nat inside ip virtual-reassenbly
dupl ex auto speed auto !--- This is the LAN interface configured with a routable (public) IP address.
interface FastEthernet0/1 description $ETH WAN$ ip address 172.16.1.1 255.255.255.0 /--- Designate that
interface is the

!--- destination for traffic that has undergone NAT. ip nat outside

ip virtual -reassenbly
dupl ex auto

speed auto

I-—-— RIP version 2 routing is enabled. router rip version 2 network 192.168.1.0 no auto-sunmmary /--- Th
where the commands to enable HTTP and HTTPS are configured. ip http server ip http authentication |oca
http secure-server !--- This configuration is for dynamic NAT. !--- Define a pool of outside IP address



NAT. ip nat pool pool 10.10.10.1 10.10.10.100 netmask 255.255.255.0 !--- In order to enable NAT of the
source address,

!--- specify that traffic from hosts that match access list 1
!--- are NATed to the address pool named pooll. ip nat inside source list 1 pool pooll !--- Access list

permits only 192.168.1.0 network to be NATed. access-list 1 remark CCP_ACL Category=2 access-list 1 per
192.168.1.0 0.0.0.255 !/--- This configuration is for static NAT

!--- In order to translate the packets between the real IP address 10.10.10.1 with TCP

!I--- port 80 and the mapped IP address 172.16.1.1 with TCP port 500. ip nat outside source static tcp
10.10.10.1 8080 172.16.1.1 80 extendable ! ! --- The default route is configured and points to 172.16.1
route 0.0.0.0 0.0.0.0 172.16.1.2 ! control-plane ! line con O line aux O /--- Telnet enabled with passw
cisco. line vty 0 4 password cisco transport input all line vty 5 15 password cisco transport input al

TR

[Configure] > [Interface] & [Connections] > [Edit Interface Connections] > [Test Connection] ® JIE(Z
BRUT, IVRY—TIVRERZTANLET, VE—NIVRODIPF7RLAZEETSIC
l&. [User-specified] 77> a> REZ DUV ILET,

nectivit testing and troubleshooting : FastEthernet0/1 E]

IF address f hosthame

Select a ping option, enter the required value and click Start

O agtormatically determined by Cisce | & User-specified |1T2.1E.1.2 |

Activity ormation [E] o
Checking inter 1]
Checking inter Luccessiul
Checking exit i @ Test Connection successiull uccessiyl

Finging to desi Luccessiul

The connection is up on the selected interface.

_o |

Failure Reasonis) | Recommended Actionds)

Start Save Report. Close Help




UE—RBLDIPF KL ADKE
NZ7)L>a1—hk

(OIMF. HEDshowIX> REHR—KLTVET, OIT ZFEAL T, show AN ROEID
D ERRLET,

¥ :debug N RERITITHEIC., Tdebug NV ROBELFEHRL 25RBL T eV

o

REODRNSTINZ1—F42TICE,. ROATS Va2 FERATEET.

- [Help] > [About this Router] ZiBIRL T, I—FZO/N—RIJIT7HRTFY T NI T T OFMIE
HaeRTLET,

@ Cisco 2311

— Hardware Details

Model Type: Cisco 2811
gwvailable / Total Memory(MB: BASZ56 MB
Total Flash Capacity: a1 MBE

— Software Details

IDS Yersion: 12 4024373
105 Image: c2a00nm-adventerprisek9-mz.124-24.73.bin
Hostname: Routerzsll

Feature Availability: & I @ Firewal @ PN @ 1rs @ nac

|. Close |

N=RIIFHLEY 7RI LT DM
c[Help]l 772 32ICik, L—FOREICCCPTHEATEREXRETER AT IVICHTZE
BARTENET,


https://www.cisco.com/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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TR I S || R SRS TR P LR TEE ETERN | BT R ERE R

EEEFERA TSI BT BEH
L—B2O1—HEENAT—REZEEITZICRESThELVOTT D,

L=—201-—BENAT—RIE, CCPEHERALTEETERY, I—HWRBENAD—RZZLE
FBRICKE, ROFIEZRITLET,

1L.HULV—BNEI—Y T7HO M EERL T, — BRI —Y 7HOMNIOJA2LE
EE

2.CCPTAAVA—HTAHIUN(2&EY, A—HFRENAD—RZZEETDI—20I1—Y
TAOVRN)DIA—HBENAT—RZEELRY,

3. —WFAHAIURNASOTTIRL, XA2VA—YTAHINIOTAVLET,

4 XA THAHIVRNONAD—RZEELES, —BHNBRI—Y 7HIOU MNZHIRLET,

Internet Explorer 82 L TCCPICT YV EARATHE, ABIZ—HFRELEXT,
CchZERRIBDICPFESTIhEIWVWTT D,

L]

Internet Explorer 81 L TCCPT2800> =X)L —RZRET D E, ROABLS—HNRRE
NBBEENHYNET,

Internal error: [FaultEvent fault=[RPC Fault faultString="Send failed"

faul t Code="dient.Error. MessageSend"

faul t Det ai | =" Channel . Connect. Fail ed error Net Connection.Call.Failed: HTTP: Status 200: url:
"http://1ocal host: 8600/ nessagebroker/anf '"] nessagel d="A08846FF- E7C6- F578- 7C38- 61C6E94899C7"
type="fault" bubbl es=fal se cancel abl e=true event Phase=2]

JavaZ XA IV L—RUTERBRARAL BV, FTVTL—RLBEVTLSEZL,
BRAE



COIZ—, 7290 EBRMEOBEN ERTHD O sEEN H V) £, Internet Explorer 81k,
ERICEARENET VT —23a 02<0EANBAEEZZEELET, AT, Internet
Explorer 2/N\—2 3> 7 IO L—RIBEEHBLTVET, £, 1AM =ILZHI
BRLTH S, CCPEBAVARN=ITEIHLENHYET,

CCPEAZVARN=IL&KSLETRE, ROIFT—AYE—DHFRREhET, T
Unable to read the source file.File could be Corrupted.Please re-install Cisco
Configuration Professional to resolve the issue.. cNZRRITDICHEESThE LR
Weeh,

B

T7Vr5—23a>wy NPy 7 774N XTI O0—-RLTCCPEAARN—ILELSETDE
I ROIZ—HFRRENDFENBYET,

Unable to read the source file. File could be Corrupted.
Pl ease re-install Cisco Configuration Professional to resolve the issue

BRF=*
CHOEBEEMBRTDICIE., ROLDICLET,

1.PCEDCCPOINTDA VAR AZHIKRL, ILWADO—RESAVAN=IIEETT
LET,

2.BDFIETHERLULAEWVESIF. BION—>3 > OCCPEA I O—RLTHTLEEL,

B.BOFIETHEBENERLEVIEEIE, Cisco Worldwide Support Contactsic 8EVWEE < &
=L,

¥:Cisco TACICEAETDICE, BB AODI—HYIOLF OV ILHNBETT,

CCPTFUZAINATETFT IV EATRILRESThRELIVTT L,

[Start] > [Programs] > [Cisco Systems] > [Cisco Configuration Professional] > [Collect Data for
Tech Support] DIEICZ )Y I LET, CCPIE. _ceptech.zipt WS BREIDzip7 7A4I)LICOJ %2 H
BNICT—HNATLET, COT7AIUANAOA—DLNT7AILNIATALATRREENBVESE, O
—ANTT7ANSATATRREZETLET saved ZETARAIVRNY ZICEMLUE T, chsoEHiO
JiE. DAOT7—=ILRIDA RYR—MNOBBLVEDEBEICHEETEET,

X . T—HA7EnEOJVRRTRET D ETOMOBEZE#ETSICIE. CCPOTANT
DA VAR AEBUET,

L=B2OF A ZAANVCEBBREIERAFDDVET, COFREEZBRIDICE
ESThELVNDTITL,
[

CCPHiEBIEh, AI1ZTANMREETNDE, L—XORHEICBERBEAIALYET, &
BEFEZRICCPOT ZRICALET,


https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html

July 10, 2009
July 10, 2009
July 10, 2009
July 10, 2009
July 10, 2009
ns

July 10, 2009 8:51:15 AM EDT Security feature ready - el apsed tinme was 860734 m |l iseconds.
July 10, 2009 8:51:16 AM EDT Total device test-router discovery elapsed time was 1316047
mlliseconds.

COBER., EFIRTIYRTA—LEIDPDST, IXNTOIL—ZXTRELET, £, )L
—RIZRFEAEUR CPU ICEEITZEEEHYEEA,

BRTT &

:29:19 AM EDT Di scovering device test-router

:29: 20 AM EDT Last discovery clean-up el apsed time was 47 nmilliseconds.

:31: 13 AM EDT Di scovery job allocation el apsed tinme was 113859 milliseconds.

:31: 13 AM EDT Aut henti cation conpl et ed.

:40: 28 AM EDT Vi deo feature disabled. Video feature discovery el apsed tine=214375

0 00 00 O 0

[ee]

AL E— RZHFELE T, FEAFO—HLTITOABRWEERE., ChZefiva Y —/NICHEN
BUOWHHERLET, COBEZBRRTBICE, COY—/NOBEZBELET,

CCPTIPSERER—JZRRTCEFEFR A, COMBAEZMRIDCBEESTHERV
DTIH,

[

[Configuration] 7 4 > RUDEBENDHETEADR—J AN RRENBEWVESIK, EERMEDORS
BEFRELTVDAEEN B ET,

BRI E

CORBEZFBRTDICE, ROBERZWELET,
- TORBEOHENL—F TEFILTHR—rEh, BHCE>TVRI L ZRELET,
=B ON=T3 VN ETOREEZTR—NLTVR L ZRELET, N—23a2&T7v 7Y

L—RIBIET, L= N—23aVOEBRMOBBELEHRTEDZZENHYET,
CBREOTAEVAOBETREEVWAEEL T,

BEE1T ]

-NAT CBE B HYR—F R—=D
- T ALY R—BNEA D O— R - Cisco Systems



https://www.cisco.com/c/ja_jp/tech/ip/ip-addressing-services/index.html
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



