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IVRERANTEP) 7P RLAT =B EDEEZAILTEY NFPYTAOVIRNERETL
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2.E8T7T93E, APICIE 777 )Y UR—NEHATLLDPOEEZRBLET, LLDP/NT Y K

(2. infra VLANZ EDE#RE, APIC (O RO—ZEEFENS ) L L THORE EF DI
ABETLVAEENRTVET,

3.APICIAS NS OLLDPNNTY N 2ZETHE., V—TJRFAPICHYRHENEINTOR—
NTAT7SVLANZE 7O SLLET,

4. )—7k, BBHIDA>T7S5ANSYF ¥VLANTDHCP Discover®EE%# BB L £,

5. 1—HFHTTPSZH TAPIC1IOOOBIPICOY 4> L, BN —T7 /—RE#ZJPTUYY

ANV THTAZ1—-ICBBELET,
6. U—7IZ/—RIDAE|V) H¥TE5hBE, APICIEREENETEPP RLAZT =LA SDIPT
RLATKHEZL., DHCPZOEANETLET,
7. B FR) =T, LLDPZN L THREES O EREESEE W ERA/N1M A SAPICTIC
DHCP Discoverz )L —L %9,

8. 1—Hik. BMICREE hi-A/NA > H[Fabric Membership]|H 7 X Z1— LR REhD &
ZBHEREL, ThSZERTEEXRT,

9. ANA U HFBEBEhDE, APICIKTEPT—ILASDOIP7 RLATHEL, chsn./—R
ODHCPHAXETLET,

10. ANA V) L—DHCPIX, pod1 DD IXNTH ./ —RASBELET, (hik, #HEZ
NTVWBRESIC, ANAVEV=TAAYFOBICTIAY S AINHBDEZFRELT
BY, ChHF—BWNEBET—FTIF YT ),

M. EDAPICICERE NI —T7 /—RFBFRENDE, APICOTARBIHEEOTCPEEZN
LTI ENET, APIC2EAPIC3NDEY RPYTHATAINFETLTVD Z EEZRR
LET,

12. IXTOAPICH VT AR ZFERL., RLICEBAELTWA L Z2RALET. CNEE. 7
77UV ORKEERET T,

AL Tk, 777UV O /—RTHLVWCLIONY RFERATEDKSICRY), —fREIERH
FEODHICEISET. ROEVIIVTR, RFENLFIVIICOVTHBAL, BEO L
STIND1—FTA4VTICRIDEMOBRIAEIV RERHELET,

leafl01l# show discoveryissues

Checking the platform type................ LEAF!
Check01l - System state - in-service [ok]
Check02 - DHCP status [ok]

TEP IP: 10.0.72.67 Node Id: 101 Name: leafl0l
Check03 - AV details check [ok]

Check04 - IP rechability to apic [ok]

Ping from switch to 10.0.0.1 passed

Check05 - infra VLAN received [ok]

infra vLAN:3967

Check06 - LLDP Adjacency [ok]

Found adjacency with SPINE

Found adjacency with APIC

Check07 - Switch version [ok]

version: n9000-14.2(1j) and apic version: 4.2(13)
Check08 - FPGA/BIOS out of sync test [ok]
Check09 - SSL check [check]

SSL certificate details are valid

Checkl0 - Downloading policies [ok]

Checkll - Checking time [ok]

2019-09-11 07:15:53

Checkl2 - Checking modules, power and fans [ok]



Check01 : ¥ AT ARRE

)—7h /—RIDZEE)H TSI, 777UV DICBREENDE, TOT—RNANSYTORD
O— RABBE N, in-service REEICEBITLE T,

Check01l - System state - out-of-service [FAIL]

Check01l - System state - downloading-boot-script [FAIL]

)—7 OREOREZRILT S ICIE. moquery -c topSystemZETLE T

leafl01l# moquery -c topSystem

Total Objects shown: 1

# top.System

address : 10.0.72.67
bootstrapState : done

serial : FDO20160TPS
serverType : unspecified
siteId 1

state : in-service
status :

systemUpTime : 00:18:17:41.000
tepPool : 10.0.0.0/16
unicastXrEpLearnDisable : no

version : n9000-14.2(13)
virtualMode : no

Check02:DHCPAT—Z A

Check02 - DHCP status [FAIL]

ERROR: node Id not configured

ERROR: Ip not assigned by dhcp server

ERROR: Address assigner's IP not populated
TEP IP: unknown Node Id: unknown Name: unknown

I)—7&. APIC1H» SDHCPRHTTEP7 RLAZZEL., BOAPICADIPIEGEZEILTHIHE
HFHYET, U—7 OYETEP(PTEP)IEloopbackOIZEIV) HTEsNFET, PRLANEYHTS
nTVEWES, 1—%EE ) —7 Ftpcdumpl—F 1 )5 1 ZEH L TDHCP DiscoverZixsfE L
TWBEERIETEET, CNICBBLTE, IXTOCPUSM N RO MNO=LTL—2%
YRND—ORKS T4V O RBRTEDARX—T I 4 Akpm_inbZFEHALET,

(none) # tcpdump -ni kpm_inb port 67 or 68
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on kpm_inb, link-type EN10OMB (Ethernet),
16:40:11.041148 IP 0.0.0.0.68 > 255.255.255.255.67:
length 300

~C

1 packets captured

capture size 65535 bytes
BOOTP/DHCP, Request from a0:36:9f:c7:al:0c,

1 packets received by filter
0 packets dropped by kernel

1—H&. dhcpdMAPICTETE N, bond0OH T AV RX—T I A ATU YA LTVWBR L ER
MIBDEETEET, RURAVE—TIA AR, APICR—KNICETD 777UV I%RLE
9, bond0.<infra VLAN>O R ZFEHAL £,



apicl# ps aux | grep dhcp

root 18929 1.3 0.2 818552 288504 ? Ssl Sep26 87:19 /mgmt//bin/dhcpd.bin -f -4 -cf
/data//dhcp/dhcpd.conf -1f /data//dhcp/dhcpd.lease -pf /var/run//dhcpd.pid --no-pid bond0.3967
admin 22770 0.0 0.0 9108 868 pts/0 S+ 19:42 0:00 grep dhcp

Check03:AV Q) &¥#f

Check03 - AV details check [ok]

=7, BRENLZAPICICTEP 7 —ILOBNBEHEDIPAHZ N ESH ZRIEL FT. APICIHE
BAEEERENTVEVEGRE. COFIVIICERLET, 11—, Tacidiag avreads 1
NYREFEALT, U—7 /—ROBRINSHREDAPICIEREZERTTEERT, XOBITE.
leaf/spine 70> 7 MZ(none#NRRENTWVWBBE, V—T/ANA N ELET 7T IV IDX
NTRBEVWCEZRLTVETY,

(none) # acidiag avread

Cluster of 0 1m(t):0(zeroTime) appliances (out of targeted 0 1lm(t):0(zeroTime)) with
FABRIC_DOMAIN name=Undefined Fabric Domain Name set to version= 1lm(t) :0(zeroTime) ;
discoveryMode=PERMISSIVE 1lm(t):0(zeroTime); drrMode=OFF Im(t):0(zeroTime)
clusterTime=<diff=0 common=2019-10-01T18:51:50.315+00:00 local=2019-10-01T18:51:50.315+00:00
pF=<displForm=1 offsSt=0 offsVliu=0 1lm(t):0(zeroTime)>>

leafl01# acidiag avread
Cluster of 3 1m(t):0(2019-09-30T18:45:10.320-04:00) appliances (out of targeted 3 Im(t):0(2019-
10-01T14:52:55.217-04:00)) with FABRIC_DOMAIN name=ACIFabricl set to version=apic-4.2(13j)
Im(t):0(2019-10-01T714:52:55.217-04:00) ; discoveryMode=PERMISSIVE lm(t):0(1969-12-
31T20:00:00.003-04:00) ; drrMode=OFF 1m(t):0(1969-12-31T20:00:00.003-04:00); kafkaMode=OFF
Im(t):0(1969-12-31T720:00:00.003-04:00)

appliance id=1 address=10.0.0.1 Im(t):2(2019-09-27T17:32:08.669-04:00) tep
address=10.0.0.0/16 1m(t):1(2019-07-09T19:41:24.672-04:00) routable address=192.168.1.1
Im(t):2(2019-09-30T18:37:48.916-04:00) oob address=0.0.0.0 Im(t):0(zeroTime) version=4.2(13)
Im(t):1(2019-09-30T718:37:49.011-04:00) chassisId=c67d1076-a2a2-11e9-874e-a390922be712
Im(t):1(2019-09-30T718:37:49.011-04:00) capabilities=0X3EEFFFFFFFFF--0X2020--0X1 1lm(t):1(2019-09-
26T09:32:20.747-04:00) rK=(stable,absent,0) 1lm(t):0(zeroTime) aK=(stable, absent, 0)
Im(t) :0 (zeroTime) oobrK=(stable,absent,0) 1lm(t):0(zeroTime) oobaK=(stable, absent, 0)
Im(t) :0(zeroTime) cntrlSbst=(APPROVED, FCH1929V153) 1lm(t):1(2019-10-01T12:46:44.711-04:00)
(targetMbSn= Im(t) :0(zeroTime), failoverStatus=0 Im(t):0(zeroTime)) podId=1 Im(t):1(2019-09-
26T09:26:49.422-04:00) commissioned=YES 1m(t):101(2019-09-30T718:45:10.320-04:00) registered=YES
Im(t):3(2019-09-05T711:42:41.371-04:00) standby=NO 1lm(t) :0(zeroTime) DRR=NO 1m(t):101(2019-09-
30T718:45:10.320-04:00) apicX=NO 1lm(t):0(zeroTime) virtual=NO 1lm(t):0(zeroTime) active=YES

appliance id=2 address=10.0.0.2 Im(t):2(2019-09-26T09:47:34.709-04:00) tep
address=10.0.0.0/16 1m(t):2(2019-09-26T09:47:34.709-04:00) routable address=192.168.1.2
Im(t):2(2019-09-05T11:45:36.861-04:00) oob address=0.0.0.0 Im(t):0(zeroTime) version=4.2(13)
Im(t):2(2019-09-30T718:37:48.913-04:00) chassisId=611febfe-89cl-11e8-96bl-c7a7472413f2
Im(t):2(2019-09-30T18:37:48.913-04:00) capabilities=0X3EEFFFFFFFFF--0X2020--0X7 1lm(t):2(2019-09-
26T09:53:07.047-04:00) rK=(stable,absent,0) 1lm(t):0(zeroTime) aK=(stable, absent, 0)
Im(t) :0 (zeroTime) oobrK=(stable,absent,0) 1lm(t):0(zeroTime) oobaK=(stable, absent, 0)
Im(t) :0(zeroTime) cntrlSbst=(APPROVED, FCH2045V1X2) 1lm(t):2(2019-10-01T712:46:44.710-04:00)
(targetMbSn= Im(t) :0(zeroTime), failoverStatus=0 Im(t):0(zeroTime)) podId=1 Im(t):2(2019-09-
26T09:47:34.709-04:00) commissioned=YES 1m(t):101(2019-09-30T718:45:10.320-04:00) registered=YES
Im(t):2(2019-09-26T09:47:34.709-04:00) standby=NO 1lm(t) :0(zeroTime) DRR=NO 1m(t):101(2019-09-
30T718:45:10.320-04:00) apicX=NO 1lm(t):0(zeroTime) virtual=NO 1lm(t):0(zeroTime) active=YES

appliance id=3 address=10.0.0.3 Im(t):3(2019-09-26T10:12:34.114-04:00) tep
address=10.0.0.0/16 1m(t):3(2019-09-05T11:42:27.199-04:00) routable address=192.168.1.3
Im(t):2(2019-10-01T13:19:08.626-04:00) oob address=0.0.0.0 1Im(t):0(zeroTime) version=4.2(13)
Im(t):3(2019-09-30T718:37:48.904-04:00) chassisId=99bade8c-cff3-11e9-bba7-5b906a49dc39
Im(t):3(2019-09-30T718:37:48.904-04:00) capabilities=0X3EEFFFFFFFFF--0X2020--0X4 1lm(t):3(2019-09-
26T10:18:13.149-04:00) rK=(stable,absent,0) 1lm(t):0(zeroTime) aK=(stable, absent, 0)



Im(t) :0(zeroTime) oobrK=(stable,absent,0) 1lm(t) :0(zeroTime) oobaKk=(stable, absent,0)

Im(t) :0(zeroTime) cntrlSbst=(APPROVED, FCH1824V2VR) lm(t):3(2019-10-01T12:48:03.726-04:00)
(targetMbSn= 1m(t) :0(zeroTime), failoverStatus=0 1Im(t):0(zeroTime)) podId=2 Im(t):3(2019-09-
26T10:12:34.114-04:00) commissioned=YES 1m(t):101(2019-09-30T718:45:10.320-04:00) registered=YES
Im(t):2(2019-09-05T11:42:54.935-04:00) standby=NO 1m(t) :0(zeroTime) DRR=NO 1lm(t):101(2019-09-
30T718:45:10.320-04:00) apicX=NO 1lm(t) :0(zeroTime) virtual=NO 1lm(t):0(zeroTime) active=YES
clusterTime=<diff=15584 common=2019-10-01T14:53:01.648-04:00 local=2019-10-01T14:52:46.064-04:00
pF=<displForm=0 offsSt=0 offsv1lu=-14400 1m(t) :21(2019-09-26T10:40:35.412-04:00) >>

Check04:APICA O IPE|3E 7T gE 1%

)—TJFIPFRLAZZSETSHE, APICEDTCPEY > a> ORI EHHK, BENA D> O—R
MEBZRBABLET., 1—HE&. Tipings I—FT1 VT 1 ZFEAL TAPICADIPERZRIITE X
9,

leafl0l# iping -V overlay-1 10.0.0.1
PING 10.0.0.1 (10.0.0.1) from 10.0.0.30: 56 data bytes

64 bytes from 10.0.0.1: icmp_seqg=0 ttl=64 time=0.651 ms

64 bytes from 10.0.0.1: icmp_seg=1 ttl=64 time=0.474 ms

64 bytes from 10.0.0.1: icmp_seqg=2 ttl=64 time=0.477 ms

64 bytes from 10.0.0.1: icmp_seg=3 ttl=64 time=0.54 ms

64 bytes from 10.0.0.1: icmp_seg=4 ttl=64 time=0.5 ms

--- 10.0.0.1 ping statistics --- 5 packets transmitted, 5 packets received, 0.00% packet loss

round-trip min/avg/max = 0.474/0.528/0.651 ms

Check05 : 1> 75 ANTZ U F ¥VLAN

Check05 - infra VLAN received [ok]

A2 T7IVLANFIY O, /—RAFAPICHFETAIRY RICEKENTVRIFEICOKKIL
T9, TOTHVWEEGE., FIVINKRRIBDCEN FEEID LD, I—TFREAYE—DZE&
|WTEET,

)—7 &, tOACI/—RASZFELELLDPNT Y MZEDWTA VT TARNZ U F ¥VLANZE
RELET. RHAICRELENTY ME, A4 Y FHFREPICZTANSIET,

(none) # moquery -c l1lldpInst
Total Objects shown: 1

# 11ldp.Inst

adminSt : enabled

childAction

ctrl :

dn : sys/lldp/inst

holdTime : 120

infravlan : 3967

initDelayTime : 2

1cOwn : local

modTs : 2019-09-12T07:25:33.194+00:00
monPolDn : uni/fabric/monfab-default
name

operErr

optTlvSel : mgmt-addr,port-desc,port-vlan, sys-cap, sys-desc, sys-name
rn : inst

status



sysDesc : topology/pod-1/node-101
txFreq : 30

(none) # show vlan encap-id 3967

VLAN Name Status Ports

8 infra:default active Ethl/1

VLAN Type Vlan-mode

8 enet CE
APICICEBENERAM Y FR—KNA 2R —T T4 ATinfra VLANA 7O S LhEnhTVEWES
., V=& >THREHE N EEROBEEZFIYILET,

(none) # moquery -c 1lldpIf -f 'lldp.If.wiringIssues!=""'
Total Objects shown: 1

# 11dp.If

id : ethl/1

adminRxSt : enabled

adminSt : enabled

adminTxSt : enabled

childAction

descr :

dn : sys/1ldp/inst/if-[ethl/1]
1cOwn : local

mac : EO:0E:DA:A2:F2:83

modTs : 2019-09-30T18:45:22.323+00:00
monPolDn : uni/fabric/monfab-default
name

operRxSt : enabled

operTxSt : enabled

portDesc

portMode : normal

portVlan : unspecified

rn : if-[ethl/1]

status

sysDesc

wiringIssues : infra-vlan-mismatch
Check06:LLDP B3B3 %

Check06 - LLDP Adjacency [FAIL]
Error: leaf not connected to any spine

ENR—RNFHOACITNA AICERLTVRALAZHBTEICE, V=M T777)v o)
— RASLLDPESETIXENHET, LLDPAZEE iz L &HETSI(CIE. [show lidp
neighbors]2 A/ IZL X T,

(none) # show 11ldp neighbors

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0O) Other

Device ID Local Intf Hold-time Capability Port ID
apicl Ethl/1 120 eth2-1
apic2 Ethl/2 120 eth2-1
switch Ethl/51 120 BR Eth2/32

switch Ethl/54 120 BR Ethl/25



Total entries displayed: 4

Check07 : A4 Y F/IN\—=>3>

Check07 - Switch version [ok]
version: n9000-14.2(1j) and apic version: 4.2(13)

APICE) =T ON—2a U NEBDHE, 777 VY VREBARKBIDAIREEN BV ET, U—
TTCERITENTVWBRN—2a > &RBRIETSICIE. Tshow versiony £ IE Tvsh -¢ 'show
version'y ZERAL X T,

(none) # show version
Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac

Documents:
http://www.cisco.com/en/US/products/ps9372/tsd products support series home.htmlCopyright (c)
2002-2014, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and

http://www.opensource.org/licenses/1gpl-2.1.php

Software

BIOS: version 07.66

kickstart: version 14.2(1j) [build 14.2(135)]
system: version 14.2(13j) [build 14.2(13)]
PE: version 4.2(13)

BIOS compile time: 06/11/2019

kickstart image file is: /bootflash/aci-n9000-dk9.14.2.13j.bin
kickstart compile time: 09/19/2019 07:57:41 [09/19/2019 07:57:41]
system image file is: /bootflash/auto-s

system compile time: 09/19/2019 07:57:41 [09/19/2019 07:57:41]

BUON> RAAPICTEHEEL £7,

apicl# show version

Role Pod Node Name Version
controller 1 1 apicl 4.2(13)
controller 1 2 apic2 4.2(13)
controller 2 3 apic3 4.2(13)
leaf 1 101 leafl101 n9000-14.2(13)
leaf 1 102 leafl02 n9000-14.2(13)
leaf 1 103 leafl103 n9000-14.2(13)
spine 1 1001 spinel n9000-14.2(13)
spine 1 1002 spine? n9000-14.2(13)

Check08:FPGA/EPLD/BIOSH ERIL TWEE A,

FPGA EPLD, 8XUBIOSON—23a2 ik, V=T /—ROEDI1—-IIZEEICRET D HEE

ICHEZEAZUBEMENf GVET, chofEFITEDE, AMYVTFOAEZ—TIA AN EEHT
EBL DR 75"'&'!)?3'0 I—H%&, XOmoqueryIN¥ > RZEHAL T, FPGA, EPLD, &
KUBIOSOERMTN—2 3 EFEN—DIVERIETERT,


http://www.cisco.com/tac
http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html
http://www.opensource.org/licenses/gpl-2.0.php
http://www.opensource.org/licenses/lgpl-2.1.php

(none) # moquery -c firmwareCardRunning
Total Objects shown: 2

# firmware.CardRunning

biosver : v07.66(06/11/2019)
childAction

descr

dn : sys/ch/supslot-1/sup/running
expectedVer : v07.65(09/04/2018) interimVer
internalLabel

modTs : never

mode : normal

monPolDn : uni/fabric/monfab-default
opersSt : ok

rn : running

status :

ts : 1970-01-01T00:00:00.000+00:00
type : switch

version : 14.2(13)

# firmware.CardRunning

biosver : v07.66(06/11/2019)
childAction

descr

dn : sys/ch/lcslot-1/1c/running
expectedVer : v07.65(09/04/2018) interimVer
internalLabel

modTs : never

mode : normal

monPolDn : uni/fabric/monfab-default
opersSt : ok

rn : running

status :

ts : 1970-01-01T00:00:00.000+00:00
type : switch

version : 14.2(13)

(none) # moquery -c firmwareCompRunning
Total Objects shown: 2

# firmware.CompRunning

childAction

descr

dn : sys/ch/supslot-1/sup/fpga-1/running
expectedvVer : 0x14 internallLabel

modTs : never

mode : normal

monPolDn : uni/fabric/monfab-default
opersSt : ok

rn : running

status :

ts : 1970-01-01T00:00:00.000+00:00
type : controller

version : 0x14

# firmware.CompRunning

childAction

descr :

dn : sys/ch/supslot-1/sup/fpga-2/runnin
expectedVer : 0x4

internallLabel

14.2(13)

14.2(13)



modTs : never

mode : normal

monPolDn : uni/fabric/monfab-default
opersSt : ok

rn : running

status :

ts : 1970-01-01T00:00:00.000+00:00
type : controller

version : 0x4

LFHOFPGAN/N—T 3V A FRENBFPGAND/N—T 32 & —H LA LVER . Leaf/Spine
EPLD/FPGA not correct, F15823 M3 1) Z® "Fabric discoverys £ 32> "Device
replacement; DEICHBDFIETEFHFTEET,

Check09:SSLF T v ¥

Check09 - SSL check [check]
SSL certificate details are valid

IRTOT7 77Uy Y /—RETSSLBEZFEALT, A MO-LTL—2RNZT7 1Y O %R
RICESHKLERT, EHETNBSSLAIRABRRERICA AR —IEh, v —202UTILE
SICETVTEREIET., HhEOEXPROEHTT,

subject= /serialNumber=PID:N9K-C93xxxxx SN:FDOxxxxxxxx/CN=F DOXXXXXXXX

AAY FOBREPICSSLAAEZRIAETZICE, ROOV REFERALET,

(none)# cd /securedata/ssl && openssl x509 -noout -subject -in server.crt
subject= /serialNumber=PID:N9K-C93180YC-EX SN:FD020432LH1/CN=FDO20432LH1

LROOARY RIE, RAAYTF/—RAKERBFOBEICDK, FIL—FI—HFELTHETS
CECEBLTLSEZL,

Y—2O2D)TIINESE, ROON RTHEETERT,

Vl

(none) # show inventory
NAME: "Chassis", DESCR: "Nexus C93180YC-EX Chassis"
PID: N9K-C93180YC-EX , VID: V0O , SN: FDO20160TPS

+7 . TRERREOBACENTHILENHYET, TREOENEANERTT B,
openssiI N> RT M —dates; 759 %#FERALET,

(none) # cd /securedata/ssl && openssl x509 -noout -dates -in server.crt
notBefore=Nov 28 17:17:05 2016 GMT
notAfter=Nov 28 17:27:05 2026 GMT

Check10: RUS—mAD>O—R

Checkl0 - Downloading policies [FAIL]
Registration to all PM shards is not complete
Policy download is not complete

) —7 NAPICIZIPEIZERREME 2D &, APICHASEREN AU O—REh, APICEKA D >O—
RAETLECEZREBLET, COVOELAODAT—RAF., KON RTRRTEET,



(none) # moquery -c pconsBootStrap
Total Objects shown: 1

# pcons.BootStrap

allLeaderAcked : no
allPortsInService . yes
allResponsesFromLeader : yes
canBringPortInService : no

childAction

completedPolRes : no

dn : rescont/bootstrap
lcOwn : local

modTs : 2019-09-27T22:52:48.729+00:00
rn : bootstrap

state : completed

status

timerTicks : 360

try : 0
worstCaseTaskTry : 0

Check11 : BFH

Checkll - Checking time [ok]
2019-10-01 17:02:34

COFIVOTR, I—HICBHEOEBIANRRENET, APICEAAMY FOREBOEN KETE
e, BENKRKIDAEMNFHVYET, APICTIE, date AT RTEAZEEATEET,

apicl# date
Tue Oct 1 14:35:38 UTC 2019

Check12 : €221—J)L, PSU, 77>FI VY

AAYFHFMEOTINARIZEEHRTEDEIDICTDICE, E21-ILFBEBLTVWTA AT
BOTVWBHBENHYET, Chik. Tshowmodules & KU Tshow environmenty N> RT
RIETEET,

(none) # show module

Mod Ports Module-Type Model Status

| 54 48x10/25G+6x40/100G Switch NOK-COILEOYC-EX ok
Mod Sw Hw

L 120y 0.3050

Mod MAC-Address (es) Serial-Num

1 e0-0e-da-a2-f2-83 to e0-0e-da-a2-f2-cb FD0O20160TPS

Mod Online Diag Status

(none) # show environment
Power Supply:
Voltage: 12.0 Volts



Power Actual Total
Supply Model Output Capacity Status
(Watts ) (Watts )

1 NXA-PAC-650W-PI o w 650 W shut
2 NXA-PAC-650W-PI 171w 650 W ok

Actual Power
Module Model Draw Allocated Status

(Watts ) (Watts )
1 N9K-C93180YC-EX 171w 492 W Powered-Up
fanl NXA-FAN-30CFM-B N/A N/A Powered-Up
fan2 NXA-FAN-30CFM-B N/A N/A Powered-Up
fan3 NXA-FAN-30CFM-B N/A N/A Powered-Up
fan4 NXA-FAN-30CFM-B N/A N/A Powered-Up
N/A - Per module power not available
Power Usage Summary:
Power Supply redundancy mode (configured) Non-Redundant (combined)
Power Supply redundancy mode (operational) Non-Redundant (combined)
Total Power Capacity (based on configured mode) 650 W
Total Power of all Inputs (cumulative) 650 W
Total Power Output (actual draw) 171 W
Total Power Allocated (budget) N/A
Total Power Available for additional modules N/A
Fan
Fan Model Hw Status
Fanl (sys_fanl) NXA-FAN-30CFM-B - ok
Fan2 (sys_fan2) NXA-FAN-30CFM-B - ok
Fan3 (sys_fan3) NXA-FAN-30CFM-B -— ok
Fand (sys_fan4) NXA-FAN-30CFM-B - ok
Fan_in_PS1 -- -— unknown
Fan_in_PS2 -- -— ok
Fan Speed: Zone 1: 0x7f
Fan Air Filter Absent
Temperature:
Module Sensor MajorThresh MinorThres CurTemp Status
(Celsius) (Celsius) (Celsius)

1 Inlet (1) 70 42 35 normal
1 outlet (2) 80 70 37 normal
1 x86 processor (3) 90 80 38 normal
1 Sugarbowl (4) 110 90 60 normal
1 Sugarbowl vrm(5) 120 110 50 normal

EVI-AFAYTA VRS BEVHEAR, TV 1—LEMUHIFEL, FPGA, EPLD, EEE
BIOSOF —HERRL £7.

Bhie>TVF 06
STV : BAOV—THTFTVY IR N—y TERFENEL

COFIATR, I—FBEEY NTYTRIVT7NORETHRICAPICIICOTA L, 777V



VYIOXN=2DYTICAAYFHARRENTFBA. ZHIOU—TOBRHENEEICTHONDRLDIC
. APICE#BE7 T —XD')—7H» SDHCP Discover2 Z{ET2HENHV)ET,

APICIA"EY RPYTRVV TR TREENENT XA —RIZ—HTBLLDP TLVZEFLTVWSD C
EETERLET,

apicl# acidiag run lldptool out eth2-1
Chassis ID TLV
MAC: e8:65:49:54:88:al
Port ID TLV
MAC: e8:65:49:54:88:al
Time to Live TLV
120
Port Description TLV
eth2-1
System Name TLV
apicl
System Description TLV
topology/pod-1/node-1
Management Address TLV
IPv4d: 10.0.0.1
Ifindex: 4
Cisco Port State TLV
1
Cisco Node Role TLV
0
Cisco Node ID TLV
1
Cisco POD ID TLV
1
Cisco Fabric Name TLV
ACIFabricl
Cisco Appliance Vector TLV
Id: 1
IPv4: 10.0.0.1
UUID: c67d1076-a2a2-11e9-874e-a390922be712
Cisco Node IP TLV
IPv4:10.0.0.1
Cisco Port Role TLV
2
Cisco Infra VLAN TLV
3967
Cisco Serial Number TLV
FCH1929V153
Cisco Authentication Cookie TLV
1372058352
Cisco Standby APIC TLV
0
End of LLDPDU TLV

Rz, APICIAEEERE NV —T7 /—RASLIDPZEZEEFEL TVWACEERIALET,

apicl# acidiag run lldptool in eth2-1
Chassis ID TLV
MAC: e0:0e:da:a2:f£f2:83
Port ID TLV
Local: Ethl/1
Time to Live TLV
120
Port Description TLV
Ethernetl/1



System Name TLV
switch
System Description TLV
Cisco Nexus Operating System (NX-0S) Software 14.2(13)
TAC support: http://www.cisco.com/tacCopyright (c) 2002-2020, Cisco Systems, Inc. All rights

reserved.
System Capabilities TLV
System capabilities: Bridge, Router
Enabled capabilities: Bridge, Router
Management Address TLV
MAC: e0:0e:da:a2:£2:83
Ifindex: 83886080
Cisco 4-wire Power-via-MDI TLV
4-Pair PoE supported
Spare pair Detection/Classification not required
PD Spare pair Desired State: Disabled
PSE Spare pair Operational State: Disabled
Cisco Port Mode TLV
0
Cisco Port State TLV
1
Cisco Serial Number TLV
FDO20160TPS
Cisco Model TLV
N9K-C93180YC-EX
Cisco Firmware Version TLV
n9000-14.2(13)
Cisco Node Role TLV

1

Cisco Infra VLAN TLV
3967

Cisco Node ID TLV
0

End of LLDPDU TLV

APICIN BEEKc N —T7 /—RASLLDPEZEL TVWSHEE. U—TRAPICIZEfKE
ER—NETAVT7SVLANEZ OIS LTRHRENHYET, COVLANZOT I TF, T
show vlan encap-id <x>1 N> RZFEHAL TRIETEET, T, "x1 BFEREBZHDA>2T
SANSOUF¥VLANTT,

(none) # show vlan encap-id 3967
VLAN Name Status Ports

8 infra:default active Ethl/1

VLAN Type Vlan-mode

8 enet CE
AVT7ZARTZIOFYVLANA 7O S LENTVEVEEE, V=7 /—RIZK>ThkREEh
EERMROBEZEIELET,

(none) # moquery -c 1lldpIf -f 'lldp.If.wiringIssues!=""'
Total Objects shown: 1

# 1lldp.If

id : ethl/1
adminRxSt : enabled
adminSt : enabled
adminTxSt : enabled

childAction


http://www.cisco.com/tac

descr :
dn : sys/lldp/inst/if-[ethl/1]

lcOwn : local

mac : EO:0E:DA:A2:F2:83

modTs : 2019-09-30T18:45:22.323+00:00
monPolDn : uni/fabric/monfab-default
name

operRxSt : enabled

operTxSt : enabled

portDesc

portMode : normal

portVlan : unspecified

rn : 1f-[ethl/1]

status

sysDesc

wiringIssues : infra-vlan-mismatch

wiring issuesf& A" Tinfra-vlan-mismatch, IZEREE N TWVBIFE, U—7RRAPICAEFLTYL

PEERFEBDAIVTTANTIVFYLANEZEZB L ECEZRLTVWET (APICOEEERD
Y > R "moquery c lidplnsty ZFEFAL THRTEET ), cOTFUFEK, IOTHOT 7T

DYy OD—ETH>2/—RASU—THNLLDPEZELLEHEAICRELEFT, BEEXWIC, F1 A
ANVHRO/—RiE, LLDPENULTRELERIOA 2V T7ZARNTIOFYVLANZZ ITANET
o CREMRTBICE., COU—TEMDACI/—K (APICER< ) BOBEEESBRLTHS,

Macidiag touch cleany &KX Treloady AN REZFEALTAAMYFEIV—2UO—RLET
o AMYFHRBLES, ELVWAVTTARNTIFYVLANA 7O LENTVWD L Z2HE

wlLET, CNHNETREEDHE, O/ —RAOEREZERTE, I—YREACIZ777UY D

NEY NTFTYTEESICHEDDENTEET,

SFVA2-HOAPICH I ZARICEML &L

COIFIVATRR, SRXTOT7TUY O /) —RFBEENAEL N, APIC2E3IEEEAPICY
SAZRIZBMULTVWEEA,

APICEITEY RTY TRV NDEZRIELET, —HITHDVENHDERFRIXOESYTT,

CTTFPTIVYIORXALY

. 777UY 21D

. TEP7' =)L

- 14> 7ZVLAN

- GIPo

cODTARHAX

T T—=LDITFT N—23>

apicl# cat /data/data_admin/sam_exported.config
Setup for Active and Standby APIC

fabricDomain = ACIFabricl
fabricID = 1

systemName =apicl
controllerID = 1

tepPool = 10.0.0.0/16
infravlan = 3967

GIPo = 225.0.0.0/15

clusterSize = 3
standbyApic = NO
enableIPv4 Y

enableIPvb N



firmwareVersion = 4.2(13)
ifcIpAddr = 10.0.0.1

apicX = NO

podId = 1

oobIpAddr = 10.48.22.69/24

3DFNXTNDAPICT Tacidiag cluster; IX > RZFEAL T, — BN BBEZHEZELE T,

apicl# acidiag cluster
Admin password:

Product-name = APIC-SERVER-M1
Serial-number = FCH1906V1XV
Running. ..

Checking Core Generation: OK

Checking Wiring and UUID: OK

Checking AD Processes: Running

Checking All Apics in Commission State: OK
Checking All Apics in Active State: OK
Checking Fabric Nodes: OK

Checking Apic Fully-Fit: OK

Checking Shard Convergence: OK

Checking Leadership Degration: Optimal leader for all shards
Ping OOB IPs:

APIC-1: 10.48.22.69 - OK

APIC-2: 10.48.22.70 - OK

APIC-3: 10.48.22.71 - OK

Ping Infra IPs:

APIC-1: 10.0.0.1 - OK

APIC-2: 10.0.0.2 - OK

APIC-3: 10.0.0.3 - OK

Checking APIC Versions: Same (4.2(13))
Checking SSL: OK

Done!

R#%IC, Tavread) ZHAL T, ChSOREN TN TDAPICT—HI DA ESHERILET
o COOANVRIF, BHEOEHZRT —MHE Tacidiagavread, ERFREBZED AN RTITAH, &
WEBICERATEDRDICHEITENTVET,

apicl# avread

Cluster:
fabricDomainName ACIFabricl
discoveryMode PERMISSIVE
clusterSize 3
version 4.2(13)
drrMode OFF
operSize 3
APICs

APIC 1 APIC 2 APIC 3
version 4.2(13) 4.2(13) 4.2(13)
address 10.0.0.1 10.0.0.2 10.0.0.3
oobAddress 10.48.22.69/24 10.48.22.70/24 10.48.22.71/24
routableAddress 0.0.0.0 0.0.0.0 0.0.0.0
tepAddress 10.0.0.0/16 10.0.0.0/16 10.0.0.0/16
podId 1 1 1
chassisId 3c9e5024-.-5a78727f 573el2c0-.-6b8dale5 44cd4bfl18-.-20b4f52&

cntrlSbst_serial (APPROVED, FCH1906V1XV) (APPROVED, FCH1921V1Q9) (APPROVED, FCH1906V1PW)



active YES YES YES

flags cra- cra- cra-
health 255 255 255
apicl#

SFVAZ: ANAVETFTIYIOXN=2 Y FERREABEVD

COIFIVATR, BIDOI—TF 777Uy ORATREENTVETAH, [Fabric
Membership]|H 7 X Z 1 —ICBREADANA U HARRENTVEL A,

V=T HhS5ANANODYEBNBERZRILLETT, XOFTRE, V—TRASYFREA22—-7
IAReN49ZNULTANAVICERENATVET,

leafl01l# show int ethl/49
Ethernetl1/49 is up
admin state is up, Dedicated Interface

Hardware: 1000/10000/100000/40000 Ethernet, address: 0000.0000.0000 (bia e00e.daa2.f3f3)
MTU 9366 bytes, BW 100000000 Kbit, DLY 1 usec

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, medium is broadcast

Port mode is routed

full-duplex, 100 Gb/s

R— N Hout-of-service AT —RX ANFEF, BEEHRENEZU—THSLIDPZZELECEEA
INA > THERLET,

(none) # show 1lldp neighbors

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0O) Other

Device ID Local Intf Hold-time Capability Port ID
leafl102 Eth2/27 120 BR Ethl1/53
leafl103 Eth2/29 120 BR Ethl1/49
leafl101 Eth2/32 120 BR Ethl/51

Total entries displayed: 3

ES51D20%KEEE, V=T EEANAON=—2D 3V ICEWN BV EZHERTHETYT, FETY
288k, RANNA > D/bootflashlCcHLWN—2 3> 2 JE—L TRRZMEBELET, KIC. XD
ARV REFERALT, YVIKNIITET—RITDEDICALYTFERELET,

(none)# 1s -alh /bootflash
total 3.0G

drwxrwxr-x 3 root admin 4.0K Oct 1 20:21

drwxr-xr-x 50 root root 1.3K Oct 1 00:22 ..

-rw-r--r-- 1 root root 3.5M Sep 30 21:24 CpuUsage.Log

-rw-rw-rw- 1 root root 1.7G Sep 27 14:50 aci-n9000-dk9.14.2.1j.bin

-rw-r--r-- 1 root root 1.4G Sep 27 21:20 auto-s

-rw-rw-rw- 1 root root 2 Sep 27 21:25 diag_bootup

-rw-r--r-- 1 root root 54 Oct 1 20:20 disk _log.txt

-rw-rw-rw- 1 root root 693 Sep 27 21:23 libmon.logs

drwxr-xr-x 4 root root 4.0K Sep 26 15:24 1xc

-rw-r--r-- 1 root root 384K Oct 1 20:20 mem_log.txt

-rw-r--r-- 1 root root 915K Sep 27 21:10 mem_log.txt.old.gz
1

-YW-YW-Yw-— root root 12K Sep 27 21:17 urib_api_log.txt

(none) # setup-bootvars.sh aci-n9000-dk9.14.2.1j.bin
In progress



In progress
In progress
In progress
Done

FHLOWAX=DHT—RT7Sv21h5#EMICHIBRENZBEEIE. VWA X—Fiidauto-
s77AINZHIBRL T, 7AINEIDN¥DUTTHBDEZ2HRLET, AMYFT Tdf-hy ZEH
LT, AR—ADFEARZHEIELET,

T—REBERELILE, R4y FE2UO—RTBE, HLWN—-232TT—KLET,

)O— R#I(Z, FPGA, EPLD, B8 X U'BIOSORIIN HEICEDFEN HYET, COBEICE
TH2EBBNTTIIN21—F 14200020 TR, Y7023 TU—=J/ANA>
EPLD/IFPGANELLS H)EB A, F1582, #SHBL T &L,

SFVFL: BAOTF7TVY VBRKUERIC, VSAZFRLCEEGTHIHNHMEBRT IS+ &2 E
&

LW 77Uy ORBRERICCOBBEN RETDEHEEE. APIC-M3E L IFAPIC-L3A 77 71
YOIERENTVRT—TJIINFELL BV ENRRTHD AR H V) TT. APICICHERE
NEMBD')—T ALY FT Tshow lldp neighbors) ZR1ITTDE, COKDIBT—TIEHD
MY EERETEET, ChZEBBERTIDE. AADJ—TAAYFICEUAPICA R —T7 I
A ANRRENET,

APIC-M3/L3H—/NOEHIF XD KRS ICEVY KT,

APIC-M3/L38—/ DO EEE

e =@=e
Cr=O=0
SRREREROR0T

-]
o ﬁi"
| G@ DODOOOOOODOD - - - -
U

APIC-M3/L3MIFE, VICH—RICE4DDR—KAFHYWET, RICTRTISIC, ETH2-1, ETH2-
2, ETH2-3. # KUV ETH2-4,

ZRIfFEAPIC VIC 14550 F R

APICH—NZ) =T AA Y FILERITZDIL-ILEROELS)TT,

cIXNTOR—NOEER, 10FHEY NELERB2FHEY ROEESSHADEILUTH D HEN



HYERT,

- ETH2-1£ETH2-2l&. APIC OS#H 5 Meth2-1 (‘ifconfig’ output) IC ST B 1D DR— N F v X
IRFTTY,

- ETH2-3EETH2-4EtEDR— K F ¥ XILART T, APIC OSDeth2-2 (‘ifconfig' output) i= Xt L
7,

CR=RF AP RIRTZEICHTENBELEF1OETTY, Rz, 18305 -7 )L %
ETH2-1E RETH2-2IC 88 L. £ 51FK0T —7 L ZETH2-3F /= IFETH2-4IZ B/ L £ (R
—RNFYRIRTOEADETHEERLBEVWTLEEW), ChiCkY, 777Uy ORBRHD
MEFRELET. )

ESICEBEERDDIEDHIC, APICEENDVICR—KNIYE T ZRIZRLET,

VIC 1455R— N : APICER 777Uy UKR—N

e

Rear panel - VIC 1455 ports




BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



