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- AVS

- ASAv

- EPG, BD. VRF

- Access Control List (ACL; 72tA d>hO—JL VAR

cL4-LTH—ERT ST

- vCenter
CORFIXNOBERE,. BEODTRREICHDTFNAAILETVTERENELE, COR
FAIXRNTEATIIXNTOTFNAARRG, FI(F72)D ) REORELSEEBLTVET
o MRDEY NT—UNRBBPTHRIEEICE., EOLKSBIOANVRICODVTE, TOEEN
BEEICIODVTHEEICERL THKBENF HYET,

R E
XY RND—OR

CORIZRTRDIC,
ﬂjll. ﬂfl
W = Lo =Y 214

L 1/5 1/6 1/33-44 1/33-44 1/5 1/6

1 2 1 2

i 25-26 37-48

L [ _EsXif1) | [ ESXi(2) |

P18 : Nexus1 {219

| 216 CIMC % [ 2170MC
P : i

Management [10.201.35.0)

AVS Initial Setup creates a VMware vCenter Domain ( VMM#R S ) 2

p:

DO RXAVIZEBOT R E—HB I THIRERAA Y FOVS) T M) ZEKTER
Fo LEL, BET—BEVE—ICEVWEHTRHEANTESCisco AVSR1DEFTY,



. Cisco AVSZEAL = —ERTZ7DOE A, Cisco ACIU1J—RA1.2(1i)& Cisco AVS!) 1
—2Z52(1)SV3(1.10)A 8 HR—hEnNTVWET, $—ERYIS7LE0ORER. Cisco
Application Policy Infrastructure Controller(Cisco APIC) TI1TWE T,

. Cisco AVSZE R L = —ERRET > > (VM)O R, Virtual Local Area
Networks(VLAN)1 7° 2 )L{t E— R % £ A 9 % Virtual Machine Manager(VMM) R X o > T ® &
HR—KEhFxrd, 2L, JE1—FT129VM(7ONAM A =LV 1—X
VM ) &, Virtual Extensible LAN(VXLAN)% 7= EVLAND 7 2LIL EER T BVMM K X 1 (2
BIBENTEERT,

CF, O—HANAAMYTFUIZERTREERE. NLFFYARNTRLARAET IR ZES
WEBA. O—HILAAYFUINFNBRENATVEVEEGE. YILFFYANT—IILEZRE
TRIBENBY., AVSTT7 TV Y UL£EOIINFF Y ART RLARIILFFYARNT =)
CEFENERA. AVSHSRETNDINTORNT T 1Y JlF, VLANKIZREVXLANA 7 &
MEEhET,

KIZTT KSIC. [VM Networking] > [VMWare] > [Create vCenter Domain]iC# 8L £ 9,

Create vCenter Domain il3d

Specify vCenter domain users and controllers
Virtual Switch Name: AVS

Virtual Switch: | VMware vSphere Distributed Switch  IReE AT
Switching Preference: | No Local Switching Local Switching

Encapsulation: @ VLAN

VXLAN
Associated Attachable Entity Profile: AEP-AVS - @
VLAN Pool: VlanPool-AVS(dynamic) - @
Security Domains: +
Name Description
vCenter Credentials: x +
Profile Mame Username Description

vCenterCredentials  root

vCenter: X +

Name P Type Stats Collection
vCenterController 10.201.35.9 vCenter Disabled

R—RFr¥RILKEZRFVPC (REBAR—FFrRI ) ZEALTVBREHEERE. vSwitch’ RS —&FR
ELTMacEZV T2 ERATREZHBEBLET,



0%, RIZRT&ESIC. APICHAVSAL ¥ FREEVCenterlC 7Y S 132 4BA B ET,
e & =

File Edit View lnventory Administration Plug-ins Help

B B |& rome 5 g iventory b @ Networking &3 ]
C
B
B Act
B I ws i Summary  Networks Ports | Configuration  Virtwal Machines 'Hosts  Tasks & Events ' Alarms  Permissions
EF L close tab [ -
B vplnk What is a vSphere Distributed Switch?
& cuarating
L vep A vSphere Distibuled Swilch acts as 3 single virual swilch
@ [0 o across all associated Nosts. TS alows virual Machines 1o
£ ™ Network maintain consistent network configuration as they migrate

across hosts

Distributed wirtual netaorking ¢ onfiguration consists of
three parts. The first par lakes place at the datacenter
evel, where viphere Disinbuled Swilches are crealed,
and hosts and disinbuled port groups are added fo
vEphere Distribuled Swilches. The second pan lakes
place at the nost level, where host ports and networking
senices are associaled with vEphere Distribuled Swilches
edfther through individual hos! networking confguraton or
i using host profiles. The third part takes place al the virtual
madhine level, whens viual maching NICS are COnmesied
o distributed port groups eifher through individual virtual
machine NIC configuration or by migrating virtual mac hine
networking from the vSphene Destnbuted Swich itseil

Basic Tasks

Learn more about viphere Distributed
Switches

i Add a host

af Manage this vSphere distributed switch Learn how to set up a network with a
viphere Distributed Switch
A& Create a new port group

-
Hrcemi Tasks Mams. Target o Status contmsrs = [ ot X
Target Ratia Datay Tetiated by wCanter Sarver Raquested ae T~ et Nime Completed Tima
= oW & Complesd root O whoat 142018 931129 AM LA2018 9:31:29 AM L2018 913109 AM
- v & Co=plaat root r')] shost 1/A2018 930151 AM L2018 9:30051 AM L2016 9130:50 aM
5) Add Diptnbuted Pot Group ;| @ Complast root U whut 142016 9:30:50 AM L2018 900050 AM 42018 9:30:50 AM »

APICTIE, VXLANKR > X I RRA 2 MNVTEP)T RL AN AVSOVTEPR— KT IIL—7IZE|V)
HETShTVBRENFDAYVET, COTRLAR, FAThTVSEHRE— R (VLANELE
VXLAN) ICBIRB<EI) H TS NET
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a4 T Ercap: wies-J08T
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vCenterAMCisco AVSY 7 NIV I TF DAL AN=)

. DU EMERL TCCOMN SvSphere Installation Bundle(VIB) 22X O—RLET

¥ CnBE., ESX55FALTVWET, R1IC, ESXi6.0, 55, 51, BLU5.00EHi
MIYRNDVORAZRLET

£1:ESXi 6.0, 55, 51, BRTF5.0N0KAMNY 7 NI FN—>a>nER%E


https://software.cisco.com/download/type.html?mdfid=286025832&catid=268438038

iiwrirn L] VEM Bundia Wirdows W inmtulier Limey wlarmir Sareer
1 3 "

S0 croen_cicn-vee- w3508 10,0801 v

—_— | ——

ES0as CToes_n-vee 213 32108
S | i——

BEE1 [ = 3 3

ESN S0 cross_ccn-vers wIB0-E2 1.0 1052019

ZIP7 7AIIAHICE3IDOVIBZ ZAIIUNFHY ., ESXITRARN—23> 2812129 D, RICRT &K
SIZESX55(CEULAE1DEEIRLET,

CiscoAVS_1.10-5.2.1.8V3.1.10

E & v

Name Date Modified Date Created Size Kind
i License_Copyright_Document.pdf
README.txt
M cross_cisco-vem-v250-5.2.1.3.1.10.0-3.1.1.vib
«'.‘,'f_-___c-ross cisco-vem-v250-5.2.1.3.1.10.0-3.2 ‘-wb
B cross_cisco-vem-v250-5.2.13.1.10.0-6.0.1.vib
' VEM510-201512250107-BG-release.zip
"' VEM550-201512250113-BG-release.zip
' VEMB00-201512250119-BG-release.zip

- VIB7 7 4 JLZESX Datastorelc AE—UL &9, chik, CLIZEER T3 A, vCenterh 5 E#
ETTEET

F:VB7 74N KRANLEICEFEETDHEEE. esxcli software vib remove 1Y > R%&
L THIBRL £,

esxcli¥ 7 h™J I Pvib remove -n cross_cisco-vem-v197-5.2.1.3.1.5.0-3.2.1.vib
FEETF—RANTZEESRBLET,

- ESXiRARNTROOAN REFEALT, AVSYTZRNIITZA2ARN=)LLET,

esxcli software vib install -v /vmfs/volumes/datastore1/cross_cisco-vem-v250-5.2.1.3.1.10.0-
3.2.1.vib —maintenance-mode —no-sig-check

~ # esxcli software wib install -v Swmfs/volumes/datastorel/cross_cisco-wvem-v25@-5.2.1.3.1.10.0-3.2.1.vib --maintenance-mode --no-sig-check

Installation Result
Message: Operation finished successfully. I
Reboot Required: false i
VIBs Installed isco_bootbank_cisco-vem-v250-esx_5.2.1.3.1.10.08-3.2. l
VIBs Remowed: Cisco_bootbank_cisco-vem-v197-esx_5.2.1.3. )
VIBs Skipped:

~ # vem status

VEM modules are loaded

Switch Mame Num Ports Used Ports Configured Ports MTU Uplinks
viwitch@ 5632 8 128 15060 wmnic
DVS Name Num Ports Used Ports Configured Ports MTU Uplinks |
ovs 5632 18 512 9200 wmnics,vmnicd

VEM Agent (vemdpa) is running

._,ul |

- Virtual Ethernet €2 2 —JL(VEM)A" BB L =5, AVSICARARNZEMTE £,
FIZRF & SIZ. [Add Host to vSphere Distributed Switch| R4 7O RY JAT, U—TAA Y



FILEEENTVBRENICR— N EZBRLET (ZOBITRE. vmnicbDHEBBILET ),

() Add Host istri —
Select Hosts and Physical Adapters

Sedert hents and physical adapters to add to this vSphere detributed switch.

Select Host and Physical Adapters Se NG ¥idw IRcompatible Hodts
e t Host/Physical sdaptes In use by switch Settings Uplink port group
= B @ 10201.35.218 Tietms
Select physical adapters

O wmnico wSwritechll #ve Details up ik

O #mnici - ew Details uplink

D- +mAic L0 s Ciet il up e

Om wmeicti - ew Dretails up |enk

O #mnic2 - ew Details up ek

D- wmaicy an m Detals up e

Om smnics ovS #ve Dietails up e

OO wmnics Dws ew Details up ek

B s - ew Detais uplow

D B it a= o up ek

ml L il evi lUetails up|enk

D- smaicd v Detaily o

el I ok M > Cancel

-[Next] 22 UYOLET,
C[RYRND=OERIZATOTRY VAT, [RN1Z22VUYILET
CMREY D ORY RD—F D NFZATOTRY VAT, [RN\Z202UVYOLET
[ETEBAEAATOATRY VAT, [ET]12I7VYILET
¥ EBOESXiRANZFERATZHEEIE. IXTHRANTAVSVEMZERITL T, EEXR
AYFHSDVSELIFAVSICBEETED RS ICTIHEN HYET,

CNTAVSOHEAHNRT L., L4-L7 ASAVOEA EHETTHEBIEBVEL 1=,
ASAVD ¥ AR E

. Cisco ASAVTFNA ANY Tr—2 72X O— KLU, APICICA 2V R—KLET,
KIZR”T KSIC, [L4-L7 Services] > [Packages] > [Import Device Package]lCBEIL £7,



Fabric VM Networking L4-L7 Services Admin Operations

Inventory | Packages

Quick Start

HELP

The Packages menu allows you to import L4-L7 device packages, which are used to define, configure, and monitor a network senvice
balancer, context switch, S5L termination device, or intrusion prevention system (IPS). Device packages contain descriptions of the h
and network connactivity information for each function. A network service device is deployed in the network by adding it 1o a service ¢

You can use the Import a Device Package wizard to import a device package for a function that you want to manage with APIC. We

configuring a service graph,
Import Device Package oL

Quick Start

Import a Device Package dol Ll BROWSE... Device Types

susmIT CLOSE

CINXNTAHAEEICEBELTVSREES, RICRIESIC, 1 VR—KhEhEFNAANYT—=D
H[L4-L7 Service Device Types]7 Z I A ZRBBEAL TVWB & DAY ET,
L4-L7 Service Device Type - CISCO-ASA-1.2 i
Ganaral Operational Fauilts Hlﬁh’.\“'r'

E] ACTIONS -

Properties

Vendor: ¢18C0 il
Cisco

Model: ASA
Capabilifies: GaThraugh,GoTo
Major Version: 1.2
Minar Version: 4.8
Mirimum Required Controiar Viersion: 1.1
Logging Level: DEBUG -
Package Mama: dovice_scriptpy
Supparted Prolacols:

Intartace Labale: o

cluster_ctrl_lk
axiornal
lilgrver_lan
fabover_link

utiley



BATIDHIC., RBOU-LTREZRITIZHEIC, 1 VARN—ILOVK DA DRAIEZRETZHE
AHYVEY,

FEXY RND—VICE, /1N REBETINAT N ROOB)D2EEN BV, ch 5k
ASAv, O—RNS B BEQELRNBET TV —2a28> NIV IAVTSANTIOF ¥
(ACHIZEFENBVTIFNA RADERBICEATEET,

CMIFE. ASAVDOOBIFZEEEVSWitchZEAL TREENE T, KT XRIASATRFZ O/
B—ERATTZAT AR —NNDHERE. RICTRTELSIC, OOBEER—NZO0BRS Y FF

EERY RD—DICERELET,

cisco

Management

network

Use Virtual switch (Standard ySwitch or vDS) |
connecting to non-ACI network.

vCantar vmk
bl ML

"vSwitch or

Connect Out-Of-Band Management network
for service appliances and other servers,
which need to communicate with APIC.

Server

ASAv OOBEER— NEEBELIE. ESXiTY U UR—KNE2EHAL TOOBRHTAPICLBEE
TEIUENHYVET, WICAVEZ—TIA AEXYE>TT3HEE. Network adaptert & & (C
ASAvDManagement0/04f > X —7 T4 AEIC—HL ., BDORElENetwork adapter2h SBAL £

ED

RS, RYBND—OFHTRIDEASAVA 2 —T7 I A AIDOMISZERLET,

+2

Network Adapter ID ASAv Interface ID
Network Adapter 1 Management0/0
Network Adapter 2 ' GigabitEthemet0/0
Network Adapter 3 | GigabitEthemetor
Network Adapter 4 | GigabitEthemetor2
Network Adapter 5 ' GigabitEthemet0/3
Network Adapter 6 GigabitEthemet0/d
Network Adapter 7 | GigabitEthemet0/s
Network Adapter 8 GigabitEthemet0/6
Network Adapter 9 | GigabitEthemet0/7
Network Adapter 10 TGigabitEﬂ'lemetms

- [File] > [Deploy OVF (Open Virtualization Format) Template] DV 1 #— RZfFEHL T, ASAv
VMZERRAL %Y
. AR RT7OVESX Serverk = lkvCenterlZasav-viZ FH 9 35S Ikasav-esxiZBIRL £ 7
o CMIBE, vCenterHEHENET,




v Bl asav9s52

asav-esxi.mf
asav-vi.mf

& dayQ.iso
asav-esxi.ovf
asav-vi.ovf

= boot.vmdk

disk0.vmdk

115

A VAN =T AT —=RIZEXR, FARNICEAEZELET, V1 HF—ROEHRT, RAME,
BB, IPPRLA, 77A4F7J#—=)LE—R, ASAVILCEEI 2 ZTDMOBENEREL., W<
DADAT AV ERETEET, ASAVICIFOOBERBAEFATAICLETNBEVTLIEE
Ve COFERF. VMRY ND—0 (BEAAYTF ) Z2FALTVBERAEZ—TI(A
ManagementO/0Z #i5 T DBENHV) . 4> 82— 7 I A AGigabitEthernet0-84" 77 # )L M D
XY RNIT—UKR—KTT,



(%) Deploy OVF Template

Source
Select e souroe ecation,

Source

CWF Template Detals
Marme o Locataan
Shorage

Dk Frwrmmaat

Eeady o Compiete

= & I

Deploy from o fe or URL

frocamesGP Pt waastimv et v]  trowse... |

Enter & URL t0 downkoad and nstal the OWF package from the Internet, o
speaty 8 becaton pooetabie Bom your Computer, Budh o o ol hard drre, &
rstwork share, o & CO/OND drive.

_coa |[nee> ] LIA;



Mag the networis used 0 the OV template b networks o reentory

m
W Mt

Gegabalithemam-d W Matwdd

Gogabutithernad- W Metwdd

Gagabitithermed) WM Metwod

gt ithemil:) P AL UMBEER | AR M- b g
e o N oA LMEF-E5: el \+4-smres
Gagabifrhpmgdf W Mgtwo
(st e P o i, kel By
Deesarpiuon:

Garetr ol Purpose Netaark Interface

Warrrg: Multple tource nefeorks e mapped B T oot neteoric WM Metwork




Deployment Type

Type ol deployment

Sect B fype of ke Foat to ratall Ve A trpe depioement 8 selected, S wddboral HAL
Propertes below thoukd aiis be fled n.

[sendaiore =l

M“Hl‘.“lwuﬂlﬂﬂﬂu“i“ﬂlﬂ-“
char sy only ietier, dota, o & hyphen,

A A

Firewall Propertes
Tirrerall Hode
Lt Tt Frpwal Mods

fonses =

Manasgrment Interiace Settings
Hanagrmurnl bnierlsor D P mssde

Craage wia T B Lt DHCP oy Maracisenl Pt (sos confour ston.
r

Hamsgemrnl [F Kddres

Erter S Maragesert Bl bddres, For bl -fype deployserits, Ba roper ty sorotes Sw
Marwgerearst Iy-4 aciness of T ASen HA Pogl

| .20 .8 .0
Hanasgemenl [F usbart Mauk




Wk you chek Fresh, St depiovsent taok will be pterind
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b= T 45 4

O Tepiade De-taly

frel e Loerse Ageemer]  Daploymant setinge:

= = & o BT Sire pa dalic
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ok Pt m

Hetegrs Macorg Ctplayraed ConfmBorn
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L
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Fraperin
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interface ManagementB-H
Management-only

namMeif management

security-level @

ip address 18.281.35.223 255.255.255.

ftp Hode ive

pager lin 3

1tu management 1568

1w failover

icMp unreachable rate-limit 1 burst-size 1

10 asdm history enable

arp timeout 14488

w0 arp permit-nonconnected

‘oute managedent B.8.8.8 8.8.8.8 18.281.35.1 1

timeout xlate 3:88:88

imeout pat-xlate B:88:38

imeout conn 1:88:88 half-closed 8:18:88 udp B:82:88 sctp B:82:88 icvp B:88:82
timeout sunrpc B:18:88 h323 B:85:88 1:88:88 mgcp B:85:88 mgcp-pat B:B5:88
timeout sip B:: Al =ip_media B:82:88 p—invite B:83:88 sip-disconnect B:82:848
iMmeout sip-provisional-media B:82:88 wauth 8:85:88 absolute

timeout tcp-p reassembly B:81:88

tiMeout floating-conn B:806:88

(--— More --->_

CRIICRTERDIC, —HOBEBREFITTICASAVI PATIA=)LICTY 2 1ENTVET,
admln:L HEENAT—RZFRELE T, CcOI—HRBENADT—REE, ASAICOT 1>
THRETDLEDHICAPICICER > THEAENE T, ASAIFOOBRY NJ—JICERTE.
APICL_;‘tlJﬁ'C?-E%MEb‘&Uiﬁ“O
username admin password <device_password> encrypted privilege 15

1gJ# username adMin passSMHOrc sc J privi
SAv—-W-AUS (config)# wr mMem
Building configuration...
.ryptochecksum: d491b988 86fa522f 6f937baf bSbfb318

7977 bytes copied in B.258 secs
[OR1]
NSAv-W-AVUS (config)# ping 18.2681.35.211
ype escape sequence to abort.
ending 5, 188-byte ICHMP Echos to 18.281.35.211, timeout is 2 seconds:

success rate is 188 percent (5/5), round-trip min‘avg/max = 172718 ms
ASAV-W-AVUS (config)# _

TSI, JO-NILAV714F1L—>3a3F—RThitpservers BMICLET,
http server enable

http 0.0.0.0 0.0.0.0 management
APICT DASAVIRE D 7= DL4-LT:

CACIGUIiCAY AL, Y—ERTVS7Z2ERBID T NZ2OVYOLET, TETS—
IRA DT EBIC & B[L4-L7 services]Z BB L. [L4-L7 Devices]2H )Y U L. [Create
L4-L7 devices] 2OV VYO LTI 14— RZEHEEXRT



cCORETE, ROFENBAETLET,
-NFR—IJE—R
-T7T7ATOF=)LY—ERA
—REF/INA A

—-B— /—RTAVSRXA IC#EH
-ASAVETI

-)L—7vY RE— R(GoTo)

_EEFRLA (Mgmo04 > Z—7 T4 ACE S TS hEMTIOT KLAE — BT B HE
H&HET)

-APICELTHTTPSZFEAT2 T 72 MTR, &6 tF1 7470 ZEZFEALT
ASAVEBIELRT

reate L4-L7 Devices i]X
STEP 1 = General 1. General

Please select device package and enter connectivity information.

General Device 1

Managed: [/ Management IP Address: 10,201,35.3 Management Port: hitps

Name: ASAw-AVS-Routed
VM: vCenterController/ASAv-in-AVS  « (3

Service Type: Firewall

Device Interfaces: A
Device Typs: | PHYSIGAL Name WNIC Paih {Only For Route Pearing)
VMM Domain: AWS - @ GigabitEthemet'o Network adapter 2 Node-102MAC_Pinning
Made: @ Single Node HA Clustar BT e ol ]
Device Package: CISCO-ASA-1.2 - @
Model: ASAy

Function Type: | GoTheough RECS Cluster
& - -

Managament IP Address: 10,201.35.3 Management Port: htips
Cluster Interfaces: ® t
Typa Narme Concrote Intorfaces
providar Serverint Davica 1 AGigabitEthamatid
Connectivity
APIC to Dovico g Out-Of-Band

Managamant Connactivity: inBand

CONBUMST Clianting Davica 1 /GigabitEthamatn/

Credentials

Ussrmama:  admin

CBAZRPIERDIICE, FNAARA BT IAREVTAZRAVEZ—T I AZELLKE
RIDENEETT
BYOBH TR, AIOEIZAVTRUER2ZFEALT, XY ND—UFTHTRIDEFERATS
ASAVA 2 B—T7 I A AIDZELL —HEEET, NRAB., F77AT7I0A4—INA2VEZ—TITAAD
HAV ZAREICTIYMER—N, R—KhF v, FLEBEVPCEZELET. C0DHE. ASAK
ESXRARNAILEEEZh, BADAVE—TIAADAHINEUTT. WBT 754 TV AT
. 774704 —=)L(FW)ORFEABEEZDYPBR—NIZY KT,

20BDHATRE, VFAZAVEZ—TIARAZEIHNABSERTILENHYERT (VF7AZR
HAZEAL TVWEWERTE ), ChiE, AT T IORNEFLIMIA Z—T T4 X (FINA



ANV T—=SDARAVR—TIAR), L4222 —71—X (H&. AP, AFB L) &
CIf ( BB AETI—R), L4LTOEREHBETFNAALR, FNA AV TAZRETHRET
PRENHY)., COMRILEBETNAREFENETT, RETFNAARR, D20 V—~FNA
ALOEENBAVRTI—AIIYEVENEREBA R T7I—AZET S,

COBITIE, ROBEEFTAERAELET,

Gi0/0 = vmnic2 = Serverlnt/provider/server > EPG1

Gi0/1 = vmnic3 = Clientint/consumer/client > EPG2

L4-L7 Devices - ASAv-AVS-Routed i

[Cl] —
Genera Device 1 I
blanaged: |- Manageant IF Acdress:  10.301.35 333 Wansgement F‘FC"-;:: H‘-, =
e wienter Name: vCanarCorrole ] AL AVS _,_J/'
Davicn Pachags: CISCO-ASA-1.2 = —
rierfans
Servoe Type: Firevwall x
Diwcal Typsi: VIRTILAL . i - W — Eath [Qoiy lor foute Pearing]
WM Domain: 845 - e e
& Olgas1Erened Hatanre BIADN 3 M- 102MAC Pisning, Mol -
Cortin Amara: Hinghs ___)
e GigasAEPRmeE Fiatwork adapher & Hede- 102MAL_ Pianing e
Furction Tips: | OoTheoush RO — E———
Clusie oda: Bingle Nods
Cradantials .
P — Managesrani 1P Address: 10 301 38 233 WAsnagamad Por L4
Llusler indefacos
Passwtrd. conan
Lot Pagiwiit e i e Lordraie Fletaies
P Ahe R Pouted Davios * ROl anl TRTwaLT]
e ORI Clasrms e
Configuration State C Pouted Davics_ | AQEETumey .->
Confpurmbon lssgoy. e __provider Barerine i ' )

ooy

X 71— )IF—-N—/HAOEA T, GigabitEthernet /81" 7 T—)LFA—N—A4>2Z—7
IAAELTERREENTVET,

TINA ADRENFLRELTHY, 7 O 7AINEH—ERTZTTVT7L—NeEATDE
B BO>TVRIHRENHYET
Y—ERIZT7F

9. ASAVOMEETO7 74N EERLET, TOREIC, RICRTESIC, #eE7O7 74T
IW—=T%ERL, TOTAINEZOTICLL-LTH—EAKETOT7 7ML E2ERKTHDHEN HVET

o



Create L4-L7 Services Function Profile Group o 4

Specifty the informalion about the Function Profile Group

Hame: FusProfGroun
Drescription:

BEUBMIT ] CANCEL |
sl | 4-L7 Services Function Profile Group - FunProGroup i
M
+ 2 =3

* m ACTIONS ~
¢ Il i

. s Properties
v Il Securty harn . FunPraliesug
T i Policis P i
w I Ak Poica Servew Funciion Prodios
a I L4 7 Servoss

- i = . = ek A ] Fot T [
» "
a F 1
2 Furirdimeg

T B ooees

» F Crewie LT Barvices Parscion Pl

Y B H et d.

N e = [l Fom

i -

. ROY 7R D> X 1—7h S [WebPolicyForRoutedMode Profile]Zi#RL, 77470 #—)L
DAVE—TIAADHKREICERFTT, LUBOFIEEAT7>a>ThHY), BTEEFLREE
ETEET., ChSOFIER., T—ERTZ70BIATREITLREDAZLLOFEICKHL
T, BAOWKONOERETERITTEET,

COEBTER. L—TFTYRTFZPATI4—)L (GoToE—R ) Tk, E/1VX—T I/ AIC—ED
IP7 RLANBETT, EBEDASAKREICE., 1 FX—T I/ AOEFI1UFTALRILEDYE
T (ABAER—TIAAOEFIVT1RFES, AFAIEZ—TIAADEFIVT1EEL
BYVET ), BEILISUT, /1 VE—TIMANDBZEETD_EETEERT, COHITE,
TF7AILNEFERALET,

- [Interface Specific Configuration]Z BBIL . IP7 R L AXXXXY.Y.y.yE = EXXXXYyy D XD F
K TServerintDIPP RLAEEFIVTFTALARILZEBMUET, Clientintf > X—7 T4 AD
Z7OtAZEVIRLET,



Create Function Profile

Mame: FunProf-ASA

Description:

Copy Existing Profile Parameters: 7]
Profile: CISCO-ASA-1,.2/WebPolicyForRoutedMode - @

Faalures and Paramaters
In order to auto apply new values to the parameters of existing graph instance when users modity function profiles, the name of top fokder must be ended with -Defautt,

Features: Basic Parameters

Interfaces

B 4 '-J Device Config Devica

0 ¥ [ Bridge Group Intariace

=] 4 ' Interface Related Configuration  externalli talse falsa
=] b L Access Group ExtAccessGroup false
0 k|1l IPvE Enforce EUI-G4
=] 4 ' Interface Specific Configur... externaliCig falsa
O 4 ') IPva Address Configura...
m| T] IPva Address. ipvd_nddress 102.168.10.1/24 0]
m <] IPvd Standby Addrss

O » I IPve Address Configura... Iﬂ] o ]ﬂl
|m| b IPvE Link Local Addross,

SURMIT ]l CANCFEL l

X TFT7ANNOTIOEAVARNKEZZEL, MBAODEERT VL —R2ERKTZHEE
TEEXYT, T774)MTE. RoutedModeT > 7L — N ICIEHTTPHE KOHTTPSD JL—IL A"
EENET, COEBTE., FUASNEARTIOEA) ANCSSHEICMPY BIIENET

o

Create Function Profile

Name: FunProf-ASA

Description:

Copy Existing Profile Parametars: [
Profile: CISCO-ASA-1.2/WebPalicyForRoutedMode - @
Faaliings and Paramelsns
In order to auto apply new values to the parameders of existing graph instance when users medify function profiles, the name of top folder must be ended with -Detault.

Features: Basic Parameters

Folder/Param Name Valus Mandatory Locked Shared
4 'V Destination Service destination_service

=]/ High Port

7| Low Port law_port

=] Oporator operator oq false
b ) IcMP
L Logging
» 1) Protocol
»
b

Accesslists

| Source Address
| Source Service
2] Action action permit false
1. Orctar arder 30

IR0 00008&E0m

cnnure 1 Aaune

SRS, EEI1ZVUYOLET
.ClT, U—ERISTTFUTL—MEERLET



Tenant Pod6-ALUMBRER B

L4-L7 Service |

B Quick Stan

4 & Tenant Pod6-ALUMBRER
» Il Appiication Profiles 'l:.‘"*
# Il Metworking

Ml L4-L7 Service Parameters
* Il Security Policies
» Il Troubleshoot Policies
* Il Monioring Policies

4 I L4-L7 Services

I L4-L7 Service Graph Templates
: Croate L4-L7 Sorvice Graph Template

|
¢+ Il Router configurations
cTFNAARAVZARZRRCRZY I T RROY LT, Q21— ETAONAME—DE

BEFRL., [JL—T Y RE— R(Routed Mode)| & LABTICHER L BEET O 7 7 1)L ZiBIRL
F: -

Graph Name: Graph1-alumbrer
Graph Type: i@ Create A New One () Clone An Existing One
Consumer Provider
; E':h: l-l
ASAv-AVS-...

ASAv
Please drag a device from devices table and drop it here to creale a service node,
ASAv-AVS-Routed Information
Firewall: g Routed () Transparent

Profile: Pod&-ALUMBRER/FunProfGroup/FunPro- « @

| SUBMIT || CANCEL

T L—MOBEEFIVILET, TUOVL—MNEIBRRATREICED LD ICEKES .,
BEDEPGHREICHEHAIZIMEN HYET,

- TFUTL—REBERTBICE. AU Y UL T[Apply L4-L7 Service Graph Template] % &R
LET




B8 L4-L7 Service Graph Template - Graph1-alumbrer i

Consumar Provider
.ﬂ ASAY-AVE-... .E

ASAv

4 I L4L7 Service Graph Templates

4 % Graph1-alumbrer usied Informaiion
b 1l Funclion Node - ASa ' ApDly LALT Service Graph Template Il: Rrouted

[#]  Edit Le-LT Bervice Graph Tempime ¥ FunPro-ASA
B Dews

El  Aemovn Asiated Objocts 0 Graph Tomplate

Save a8

tipaf10.201.38.21 178 SHDWUSIGE] suBMIT l RESET I

L EQEPGA VY 1—RAETONAA— B BB HEEELET. COEBFTHE. AVS-
EPG2A 31— (T4 F YN ) THY), AVS-EPGIATONAE— (H—/V) TF.
TJALREEAEMEVCEICERLTLKEEL, chickl, 774794 —)Lik. O
AP —ROBBOEIY IV TCEBENLETIEAUARCESVTIRTOT AR
VO RETTEET,

. [Next] 22Uy I LE T, o

STEP 1 > Contract 1. Contract

Config A Contract Between EPGs

EPi3s Information

Consumer EPG | External Netwerk: Pod&-ALUMBRER/AVS-AEP-VMM ~ (& Provider ERG | External Network: Podf-ALUMBRER/AVS -AEP-VMM - 3 >
Podi-ALUMBRER/AVS-AEP-VMM-
alurmbrariepg-AVS-EPG1

Cantract indormation Y
Contract: (& Create A New Contract Choose An Existing Canfrac Subject Podg-ALUMBRERANemalAEP-
VMM-alumbrerfepg-EPG-Internal-
Contract Name: EPG2-to-EPG1 alurmibrer

Pods-ALUMBRER/VAF1-alumbrer
IAYEPG

Pod-ALUMBRERNVRFZ/ANYEPG
Podi-ALUMBRER/ALIOu1-MNIK2/LINat

No Filter (Allow AN Traffic): [/

NEXT | CANCEL |

. REPGOBDHE#RZEFELE T, CDIFS. EPG1ZEIntBD DBOZ’'ONA A —TH V),
EPG2&BD ExtBDD 1> 1—X T, EPGIE 7 7A T I A—IAVEZ—TIAA
ServerIntiZ##EZ#: L. EPG2lx 14 > 2 —7 I A4 AClientintlC##&HELET, MBFDFWAL > X—7
IAANBEPGODGICED S, RTZTAVIREILT7FAT IO A=) 2BBITDRDICE
flehxd,



-[Next] 20Uy OULET,

Graph Template: Pod&-ALUMBRER/Graph1-Temp-alumbrer - gl

Consumer Provider
ASAV-AVS-...

AVS-EPG2 AVS-EPG1
ASAv ®

ASAv-AVS-Routed Information
Firewall: routed
Profile: FunPro-ASA
Cansumar Connecior

Type: @ General ) Route Peering
BD: Pod6-ALUMBRER/ExtBD-alumbrer * iy
Cluster Interface: Clientint « P

Providar Conneclor

Type: @ Genaral ) Route Paering
BD: Pod6-ALUMBRER/IMBD-alumbrer ~ @@
Cluster Interface: Serverint * @

‘ PREVIOUS I| NEXT ” CANCEL |

. [Config Parameters]t2 2 < 3 > T[All Parameters]Z2 2 )Y L, EHE L EREN BEX
REDA VT —B N H2DESHZRABLET. RICRIEITR., PTUORAVANDIERF
HFEE>TWBEN DAY ET, ik, showip access-list XTRRE NDERIEF EE
LTY,

STEFP 3 > ASAv-AVS-Routed Parameters 1. Contract 2. Geaph 3. ASAV-AVE-Rouled Parametaes. I

conlig paramalans for the salachsd devica

Prodie e uspro-aga (1B
Foanss B3

2] d  Aoowss Lt BOCEas- - inpod

|+ ] ] ¥ Acceas Control Endry (=" 2
[} b Acoees Control Eniny Hig
=] A 'F Bt Costsl Enlry REH

Al [m)] b Debiruten Aok
H L Dbl B it Sl e
O v 0 cap
0 Loggng
[Z] Peodoood prdond
(m) ¥ Gowma Ardeenn
[m} L] Source Service
E o Asien Beten el
0 oo - < .
[=] ¥ Aroeas Conmol Enry
J [ =] P Anmess Conmmd ey - I | e |

1 L ety fui e, Sumdied | b Lpiten] e CL1E LY et b s Aty weil b Surrrreted b W pessocter £

IIIH_'ill_'\IJIcI P I ChARCEL I

CRICERLEMETOT77AIIUASEN)HTSNEIPP RLAZERIZDEELTERT,
BECISUTRREEET D ARMEAB<BNERT,. INTONTX—RZRELES. K



ICRF KRS IC[Finish2 7Y JLET,

STEP 3 > ASAv-AVS-Routed Parameters 1. Contract 2. Graph 3. ASAv-AVS-Routed Parameters

config parameters for the selected device

Profile Name: FunProf-ASA (G

Features: Raguined Paramaters m
]

H 4 ‘3 Device Conlig Devica
B » O Access List accoss-list-nbound

0  * O Brdge Group Intarface
B 4 ‘3 Inwriace Related Configuration wxdomallf

All =] 4 ‘¥ Accoss Group ExtAcoassGroup

=] ]| Inbound Access List name
O E| Outbourdd Acooss List
[m] | iPvéi Enforcs EURS4
B 4 ¥ Intertace Specific Configuration extemalitCly
B 4 3 IPv4 Address Configuration IPvAddross
=] B 1Pva Adcress pvd_acdress
O E]/ 1Pvé Standby Address

O » [/ 1Pv8 Address Canfiguration
(m] b 1l IPv6 Link Local Address Configuration

m_r B L IR Ro e

RED indicators paramelers needed io be updated and GREEN indicales parameiers will be summitied io the provider EPG.

CEEFBGRE, FLVBEEXTNARETISTA VARV AFRRENET,
4 BB LALT Sarvioes
L -Illll"irﬂ-l'i-thr-rq.rh'l—-
¢t BB e b abona
» -F-.r-ﬂ-mlhll'll-u
¢ B LaLT Devess
B e Devoms
¢+ D Oevc o Sesmcton Puokcos
4 I Degioyed Gragh natances

P T EPGR0-E PG -Gragh | -alumDier AL LM
J-D-pnq-lﬂm-m

3

CH—ERTVZT7EERUEETHERBINEEELLO1D2, A1 —X/7ON/MHX—88
BN EYNBEXZARI X THERENTWS ZETT, [Function Connector Properties] THERS
LET,



Podt-ALUMBRER .. Fimme~timm Cannactor - corel imar
inclon Lo 2Cc10 ONSUMmE

[ ]
e ot |

. s =l
- =] k-
- Properties
- Name: consumer
- Anschmant Nothcation. (alse
- i Filtarn

] Meta Connecton Firewad/intsmal - fp
'y

d

F:T7A4TI3=ILOEAR—TIAARICIEE, AVSE A F IV U7 —)LH Sencap-
vianFEI HToshET, BENFN BV ZBELET,

ALL TENANTS | Acd Tenant | Search: (ISR | common | Podé-ALUMBRER | PodS-ALUMBRER? | infrm | mgmt

Tenant PodB-ALUMBRER EE

virtual Device - AsSAv-AVa-Houted-none 1

4 28 Tonant Poce-ALUMER m

- ~m
Q|+ 100
|
- ’ Properties
B Secuity ’ Davicos: ASAv-AYS-Routed
- Wirtual Dovice #D: 28381
VAF. nane
[
ACHod Transacton i0: 10000
d Current Transaction 10 10000
- Cluster Interincen
ke - l
-
- ABAy-AVE-Roused_Cllorint -l
- ABA-AVE-Fousod_Servering w94
-
|
«m
«m ;
W ASAv-AVS-F

SR, ASAVIC T Y D 1 E N BEREEIRETEET

SAv-W-AUSE show interface ip brief
nterface IP-Address ? Method Status

higabitEthernetd-/H 192.168. 18. (S Manual up
higabitEthernetB-/1 y T ) Manual up
hiigabitEthernetB-/2 ' ( il S unset administratively down
iigabitEthernet8-3 n 1ed 3 unset administratively down
iigabitEthernet@-4 n gne (3 unset administratively down
higabitEthernetB/5 11 gned o unset administratively down

higabitEthernetd L ' unset administratively down

iigabitEthernet8/7 | adMinistratively down
iigabitEthernetB-8 ' gned YES unset administratively down
anagement8-a ] 1.35.223 YES CONFIG up

ISAV-W-AUSH show run access

( s list acc s—list—-inbound extended permit tcp any any eq HWW

( list list-inbound extended permit tcp any any eq https
ccess-1list list-inbound extended permit tcp any any eq ssh

{ list-inbound extended permit icHp any any

- FLVWEWAEPCGOTICEIWETShET, SR, TUVEAVANIMASHOEEZMZ D
RENFHZDHEE. 7ONAMF—EPGOLA-LTH—EANTX— R ZEETIHLEN HVWET

o



Terant Fodi- AL LIMSSER i .
gl |4a-L7 Service Parameters i
I Duics Haar

a & |.-.-:|- ..:” LSAEEE B By Mgy | Vo

4 Il Spplensorn Profisa

d B B AP s
a Il Appication DFGa { ek F e (P Ky Lwdeme| R e (L M vt Fraien Hamg | s Fgmeiite Cevin
4 5 era ws-eranl
- i - v . et EF0-EPO Graph ! -Temp-ahamien  Ady Clareien
.' R I [rrSa-igTieil plier PO e L PG Ciraphl -Terg-ambrer A4y Extorty
gt Bmcmgn ('}
e - . = B e g s PP o | -Temg-agmiegr  Aldw iy
3 whe: Wiy 1 - . i PR e P Craph! - Terg- a4y Eamveried
: p— b Aocess PR P (gl -Temg-gniee  Aldw BT A4 ]
ek |
[ -
- ALF K
I LALT i e
B L arvion
0 i My

. vCenterTl&, ¥ RUEPGHABEFWA 2V Z—T7 I A AILEVHTSNhTWABR L &HERT
CEETEET,

(&) ASAv-i
Hardware |Oom|Remos|Pruﬂa|v5aviccs|
Device Status
[~ Show Al Devices add.. | Remove | |G comected
Hardware | Summary | [V Connect at power on —
B Memory 2048 MB .
] | crus 1 mﬂw ) -
Video card Video card el
q & VMCldevice Restricted T
@ SCSI controller 0 LSI Logic Parallel |Cu.}"-50-5lél-8;-.{:-\-39
@5 cD/DVD drive 1 [datastore4] ASAv-in-A... S
| & CD/OVD drive 2 [datastore4] ASAv-in-A...
M| & Harddisk1 Virtual Disk
& Hard disk2 Virtual Disk
B@ Network adapter 1 VM Network
L@ Wetwork adapter2 Pod6-ALUMBRER|ASAV.
1 Wpteﬂ Pudﬁ-hLU@D
@ Network adapter4 VM Network
@ Network adapters VM Network
@ Network adaptert VM Network
@ Network adapter7 VM Network
B Network adapter8 VM Network
W@ Network adapter9 VM Network common|defautidient (DVS)
W@ Network adapter 10 VM Network common |default [juolivei (DVS)
common jdefault|web (DVS)
Hep | o« | cancel |

CDTARNTIE, 2DONDEPGEZEHEINEBEESE., ChS2DNDEPGREBDI RXAEERD
VRFICH DS, ChSsOBOII—RMRHERFIICEREENTVWET, ik, FWHF2OD
EPGRATIL—TFT A TETANRIV T ERETREEIL, Y—ERITZT7E2BBALERIZDL

BEAENET, EPGERUBDTUHIICEREL DG, ZHERU LS ICHIRTEE T, L4-
L7IC & 2T Y2 1EnE8WETHNEPGO TICKY ET,



FlE

"
» @ E g

L

B3]

Tenant Meme  Coniract Mame

d Contract Type: Contract

Fodd-ALUMBR EPG210-EPG1 Contract

Contract Type

Provided /
Consumesd

Provided

QoS Class

Unspecitied

ACTIONS ~

State Lateel Subject Labe

Tormed

EEQRYNHIBRENDE, NTT714YIONFASAVEBRBL TWACEZERTEXT, 7547
VAN —=NICERZIEET DU, showaccess-listANY> RTIL—ILDOEY NAT NH1E

mLET,

ASAVv-K-AUSH

shou access-list

hccess—list

cached ACL log flows:

alert-interval 3BH

hccess—-list
hccess—-list
=A) Bxc873a747

hccess—list access-list-inbound

nt=0) Bx48bedbdd

access—-list access-list-inbound

t=4) Bx5H32fd57a

awccess—list access-list-inbound

«edh5a75d
ASAV-H-AVUSH _

access—list-inbound;
access-list-inbound

line 1

line 2

line 3

line

total B,

4 elements;

denied 8 (deny-flow-mMax 4896)

extended permit
extended permit

extended permit

name hash:
extended permit tcp any any
tecp any any

tcp any any

Bxcb5bdbc?

eq HWHH C(hitcn
eq https (hit
eq ssh (hitcn

icmp any any (hitcnt=4) B

=TT, 94T MET—NOVMBERVASAVSA 2 EZ—T T AIZRULTIY RIRA 2 b
EFBIILENHYXRT

leafZ# show endpoint
Legend:

0 - peer-attached

V - vpc-gttached

5 - static-arp

P-p

H - vtep

eer-aged

a - locally-aged
L - local

S - static

e fmmmmmmmem— e jmmmmmmmmmesm————— jmmmmmmeem— = fmmmmm—mmm———— +

Pod6-ALUMBRER ; VRF1-alumbrer
14/Pod6-ALUMERER : VRF1-alumb
38
Pod6-ALUMBRER : VRF1-alumbrer
25
Podb-ALUMERER ;: VRF1-alumbrer

Pod6-ALUMBRER : VRFZ
26
Podo-ALUMBRER ; VRF2
overlay-1
overlay=-1

13

overlay-1

13

overlay-1

vxlan-14778359
yian-98
yian-98
vian-94
vian-94

rer

Vian-97
sy lan-97
vlan-93
vian-93

vxlan-16777209
vxlan-16777209
vxlan-16777209
vxlan-16777289

MAC Address
IP Address
Hesssssssssssssssssssssssssssssssss= fosss=ssssss==== 4e===ssssssssss==s=

5897 . bdad . fabc
0050 . 5689, FAUE
192.168.10. 10
55 e e
192.168.18.1
192.168.2.11
2858 . 5689 . 3fca
172.16.1.18
9058 . 5689 . e7dd
172.16.1.1
19.8.184 .93
19.9.96.67
0853 .5677.18a5
18.8.32.93

B85 . 5668 . ddab
18.8.32.64

FrEAB e T+

= i i = =

MAC Info/
IPF Info
—————————————— e PP P PP T

Interface

ethl 13
ethl/7

post

ethl/7

pod

unspecified

unspecified

VEMIZERENERED T TAT 04— A2VE—TIAA2SRLTLKEE,



ESX-1

~ # vemomd show port vlan
LTL VSM Port Admin Link Couse PC-LTL SGID ORG svcpath Type Vem Port
22 Ethl/S ur  UP 1549 4 vmnicd
23 Ethl/6 ur  UP 1848 wvmnics

50 up 8 wvmkl

Bl ASAv-1n-AVS. ethl

52 ASAv-in-AVS. eth2
1840

ESX-2

-~ # wemcmd show port vlan
LTL V5d Port Admin Link Type Vem Port
24 Ethl/7 UP  UP vmnicoh
58 UF UP wmkl
51 up : Clientl=-AVS.ethd

T UP UP ; | SErverl-AvS.ethd
UP UupP

K&, EEREPGEREEPGOPCR I DA >TWRHERE., V—TLRILTETTATD
=)L 2H#ETEXT,

EPG1
DYy =

4 -'_‘:4-.

%
. fo—— : w—— il " 1 e Tag

*». | |

i Iy

[} b ME-EPEY O Urapactad \ 17 J

[ | 1INk il ahursbree appkas Urapecdad Wy

EPG2

i Mirve F %
"\:.:.-d E I.:‘-_','.'-'}I apphed rspaitad 'H;ua'l,..}_,l'

740N RIDE)—T7DPCRTE—HETLT, FWIL—I)L 2B TEXT,



leafZe show 2ofing=rule
4141 323 default enabled
4142 defoult L

4139 o156 | 14
4148 49156 14
leaf2e I

X : EPG PCTags/SclassikBEEBELEHE A, BER. L4-LTH—ERTZTOEAICK
THERENED ¥ RUEPGZEN L THMER LERKEESEhET,

B—N\NOBEIZAT7 MFBELET,

clscofdicisco-UbuntuClient:~% 1TconfTig
eth1 Link encap:Ethernet HWaddr 00:50:56:89:3f:ca
inet addr:172.16.1.10 Bcast:172.16.1.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:fe89:3fca/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:346596 errors:0 dropped:97 overruns:0 frame:0
TX packets:533034 errors:0 dropped:® overruns:@ carrier:0
collisions:0 txqueuelen:1000
RX bytes:33670388 (33.6 MB) TX bytes:42734068 (42.7 MB)

Link encap:Local Loopback

inet addr:127.6.6.1 Mask:255.0.0.0

inet6é addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:170350 errors:0® dropped:® overruns:® frame:®
TX packets:170350 errors:0® dropped:® overruns:@ carrier:®
collisions:® txqueuelen:O

RX bytes:18739044 (18.7 MB) TX bytes:18739044 (18.7 MB)

cisco@cisco-UbuntuClient:~$ ssh 192.168.10.10
cisco@192.168.10.10's password:
Welcome to Ubuntu 14.04 LTS (GNU/Linux 3.13.0-24-generic x86_64)

* Documentation: https://help.ubuntu.comf

1Last login: Mon Feb 1 16:14:11 2016 from 172.16.1.10
cisco@cisco-UbuntuClient:-5 SI




Leaf 101

D

5
S

Server

192.168.10.10/24

EPG1/VRF1
PC Tag 5476

hSTNY 1

AVS
&

b

&

Client

172.16.1.10/24

EPG2/VRF2
PCTag 17

VTEP7 RLAAEN HTShTLWEW

E1/7,

Leaf 102

Clientint \ Servel
@ ES}tftl

rint

AEPT[Infrastructure Vian]A* F I Y V& hTVWB & ZHRBLE T,




Attachable Access Entity Profile - AEP-AVS

M Quick Start

» I Switch Policies m Operational Faults History
» I Module Policies
cet T ACTIONS -

» I interface Polic
4 M Global Policies Properties
4 I Attachable Access Entity Profiles Name: AEP-AVS
& Aep-avs Gescription:

12l AeP_ovs

|‘ | L30ut-NaK2-alumbrer T Enable Infrastructure VLAN: [/ T’

{E Lsoumaiaer Domaing (VMM, Physical or External)
v Assaciated to Interfaces: +
&l detaun

» [ QOS Class Policies 4 Neme State

» Il DHCP Relay Policies AVS (Vmm-VMware) formed

]_ L, MCP Instance Policy default

T. \ EP Loop Protection Policy

E Error Disabled Recovery Policy
1__, Rogue EP Control Policy

» I Monitoring Policies

» I Troubleshoot Policies VSwitch Policies
» M Pools Port Channel Palicy: select a value - @
» I Physical and External Domains LLDP Policy: select a value - @
CDP Policy: CDP_ON - @
STP Policy: select a value - @
Firewall Policy: select a value - @

BR—BREhTVWEVWN—23Y

VEMON—23VAELWC & 2B L. BYBESXi VMWare2 AT AZHR—KNLET,

~ # vem version

Running esx version -1746974 x86_64

VEM Version: 5.2.1.3.1.10.0-3.2.1

OpFlex SDK Version: 1.2(11)

System Version: VMware ESXi 5.5.0 Releasebuild-1746974
ESX Version Update Level: 0

VEMETZ7 77V VBEEHFEELEV

- Check VEM status
vem status

- Try reloading or restating the VEM at the host:
vem reload
vem restart

- Check if there’s connectivity towards the Fabric. You can try pinging 10.0.0.30 which is
(infra:default) with 10.0.0.30 (shared address, for both Leafs)

~ # vmkping -I vmkl 10.0.0.30
PING 10.0.0.30 (10.0.0.30): 56 data bytes

--- 10.0.0.30 ping statistics ---
3 packets transmitted, 0 packets received, 100% packet loss

If ping fails, check:

- Check OpFlex status - The DPA (DataPathAgent) handles all the control traffic between AVS and
APIC (talks to the immediate Leaf switch that is connecting to) using OpFlex (opflex
client/agent) .

All EPG communication will go thru this opflex connection. ~ # vemcmd show opflex Status: 0
(Discovering) ChannelO: 0 (Discovering), Channell: 0 (Discovering) Dvs name: comp/prov-
VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129 Remote IP: 10.0.0.30 Port: 8000 Infra vlan: 3967
FTEP IP: 10.0.0.32 Switching Mode: unknown Encap Type: unknown NS GIPO: 0.0.0.0 you can also
check the status of the vmnics at the host level: ~ # esxcfg-vmknic -1 Interface Port
Group/DVPort IP Family IP Address Netmask Broadcast MAC Address MTU TSO MSS Enabled Type vmk0



Management Network IPv4 10.201.35.219 255.255.255.0 10.201.35.255 ed:aa:5d:ad:06:3e 1500 65535
true STATIC vmk(0 Management Network IPv6 fe80::ebaa:5dff:fead:63e 64 ed:aa:5d:ad:06:3e 1500
65535 true STATIC, PREFERRED vmkl 160 IPv4 10.0.32.65 255.255.0.0 10.0.255.255 00:50:56:6b:ca:25
1500 65535 true STATIC vmkl 160 IPv6 fe80::250:56ff:febb:ca25 64 00:50:56:6b:ca:25 1500 65535
true STATIC, PREFERRED ~ # - Also on the host, verify if DHCP requests are sent back and forth:
~ # tcpdump-uw -1 vmkl tcpdump-uw: verbose output suppressed, use -v or -vv for full protocol
decode listening on vmkl, link-type EN10OMB (Ethernet), capture size 96 bytes 12:46:08.818776 IP
truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHCP, Request
from 00:50:56:6b:ca:25 (oul Unknown), length 300 12:46:13.002342 IP truncated-ip - 246 bytes
missing! 0.0.0.0.bootpc > 255.255.255.255.bootps: BOOTP/DHCP, Request from 00:50:56:6b:ca:25
(ouil Unknown), length 300 12:46:21.002532 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc >
255.255.255.255 . bootps: BOOTP/DHCP, Request from 00:50:56:6b:ca:25 (oul Unknown), length 300
12:46:30.002753 IP truncated-ip - 246 bytes missing! 0.0.0.0.bootpc > 255.255.255.255.bootps:
BOOTP/DHCP, Request from 00:50:56:6b:ca:25 (ouil Unknown), length 300

CORRT, ESXTRARED =T OBO 777 )y VBENELSEELTVEVWEHIEITEE
¥, —WORAEIAY REF, V—T7RHTFIVILTIREIEHEZSBETEET,

leaf2# show cdp ne

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute
Device-ID Local Intrfce Hldtme Capability Platform Port ID
AVS:localhost.localdomainmain
Ethl/5 169 S I s VMware ESXi vmnic4
AVS:localhost.localdomainmain
Ethl/6 169 S I s VMware ESXi vmnich
N3K-2 (FOC1938R02L)
Ethl/13 166 RSISs N3K-C3172PQ-1 Ethl/13

leaf2# show port-c sum
Flags: D - Down P - Up in port-channel (members)
Individual H - Hot-standby (LACP only)

r

H
!

s - Suspended - Module-removed
S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
F

- Configuration failed

Group Port- Type Protocol Member Ports
Channel
5 Pob5 (SU) Eth LACP Ethl/5(P) Ethl/6(P)

Po5Z /T L TEKE NIZESXITHEAETNBI2DOR—KMFHYET

leaf2# show vlan extended

VLAN Name Status Ports

13 infra:default active Ethl/1, Ethl/20

19 - active Ethl/13

22 mgmt : inb active Ethl/1

26 - active Ethl/5, Ethl/6, Pob5
27 - active Ethl/1

28 ] active Ethl/5, Ethl/6, Po5

36 common : pod6_BD active Ethl/5, Ethl/6, Po5



VLAN Type Vlan-mode Encap

13 enet CE vxlan-16777209, vlan-3967
19 enet CE vxlan-14680064, vlan-150
22 enet CE vxlan-16383902

26 enet CE vxlan-15531929, vlan-200
27 enet CE vlian-11

28 enet CE vlian-14

36 enet CE vxlan-15662984

FRoEINS, A VTTARNTIFYVLANAFFRAE A TWARVA, ESXiRA N(1/5-6)ICE#E
TBRTYTVIOR—RNEZBBULBAVWC ENBRETEERT, chldk, 1 VF—TIA AR —
FEREBARAMYFRI—NFAPICTREENATVERRENBR>TVWDEZTRLET,
mAEEFIYVILETD,

[Access Policies] > [Interface Policies] > [Profiles Access Policies] > [Switch Policies] > [Profiles]
COHE. RICRTRIE, 1 VF—TIAATA77AIINEROIZAEP (DVSIZEAET N3
WAEP ) ICEHiEh TLWET,

Access Port Policy Group - AVS-102_1-ports-7_PolGrp ”
ACTIONS =

Properties
Name: AVS-102_1-ports-T_PoiGep

Doserpton;
Labet
Link Ll Policy 1QigaAwin -
COP Policy: COP_ON - 3
MCP Policy: sadect a valua -
LLDP Policy: LLDP_OM = A
STP Interface Policy: select a valus -
Storm Control Interface Policy: select a value -
L2 Inbertece Policy: aslec) o valua -
Monitoring Policy- select a value -
Anached Entity Profle: AFP_DWS - @l
Connactiity Filters: t
Switch 1D Injoripe

SHE'.'IWUEEGLI SUBMIT l CLOSE |

AVSICXLUTIELVAEPZRET D E, U—TJOEYBTV0ZBUTAVTZANTITF
YVLANA'RTRENET,

leaf2# show vlan extended

VLAN Name Status Ports

13 infra:default active Ethl/1, Ethl/5, Ethl/6,
Ethl1/20, Po5

19 -- active Ethl/13

22 mgmt : inb active Ethl/1

26 -- active Ethl/5, Ethl/6, Po5

27 -- active Ethl/1

28 e active Ethl/5, Ethl/6, Po5

36 common : pod6_BD active Ethl/5, Ethl/6, Pob5

VLAN Type Vlan-mode Encap



13 enet CE vxlan-16777209, vlan-3967

19 enet CE vxlan-14680064, vlan-150
22 enet CE vxlan-16383902

26 enet CE vxlan-15531929, vlan-200
27 enet CE vlian-11

28 enet CE vlian-14

36 enet CE vxlan-15662984

and Opflex connection is restablised after restarting the VEM module:

~ # vem restart

stopDpa

VEM SwISCSI PID is

Warn: DPA running host/vim/vimuser/cisco/vem/vemdpa.213997
Warn: DPA running host/vim/vimuser/cisco/vem/vemdpa.213997
watchdog-vemdpa: Terminating watchdog process with PID 213974

~ # vemcmd show opflex

Status: 0 (Discovering)

Channel(O: 14 (Connection attempt), Channell: 0 (Discovering)

Dvs name: comp/prov-VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129
Remote IP: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP IP: 10.0.0.32

Switching Mode: unknown

Encap Type: unknown

NS GIPO: 0.0.0.0

~ # vemcmd show opflex

Status: 12 (Active)

ChannelO: 12 (Active), Channell: 0 (Discovering)

Dvs name: comp/prov-VMware/ctrlr-[AVS]-vCenterController/sw-dvs-129
Remote IP: 10.0.0.30 Port: 8000

Infra vlan: 3967

FTEP IP: 10.0.0.32

Switching Mode: LS

Encap Type: unknown

NS GIPO: 0.0.0.0
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