NS7N>a—F1424 :uBRT—7) A

FAZAVCRSBEVEE

A&

BE

FEU®IC

Tk

BIE&RMY

FRIZIR—F B

T—7IL EFLOREICETZD NS TN —F142Y
A7 54 IREE

L2 70+ init (r1) ., init (r2) . X init (rc) REE
DHCP - init(d) {REE

DHCP - init(i) JRBE

TOD O : init(t) IREE

A7>3>2 77 A EEBRL ¢ init (o) IREE
online, online (d ) . online ( pk) . online ( pt) JARE
Telco VR—DBEDA T4

reject(pk) & & U reject(pt) IREE

EER - reject (m ) IREE

R - reject (c) IREE

INE=

CM A 5 @ show controller AN¥ > R
CMEAITOTFNYInEH b

CMTS A 5 @ show controller AX > R

XA X —DFHRH

CMTS D &EHI

B E B R

B=

=y a4}

CORFIAXANTR, T4 ICHY) IPEGERILTDIETT—TI EFL (CM) HFiE
BDEXRTERBREICODVTHBALET, COXETR., CMOBREOREZHIEITD-HICHE

KL<EAENS CiscolOSR) VT RNIIT "STINZa1a—FT4200 A RE, EFLNED
REIZEDFEREREEASNBDEAICOVTELLHALET, Chid. T—7II EFLRES AT
L (CMTS) &ECM OMEAICDWVWT, debugs AN R& show IR REFEHAL THBPE LTV
T, CORFIAIXMNTR, ELVAT—RAICEETRLEHICKRITTED VLS D2HDOFIEIC
DVWTEFHALTVWE T, ELVWAT—RAIZIE, online(pt) X° online(d) BENE T KR F

A2 AT—BANBYNET,

X T5—T7ILNEFLONBILZO—F ¥ — b EBEEBEICOVTIE,

TEARN LD LE


//www.cisco.com/en/US/docs/ios/12_0t/12_0t5/feature/guide/924ts_5t.html#wp44947

FOWTL EBBLTLIEE L,

EUBHIC

REcE
KRFIXDNREOHMS, "YRAATI_NI T4 Y TAORIHE EBRLTILEEL,
B AF

ZORFIAY NOFERF, DOCSIS 7TORILEOVTERL TV I AEN B ET,

FRTAIR—F> b

CORFIXNOABRRK, BEDVYIZRIITRPN=—RIITON-T32VICREESHDED
TRHNEEA

T=7N EFLORECEID T TN A—F 1Y

CMTS THREKLLEHAT SV RIE, show cable modem T,

sydney# show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 4 online(d) 2814 -0.50 6 0 10.1.1.20 0030.96£9.65d9

Cable2/0/U0 5 online(pt) 2290 -0.25 5 0 10.1.1.25 0050.7366.2223

Cable2/0/U0 6 offline 2287 -0.25 2 0 10.1.1.26 0050.7366.2221

Cable2/0/U0 7 online(d) 2815 -0.25 6 0 10.1.1.27 0001.9659.4461

LORET 1 —)LRIZE, CMODRAT—ZANRTENET, 71— /LROE>FROVTIAICE
WERY,

CM @
Ree
(CMT
S Tx |EEk
REN
-3
)

offline

T—TIN EFLNFTSAVERBENELL

init(rl ’T T EFLNFNEL > T #EELEL
) o

N T =T N EF LN LYY IHRTE,

=T EFAOLY IV I RT LR L,
init(d) |dhcp ERZZFELEL I,
init (1) DthFS%‘:E§1nb§bto IP |\L/7\7§‘£|J")l—"l
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TsnEL

init(t) |[TOD R|A BB L EL =,

init(o) (A 73> 77 AINEENFBHBLEL =

T—=TI BEFLNERENIh, F—2OEZEN

AlgeElCEVY) £ L .

L 7—7‘)L EFLNBEFENELEN, COT—

T EFLORY RD—0 TORRART 1 £~
TIWICHE>TVET,

online( |T—7 I EFLNFEBEEh, BPINM1Z—T)

pk) C7xv), KEK A8l HTshEL

online ( ’7_7)11 :E%Ab\ﬁﬁé 11\ BP| b‘ﬁ?ﬂ‘:’g U

pt) . TEK Al HTshEL .

reject( KEK EFA F—0E V) Y THIERTENEL I,

pk)
reject ( TEK EFA F—0HV) Y THFEFTENEL I,

pt)
T rEFLrERERTLEL L. MICH
PO ELLBL LY, BEFEEEARLE (XY
t-JBEUTFIVY)
T EFLNERERTLELL, FER
(S |CoS (H—ERY TR ) L& BEFEEE L
FLI

online

CM BITHORZE MY > Rl show controllers cable-modem 0 mac state Td V). MAC JREEIZ D
WTHT7 A=) REBELET, 2Tk, EIZCMTSTNDshow cable modemdX > ROH h&E

TRORET 1 —)L RECMTNDdebug cable-modem mac log verboselc DWTEHEAL £F ., BED

ORROBARTEIDA B DEBIZBEZDCENHD D, ZYUTHIEBENEDEFERLET,

debug cable-modem mac log verbose 1Y > RO Ak, COFIZAHIL /—NORRICHS
'CM BIT® debug DEH A, I IAVICEBELTVET,

3 : CMTSTI&. debug cable interface cable x/y sid sid value verboseZ &/ L TSIDIEZE 7 1 )L
K> T, debugcable rangeZ EDMDFT/INY T AN RERITTEERT, cDTHET
TFENYITEANEBEE NI SIDEICREE NSO, CMTS ONT #—X 2 ANOEEN NE
<BYWET,

LBRO&EI2 3> TR, B2 DREE, Z2X5n3ER. BRPELWAY S A U REICTE
THEHICEYSBFIFIZOVT, ThEAFHBEALTVET,

X EEOREORNS TN 1—FT AT ERBRTIHIC, IXNTOT—TIILEFLOREERSH
RNT, CORENFTRNTOEFLICERENZAESH, PBROEFLICEREAZA, £2
NAFBEEEBEEORY NI — U THINERRITDENEETT., BEOXYRNT—I0D
BAaF, BEEBLAEZEICODVTARNTLEEY, CONETREEAEDES T, TXNTD
=TI EFLNBEEOEEEZHD L., BLTX0SHK NROSH BHAETHD EEH
BELTVWET,
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CHR with

OHCR, TFTP
ard Time
Servers
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MW siemprbinct Bt FLL A5 st Burpimary paed
PG AT | e 1
_j Lgkop COMRter ROT
s Rl T e
== :;
tmm“mqﬁ %
ql ii. TN '";gh?hlg
SA. g IR TS . N Sy 2T e Cuparstronm cetpd
.H._ﬂhu | - o ", :“h- |:_-T 1 44 MHI F
= T W ol + B (MC1ES) W Coconveda
\\' e e S [ BNl ot [4] Fn #F o [og]
— I} R\__\ 7 Cowemistreain FF
Cainka F \\\ -h_'\\-_,‘_\_‘*-(,- 1 1o BST WHz
cemier frecpiency
Tmmmrfﬂr:m;:ﬁ 1}\ o
Eu T = . . :‘u “uﬁ*ed i
OBy, tha CMTS wil '1\' [ input porever of upcorverior f’/{
instruct the maderm to "
aciist Be oubput levslto
ek e currerd rpid \'-x""'_“‘-. ( Wik sitenusior
hyvel 40k atierusbor L High
;' Diplex fibar
N
e - "
s LY
'‘-\-.___\_'_,_,-o—"""l'J L1

- Friown cabie mrodees I

E...._......._....q..._...- (upstraam) & bo 58 dBmY ,
o |@ﬁ
Spechoum aralyzer

A Cibie Mmook SxpaitE an npu level (doemsiresm )
o 15 % +1 5cBm’y vl 0 SBm'y’ feomirad,

FORERRSITAYI—F AV YOBNCHERATEST, CORETRT—7 L TVESHFKR
AENTLWBRS, RF OBBERERTE £ 7,

¥ :uBR7100ICIEAE 7 Y 7 N—2HFEEEhhTVWB S, ABT7Yy 7O N—Z2FFET
T, k., TRABZYZ7OUN—Z20EEL 25BLTLEEL,

754 RE

sydney# show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 5 offline 2290 0.00 2 0 10.1.1.25 0050.7366.2223

Cable2/0/U0 6 offline 2811 0.00 2 0 10.1.1.22 0050.7366.1e01

Cable2/0/U0 7 offline 2810 -0.50 2 0 10.1.1.20 0030.96£9.65d9

Cable2/0/U0 8 offline 2810 -0.25 2 0 10.1.1.21 0030.96£9.6605

E52® show cable modem N> ROWBHA S, 4 DOETFLN offine REICHZ>TWAH LN
DHYET, BEICE 2T, EFLNMMOREZRZT offine CRZDCEEHYYET, TEFAT
Quadrature Amplitude Modulation ( QAM; ERXIRIEZE ) AY VN KKMTHHE RN SEHZ
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RICRLET,

=TI ETETFALNZY RD—=DILEREEATVWEVS, ERENFFICEATVERL,

FVYUTEBHNBITED (JAANFZTES ),

BRIV ANY—LPRLEARBAEL <L,

.DOCSIS 77 AL TEEENTVBABRBNEL SV,

BRIV VANI=LDOFTFTRIL QAM ZERAGSHAFEELEV,

- CMTS JL—2%Z @ cable modem change-frequency TiEEE N TV S EREHANEL <&V,
- MCxx H—RHEONFT 1IN ELLEL,

7—7) TF A (Kuffing ) A 5185 hi= show controllers cable-modem 0 @ H M —&F & X (Z
R~ULET,

kuffing# show controllers cable-modem 0

BCM Cable interface O0:

CM unit 0, idb 0x8086C88C, ds 0x8086E460, regaddr = 0x2700000, reset_mask 0x80
station address 0030.96£f9.65d9 default station address 0030.96£9.65d9

PLD VERSION: 1

Concatenation: ON Max bytes Q0: 2000 Q1: 2000 Q2: 2000 Q3: 2000

MAC State is ds_channel_scanning_state, Prev States = 3
MAC mcfilter 01E02F00 data mcfilter 00000000

MAC extended header ON
DS: BCM 3300 Receiver: Chip id = BCM3300
US: BCM 3300 Transmitter: Chip id = 3300

Tuner: status=0x00
Rx: tuner_freq 529776400, symbol_rate 5361000, local_freg 11520000
snr_estimate 166 (TenthdB), ber_estimate 0, lock_threshold 26000
QAM not in lock, FEC not in lock, gam_mode QAM_64 (Annex B)
Tx: tx_freqg 27984000, symbol rate 8 (1280000 sym/sec)
power_level: 6.0 dBmV (commanded)
7 (gain in US AMP units)
63 (BCM3300 attenuation in .4 dB units)

!-—— Rest of display omitted.

FEEhrs, EEXNMILOHEN 166 dB THHREN DAY ET, CM A 64 QAM TIEEICEH
ETHEHICIE. COEN30dBRALETH S EHNEBEPNTT, Data Over Cable Service
Interface Specification ( DOCSIS ) DAV AR ) —LAB RV T YTARN) —LOHEKIZOWVT
&, "REAH. BLV TEIARNI—LAEFTOERICOVTy Z2SRBLTLKEETV, HEIC
KO T, EXRIE 34dB &\ f= R#F% Signal to Noise Ratio ( SNR ) /J\“‘fﬁ‘b nTLanliZ,
ANINA JARBED ) AANBEETDENHBYET, ChiEFB<DFE, 7420 —R/NA
A= RSV ARAZYV RAICETFLABBICT S IZESHNIBEETDICEN ERTELET, <D
celFtEO AN E—RTEETDARINIL T FZA4FZ2EFRALBEVERETEEREA,

ARINZLTFHFZA4H2FEALE /A ABBEOREIC OV T, TCisco uBR7200 1) —X
L=BOT—=TINAY RTVRAQOEL 2SBLTLKEE VW, 1 NILA /A XDKRIZIF
X M show interfaces cable 2/0 upstream 0 D H O ICE S5 ND &S BIEER AR

( uncorrectable ) BLZ—A"HVET,

sydney# show interfaces cable 2/0 upstream 0

Cable2/0: Upstream 0 is up
Received 46942 broadcasts, 0 multicasts, 205903 unicasts
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0 discards, 12874 errors, 0 unknown protocol
252845 packets input, 1 uncorrectable

12871 noise, 0 microreflections

Total Modems On This Upstream Channel : 3 (3 active)
Default MAC scheduler

Queue[Rng Polls] 0/64, fifo queueing, 0 drops
Queue[Cont Mslots] 0/104, fifo queueing, 0 drops
Queue[CIR Grants] 0/64, fair queueing, 0 drops
Queue[BE Grants] 0/64, fair queueing, 0 drops
Queue [Grant Shpr] 0/64, calendar queueing, 0 drops
Reserved slot table currently has 0 CBR entries
Req IEs 77057520, Reg/Data IEs 0

Init Mtn IEs 1194343, Stn Mtn IEs 117174

Long Grant IEs 46953, Short Grant IEs 70448

Avg upstream channel utilization : 1%

Avg percent contention slots : 96%

Avg percent initial ranging slots : 4%

Avg percent minislots lost on late MAPs : 0%
Total channel bw reserved 0 bps

CIR admission control not enforced

Current minislot count : 71920093 Flag: 0
Scheduled minislot count : 7192182 Flag: O

F HBEFRTESIS—0OEN10,000DFTI1L) KEVHRE, REAREEOSVA/NILA/
A XN BELET.,

CM TOREBEADEHLARILEEOIBmMY THY), L>—/NTOEHWE -15dBmv~+15dBmV T
To cOLARILVEARINIL TFHFSAHTRETEET, ADNMERTESDHEEFE. TCisco
uBR7200 ) —AXA AZN—HI ZO—RNRIL=—FZ N—"RIDITF7 AANL—>3 > HA
Ry 2T, PYTOAVN—BZOBRENBEIZBDZENBYVET, EELARINBRTEDEH
BlE. BRARR—MNERTETSICHEZEMADCENBEICKRDZENHYET, BEORAREHK
T/AANSZTERBEE. ARINSLAATHOREBBROBRAVEICEDENHYYET,

ZF uBR7100ICEHNE 7 Y 7V N—E2A BV ET, #FlilE. "TRB7Y 7V N—ZDHRE
ZZRBLTLKEZL,

AEE: BEOFEEZZITTVZON1 ~2B80FTFLETTHY ., OEFLEEEICEHVT
WBHEEE, BEANT7Y7ION-2AICH2AREEFEEICEVEEISAET, CORRT
FPYTAVN-BZOREZEETDE, XY NIT—TVDRY OB ISR EXLEZRIE T WEE
MBI KT,

CMTQAM OY N TEDELSIZB>TVWEVWZ L Z#FR TS ICIE. debug cable-modem mac
logverbose 24 ICLET, TRERDELSBBERAEIEhET,

5w0d: 3084365.172 CMAC_LOG_STATE_CHANGE ds_channel_scannie

5w0d: 3084365.172 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 99/805790200/99770
5w0d: 3084365.176 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 98/601780000/79970
5w0d: 3084365.176 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 97/403770100/59570
5w0d: 3084365.176 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 96/73753600/115750
5w0d: 3084365.180 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 95/217760800/39770
5w0d: 3084365.180 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 94/121756000/16970
5w0d: 3084365.180 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 93/175758700/21170
5w0d: 3084365.184 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 92/79753900/857540
5w0d: 3084365.184 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 91/55752700/677530
5w0d: 3084365.188 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 90/177000000/21300
5w0d: 3084365.188 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 89/219000000/22500
5w0d: 3084365.188 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 88/141000000/17100
5w0d: 3084365.192 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 87/135012500/13500

5wO0d: 3084365.192 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 86/123012500/12900
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5w0d: 3084365.192 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 85/405000000/44700

5w0d: 3084365.196 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 84/339012500/39900
5w0d: 3084365.196 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 83/333025000/33300
5w0d: 3084365.200 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 82/231012500/32700
5w0d: 3084365.200 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 81/111025000/11700
5w0d: 3084365.200 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 80/93000000/105000
5w0d: 3084365.204 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 79/453000000/85500
5w0d: 3084365.204 CMAC_LOG_WILL_SEARCH_SAVED_DS_FREQUENCY 453000000

5w0d: 3084366.324 CMAC_LOG_DS_NO_QAM FEC_LOCK 453000000

5w0d: 3084366.324 CMAC_LOG_DS_TUNER_KEEPALIVE

5w0d: 3084367.440 CMAC_LOG_DS_NO_QAM_FEC_LOCK 453000000

5w0d: 3084368.556 CMAC_LOG_DS_NO_QAM_FEC_LOCK 453000000

5w0d: 3084369.672 CMAC_LOG_DS_NO_QAM_FEC_LOCK 459000000

5w0d: 3084370.788 CMAC_LOG_DS_NO_QAM_FEC_LOCK 465000000

5w0d: 3084371.904 CMAC_LOG_DS_NO_QAM_FEC_LOCK 471000000

5w0d: 3084373.020 CMAC_LOG_DS_NO_QAM_FEC_LOCK 477000000

5w0d: 3084374.136 CMAC_LOG_DS_NO_QAM_FEC_LOCK 483000000

5w0d: 3084375.252 CMAC_LOG_DS_NO_QAM_FEC_LOCK 489000000

5w0d: 3084376.368 CMAC_LOG_DS_NO_QAM_FEC_LOCK 495000000

5w0d: 3084376.368 CMAC_LOG_DS_TUNER_KEEPALIVE

5w0d: 3084377.484 CMAC_LOG_DS_NO_QAM_FEC_LOCK 501000000

5w0d: 3084378.600 CMAC_LOG_DS_NO_QAM_FEC_LOCK 507000000

5w0d: 3084379.716 CMAC_LOG_DS_NO_QAM_FEC_LOCK 513000000

5w0d: 3084380.832 CMAC_LOG_DS_NO_QAM_FEC_LOCK 519000000

5w0d: 3084381.948 CMAC_LOG_DS_NO_QAM_FEC_LOCK 525000000

F:U—T7ILNEFLNEENHEIANI—LABRERRICOYVENTVREA, RENEEET
TULWERVRY, BILRUBABRKTAF Y Z2HBLET, (FNNYITOHIHESRLTLKEE
W)o BIOVANY—LBRKBOENTTICEEENTVIEEE. AORARKICOY V& nix
WBEY . ¥ =TI TEFARGMOBAEBOAF YU &2#ETET, WoAOYIEShi-AREE.
REIDAF Y DEHICHLWMEE L TREENET, CMTS TOERREIN > K cable
downstream frequency |C & E&A &<, AE7 Y 77 N—2 N EEHE TV S uBR7100 O35
BEBRVTRK, PY7IUN—20EIAERKICEFELAVILEEFTEINELTT, 121 &
VEBDO/N—>3 20 Cisco I0S Tlk, CM TxRREREN AIEE cable-modem downstream
saved channel N> RABEBHNICEMENE T, 121 BT, COOXREI71%2
L—>a ATREERTETERLSBZO>TVERT,

CMTQAMOY VN ARKMITBENOEBHRELT, PYTIAUN—ZFTREECNTVBRIEIAN
)—ARODEABRBAELLBVWCENHYET, EEXIE, LKROEE 6 MHz F ¥ RILFE IO
J& U 7= National Television Systems Committee ( NTSC ) BRI Y ZIC&nlE,. F v XJL 100-
100 & OEK B ZE 651 MHZz £ 9% 648.0~654.0 AL TVWET, 7Y 7AN—2DEFE
AERHRLETFA FYVDTRARKEERALTVET, XL, 7Y 7O /N—2—GIC6UE -
(FCBURH AR KL V1. 75MHZEVWERBRZEA TS 8. FvX)L100-10012649.25 MHzD
BRBERETISLENHYET, GINHYWET, COGIONDRFZEHZT—7 I\ 2 &5%%ERF
FAQE&I1—YEH)

£5 120K HBFRVY) &L T, DOCSIS CPE Configurator & L\ T Radio Frequency Info ® T
@ Downstream Frequency 7 1 —)LRICELK BVARBEZEEL TVD N BV ET, B
HE.COATADOTTARBEZEEITZILEEHY)EEA. LAL, BEDETFATER

PABRBTOYILBTIAERSBEVWEEDHER. ITICHALLLS CHESBRBESZ R

RIDBENHYVET, AKOFNY TR IDEERZEEKNICRLTVWET, COFITIE, CMH

HEPRRET 453 MHZ ICOY & h, TDHEDOCSISOA714F¥1L—>32 774 TEES
Nk 53525MHZ ICOY V&ENET, ChIZK2TEFLAFUEYRNL, 2OZ7OLAHNFERIC

BYBREhET,

4d00h: 345773.916 CMAC_LOG_WILL_SEARCH_SAVED_DS_FREQUENCY 453000000
4d00h: 345774.956 CMAC_LOG_UCD_MSG_RCVD 1
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788 CMAC_LOG_DS_64QAM LOCK_ACQUIRED

792 CMAC_LOG_DS_CHANNEL_SCAN_COMPLETED
794 CMAC_LOG_STATE_CHANGE

946 CMAC_LOG_UCD_MSG_RCVD

960 CMAC_LOG_UCD_MSG_RCVD

962 CMAC_LOG_ALL_UCDS_FOUND

966 CMAC_LOG_STATE_CHANGE

968 CMAC_LOG_FOUND_US_CHANNEL

996 CMAC_LOG_UCD_MSG_RCVD

000 CMAC_LOG_UCD_NEW_US_FREQUENCY

004 CMAC_LOG_SLOT_SIZE_CHANGED

084 CMAC_LOG_UCD_UPDATED

210 CMAC_LOG_MAP_MSG_RCVD

212 CMAC_LOG_INITIAL_RANGING_MINISLOTS
216 CMAC_LOG_STATE_CHANGE

220 CMAC_LOG_RANGING_OFFSET_SET_TO
222 CMAC_LOG_POWER_LEVEL_IS

226 CMAC_LOG_STARTING_RANGING

228 CMAC_LOG_RANGING_BACKOFF_SET

232 CMAC_LOG_RNG_REQ_QUEUED

272 CMAC_LOG_RNG_REQ_TRANSMITTED

280 CMAC_LOG_RNG_RSP_MSG_RCVD

282 CMAC_LOG_RNG_RSP_SID_ASSIGNED

284 CMAC_LOG_ADJUST_RANGING_OFFSET
288 CMAC_LOG_RANGING_OFFSET_SET_TO
292 CMAC_LOG_ADJUST_TX_ POWER

294 CMAC_LOG_POWER_LEVEL_IS

298 CMAC_LOG_STATE_CHANGE

302 CMAC_LOG_RNG_REQ_QUEUED

298 CMAC_LOG_RNG_REQ_TRANSMITTED

300 CMAC_LOG_RNG_RSP_MSG_RCVD

304 CMAC_LOG_RANGING_SUCCESS

316 CMAC_LOG_STATE_CHANGE

450 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS
452 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS
456 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS
460 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS
464 CMAC_LOG_DHCP_TZ_OFFSET

466 CMAC_LOG_DHCP_CONFIG_FILE_NAME

470 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR

474 CMAC_LOG_DHCP_COMPLETE

598 CMAC_LOG_STATE_CHANGE

606 CMAC_LOG_TOD_REQUEST_SENT
620 CMAC_LOG_TOD_REPLY_RECEIVED
628 CMAC_LOG_TOD_COMPLETE

630 CMAC_LOG_STATE_CHANGE

634 CMAC_LOG_SECURITY_BYPASSED
636 CMAC_LOG_STATE_CHANGE

640 CMAC_LOG_LOADING_CONFIG_FILE

453000000

wait_ucd_state
1
1

walt_map_state
1

1

27984000

8

40
ranging_1_state
9610

22.0 dBmV (comma)

3

2288

11898

7

24.0 dBmV (comma)
ranging_2_state

3

dhcp_state
10.1.1.25
172.17.110.136
172.17.110.136

0

frequency.cm
establish_tod_state
3178880491

security associate_state

configuration_file
frequency.cm

$LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modem0O, changed state to up

345783.678 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE
345783.
345783.
345784.
345784.
345784.
345784.
345784.
345785.
345785.
345787.
345787.

682 CMAC_LOG_DS_FREQ OVERRIDE

686 CMAC_LOG_STATE CHANGE

048 CMAC_LOG_STATE_CHANGE

052 CMAC_LOG_DRIVER_INIT_IDB_RESET
054 CMAC_LOG_LINK_DOWN

056 CMAC_LOG_LINK_UP

062 CMAC_LOG_STATE_CHANGE

198 CMAC_LOG_DS_NO_QAM FEC_LOCK
212 CMAC_LOG_DS_TUNER_KEEPALIVE
018 CMAC_LOG_UCD_MSG_RCVD

022 CMAC_LOG_DS_64QAM LOCK_ACQUIRED

535250000
reset_hardware_state
wait_for_link_up_state
0x082A5226

ds_channel_scanning_state

535250000

1
453000000



¥ ARBoLEE,

CMTS JL—#A T cable modem change-frequency e & V)22 EEEBAN REEhTLVS L, CM
PEBEBZETNIBZITILES CENfHY) ., CMTS THRES N TV B ARBN FEREBERENT
WaWeE, FERDERSHBERICAY ET, CMTS O cable modem change-frequency 1Y > R %
F723a>Tht), BEFRTFT 72N TEBEBEATVETD,

AOVAN)I—LAFYRILOBMEBATTIDE, RODRAVELT, BUBTYTANI—ALF
YRILOBENFTOINhET, TEFLR. PYTANI—LAFYRIOYERTONT(TYTAL
)—LBKEK. ZH. FrRILE., $KRVDOCSISOtEIS A V4ATHAL EN—ARERFTE
BENLEZOMONTGX—BBEVEEETYTAN)—LF ¥ RIIERFUCD)ZE) YAV LE
a- o

EFLNEATELR UCD ZROTSshBVEE, TOEFARTY T7ANI—AH—ERADE
BHEATVWEWA D ARN)—AFYZRILLECHZTUEENS HYET, CEBETS<KAYRI
V RDBREZIATT, show controllers cable X RASIHEHBD DA B TY, TFLH UCD

BEROFSsnBVAIOEBRHELTE, TON—RIJIT7ERLEEFE MACHAN—ARNTFARAV) TR

AONTXA—=REHR—RNLTVWEWVWCENZZSNET, Cchik,. AYVRIVROKREIAD
. BBIVEEEFTLN DOCSIS ICEML TV B VATEMN BV FT,

FRATEEZ UCD A RONBE, EFAR MAP (FHEHEIWHTII YT ) XV E—20ZEZHA
LET, MAPICET7YZARN)—LOFTEHEYWETRHRENYY 7HFEFATVET, HFEAOEIS
AVHAEIZAOY MR YT Eh, B2OEFETFLICEYNHTSNET, MAP IZIK, 70— R+
YAN, DT 3y R=AOFBAA VT F A (FEXTO—RFYAN )LD VTRED
BEEHEHYVET, EFALR, CMTSHL VDU IEE (RNG-RSP ) TRHETSET, MAPOC
NSOEEICETFTLABEONEL OV VERZEETIHLEN HYET,

T2 ZRAN—NDYIBDETICHEXA D TFOABHZRAFHFSNBEVWEFAR, AY RIVRDOEE
ENB2>TVWREEZASNET, CMTS Ty —7 )L 41> X —7 T 4 AD insertion-interval £ F T
VOFGBIRBENBHVY)EXT, insertion-intervallE A VRABHN TEDZI/NTAXA—RELTEAE L, &
FEFICETLNDHCP H—NIZT7OEATHND%E CMTS AEDLK 5 VIRIRIZEFRI 95 H & &4

LET, LENFDT, cETEERERICLZDEIHRENFNrRLEHKEWVWEETO DHCP, TFTP, TOD

H—NOBEREZEENICHETEET, CONTX—REFE, FYRND—VZEETILEHDOEFH

ODREZEEFHLET,

XX : insertion-interval DERENEL LK BZWVWE, ETFLAQABEAEA 7422k, 70D =
o0 —-NoAF/mNAEOILKEY) £T, insertion-interval @ Hi#E 7 {E(k automatic T9 .

FTCMTS L& 112 RF P REQOBBOEEL TR, T—7IIREFEICH TS RF OBEIC DL
THEBICHLSHALTLWET,

Lo 70 A (init(r1) ., init(r2)., 8 & init (rc) RAE

CHAT—ITRR, CMEEL>Z>Y 7O0AZHBL. BEELWALELLARILT CMTS IZF
ETDLEOICHEREGENLRILEFELET, BERFETNDIEEENF. EBHXY N
D=8V THBERT40~50dBmMV TFo N—RIITFICKODTRINEERZBREDHYE
Fo ZFIOVAN)—ALAFYZRILEBREIC, PTYTARNI)—AFY¥ZXILHAOFYIFTECMTS L
=D RN EBRTERDETO+T D BEESEF OLENf HYET, E5HIEITEDE, 1
B—VRFRYRNID—IODOTIOTATEHELCHS TREARBRERANSRIY, EVYN IS5 —RNE
MUET, T, 2F—3ZBERKITHDBETNEHYET, chFEFSOIVYEVINRERE R
2TEIVET,
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CM L >S5 ER (RNG-REQ) X v E—% CMTS (4. LYY Y% ( RNG-

RSP ) XY E—UHFENBRENTLKBD, FLEEF T3 RZAN—HNThD0EEFEET, T3OXA
LAT7IORDNRBELESZEE. VUNSABEHF A OIXRNENES, UNSTAEHHNF)NTA
BRABEBI)ELEFNE, TEFALR., KYSVEHNLARILTH®O RNG-REQ ZAELET, L
oYU 7OEAE MAP OFIAX D T AEEELEGE7O—RF Y ARNEHTRELE T,
_hnlk, CMTS A", MAP IO 1=F v A NEEICERA TS Service Identifier (SID ) ZXEEF
LB HTTVWEVEDTT, O, JO—RFYANLDZDJEOVFT I R—
ARERY), QV2aV0EEEZSHET, ChEHETD S, TFAIKE RNG-REQ EENOE®
SURLBNY VA TREETETZEOOL DI NYOFT7 FILIAVXLZBATVET
o CMEXEICIE., cable upstream range-backoff AX > RZEFHALET, IXEEHNH CMTS IO
LTHoBLARIICETSDE, CMTS E—RHI%& SID #2538 RNG-RSP T RNG-REQ IZ/5& L
F9, cOSDE, IZFYARNLZOITERAENS MAP AOIZF ¥ A NEEETOR
AICERAEhET,

ROEATE, SID6 O CM A init(r1) IRET, CMAMBL DV TREL S KICEDHBZWVWTL
BENDHIYNET,

sydney#show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address

Sid State Offset Power
Cable2/0/U0 5 offline 2287 0.00 2 0 10.1.1.25 0050.7366.2223
Cable2/0/U0 6 init(rl) 2813 12.00 2 0 10.1.1.22 0050.7366.1e01
Cable2/0/U0 7 offline 2810 0.25 2 0 10.1.1.20 0030.96£9.65d9

ROTINY TTRE, CMALYZVT T7OLADRITICEDRSICKBLIZA, T3 RAX

—APnizgOoUtEY b, BLRTURNTAEHNSBBLEZENF DAY ET, CMTS P SEFEE
N, CMICENZRAEITSELS5ERL TLS CMAC_LOG_ADJUST_TX_POWER X ¥ £—2 (&
BLTLKEZL,

1w3d: 871160.618 CMAC_LOG_STATE_CHANGE ranging_1_state
lw3d: 871160.618 CMAC_LOG_RANGING_OFFSET_SET_ TO 9610

lw3d: 871160.622 CMAC_LOG_POWER_LEVEL_IS 19.0 dBmV (comman)
lw3d: 871160.622 CMAC_LOG_STARTING_RANGING

lw3d: 871160.622 CMAC_LOG_RANGING_BACKOFF_SET 0

lw3d: 871160.622 CMAC_LOG_RNG_REQ_QUEUED 0

1w3d: 871160.678 CMAC_LOG_RNG_REQ_TRANSMITTED

lw3d: 871160.682 CMAC_LOG_RNG_RSP_MSG_RCVD

lw3d: 871160.682 CMAC_LOG_RNG_RSP_SID_ASSIGNED 6

lw3d: 871160.682 CMAC_LOG_ADJUST_RANGING_OFFSET 2813

lw3d: 871160.682 CMAC_LOG_RANGING_OFFSET_SET_ TO 12423

lw3d: 871160.686 CMAC_LOG_ADJUST_TX POWER -48

lw3d: 871160.686 CMAC_LOG_STATE_CHANGE ranging_2_state
lw3d: 871160.686 CMAC_LOG_RNG_REQ_QUEUED 6

1w3d: 871161.690 CMAC_LOG_RNG_REQ_TRANSMITTED

lw3d: 871161.690 CMAC_LOG_RNG_RSP_MSG_RCVD

lw3d: 871161.694 CMAC_LOG_ADJUST TX_POWER -36

lw3d: 871161.694 CMAC_LOG_RANGING_CONTINUE

1w3d: 871162.698 CMAC_LOG_RNG_REQ_TRANSMITTED

lw3d: 871162.898 CMAC_LOG_T3_TIMER

1w3d: 871163.734 CMAC_LOG_RNG_REQ_TRANSMITTED

lw3d: 871163.934 CMAC_LOG_T3_TIMER

1w3d: 871164.766 CMAC_LOG_RNG_REQ_TRANSMITTED

lw3d: 871164.966 CMAC_LOG_T3_TIMER

131.CABLEMODEM.CISCO: l1lw3d: %UBR900-3-RESET_ T3_RETRIES_EXHAUSTED: R03.0 Ranging

lw3d: 871164.966 CMAC_LOG_RESET_T3_RETRIES_EXHAUSTED
1lw3d: 871164.966 CMAC_LOG_STATE_CHANGE
1lw3d: 871164.966 CMAC_LOG_STATE_CHANGE

reset_interface_state
reset_hardware_state
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2; . 1nit(rl) ranging 1_state init(r2) ranging_2_state CM

Staryn# show controllers cable-modem 0

BCM Cable interface O0:

CM unit 0, idb 0x2010AC, ds 0x86213E0, regaddr = 0x800000, reset_mask 0x80
station address 0050.7366.2223 default station address 0050.7366.2223

PLD VERSION: 32

MAC State is wait_for_link_up_state, Prev States = 2
MAC mcfilter 00000000 data mcfilter 00000000

MAC extended header ON
DS: BCM 3116 Receiver: Chip id = 2
US: BCM 3037 Transmitter: Chip id = 30AC

Tuner: status=0x00
Rx: tuner_freqg 0, symbol_rate 5055932, local_freq 11520000
snr_estimate 30640, ber_estimate 0, lock_threshold 26000
QAM not in lock, FEC not in lock, gam mode QAM 64
T™x: tx freq 27984000, power_level 0x20 (8.0 dBmV), symbol_rate 8 (1280000 sym/s)

EFLN LD VTRELNSKEICEDBEVEEE., EEEHLARINI T THEVCENRREZE
ZA5NhET, LEORETE., BKAKR—NCOREERARID L TEEENERARETEXT
o BMEZEXTE, RENICEEBEHLARINLEELET, BLF 20 ~ 30dB DREHL SHED
2EEVTLES, LD T init () %, EFAR it (r2) ICEKET, init(r2) T
&, EFLANSOEEGBHFELVWERASAI I TEEEN, BHEHL D, TOEEN CMISLI—NT
DANBALRINOHFBREHAICINEZDLSICTD S, EFLARREENDEZAIVT 7Y NE
EHLRINZERETIHEN BYVET, CcORERFEIZF ¥ AMD RNG-REQ & & T RNG-RSP
XYV E—0ORV)EVY ZBUTEITENET, RNG-RSP XYy tE—2 Ik, EFATEITLEG
hEBSBVEIBSIIRAZI T FAT7EY MOSTEENEENTVET, T ALK, RNG-
RSP XY E—JTLUD VT ORIIMA REND D, £ init (rc) READEEICK>TL Y
DUUNTETTBETRNG-REQ ZAEL AT, RNG-RSP CEICHAEZEITLET, TFLN
int (r2) A8 &ICEDBWVEER., EEEHZREIDHLEN HYET, init (r2) REDO CM O
HAORRERICRLET,

sydney# show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 5 init(xr2) 2289 *4.00 2 0 10.1.1.25 0050.7366.2223

Cable2/0/U0 6 online 2811 -0.25 5 0 10.1.1.22 0050.7366.1e01

Cable2/0/U0 7 online 2811 -0.50 5 0 10.1.1.20 0030.96£f9.65d9

X : [Rec Power]FID#EICH B BBk, COETFAT/ARELRBEAENTIOT1TTHBC
tZRLET, £L ! this means the modem has reached its maximum transmit power.

CMTS fil :

sydney# conf t

Enter configuration commands, one per line. End with CNTL/Z.

sydney (config) #access-1list 101 permit ip host 10.1.1.10 host 172.17.110.136
sydney (config) #access-1list 101 permit ip host 172.17.110.136 host 10.1.1.10
sydney (config) #°Z

where 10.1.1.10 is ip address of Cable interface on the CMTS



and 172.17.110.136 is ip address of DHCP server
sydney# debug list 101
sydney# debug ip packet detail
IP packet debugging is on
for access list: 101
(detailed)

sydney#

2w5d: IP: s=10.1.1.10 (local), d=172.17.110.136 (Ethernetl/0), len 604, sending

2wbd: UDP src=67, dst=67
2w5d: IP: s=172.17.110.136 (Ethernetl/0), d=10.1.1.10, len 328, rcvd 4
2wbd: UDP src=67, dst=67

A TANAFREEERRREODIL—XTHBEEE. debugipudp EFERATEE T,

sydney# debug ip udp

2wbd: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584
2w5d: UDP: sent src=10.1.1.10(67), dst=172.17.110.136(67), length=604
2w5d: UDP: rcvd src=172.17.110.136(67), dst=10.1.1.10(67), length=308
2wbd: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), length=328
2wbd: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584
2w5d: UDP: sent src=10.1.1.10(67), dst=172.17.110.136(67), length=604
2w5d: UDP: rcvd src=172.17.110.136(67), dst=10.1.1.10(67), length=308
2wbd: UDP: sent src=0.0.0.0(67), dst=255.255.255.255(68), length=328

XE:1Z)N—H)L70—R/X> K)L—2(UBR)Tdebug ipudpdY > REEFIDE, 7UOEAR
JARNEEEILFERATRHERTEERHA, ChlE, BBRIFFNYTICBVWIK EHICIAT A
EEILESEIUHEENI HZEHTT, COBE, IXNTOEFANBPEERSIB TN HY., T
NYTDERNBLBYYET, CMTS TEZEETNDIPNTYRERNL—RATDIZETED L
FRYRND—U FTFSAHZERAL, debugip ANV REFREDFRELTHEAITDHEHE
WELET,

F:EROT7I9ERAVARNGIO-NIICEREENATHY, IPOBEICEFELEFHA, i
debug ip packet detail DRTRICIE, IEBELEIP 7 RLAANDTFNY J2EIRTD-HICFERAE
nNET, TFHRAIC debug list 101 ZRTTHRDICLTLKEE L,

FNVT AvE—0BIINT Y RFRShBWESEK., COFEFLANEBHEEATWVWE T -7
AR —7 I AAD cable helper-address SXEXIC L DERELHERL TLEEV, TN EEIC
BREENTWT, DHCPH—NHTZXYRONTY N RL—ATEEFLHL SO DHCP NT vV
RAE2EKRSNBVWEBER., EFADT—TILAE2—TIAAOBIIS—H, £
UBRDT—TINAVE—TIAADADIT—ERBXRNTHTLIEE,

DHCP #—/S #7% Y RCREEENTVB/NT Y BN, EFLOFNY YT Xy &—T%
BEFIVILT. NSX—ROBERELEEVYETIBEIZIS— A BVHEBEET. Ch
BEFLE DHCP Y—/NEOIL—F 4 VT EBRBRS TNV 1—F 427 AF—VTF., &
7=, DHCP #—/SORE® DHCP DO DWTEBEF I v I F 5 &RV ELET,

CM T debug cable-modem mac log verbose 1NV > REREITL TH ST EF/NY JHlERIZKRL
9,

1w3d: 865015.920 CMAC_LOG_RANGING_SUCCESS
1w3d: 865015.920 CMAC_LOG_STATE_CHANGE dhcp_state
1w3d: 865053.580 CMAC_LOG_RNG_REQ_TRANSMITTED
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1lw3d: 865053.584 CMAC_LOG_RNG_RSP_MSG_RCVD

1lw3d: 865055.924 CMAC_LOG_WATCHDOG_TIMER

131.CABLEMODEM.CISCO: 1lw3d: %UBR900-3-RESET_DHCP_ WATCHDOG_EXPIRED:
Cable Interface Reset due to DHCP watchdog timer expiration

lw3d: 865055.924 CMAC_LOG_RESET DHCP_WATCHDOG_EXPIRED

lw3d: 865055.924 CMAC_LOG_STATE_CHANGE reset_interface_state
1w3d: 865055.924 CMAC_LOG_DHCP_PROCESS_KILLED
lw3d: 865055.924 CMAC_LOG_STATE_CHANGE reset_hardware_state

EOHITE. DHCP Z7OEANKRKL, T—T I EFLFVEY REhLEZEFDAYET,

Cisco Network Registrar ( CNR; Cisco XY RO —29 L2ARNT ) ZFEALTVREEEK., T
Cisco Network Registrar QF/NNY JZFRAL =7 —7 )L FY D —2IC#+% DHCP BEO b
7N A—F 42T HFintd) DR TN 1—FATICRIEET, CORFIXDKNIC
k. CNRTOFNY T OERABFEICOVTOHMEHBI HYET,

DHCP - init(d) 3R 4

LSOO TdE, RODAT—JELTDHCPIZKDZRY ND—o2 AV 714Fa2L—>
IOBBFThhET, CM Ik DHCP EXRZi%V), CMTS EChsS® DHCP N7y hZElEA
DHEBEICHPELET, RICTRT DIE show cable modem DH AT, SID 7 DEF LA init(d) IREE
THY, T—7I ETFLHNS DHCP BEREZELECEERLTVET,

sydney# show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 7 init(d) 2811 0.25 2 0 10.1.1.20 0030.96£f9.65d9

Cable2/0/U0 8 online 2813 0.25 3 0 10.1.1.21 0030.96£9.6605

Cable2/0/U0 9 online 2812 -0.75 3 0 10.1.1.22 0050.7366.1e01

=7 LEFALRIN()A Sinit(d) ICERICERLET, EXAShBREEZRICRLET,

. CMTS (C cable helper-address ijp Z KL X AN REFBZEWVS, EFBip PRLAHFELLSE
‘I\O
. CMTS 25 DHCP H—/NA\ D IP ##&H ICB T 5 BERE,
. DHCP =D&,
CBESLETFT7FILN =TI I AN DHCP H—/NTEREE N TV,
- CM TEREENT—FEVCER, PYTARI—LSNRABVZEIZDVWTE., FRE £
1 ZSRLTLSEZL,
. DHCP #—/\DiB &,
-DHCP H—/NICK>TEIVHTS B IPT7 RLANEL =,
cEFLRAICFHEATOWS IPPRLANFELLKBVWRAO-TICHD, chiZOV\WTE T
Network Registrar GUI 1—H H 4 Ry @ "TIP 7 RLADEEICOVT, 25RBLTLKKEE
Lo
X DHCPH—NIZELWF 7 ALK T —RIIANREENTVD L EZRERLE T, IP &L
MEHERITHHED 1 D& LT, K ping ZFEAL, BREXTIPELTCMTIST—T I 14
—T7IAATREREENLETZAXYY FRLA, BEELTDHCP H—NNXD IP 7 RLAZEET
BPHEENBYVET, BRICEHAFVIPPRLAZRERT RLAE L THE ping ZR1TT 1
&, CPEIC IP M HD L ZHRTEERT, "CMTS OFEH, Z2SRBLTLEEV,

DHCP 7Ot ARk, ¥—7 ) EFALNS7O— R+ v AN DHCP DISCOVER X ¥ £— A% E
ENBETHEYET, DHCP ' —/\VA DISCOVER IC OFFER TIH& L HIEE. EF AR
RENEREICKL T REQUEST ZEETE X T, DHCP H—/NIFHERISE (ACK) £EREE
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5% (NAK ) TISE T2 AHEMN B ET, NAK ICARZFEREL TR, BEREOAZVIP 7 RL
ABLOPT—RNIIA T RLANEZZSNE T, CcORRE., BBDHATARNI—ALA F¥IILD
SEBDZHTZYNELHZBOAIARN) =LA FYZRIICEFLANRY T LEBEICEIS
CENFBYET, ETLNV—ADEHEZERL 28F5S. DHCPREQUEST XY E—2 D IP 7
RLAET—RNITIA TRLAGRELBDZRY ND—UFSTH . DHCP H—/Vi& NAKT
REQUEST 2 AL ET., COLIBRRICBDZIZERENTHY, TEFLARKEICY —RAEBK
L T DHCP DISCOVER XV t—T #®VWELE T,

LELIEE, DHCP RENDIZ—H" NAK TREBLKRAATIRELTHRADZZENBYET,
DHCP X v £—Y OBk, DISCOVER, OFFER, REQUEST. ACK DJEICZ2 T TT,
7 L1 DISCOVER %45 L TWT DHCP #—/{4 5 O OFFER AN ZWBAK, CMTS T IP
FNYIEAVICLTLEETY, ChERROFIEERITLET,

DHCP - init(i) R %8

DHCP ERADBEZZELTIPZRLANT =TI EFLIZEI) H¥TS5NhBE, show cable
modem T & ©BRER init(i) I ET,

sydney# show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 7 init (i) 2815 -0.25 2 0 10.1.1.20 0030.96£9.65d9

Cable2/0/U0 8 online 2813 0.25 3 0 10.1.1.21 0030.96£9.6605

Cable2/0/U0 9 online 2812 0.50 3 0 10.1.1.22 0050.7366.1e01

ERAS. SID7 O —T )L EF LN initl)) DREASEICEHEVTVBEADAYET,
show cable modem Z#&V)IRLETTD &, BERKZOT—TIL EF LD init(r1), init(r2),
init(rc), init(d), B X init(i) ZERICFEIRL TVWBDENRRENET,

=7 EFLN Nt (i) ASECEEEVERELTR, WKOHDERAEZIShET, B
LE< HBDEMERICRLET,

-DHCP H—NTHEEENTWVWSB DOCSIS 77 A IIAELLBVA, FLEEUTH S,
.TFTP'U‘—/\'G)F'EJEEO IP7 RLANELLEW, TFTP H— NN BEFTAETH DKL,
-TOD EERRAZVT 7Y NOBBICETZHE,

-DHCP O 74F1L—>32A® Router DEREHNEL <L\,

=7 EFALKINt (i) TETREHREELTVWSIOT, P7RLAOEEBETCEETLTVWSR L
FhHhYET, 2O e, RICRTZOT—7 )L EF LA TO debug cable-modem mac log
verbose DH N TE2EN EREATVET,

3d20h: 334402.548 CMAC_LOG_RANGING_SUCCESS

3d20h: 334402.548 CMAC_LOG_STATE_CHANGE dhcp_state

3d20h: 334415.492 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20

!--- IP address Assigned to CM. 3d20h: 334415.492 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS
172.17.110.136 3d20h: 334415.492 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 172.17.110.136 3d20h:
334415.492 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS 3d20h: 334415.492 CMAC_LOG_DHCP_TZ_OFFSET 0 3d20h:
334415.496 CMAC_LOG_DHCP_CONFIG_FILE_NAME nofile

!-—— DOCSIS file CM is trying to load. 3d20h: 334415.496
CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR 3d20h: 334415.496
CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS 3d20h: 334415.496 CMAC_LOG_DHCP_COMPLETE 3d20h:
334415.508 CMAC_LOG_STATE_CHANGE establish_tod_state 3d20h: 334415.512 CMAC_LOG_TOD_REQUEST_ SENT
172.17.110.136 3d20h: 334415.524 CMAC_LOG_TOD_REPLY_RECEIVED 3178343318 3d20h: 334415.524
CMAC_LOG_TOD_COMPLETE 3d20h: 334415.528 CMAC_LOG_STATE_CHANGE security_association_state 3d20h:



334415.528 CMAC_LOG_SECURITY_BYPASSED 3d20h: 334415.528 CMAC_LOG_STATE_CHANGE
configuration_file
3d20h: 334415.528 CMAC_LOG_LOADING_CONFIG_FILE nofile

!--- DOCSIS file name. 133 .CABLEMODEM.CISCO: 3d20h: 3$LINEPROTO-5-UPDOWN: Line protocol on
Interface cap 3d20h: 334416.544 CMAC_LOG_CONFIG_FILE_TFTP_FAILED -1

3d20h: 334416.548 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

3d20h: 334416.548 CMAC_LOG_RESET_CONFIG_FILE_READ_ FAILED

BRI, TFTIPHY—NICBEBIZRBTERALELSBIS—ARESoh, FRLTCMAVEY N
LTEUZ7O0LAZERICERIDEICKYNET,

3d21h: 336136.520 CMAC_LOG_STATE_CHANGE dhcp_state
3d21h: 336149.404 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
3d21h: 336149.404 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.100

!l --- Incorrect TFTP Server address. 3d21h: 336149.404 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS
172.17.110.136 3d21h: 336149.404 CMAC_LOG_DHCP_SET_GATEWAY_ ADDRESS 3d21h: 336149.404
CMAC_LOG_DHCP_TZ_OFFSET 0 3d21h: 336149.408 CMAC_LOG_DHCP_CONFIG_FILE_NAME platinum.cm 3d21lh:
336149.408 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR 3d21h: 336149.408
CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS 3d21h: 336149.408 CMAC_LOG_DHCP_COMPLETE 3d2l1h:
336149.420 CMAC_LOG_STATE_CHANGE establish_tod_state 3d21h: 336149.424 CMAC_LOG_TOD_REQUEST SENT
172.17.110.136 3d21h: 336149.436 CMAC_LOG_TOD_REPLY_RECEIVED 3178345052 3d21h: 336149.436
CMAC_LOG_TOD_COMPLETE 3d21h: 336149.440 CMAC_LOG_STATE_CHANGE security_association_state 3d21h:
336149.440 CMAC_LOG_SECURITY_BYPASSED 3d21h: 336149.440 CMAC_LOG_STATE_CHANGE configuration_file
3d21h: 336149.440 CMAC_LOG_LOADING_CONFIG_FILE platinum.cm 133 .CABLEMODEM.CISCO: 3d2lh:
$LINEPROTO-5-UPDOWN: Line protocol on Interface cap 3d21h: 336163.252
CMAC_LOG_RNG_REQ_TRANSMITTED 3d21h: 336163.252 CMAC_LOG_RNG_RSP_MSG_RCVD 3d21h: 336165.448
CMAC_LOG_CONFIG_FILE_TFTP_ FAILED -1

!--- TFTP process failing. 3d21lh: 336165.448 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

3d21h: 336165.452 CMAC_LOG_RESET_CONFIG_FILE_READ_ FAILED

3d21h: 336165.452 CMAC_LOG_STATE_CHANGE reset_interface_state

TFTP H—N%ZTARNTBHEELT, DOCSISOAV74F1L—>23> 774 BEDNIEKE
T77A4ILECMISOT7Z5Y>21 A—RIZAITVO—RULTHDEENBYVET, <nlllEk,
copy tftp flash N> RZFEALE T, XROED TR, platinumemEWVWSBEDT7 7 A ILZH
SELTIZF—HRERELTVDRCEICFELTLSEETY, CORERAE, CMTS A TFTP H—/\MD
IP7 RL A 172.17.110.100 IC#EHBETERVESHTT, K S, 172.17.110.100 FET7 RL A
EASTT,

sydney# copy tftp flash

Address or name of remote host []? 172.17.110.100

Source filename []? platinum.cm

Destination filename [platinum.cm]?

Accessing tftp://172.17.110.100/platinum.cm. ..

%Error opening tftp://172.17.110.100/platinum.cm (Permission denied)

sydney#

CCT, TFTPH—N\OEHRZTFIVITIUHENHVET,

Timeof Day (TOD ) XA X20T A7ty N2BBIHRBEATE, TTFLNFFTU T4 REIC
BBV ENELUET,



3d21h: 338322.500 CMAC_LOG_STATE_CHANGE dhcp_state
3d21h: 338334.260 CMAC_LOG_RNG_REQ_TRANSMITTED

3d21h: 338334.260 CMAC_LOG_RNG_RSP_MSG_RCVD

3d21h: 338335.424 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
3d21h: 338335.424 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.136
3d21h: 338335.424 CMAC_LOG_DHCP_ERROR_ACQUIRING_ TOD_ADDRESS

3d21h: 338335.424 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS

3d21h: 338335.424 CMAC_LOG_DHCP_ERROR_ACQUIRING_TZ_ OFFSET

3d21h: 338335.424 CMAC_LOG_DHCP_CONFIG_FILE_NAME platinum.cm
3d21h: 338335.428 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR

3d21h: 338335.428 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS

3d21h: 338335.428 CMAC_LOG_DHCP_COMPLETE

3d21h: 338335.428 CMAC_LOG_RESET_DHCP_FAILED

3d21h: 338335.432 CMAC_LOG_STATE_CHANGE reset_interface_state
3d21h: 338335.432 CMAC_LOG_STATE_CHANGE reset_hardware_state
3d21h: 338336.016 CMAC_LOG_STATE_CHANGE wait_for_ link_up_state

ZE :CiscolOSY 7 RIIFTV)—=R12AMNKYVBION—23 20 Tlk, T—TILVEFLEF VS
AT BICIE, TODEDHCPH —/N\THEETIHENHV)ELE, LAL, CiscolOS Y7 K
JIFT UI)—AN—232 121 (1) UBETIE TOD BAEHY)ER A, EFEL, ¥—7 I TF
AT, ROFNYTILRTESIIBIERMERAZIVT A7V NEREBITIHENHYET,

344374 .528 CMAC_LOG_STATE_CHANGE dhcp_state
344377.292 CMAC_LOG_RNG_REQ_TRANSMITTED
344377.292 CMAC_LOG_RNG_RSP_MSG_RCVD

344387.412 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
344387 .412 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.136
344387 .412 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 172.17.110.136

!-—— TOD server IP address obtained. 344387.412 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS 344387.412
CMAC_LOG_DHCP_ERROR_ACQUIRING_ TZ_OFFSET

!-—— Timing offset not specified in DHCP server. 344387.412 CMAC_LOG_DHCP_CONFIG_FILE_NAME
platinum.cm 344387.412 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR 344387.412
CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS 344387.412 CMAC_LOG_DHCP_COMPLETE 344387.412
CMAC_LOG_RESET_DHCP_FAILED 344387.412 CMAC_LOG_STATE_CHANGE reset_interface_state !--- Modem
resetting.

RDFINY 2T, notime-server ZIEEL TVWETH, DHCP H—NTERA T 7Y b
NEREENTVWBES, T—TI EFLDNASAICHE>TVET,

3d23h: 345297.516 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
3d23h: 345297.516 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.136
3d23h: 345297.516 CMAC_LOG_DHCP_ERROR_ACQUIRING_TOD_ADDRESS

3d23h: 345297.516 CMAC_LOG_DHCP_SET GATEWAY_ ADDRESS

3d23h: 345297.516 CMAC_LOG_DHCP_TZ_OFFSET

03d23h: 345297.516 CMAC_LOG_DHCP_CONFIG_FILE_NAME platinum.c
3d23h: 345297.520 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR

3d23h: 345297.520 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS

3d23h: 345297.520 CMAC_LOG_DHCP_COMPLETE

3d23h: 345297.532 CMAC_LOG_STATE_CHANGE establish_tod_state
3d23h: 345297.532 CMAC_LOG_TOD_NOT_REQUESTED_NO_TIME_ADDR

3d23h: 345297.532 CMAC_LOG_STATE_CHANGE security association_state
3d23h: 345297.536 CMAC_LOG_SECURITY_BYPASSED

3d23h: 345297.536 CMAC_LOG_STATE_CHANGE configuration_file
3d23h: 345297.536 CMAC_LOG_LOADING_CONFIG_FILE platinum.cm

3d23h: 345297.568 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

3d23h: 345297.568 CMAC_LOG_STATE_CHANGE registration_state
3d23h: 345297.592 CMAC_LOG_REG_RSP_MSG_RCVD

3d23h: 345297.592 CMAC_LOG_COS_ASSIGNED_SID 1/7

3d23h: 345297.596 CMAC_LOG_RNG_REQ_QUEUED 7

3d23h: 345297.596 CMAC_LOG_REGISTRATION_OK



3d23h: 345297.596 CMAC_LOG_STATE_CHANGE establish_privacy_state

3d23h: 345297.596 CMAC_LOG_PRIVACY_NOT_CONFIGURED

3d23h: 345297.596 CMAC_LOG_STATE_CHANGE maintenance_state

133 .CABLEMODEM.CISCO: 3d23h: $LINEPROTO-5-UPDOWN: Line protocol on Interface changed state to up
EQODHCP A7 2 a>HBATHY), ENNFATIaVTHINNFRENLESENET) AN,
rr—7) EFLDREHDO DHCP £ DOCSIS O 74Fa1L—23> 774)L (DOCSIS
1.0) 0 TO9ZHIL /= Z2ZRLTLSEZL,

HE:CNRZDHCP H—NELTHEATIEZIC—MAICIEBLRTVEEY &, Policy SREX -2
—T Servers 7773 DTHAS NP H—N\NZBIRLTLESCETT, TOLSICLABEVT,
Bootp Compatible 73O TASRA L 7Y FERA L F—NZBIRL TS EEL,
CNR OFREICDVTOFMIEE. CNRORFIXUNIHS TDHCP OFEFEL 2SR L T EE
W

DHCP #—/\T Router 77> a V& EZEH BN 22V, Router 77> 3> 7 14— )L RTEXM
BIPF7RLAZEELLEYULEZEICE, TTLN init(l) REA S KHICEXELSBZWET, <0
< & I X M debug cable-modem mac log verbose ThH A'V) £,

1dl6h: 146585.940 CMAC_LOG_CONFIG_FILE TFTP_FAILED -

1dl6h: 146585.940 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

1dl6h: 146585.944 CMAC_LOG_RESET CONFIG_FILE_READ_FAILED

1dl6h: 146585.944 CMAC_LOG_STATE_CHANGE reset_interface_state
1d1l6h: 146585.944 CMAC_LOG_STATE_CHANGE reset_hardware_state

i B DOCSISERE7 7 1)L T, 4F(IZDOCSIS CPE Configurator® Class of Service T
Maximum Upstream Transmit Burst*255C 58 EE N TWBBEK., EFANinit()& V) £ICEEAE
WS eENBYET, ChIFBEE, COEZZI"_AOY NENTERET S HO DOCSIS O L%k
TRSNhFET, #HEThBER 1600 £/ 1800 /N1 KT,

TOD M 3%#2 : init(t) IREE

XY RD=O NSX—ROBWMBHATTLER., TFALWR Time Of Day (TOD ) H—/\A S HEZ
BRULET, TOD R UTC RALARRT (1970 F 1 51 BASOPH ) 2EALET,
DHCPASDRAL FAT7EY N ATV EZIEAERD L. BERAZFETEET., KH
l& syslog BLRVPARYNOTDRALAZRTIERENET,

ROBITIE, SID1BRT 20T —7 )L TEFLD init (t)REICH)FETF, CiscolOSVY T KD

IT7VV=ZAN=232121(1) KU EEOKRIED I0S Tlk, TOD ORWA KRB FZETE

T—=TNEBEFLDNAZA K ET, RIZRT show cable modem X > ROF/INY T H B
BSRBLTLSEETL,

sydney# show cable mode

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 1 init(t) 2808 0.00 2 0 10.1.1.20 0030.96£9.65d9

Cable2/0/U0 2 init(t) 2809 0.25 2 0 10.1.1.21 0030.96£9.6605

Cable2/0/U0 3 init (i) 2810 -0.25 2 0 10.1.1.22 0050.7366.1e01

2d01lh: 177933.712 CMAC_LOG_STATE_CHANGE dhcp_state

2d01h: 177933.716 CMAC_LOG_RNG_REQ_ TRANSMITTED

2d01h: 177933.716 CMAC_LOG_RNG_RSP_MSG_RCVD

2d01h: 177946.596 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
2d01h: 177946.596 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.136
2d01h: 177946.596 CMAC_LOG_DHCP_TOD_SERVER_ ADDRESS 172.17.110.130


//www.cisco.com/warp/customer/109/dhcp_and_docsis_config_cm.html
//www.cisco.com/warp/customer/109/dhcp_and_docsis_config_cm.html
//www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/ciscoasu/nr/nr_2_5/gui_user/03_cm.htm#xtocid1229717
//www.cisco.com/en/US/products/sw/netmgtsw/ps819/products_user_guide09186a0080174726.html
//www.cisco.com/en/US/products/sw/netmgtsw/ps819/products_user_guide09186a0080174726.html

2d01h: 177946.596 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS

2d01h: 177946.596 CMAC_LOG_DHCP_TZ_OFFSET 0

2d01h: 177946.600 CMAC_LOG_DHCP_CONFIG_FILE_NAME platinum.cm

2d01h: 177946.600 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR

2d01h: 177946.600 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS

2d01h: 177946.600 CMAC_LOG_DHCP_COMPLETE

2d01lh: 177946.612 CMAC_LOG_STATE_ CHANGE establish_tod_state
2d01h: 177946.716 CMAC_LOG_RNG_REQ_TRANSMITTED

2d01lh: 177946.716 CMAC_LOG_RNG_RSP_MSG_RCVD

133 .CABLEMODEM.CISCO: 2d0lh: $LINEPROTO-5-UPDOWN: Line protocol on Interface cap
2d01h: 177947.716 CMAC_LOG_RNG_REQ_TRANSMITTED

2d01lh: 177947.716 CMAC_LOG_RNG_RSP_MSG_RCVD

2d01lh: 177948.616 CMAC_LOG_TOD_REQUEST_ SENT 172.17.110.130
2d01lh: 177948.716 CMAC_LOG_RNG_REQ_TRANSMITTED
2d01lh: 177954.616 CMAC_LOG_TOD_REQUEST_ SENT 172.17.110.130

2d01lh: 177954.716 CMAC_LOG_RNG_REQ_TRANSMITTED

2d01lh: 177954.716 CMAC_LOG_RNG_RSP_MSG_RCVD

2d01lh: 177960.616 CMAC_LOG_TOD_REQUEST_ SENT 172.17.110.130
2d01lh: 177960.712 CMAC_LOG_RNG_REQ_TRANSMITTED

2d01lh: 177960.716 CMAC_LOG_RNG_RSP_MSG_RCVD

2d01lh: 177961.716 CMAC_LOG_RNG_REQ_TRANSMITTED

131.CABLEMODEM.CISCO: 2d01h: %UBR900-3-TOD_FAILED TIMER_EXPIRED:TOD failed,
but Cable Interface proceeding to operational state
2d01h: 177986.616 CMAC_LOG_TOD_WATCHDOG_EXPIRED

2d01h: 177986.616 CMAC_LOG_STATE_CHANGE security association_state
2d01h: 177986.616 CMAC_LOG_SECURITY_BYPASSED

2d01h: 177986.616 CMAC_LOG_STATE_CHANGE configuration_file

2d01h: 177986.620 CMAC_LOG_LOADING_CONFIG_FILE platinum.cm

2d01lh: 177986.644 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

2d01h: 177986.644 CMAC_LOG_STATE_CHANGE registration_state

2d01h: 177986.644 CMAC_LOG_REG_REQ_MSG_QUEUED

2d01h: 177986.648 CMAC_LOG_REG_REQ_TRANSMITTED

2d01h: 177986.652 CMAC_LOG_REG_RSP_MSG_RCVD

2d01h: 177986.652 CMAC_LOG_COS_ASSIGNED_SID 1/1

2d01h: 177986.656 CMAC_LOG_RNG_REQ_QUEUED 1

2d01h: 177986.656 CMAC_LOG_REGISTRATION_OK

! --- Modem online. 2d0lh: 177986.656 CMAC_LOG_STATE_CHANGE establish_privacy_ state 2d0lh:
177986.656 CMAC_LOG_PRIVACY_NOT_CONFIGURED 2d0lh: 177986.656 CMAC_LOG_STATE_CHANGE
maintenance_state 2d01lh: 177988.716 CMAC_LOG_RNG_REQ_TRANSMITTED

RDOTINY T& CiscolOS Y7 R IITFT D)—AN—=232120(7)TZEITLTWRT—7
LN EFLLSESNIEEDT, TOD ZAN—OFENOLEHICETFLAVEY NEhD L
ZRLTVET, COBERETFLN online AT—RAILETDIERFHYERA,

18:31:23: 66683.974 CMAC_LOG_STATE_CHANGE dhcp_state
18:31:24: 66684.110 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.25
18:31:24: 66684.114 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.136
18:31:24: 66684.118 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 172.17.110.130

! Deliberate wrong IP Address

18:31:24: 66684.122 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS

18:31:24: 66684.124 CMAC_LOG_DHCP_TZ_OFFSET 0

18:31:24: 66684.128 CMAC_LOG_DHCP_CONFIG_FILE_NAME platinum.cm

18:31:24: 66684.132 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR

18:31:24: 66684.136 CMAC_LOG_DHCP_COMPLETE

18:31:24: 66684.260 CMAC_LOG_STATE_CHANGE establish_tod_state
18:31:24: 66684.268 CMAC_LOG_TOD_REQUEST_ SENT

18:31:25: SLINEPROTO-5-UPDOWN: Line protocol on Interface cable-modem0O, changed state to up
18:31:29: 66689.952 CMAC_LOG_RNG_REQ_ TRANSMITTED

18:31:29: 66689.956 CMAC_LOG_RNG_RSP_MSG_RCVD

18:32:04: 66724.266 CMAC_LOG_WATCHDOG_TIMER

18:32:04: %UBR900-3-RESET_TOD_WATCHDOG_EXPIRED: Cable Interface Reset due to TOD watchdog timer
18:32:04: 66724 .272 CMAC_LOG_RESET TOD_WATCHDOG_ EXPIRED



18:32:04: 66724.274 CMAC_LOG_STATE_CHANGE reset_interface
! --- Modem resetting.

BECETDIS—F. TOREREAEITXNTHN DHCP DEEIAZRLTVWET, TOD IS5—
ERBCITREZIARAELTRE, Y—FRJIA PRLADEKEZAX, BiE->LTODH—/NT7 RL
ANEZEZSNET, RALH—/NIZCPING ZEELTIPEGICEAIZIEEEZYEHL, 2A A
H—N\NEATRETHDEEBIELTLEEV,

RSTINa1—FT42FOBHNOEDHIC, CMTS Z ToD H—/NELTERETEET, OV R%E
RICRLET,

sydney# conf t
Enter configuration commands, one per line. End with CNTL/Z.
sydney (config) # cable time-server

sydney (config) # service udp-small-servers max-servers 25

CMTS A" ToD ELTEREETNTWVWSRIEEIC, ToOD ICEIT2BEEZT/NV I ITHLHICFERTS
N> RIZ&E. show cable clock. show controllers clock-reference A& V) £9,

A7 32 77ALI)\NEER : init (o) REE

T=TI EFLANDETEBREBRVEBAVEA—TIAARERDZON, 7O =T H—
NHhsFd o O0—REhd074F21L—>32 J7A4)NTT, cOAT74F21L—>3>
T7ANICRROEOFEENTVET,

AIDVAN) =LA FYRILBLETYTAN)—A FY¥XRILOBREHRE 1S4

- H—ER IVSARRE

R=ATAY TZAND—RE

- SN RERRE

XY ND—UEBBIER

IO TFYTIL—R 74=)LR

. TJ1IE

RUA—BEBORE
=7 TEFLN init (o) REASKICETHAWVEES, BER., y—7I EFLNFIV74F
AL—232 7740 O0—REZRBLEDL, LAV O—-ROERBHITETVWSE
OO, ROBHOEHIZADO—RFIRIILEL 2 EZEZRLTVET,

- RIE, BE®B : N FVORDYICASCIZEMA), £LEDOCSISOAV74Fa1L—>ay
T7ANUNFBEOTFTP H—NICERETERV, B2V TFTP H—N\AFEATELZL, ED
—RETH D, £ IPEHEESZL,

-DOCSIS 77A)NADCA714F2L—2320 NTAXA—ZNEMTHEDH, FLIEFEEI2HS
24N

STFTPH—NOT7 7 A I)IERNFEE>TVS,

X AFULENtONIRRENDEEERES T, int()NRRENLE, init(r1) D Sinit()ICTEIRT S
BENFHYVET, &V IEEKIREZHM TS IZ1E. show controller cable-modem 0 mac state ®
HOZRRLET, XRROKRZEZXRICRLET,

kuffing# show controller cable-modem 0 mac state



MAC State: configuration_file_state

Ranging SID: 4
Registered: FALSE
Privacy Established: FALSE

XD show cable modem 1V > KM% M debug cable-modem mac log verbose Tl&, > 7 1 F
AL—232 774U ERATVDON, ELEE TFTP H—NFXBL O DAV ERA,
COFNYTREIhsOmEZERHLTVET,

sydney# show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 1 init (o) 2812 0.00 2 0 10.1.1.21 0030.96£9.6605

Cable2/0/U0 2 init (o) 2814 0.50 2 0 10.1.1.22 0050.7366.1e01

w3d: 880748.992 CMAC_LOG_STATE_CHANGE dhcp_state

lw3d: 880751.652 CMAC_LOG_RNG_REQ_ TRANSMITTED
lw3d: 880751.656 CMAC_LOG_RNG_RSP_MSG_RCVD

lw3d: 880761.876 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
lw3d: 880761.876 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.136
lw3d: 880761.876 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 172.17.110.136
lw3d: 880761.876 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS

lw3d: 880761.876 CMAC_LOG_DHCP_TZ_OFFSET 0

lw3d: 880761.880 CMAC_LOG_DHCP_CONFIG_FILE_NAME data.cm

! -—— Corrupt configuration file. 1lw3d: 880761.880 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR
lw3d: 880761.880 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS 1lw3d: 880761.880
CMAC_LOG_DHCP_COMPLETE 1w3d: 880761.892 CMAC_LOG_STATE_CHANGE establish_ tod_state 1w3d:
880761.896 CMAC_LOG_TOD_REQUEST_SENT 172.17.110.136 1w3d: 880761.904 CMAC_LOG_TOD_REPLY_RECEIVED
3180091733 1w3d: 880761.908 CMAC_LOG_TOD_COMPLETE 1lw3d: 880761.908 CMAC_LOG_STATE_CHANGE
security_association_state 1w3d: 880761.908 CMAC_LOG_SECURITY_BYPASSED lw3d: 880761.912
CMAC_LOG_STATE_CHANGE configuration_file_state 1w3d: 880761.912 CMAC_LOG_LOADING_CONFIG_FILE
data.cm 1w3d: 880762.652 CMAC_LOG_RNG_REQ_TRANSMITTED 1lw3d: 880762.652 CMAC_LOG_RNG_RSP_MSG_RCVD
133 .CABLEMODEM.CISCO: 1w3d: %LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modemO,
changed state to up 1lw3d: 880762.928 CMAC_LOG_CONFIG_FILE TFTP_FAILED -1

lw3d: 880762.932 CMAC_LOG_CONFIG_FILE_PROCESS COMPLETE

lw3d: 880762.932 CMAC_LOG_RESET CONFIG_FILE_READ FAILED

1lw3d: 880762.932 CMAC_LOG_STATE_CHANGE reset_interface_state

1w3d: 880762.932 CMAC_LOG_STATE_CHANGE reset_hardware_state

DOCSISCPE A7 4AF1L—ZFTOARERIDA74Fa2L -3 NFX=—20HlEL T
ARIA—IDERERIRA—BEEOBBRIE2>TUVEAD, RESATVAEVEENHBYET,
DH/FERFLEOFNY T EEFERBUERNIBOSN, MATROXY E—IHFRRENET,

133 .CABLEMODEM.CISCO: 00:13:07: $LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modemO,
changed state to up

00:13:08: 788.004 CMAC_LOG_CONFIG_FILE_CISCO_BAD_TYPE 155
00:13:08: 788.004 CMAC_LOG_CONFIG_FILE_CISCO_BAD_TYPE 115
00:13:08: 788.004 CMAC_LOG_CONFIG_FILE_CISCO_BAD_TYPE 116
00:13:08: 788.004 CMAC_LOG_CONFIG_FILE_CISCO_BAD_ATTR MAX LENG128
00:13:08: 788.008 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

00:13:08: 788.008 CMAC_LOG_RESET CONFIG_FILE_READ_FAILED

online, online (d) . online ( pk) . online ( pt) RAE

sydney#show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
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Sid State Offset Power

Cable2/0/U0 4 online 2810 -0.75 6 0 10.1.1.20 0030.96£9.65d9
Cable2/0/U0 5 online(pt) 2290 0.25 5 0 10.1.1.25 0050.7366.2223
Cable2/0/U0 7 online(d) 2815 0.00 6 0 10.1.1.27 0001.9659.4461

online (d ) ZBRW T, online, online (pk ). &K online (pt) &, CM A online AT7—X A IC
ELTTF—ROEZENAEICE 2 ECEZRLET, LAL, online(d) &, EFLNFF>S
ANCB2EEODRY NTD—D PUOEANERENCEZRLET, BE. Chik DOCSIS
CPE Configurator @ Radio Frequency 153 ® T (Z &% % Network Access A 7°> 3 > A EXNIC 4 2
TWVWBENRERETYT, Network Access 77 I KRTlRRAZ—TINICHE>TVET, CM L:E
BENTWB PCEERTSDOCSIS AV 74F1L—>23Y 774N EERTBHEEAN
£9,

O Eld, EEED show cable modem & debug cable-modem mac log verbose @ i 1A' S & 2
EVEDAYERT,

04:11:34: 15094.700 CMAC_LOG_STATE_CHANGE dhcp_state
04:11:46: 15106.392 CMAC_LOG_RNG_REQ_TRANSMITTED

04:11:46: 15106.396 CMAC_LOG_RNG_RSP_MSG_RCVD

04:11:47: 15107.620 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
04:11:47: 15107.620 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.136
04:11:47: 15107.620 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 172.17.110.136
04:11:47: 15107.620 CMAC_LOG_DHCP_SET GATEWAY_ADDRESS

04:11:47: 15107.620 CMAC_LOG_DHCP_TZ_OFFSET 0

04:11:47: 15107.624 CMAC_LOG_DHCP_CONFIG_FILE_NAME noaccess.cm

! --- Network Access disabled. 04:11:47: 15107.624 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR
04:11:47: 15107.624 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS 04:11:47: 15107.624

CMAC_LOG_DHCP_COMPLETE 04:11:47: 15107.636 CMAC_LOG_STATE_CHANGE establish_tod_state 04:11:47:

15107.640 CMAC_LOG_TOD_REQUEST_SENT 172.17.110.136 04:11:47: 15107.648
CMAC_LOG_TOD_REPLY_RECEIVED 3179226080 04:11:47: 15107.652 CMAC_LOG_TOD_COMPLETE 04:11:47:
15107.652 CMAC_LOG_STATE_CHANGE security_association_state 04:11:47: 15107.652
CMAC_LOG_SECURITY_BYPASSED 04:11:47: 15107.652 CMAC_LOG_STATE_CHANGE configuration_file_state

04:11:47: 15107.652 CMAC_LOG_LOADING_CONFIG_FILE noaccess.c 133.CABLEMODEM.CISCO: 04:11:48:

$LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modem0O, changed state to up 04:11:48:
15108.672 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE 04:11:48: 15108.672 CMAC_LOG_STATE_CHANGE

15108.672 CMAC_LOG_REG_REQ_MSG_QUEUED 04:11:48: 15108.676

15108.680 CMAC_LOG_REG_RSP_MSG_RCVD 04:11:48: 15108.680
15108.684 CMAC_LOG_RNG_REQ_QUEUED 4 04:11:48: 15108.684

registration_state 04:11:48:
CMAC_LOG_REG_REQ_TRANSMITTED 04:11:48:
CMAC_LOG_COS_ASSIGNED_SID 1/4 04:11:48:
CMAC_LOG_NETWORK_ACCESS_DENIED

04:11:48: 15108.684 CMAC_LOG_REGISTRATION_OK

04:11:48: 15108.684 CMAC_LOG_STATE_CHANGE establish_privacy_state
04:11:48: 15108.684 CMAC_LOG_PRIVACY_NOT_CONFIGURED

04:11:48: 15108.684 CMAC_LOG_STATE_CHANGE maintenance_state
04:11:49: 15109.392 CMAC_LOG_RNG_REQ_TRANSMITTED

BoFIyvorEELT, ¥—7 )L EF L TO show controllers cable-modem 0 mac state @ H
HNZERARXNDFENHVYET,

( RTDEREL L EHE )

Config File:

FALSE

! --- Network Access denied. Maximum CPEs: 3 Baseline Privacy: Auth. Wait Timeout: 10 Reauth.
Wait Timeout: 10 Auth. Grace Time: 600 Op. Wait Timeout: 1 Retry Wait Timeout: 1 TEK Grace Time:
600 Auth. Reject Wait Time: 60 COS 1: Assigned SID: 10000000 Max Upstream
Rate: 1024000 Upstream Priority: 7 Min Upstream Rate: 0 Privacy Enable:
FALSE

(RTDE DL EEH )

Network Access:

4 Max Downstream Rate:
0 Max Upstream Burst:



online l&, EFANFAZA4ICkY), CMTS L BETESRISICA 2o ZTRLET,
Baseline Privacy Interface ( BPI; R—AZ A4 > T75ANI— A2V B —TIAR) FEMTELVE
B, T=7IL EFLOTRILIEEIIL mEAKEL, online AT—R AT 7 # )L MREEE V) &
T, BPIAREEN TS E, online(pk) MIREEIZE V), TDE T <IC online(pt) &Y F£F, K
OF/INY JHHFERRE., CM T debug cable-modem mac log verbose ZFA L TEShizHH
NSEBRICEIDHPEZTZERLTVET,

5d03h: 445197.804 CMAC_LOG_STATE_CHANGE registration_state
5d03h: 445197.804 CMAC_LOG_REG_REQ_MSG_QUEUED

5d03h: 445197.812 CMAC_LOG_REG_REQ_ TRANSMITTED

5d03h: 445197.816 CMAC_LOG_REG_RSP_MSG_RCVD

5d03h: 445197.816 CMAC_LOG_COS_ASSIGNED_SID 1/4

5d03h: 445197.816 CMAC_LOG_RNG_REQ_QUEUED 4

5d03h: 445197.816 CMAC_LOG_REGISTRATION_OK

5d03h: 445197.816 CMAC_LOG_STATE_CHANGE establish_privacy_ state

5d03h: 445197.820 CMAC_LOG_PRIVACY_ FSM STATE_CHANGE

machine: KEK, event/state: EVENT_1_PROVISIONED/STATE A START, new state: STATE_ B AUTH WAIT
5d03h: 445197.828 CMAC_LOG_BPKM REQ TRANSMITTED

5d03h: 445197.848 CMAC_LOG_BPKM RSP_MSG_RCVD

5d03h: 445197.848 CMAC_LOG_PRIVACY FSM STATE_CHANGE

machine: KEK, event/state: EVENT_3_AUTH REPLY/STATE_B_AUTH WAIT, new state: STATE C_AUTHORIZED
5d03h: 445198.524 CMAC_LOG_PRIVACY_ FSM STATE_CHANGE

machine: TEK, event/state: EVENT_2_ AUTHORIZED/STATE_A_ START, new state: STATE_B_OP_WAIT
5d03h: 445198.536 CMAC_LOG_RNG_REQ TRANSMITTED

5d03h: 445198.536 CMAC_LOG_RNG_RSP_MSG_RCVD

5d03h: 445198.536 CMAC_LOG_BPKM REQ TRANSMITTED

5d03h: 445198.536 CMAC_LOG_BPKM RSP_MSG_RCVD

5d03h: 445198.540 CMAC_LOG_PRIVACY_ FSM STATE_CHANGE

machine: TEK, event/state: EVENT_8 KEY REPLY/STATE B _OP_WAIT, new state: STATE_D_OPERATIONAL

5d03h: 445198.548 CMAC_LOG_PRIVACY_INSTALLED_KEY_ _FOR_SID 4
5d03h: 445198.548 CMAC_LOG_PRIVACY_ESTABLISHED
5d03h: 445198.552 CMAC_LOG_STATE_CHANGE maintenance_state

5d03h: 445201.484 CMAC_LOG_RNG_REQ_TRANSMITTED
5d03h: 445201.484 CMAC_LOG_RNG_RSP_MSG_RCVD

— %I, BPI ICRABEN ® 256, BRAAT —CZBRBATERN 2L EERT
reject (pk ) "RIRENET, chICDWVWTIEE, reject (pk) LV reject (pt) DV I TH
W EFTWERT,

X EUVBPIHREZITSICIEF. CMTSECMOMEA TBPIMISA X—IFRITENTVD L%

BELTIKEEV, COMX—2R, A X—DB0ORESKITRENET, £z, DOCSIS CPE

Configurator @, Class of Service 77> 3> O T T, 7 1 —)JL K Baseline Privacy Enable % &+

FTIICHRELTLKEE Y, CMTS TREBPIFIED A X—2ZFITLTVEN S, CM TRRETL
THS5F, DOCSISCPE A 74 F¥1L—2TBPI 24 ZX—7ILIZLTWRBEEK, TEFALT

FF A BBDIOEFTZAVICBDION R BENDIONFRSNhET,

Telco UR—2DBEDA U TAY

T—7IN EFLN Telco UR—VREBETAVZA2VICBDE, TEFLTE "TU0L BEDT YT A
R)—LR—RTRELS T EXRTENET, ROEHDEZORREZRLTVET,

ubr7223# show cable modem
Interface Prim Online Timing Rec QoS CPE IP address MAC address

sid State Offset Power
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Cable2/0/T 94 online 0 0.00 3 2 10.10.169.151 0020.4066.b6b0
Cable2/0/T 95 online 0 0.00 3 1 10.10.168.18 0020.4061.db5e
Cable2/0/T 96 online 0 0.00 3 1 10.10.169.240 0020.4066.b644
Cable2/0/U0 97 online 307 0.25 4 1 10.10.168.108 0020.4002.fc7c
Cable2/0/T 98 online 0 0.00 3 1 10.10.169.245 0020.4003.65fe
Cable2/0/U0 99 online 332 0.25 4 0 10.10.168.110 0020.400b.9b40
Cable2/0/U0 100 online 277 0.25 4 1 10.10.169.114 0020.4002.££42
Cable2/0/T 101 online 0 0.00 3 1 10.10.169.175 0020.4066.b6c8

todEhk, BERETonline REICHZDT—T I EFLERLTWET, SIDI7, 99, H&
100 DET—TI TEFLRR—NTYTARNI—=L O ZFERALTVETHS, BYOT—TI
ETEFLETYTARNI—=L NAIZ Telco VE—2FERALTVDCENF DAY ET, Telco R
—VDREBLRERNT TN A —FTATOFIRICOVTIR, COXENBEREEINTT, Telco
)R—>"DE#HIE. TCiscouBR7200 ) —AT—=T N IN—BF3DTL 73> VE—"a BT
FCisco CMTS @ Telco U R —2 4 ZSBRL TS EE L\,

reject(pk) & & T reject(pt) IRAE

CMTS JL—%& T® show cable modem ORREHERICRLET,

sydney# show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 1 offline 2811 0.00 2 0 10.1.1.27 0001.9659.4461

Cable2/0/U0 2 reject (pk) 2812 0.00 &6 0 10.1.1.20 0030.96£9.65d9

Cable2/0/U0 3 online 2287 0.00 5 0 10.1.1.25 0050.7366.2223

01:58:51: %UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem 0030.96£9.65d9

BPIOD SECREBENSHDE, BEAEDEHE, reject (pk ) FRRENET, COREIEE.
KOREICE>TRIVZET,

- FEEERICEEND CM OLFA#EN ENTVSD, ARXRVRNDELWEFRICOWVWTIE, debug
cable privacy DflZSBL TS EE L,

- cable privacy authenticate-modem %2 E 1N > RA" CMTS L—X(CIEFET S A, Radius
—NCRFEELEL,

- Radius " —/NOREREN BTV,

- Radius ' —/NOEREN B THEL,

Reject (pt) TEK

FHHCOVWTR, "R=ARZAVTFANS AV BZ—TILAQHE, ZZRL T EEV,

sydney# debug cable privacy

02:32:08: CMTS Received AUTH REQ.

02:32:08: Created a new CM key for 0030.96£9.65d9.

02:32:08: CMTS generated AUTH_KEY.

02:32:08: Input : 70D158F106BO0B75

02:32:08: Public Key:

02:32:08: 0x0000: 30 68 02 61 00 DA BA 93 3C E5 41 7C 20 2C D1 87
02:32:08: 0x0010: 3B 93 56 E1 35 7A FC 5E B7 E1 72 BA E6 A7 71 91
02:32:08: 0x0020: F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21 B3 6A BE CE
02:32:08: 0x0030: 6A BE E1 32 A8 67 9A 34 E2 33 4A A4 (OF 8C DB BD
02:32:08: 0x0040: DO BB DE 54 39 05 BO EO F7 19 29 20 8C F9 3A 69
02:32:08: 0x0050: E4 51 C6 89 FB 8A 8E C6 01 22 02 34 C5 1F 87 F6
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02:32:08: 0x0060: A3 1C 7E 67 9B 02 03 01 00 01

02:32:08: RSA public Key subject:

02:32:08: 0x0000: 30 7C 30 OD 06 09 2A 86 48 86 F7 0D 01 01 01 05
02:32:08: 0x0010: 00 03 6B 00 30 68 02 61 00 DA BA 93 3C E5 41 7C
02:32:08: 0x0020: 20 2C D1 87 3B 93 56 E1 35 7A FC 5E B7 E1 72 BA
02:32:08: 0x0030: E6 A7 71 91 F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21
02:32:08: 0x0040: B3 6A BE CE 6A BE E1 32 A8 67 9A 34 E2 33 4A A4
02:32:08: 0x0050: OF 8C DB BD DO BB DE 54 39 05 BO EO F7 19 29 20
02:32:08: 0x0060: 8C F9 3A 69 E4 51 C6 89 FB 8A 8E C6 01 22 02 34
02:32:08: 0x0070: C5 1F 87 F6 A3 1C 7E 67 9B 02 03 01 00 01
02:32:08: RSA encryption result = 0

02:32:08: RSA encrypted output:

02:32:08: 0x0000: B6 CA 09 93 BF 2C 05 66 9D C5 AF 67 OF 64 2E 31
02:32:08: 0x0010: 67 E4 2A EA 82 3E F7 63 8F 01 73 10 14 4A 24 ED
02:32:08: 0x0020: 65 8F 59 D8 23 BC F3 A8 48 7D 1A 08 09 BF A3 A8
02:32:08: 0x0030: D6 D2 5B C4 A7 36 C4 A9 28 FO 6C 5D Al 3B 92 A2
02:32:08: 0x0040: BC 99 CC 1F C9 74 F9 FA 76 83 ED D5 26 B4 92 EE
02:32:08: 0x0050: DD EA 50 81 C6 29 43 4F 73 DA 56 C2 29 AF 05 53
02:32:08: CMTS sent AUTH response.

02:32:08: CMTS Received TEK REQ.

02:32:08: Created a new key for SID 2.

02:32:08: CMTS sent KEY response.

AL KBLEEEDO CM TOTFNY TOH A ZRICRLET,

6d02h: 527617.480 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

6d02h: 527617.480 CMAC_LOG_STATE_CHANGE registration_state
6d02h: 527617.484 CMAC_LOG_REG_REQ MSG_QUEUED

6d02h: 527617.488 CMAC_LOG_REG_REQ TRANSMITTED

6d02h: 527617.492 CMAC_LOG_REG_RSP_MSG_RCVD

6d02h: 527617.492 CMAC_LOG_COS_ASSIGNED_SID 1/2

6d02h: 527617.492 CMAC_LOG_RNG_REQ_QUEUED 2

6d02h: 527617.492 CMAC_LOG_REGISTRATION_OK

6d02h: 527617.496 CMAC_LOG_STATE_CHANGE establish_privacy_state

6d02h: 527617.496 CMAC_LOG_PRIVACY FSM STATE_CHANGE

machine: KEK, event/state: EVENT_1 PROVISIONED/STATE_ A START, new state: STATE B _AUTH_ WAIT
6d402h: 527617.504 CMAC_LOG_BPKM REQ TRANSMITTED

6d402h: 527617.504 CMAC_LOG_BPKM_RSP_MSG_RCVD

6d02h: 527617.508 CMAC_LOG_PRIVACY FSM STATE_CHANGE

machine: KEK, event/state: EVENT 2 AUTH REJECT/STATE_ B_AUTH WAIT, new state:
STATE_E_AUTH REJ WAIT

129 .CABLEMODEM.CISCO: 6d02h: %CMBPKM-1-AUTHREJECT: Authorization request rejected by CMTS:
Unauthorized CM

6d02h: 527618.588 CMAC_LOG_RNG_REQ_TRANSMITTED

6d02h: 527618.592 CMAC_LOG_RNG_RSP_MSG_RCVD

BE#IC. CMTS JL—2Z T0 debug cable privacy & XD TS —%&RLET,

02:47:00: CMTS Received AUTH REQ.

02:47:00: Sending KEK REJECT.
02:47:05: %UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem 0030.96£9.65d49

X : CMBEreject(pk) D Sinitr) AN DER Z ERIZIEV)BRLETET,
ChUACRETIAEMOHDIIFT—ELT, BEIELOIIVAR—RNFROLHIC, —FHOX

JE—DETFLLBEVTCMTS L—EDA 2 R—TIA A7 4F1L—>32TROOX
VRABELIBDENEZASNET,



sydney (config-if)# cable privacy 40-bit-des

B : reject (m ) JREE

HEOE, TFLARBHEER (REG-REQ) 2R WET, cOLE, —BOXBABEDEA.
CM & KT CMTS ® Message Integrity Check (MIC ) £AfEehEd., CMOMIC EI> 7 4
F1L—>32 J7AINOBREICHTB/N\YIIHEOKERTHY, AV 714F1L—>3> 7
FTANNBERICHTATBY 2ECEEETETLNBRIDEOOFERZRERHLET, CMTS
DO MCRKFEAERBUTTA, FIALXFIIND cable shared-secret DERENEENDENEXR
ET, CMTSECOHEMZREZHN >TVWED LS, FAShEETETFLETN CMTSAOEFE
HENBDENRIAEIFET,

sydney# show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 1 reject(m) 2807 0.00 2 0 10.1.1.20 0030.96£9.65d9

Cable2/0/U0 2 online 2284 -0.50 5 0 10.1.1.25 0050.7366.2223

Cable2/0/U0 3 offline 18669 0.25 2 0 10.1.1.26 0050.7366.2221

01:17:59: %UBR7200-5-AUTHFAIL: Authorization failed for Cable Modem 0030.96£9.60
01:18:21: %UBR7200-5-AUTHFAIL: Authorization failed for Cable Modem 0030.96£9.60

EodBhE, SID1OT—7I)L TEF LN reject (m ) REICHZDZEEZRLTVET, ZDIREE
(& R IEZ Message Integrity Check ( MIC ) A" IRE TV E T, FESZ MIC FEE, ROEHIZ
EOTRELET,

=TI A B—=T I AL ATHREE N TS cable shared-secret &, DOCSIS CPE 1> 7
41 ¥ 1L —2Z® Miscellaneous 7S, 3 > M CMTS Authentication DIEEAE 2> TV,
T7F)KNTE 5'550)1'5-75;’"""(“35 ., BICEELBAVRYBEICRD  CEREHYFEA,
OV T74F¥1L—232 774 (DOCSIS 774 ) FERT VB,
7—7 ) EF LRIT debug cable modem mac log verbose Z2E1TL THshizFNNY T HHhZER
ICRLUET,

00:32:08: 1928.816 CMAC_LOG_STATE_CHANGE establish_tod_e
00:32:08: 1928.820 CMAC_LOG_TOD_REQUEST_SENT 172.17.110.136
00:32:08: 1928.828 CMAC_LOG_TOD_REPLY_RECEIVED 3179139839

00:32:08: 1928.832 CMAC_LOG_TOD_COMPLETE

00:32:08: 1928.832 CMAC_LOG_STATE_CHANGE security_association_state
00:32:08: 1928.832 CMAC_LOG_SECURITY_ BYPASSED

00:32:08: 1928.832 CMAC_LOG_STATE_CHANGE configuration_e
00:32:08: 1928.832 CMAC_LOG_LOADING_CONFIG_FILE platinum.cm

00:32:09: 1929.708 CMAC_LOG_RNG_REQ_ TRANSMITTED

00:32:09: 1929.712 CMAC_LOG_RNG_RSP_MSG_RCVD

133 .CABLEMODEM.CISCO: 00:32:09: $SLINEPROTO-5-UPDOWN: Line protocol on Interface
00:32:09: 1929.852 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

00:32:009: 1929.856 CMAC_LOG_STATE_CHANGE registration_state
00:32:09: 1929.856 CMAC_LOG_REG_REQ_MSG_QUEUED

00:32:09: 1929.860 CMAC_LOG_REG_REQ_ TRANSMITTED

00:32:09: 1929.864 CMAC_LOG_REG_RSP_MSG_RCVD

00:32:09: 1929.864 CMAC_LOG_RESET_ AUTHENTICATION_ FAILURE

00:32:09: 1929.868 CMAC_LOG_STATE_CHANGE reset_interface_state

00:32:09: 1929.868 CMAC_LOG_STATE_CHANGE reset_hardware_state
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BEZBRIDICE., BB 74F2L—232 7740 HY), CMTS Authentication @
TOEET—TI 4> %—7 T4 AD cable shared-secret line TRETHEEFFLTHAH &
EZBBELET,

B : reject (c ) RAE

sydney# show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power

Cable2/0/U0 1 offline 2807 -0.25 2 0 10.1.1.20 0030.96£9.65d9

Cable2/0/U0 2 online 2284 -0.25 5 0 10.1.1.25 0050.7366.2223

Cable2/0/U0 3 reject(c) 2286 -0.25 2 0 10.1.1.26 0050.7366.2221

20:35:59: %UBR7200-5-CLASSFAIL: Registration failed for Cable Modem 0050.7366.2Q

tofiTik, SID3 DT —7 )L EFLNFRIER Class Of Service (COS; H—ERA IR ) AR
RTBRICKML L& (reject (¢) ) ERLTVET . BREROZEFRREE>TRIY
Y,

- CMTS L =B A BRENIZKED COS Z2EAD N TERY, FLEFEXLSELEWV

. DOCSIS CPE Configurator @ Class of Service 77> a2 ICHBD/INFX—XOFREN EE»
TW3, IEREFE, BUID ZFE>U—ER IVZAN 2 2L,
ROEAE, CM BT debug cable-modem mac log verbose ZE1TL THESNEE£NDT, COS®
BUNFNRETEUEXBZRLTVET,

1lw3d: 885643.820 CMAC_LOG_STATE CHANGE registration_state
lw3d: 885643.820 CMAC_LOG_REG_REQ_MSG_QUEUED

lw3d: 885643.824 CMAC_LOG_REG_REQ_TRANSMITTED

lw3d: 885643.828 CMAC_LOG_REG_RSP_MSG_RCVD

lw3d: 885643.828 CMAC_LOG_SERVICE_NOT_AVAILABLE 0x01,0x01, 0x01

lw3d: 885643.828 CMAC_LOG_RESET SERVICE_NOT_AVAILABLE

lw3d: 885643.828 CMAC_LOG_STATE_CHANGE reset_interface_state
lw3d: 885643.832 CMAC_LOG_STATE_CHANGE reset_hardware_state
1w3d: 885644.416 CMAC_LOG_STATE_CHANGE wait_for_link_up_state
lw3d: 885644.420 CMAC_LOG_DRIVER_INIT_IDB_RESET 0x8039E23C

lw3d: 885644.420 CMAC_LOG_LINK_DOWN

lw3d: 885644.420 CMAC_LOG_LINK_UP

lw3d: 885644.420 CMAC_LOG_STATE_CHANGE ds_channel_scanning_state
133 .CABLEMODEM.CISCO: 1w3d: $LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modemO,
changed state to down

lw3d: 885645.528 CMAC_LOG_UCD_MSG_RCVD 1

lw3d: 885646.828 CMAC_LOG_DS_64QAM LOCK_ACQUIRED 453000000

BERIC. CMTS JL—2X T®O debug cable registration TIEXD XY t—IAKRRENET,

sydney# debug cable registration

CMTS registration debugging is on

sydney#

1d04h: %UBR7200-5-CLASSFAIL: Registration failed for Cable Modem 0001.9659.4461


//www.cisco.com/en/US/products/sw/netmgtsw/ps819/products_user_guide09186a0080174726.html

on interface Cable2/0/UO0:

Bad/Missing Class of Service Config in REG-REQ

EFLRGEBULY NEn, RIHSHEERYELET,
OF -

CM A 5 @ show controller Y > R

kuffing# show controllers cable-modem 0 mac state

MAC State: maintenance_state
Ranging SID: 1
Registered: TRUE
Privacy Established: TRUE
MIB Values:
Mac Resets:
Sync lost:
Invalid Maps:
Invalid UCDs:
Invalid Rng Rsp:
Invalid Reg Rsp:
T1 Timeouts:
T2 Timeouts:
T3 Timeouts:
T4 Timeouts:

O O O O O O O O o o o

Range Aborts:

DS ID: 0

DS Frequency: 453000000

DS Symbol Rate: 5056941

DS QAM Mode 640QAM

DS Search:
79 453000000 855000000 6000000
80 93000000 105000000 6000000
81 111025000 117025000 6000000
82 231012500 327012500 6000000
83 333025000 333025000 6000000
84 339012500 399012500 6000000
85 405000000 447000000 6000000
86 123012500 129012500 6000000
87 135012500 135012500 6000000
88 141000000 171000000 6000000
89 219000000 225000000 6000000
90 177000000 213000000 6000000
91 55752700 67753300 6000300
92 79753900 85754200 6000300
93 175758700 211760500 6000300
94 121756000 169758400 6000300
95 217760800 397769800 6000300
96 73753600 115755700 6000300
97 403770100 595779700 6000300
98 601780000 799789900 6000300
99 805790200 997799800 6000300

Us ID: 1
US Frequency: 27984000
US Power Level: 23.0 (dBmV)

US Symbol Rate: 1280000



Ranging Offset:
Mini-Slot Size:
Change Count:

Preamble Pattern:

Burst Descriptor O:
Interval Usage Code:
Modulation Type:
Differential Encoding:
Preamble Length:
Preamble Value Offset:
FEC Error Correction:

FEC Codeword Info Bytes:

Scrambler Seed:
Maximum Burst Size:
Guard Time Size:

Last Codeword Length:
Scrambler on/off:

Burst Descriptor 1:
Interval Usage Code:
Modulation Type:

Differential Encoding:
Preamble Length:

Preamble Value Offset:
FEC Error Correction:

FEC Codeword Info Bytes:

Scrambler Seed:
Maximum Burst Size:
Guard Time Size:

Last Codeword Length:
Scrambler on/off:

Burst Descriptor 2:
Interval Usage Code:
Modulation Type:
Differential Encoding:
Preamble Length:
Preamble Value Offset:
FEC Error Correction:

FEC Codeword Info Bytes:

Scrambler Seed:
Maximum Burst Size:
Guard Time Size:

Last Codeword Length:
Scrambler on/off:

Burst Descriptor 3:
Interval Usage Code:
Modulation Type:
Differential Encoding:
Preamble Length:
Preamble Value Offset:
FEC Error Correction:

FEC Codeword Info Bytes:

12418

CC ccC
cc
cc
cc
cc
cc
cc
cc

64
952

16
338

e

128
896

34
338

48

128
896

34
338

48

72
944

75

ccC
ccC
ccC
ccC
ccC
ccC
ccC
ccC

CccC
CccC
CccC
CccC
cc
cc
cc
cc

ccC
ccC
ccC
ccC
ccC
ccC
cc
cc

cc
cc
cc
cc
cc
cc
cc
cc

ccC
ccC
ccC
ccC
ccC
ccC
ccC
ccC

cc
cc
cc
cc
cc
cc
cc
cc

CC ccC
cC ccC
cC ccC
cC ccC
cC ccC
cC ccC
cC ccC
cC ccC

CccC
CccC
CccC
CccC
CccC
CccC
CccC
CccC

ccC
ccC
ccC
ccC
ccC
ccC
ccC
ccC

cc
cc
cc
cc
cc
cc
cc
cc

ccC
ccC
ccC
ccC
ccC
ccC
ccC
ccC

ccC
ccC
ccC
ccC
ccC
ccC
ccC
ccC

ccC
ccC
ccC
ccC
ccC
ccC
ccC
0D

ccC
ccC
ccC
ccC
ccC
ccC
0D



Scrambler Seed:
Maximum Burst Size:
Guard Time Size:

Last Codeword Length:
Scrambler on/off:

Burst Descriptor 4:
Interval Usage Code:
Modulation Type:

Differential Encoding:

Preamble Length:

Preamble Value Offset:

FEC Error Correction:

FEC Codeword Info Bytes:

Scrambler Seed:
Maximum Burst Size:
Guard Time Size:

Last Codeword Length:
Scrambler on/off:

Config File:
Network Access:
Maximum CPEs:
Baseline Privacy:
Auth. Wait Timeout:

Reauth. Wait Timeout:

Auth. Grace Time:

Op. Wait Timeout:

Retry Wait Timeout:
TEK Grace Time:

338

P = 00 O

80
936

220
338

)

TRUE

10
10
600
1

1

600

Auth. Reject Wait Time:

CcCos 1:
Assigned SID:

Max Downstream Rate:

Max Upstream Rate:

Upstream Priority:
Min Upstream Rate:
Max Upstream Burst:
Privacy Enable:

Ranging Backoff Start:
Ranging Backoff End:
Data Backoff Start:
Data Backoff End:

IP Address:

Net Mask:

TFTP Server IP Address:
Time Server IP Address:
Config File Name:

Time Zone Offset:

Log Server IP Address:

Drop Ack Enabled:

Mac Sid Status

Max Sids: 4 Sids In Use:

Mac Sid O:

sid: 1 State: 2
Mac Ssid 1:

sid: 0 State: 1
Mac Sid 2:

sid: 0 State: 1

TRUE

1

60

1
10000000
1024000

at initial
at initial
at initial

> O W O

at initial

10.1.1.20
255.255.255.0
172.17.110.136
172.17.110.136
privacy.cm

0

0.0.0.0

ranging)
ranging)
ranging)
)

ranging



Mac Sid 3:

sid: 0

State: 1

Test sid queue:
kuffing#

CMAITCOFNNYTn£Hh

kuffing# debug cable mac log verbose

1w0d: 606764.132 CMAC_LOG_LINK_UP

1w0d: 606764.132 CMAC_LOG_STATE_CHANGE

1w0d: 606764.136 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_ BAND
1w0d: 606764.136 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_ BAND
1w0d: 606764.136 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.140 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_ BAND
1w0d: 606764.140 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_ BAND
1w0d: 606764.140 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_ BAND
1w0d: 606764.144 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.144 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.148 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_ BAND
1w0d: 606764.148 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_ BAND
1w0d: 606764.148 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_ BAND
1w0d: 606764.152 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.152 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.152 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.156 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.156 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.160 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.160 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.160 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.164 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.164 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND
1w0d: 606764.164 CMAC_LOG_WILL_SEARCH_SAVED_DS_FREQUENCY
1w0d: 606765.416 CMAC_LOG_UCD_MSG_RCVD
131.CABLEMODEM.CISCO: 1w0d: %LINK-3-UPDOWN:

1w0d: 606766.576 CMAC_LOG_DS_64QAM_LOCK_ACQUIRED

1w0d: 606766.576 CMAC_LOG_DS_CHANNEL_SCAN_COMPLETED
1w0d: 606766.576 CMAC_LOG_STATE_CHANGE

1w0d: 606767.416 CMAC_LOG_UCD_MSG_RCVD

1w0d: 606769.416 CMAC_LOG_UCD_MSG_RCVD

1w0d: 606769.416 CMAC_LOG_ALL_UCDS_FOUND

1w0d: 606769.416 CMAC_LOG_STATE_CHANGE

1w0d: 606769.420 CMAC_LOG_FOUND_US_CHANNEL

1w0d: 606771.416 CMAC_LOG_UCD_MSG_RCVD

1w0d: 606771.416 CMAC_LOG_UCD_NEW_US_FREQUENCY

1w0d: 606771.416 CMAC_LOG_SLOT_SIZE_CHANGED

1w0d: 606771.436 CMAC_LOG_UCD_UPDATED

1w0d: 606771.452 CMAC_LOG_MAP_MSG_RCVD

1w0d: 606771.452 CMAC_LOG_INITIAL_RANGING_MINISLOTS
1w0d: 606771.452 CMAC_LOG_STATE_CHANGE

1w0d: 606771.452 CMAC_LOG_RANGING_OFFSET_SET_ TO

1w0d: 606771.456 CMAC_LOG_POWER_LEVEL_IS

1w0d: 606771.456 CMAC_LOG_STARTING_RANGING

1w0d: 606771.456 CMAC_LOG_RANGING_BACKOFF_SET

1w0d: 606771.456 CMAC_LOG_RNG_REQ QUEUED

1w0d: 606771.512 CMAC_LOG_RNG_REQ TRANSMITTED

1w0d: 606771.516 CMAC_LOG_RNG_RSP_MSG_RCVD

1w0d: 606771.516 CMAC_LOG_RNG_RSP_SID_ASSIGNED

1w0d: 606771.516 CMAC_LOG_ADJUST_RANGING_OFFSET

1w0d: 606771.516 CMAC_LOG_RANGING_OFFSET_SET TO

1w0d: 606771.516 CMAC_LOG_ADJUST TX_POWER

1w0d: 606771.520 CMAC_LOG_STATE_CHANGE

1w0d: 606771.520 CMAC_LOG_RNG_REQ QUEUED

Interface cable-modemO,

ds_channel_scanning_state
99/805790200/997799800/6000300
98/601780000/799789900/6000300
97/403770100/595779700/6000300
96/73753600/115755700/6000300
95/217760800/397769800/6000300
94/121756000/169758400/6000300
93/175758700/211760500/6000300
92/79753900/85754200/6000300
91/55752700/67753300/6000300
90/177000000/213000000/6000000
89/219000000/225000000/6000000
88/141000000/171000000/6000000
87/135012500/135012500/6000000
86/123012500/129012500/6000000
85/405000000/447000000/6000000
84/339012500/399012500/6000000
83/333025000/333025000/6000000
82/231012500/327012500/6000000
81/111025000/117025000/6000000
80/93000000/105000000/6000000
79/453000000/855000000/6000000
453000000

1

changed state to up
453000000

wait_ucd_state
1
1

walt_map_state
1

1

27984000

8

41
ranging_1l_state
9610
20.0

dBmV (commanded)

1

2810

12420

17
ranging_2_state
1



lw0d: 606772.524 CMAC_LOG_RNG_REQ_ TRANSMITTED
lwOd: 606772.524 CMAC_LOG_RNG_RSP_MSG_RCVD
lwOd: 606772.524 CMAC_LOG_RANGING_SUCCESS
1lw0d: 606772.524 CMAC_LOG_STATE_CHANGE dhcp_state
lw0d: 606773.564 CMAC_LOG_RNG_REQ TRANSMITTED
lwOd: 606773.564 CMAC_LOG_RNG_RSP_MSG_RCVD
lw0d: 606775.560 CMAC_LOG_RNG_REQ TRANSMITTED
lwOd: 606775.564 CMAC_LOG_RNG_RSP_MSG_RCVD
lw0d: 606778.560 CMAC_LOG_RNG_REQ TRANSMITTED
lwOd: 606778.564 CMAC_LOG_RNG_RSP_MSG_RCVD
lw0d: 606780.564 CMAC_LOG_RNG_REQ TRANSMITTED
lwOd: 606780.564 CMAC_LOG_RNG_RSP_MSG_RCVD
lw0d: 606782.560 CMAC_LOG_RNG_REQ TRANSMITTED
lwOd: 606782.564 CMAC_LOG_RNG_RSP_MSG_RCVD

1lw0d: 606785.408CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20

1lw0d: 606785.408 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.136
1lw0d: 606785.408 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 172.17.110.136
1lw0d: 606785.408 CMAC_LOG_DHCP_SET GATEWAY_ADDRESS

1lw0d: 606785.408 CMAC_LOG_DHCP_TZ_OFFSET 0

1w0d: 606785.412 CMAC_LOG_DHCP_CONFIG_FILE_ NAME privacy.cm

lwOd: 606785.412 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR
lwOd: 606785.412 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS
lwOd: 606785.412 CMAC_LOG_DHCP_COMPLETE

1w0d: 606785.424 CMAC_LOG_STATE_CHANGE establish tod_state

1lw0d: 606785.428 CMAC_LOG_TOD_REQUEST_SENT 172.17.110.136

lw0d: 606785.440 CMAC_LOG_TOD_REPLY_RECEIVED 3179817738

1lw0d: 606785.440 CMAC_LOG_TOD_COMPLETE

1w0d: 606785.440 CMAC_LOG_STATE_CHANGE security_association_state
lwO0d: 606785.444 CMAC_LOG_SECURITY_ BYPASSED

1w0d: 606785.444 CMAC_LOG_STATE_CHANGE configuration_file_state
1w0d: 606785.444 CMAC_LOG_LOADING_CONFIG_FILE privacy.cm

lwO0d: 606785.560 CMAC_LOG_RNG_REQ TRANSMITTED

1lw0d: 606785.564 CMAC_LOG_RNG_RSP_MSG_RCVD

133 .CABLEMODEM.CISCO: 1w0d: $LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modemO,
changed state to up

1lw0d: 606786.460 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

1w0d: 606786.460 CMAC_LOG_STATE_CHANGE registration_state

1lw0d: 606786.464 CMAC_LOG_REG_REQ_MSG_QUEUED

1lwO0d: 606786.468 CMAC_LOG_REG_REQ TRANSMITTED

1lw0d: 606786.472 CMAC_LOG_REG_RSP_MSG_RCVD

1lw0d: 606786.472 CMAC_LOG_COS_ASSIGNED_SID 1/1

1lw0d: 606786.472 CMAC_LOG_RNG_REQ_QUEUED 1

1lw0d: 606786.472 CMAC_LOG_REGISTRATION_OK

1lw0d: 606786.476 CMAC_LOG_STATE_CHANGE establish_privacy_state
1lw0d: 606786.476 CMAC_LOG_PRIVACY_FSM_STATE_CHANGE machine: KEK, event/state:

EVENT_1_PROVISIONED/STATE_A_ START, new state: STATE_B_AUTH WAIT
lwOd: 606786.480 CMAC_LOG_BPKM_REQ TRANSMITTED
lwOd: 606786.496 CMAC_LOG_BPKM_RSP_MSG_RCVD

1lwO0d: 606786.496 CMAC_LOG_PRIVACY_FSM_STATE_CHANGE machine: KEK, event/state:
EVENT_3_AUTH_REPLY/STATE_B_AUTH_WAIT, new state: STATE_C_AUTHORIZED
lw0d: 606787.176 CMAC_LOG_PRIVACY_FSM_STATE_CHANGE machine: TEK, event/state:

EVENT_2_AUTHORIZED/STATE_A_START, new state: STATE_B_OP_WAIT
lwOd: 606787.184 CMAC_LOG_BPKM_REQ TRANSMITTED
lw0d: 606787.188 CMAC_LOG_BPKM_RSP_MSG_RCVD

1lw0d: 606787.192 CMAC_LOG_PRIVACY_FSM_STATE_CHANGE machine: TEK, event/state:
EVENT_8_KEY_REPLY/STATE_B_OP_WAIT, new state: STATE_D_ OPERATIONAL

1lw0d: 606787.200 CMAC_LOG_PRIVACY INSTALLED KEY FOR_SID 1

lw0d: 606787.200 CMAC_LOG_PRIVACY_ ESTABLISHED

lw0d: 606787.204 CMAC_LOG_STATE_CHANGE maintenance_state

1lw0d: 606787.560 CMAC_LOG_RNG_REQ_TRANSMITTED

CMTS A S M show controller AY¥>/ R




sydney# show controllers cable 2/0

Interface Cable2/0
Hardware is MC16B

BCM3210 revision=0x56B0

idb 0x619705D8 MAC regs 0x3D100000 PLX regs 0x3D000000

rx ring entries 1024 tx ring entries 128 MAP tx ring entries 128
Rx ring 0x4B0607C0 shadow 0x6198DDF8 head 272

Tx ring 0x4B062800 shadow 0x6198EE68 head 127 tail 127 count 0
MAP Tx ring 0x4B062C40 shadow 0x6198F2D8 head 33 tail 33 count 0

MAP timer sourced from slot 2

throttled 0 enabled 0 disabled 0
Rx: spurious 769 framing_err 0 hcs_err 1 no_buffer 0 short_pkt 0
no_enqueue 0 no_enp 0 miss_count 0 latency 8
invalid_sid 0 invalid _mac 0 bad_ext_hdr_pdu 0 concat 0 bad-concat 0
Tx: full 0 drop 0 stuck 0 latency 0
MTx: full 0 drop 0 stuck 0 latency 9
Slots 132642 NoUWCollNoEngy 2 FECorHCS 1 HCS 1
Reqg 1547992064 ReqgColl 0 RegNoise 14211 RegNoEnergy 1547905820
RegData 0 RegDataColl 0 RegDataNoise 0 RegDataNoEnergy 0
Rng 89613 RngColl 0 RngNoise 255
FECBlks 248575 UnCorFECBlks 2 CorFECBlks 0
MAP FIFO overflow 0, Rx FIFO overflow 0, No rx buf 0
DS FIFO overflow 0, US FIFO overflow 0, US stuck 0
Bandwidth Requests= 0x11961
Piggyback Requests= 0xECC1
Ranging Requests= 0x15D15
Timing Offset = 0x0
Bad bandwidth Requests= 0x0
No MAP buffer= 0x0
Cable2/0 Dovwnstream is up
Frequency not set, Channel Width 6 MHz, 64-QAM, Symbol Rate 5.056941 Msps
FEC ITU-T J.83 Annex B, R/S Interleave I=32, J=4
Downstream channel ID: 0
Cable2/0 Upstream 0 is up
Frequency 27.984 MHz, Channel Width 1.600 MHz, QPSK Symbol Rate 1.280 Msps
Spectrum Group is overridden
SNR 29.8280 dB
Nominal Input Power Level 0 dBmV, Tx Timing Offset 2815
Ranging Backoff automatic (Start 0, End 3)
Ranging Insertion Interval automatic (60 ms)
Tx Backoff Start 0, Tx Backoff End 4
Modulation Profile Group 1
Concatenation is enabled
part_id=0x3137, rev_id=0x03, rev2_id=0xFF
nb_agc_thr=0x0000, nb_agc_nom=0x0000
Range Load Reg Size=0x58
Request Load Reg Size=0x0E
Minislot Size in number of Timebase Ticks is = 8
Minislot Size in Symbols = 64
Bandwidth Requests = 0x11969
Piggyback Requests = 0xECCS8
Invalid BW Requests= 0x0
Minislots Requested= 0x1C13EF
Minislots Granted = 0x1C13EF
Minislot Size in Bytes = 16
Map Advance (Dynamic) : 2454 usecs
UCD Count = 40287

2AI—DFHHA
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CMTS DEEH

sydney# wr t

Building configuration...
Current configuration:

!

version 12.1

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname sydney

!

boot system flash ubr7200-ikls-mz_121-2_T.bin
no logging buffered

enable password cisco

!

no cable gos permission create
no cable gos permission update
cable gos permission modems

1

1

1

1

ip subnet-zero

no ip domain-lookup

interface FastEthernet0/0
no ip address

shutdown

half-duplex

!

interface Ethernetl/0

ip address 172.17.110.139 255.255.255.224
!

interface Ethernetl/1

no ip address

shutdown



1
interface Ethernetl/2

no ip address

shutdown

!
interface Ethernetl/3

no ip address

shutdown

!
interface Ethernetl/4

no ip address

shutdown

!
interface Ethernetl/5

no ip address

shutdown

!
interface Ethernetl/6

no ip address

shutdown

!
interface Ethernetl/7

no ip address

shutdown

!

interface Cable2/0

ip address 10.10.1.1 255.255.255.0 secondary
ip address 10.1.1.10 255.255.255.0
no keepalive

cable downstream annex B

cable downstream modulation 64gam
cable downstream interleave-depth 32
cable upstream 0 frequency 28000000
cable upstream 0 power-level 0

no cable upstream 0 shutdown

cable upstream 1 shutdown

cable upstream 2 shutdown

cable upstream 3 shutdown

cable upstream 4 shutdown

cable upstream 5 shutdown

cable dhcp-giaddr policy

cable helper-address 172.17.110.136
!

interface Cable3/0

no ip address

no keepalive

shutdown

cable downstream annex B

cable downstream modulation 64gam
cable downstream interleave-depth 32
cable upstream shutdown

cable upstream shutdown
cable upstream shutdown

shutdown

0
1
2

cable upstream 3 shutdown
cable upstream 4
5

cable upstream shutdown

1
ip classless
ip route 0.0.0.0 0.0.0.0 172.17.110.129
no ip http server
1
!
line con 0
exec-timeout 0 0O



transport input none
line aux 0

line vty O
exec-timeout 0 0O
password cisco

login

line vty 1 4

password cisco

login

1

end
sydney# show version

Cisco Internetwork Operating System Software

IOS (tm) 7200 Software (UBR7200-IK1S-M), Version 12.1(2)T, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2000 by cisco Systems, Inc.

Compiled Tue 16-May-00 13:36 by ccai

Image text-base: 0x60008900, data-base: 0x613E8000

ROM: System Bootstrap, Version 11.1(10) [dschwart 10], RELEASE SOFTWARE (fcl)
BOOTFLASH: 7200 Software (UBR7200-BOOT-M), Version 12.0(10)SC,
EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

sydney uptime is 1 day, 4 hours, 31 minutes
System returned to ROM by reload
System image file is "slotO:ubr7200-ikls-mz_121-2_T.bin"

cisco uBR7223 (NPE150) processor (revision B) with 57344K/8192K bytes of memory.
Processor board ID SAB0249006T

R4700 CPU at 150Mhz, Implementation 33, Rev 1.0, 512KB L2 Cache

3 slot midplane, Version 1.0

Last reset from power-on
Bridging software.

X.25 software, Version 3.0.0.

8 Ethernet/IEEE 802.3 interface(s)

1 FastEthernet/IEEE 802.3 interface(s)

2 Cable Modem network interface(s)

125K bytes of non-volatile configuration memory.
1024K bytes of packet SRAM memory.

20480K bytes of Flash PCMCIA card at slot 0 (Sector size 128K).
4096K bytes of Flash internal SIMM (Sector size 256K).
Configuration register is 0x2102
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