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CORFIXNTR, BREEEEECFM)TV /O —, BE, RARNFIVY, BRTKS
TN —F 4TI 2VTHBALET, CFM 0EXES. CFM OEBREE., BRHA KR,
show X > R, CFM X ¥ +—2 M Wireshark ZMTIC OVWTHBALET, CORFIXNTRE
IN\N—RIOITHIR, £FLEECFM ZBRETHLEHOHR—INTRAEZA—T T4 AICDOVTE
FHEBALTVWEEA,

Bl SRAF
B

ROEBICEIRHANI DN #HEEIET,

ARy NFoO/OD—
- Ethernet Virtual Connections ( EVC; 41 —H% XY N N—F ¥ )L OAXOU> 32 )

AT R—F> b

CORFIXRNOABRRK, BEDVYIZRIITRPN=—RIITON-T32VICREENDED
TRHNEEA

CORFIXDNOBEHIF. REDTRRRICHZITNAALCETVWTHERENELEZ, COR
FIAXRNTEATEZINTOTNARR, B (F7FIIN ) REOREASBELTVET
o BEEPORY ND—UTR., FEOANVRIEL>TRERID AN HDEEZ +OoEEL T
ZEW,

BRELHA

A—HZXYNCFMIF, —ER ARV ABNOIV RY IR A —HIRYNLAY
Operation, Administration, and Management ( OAM ) 7O R JIL T3, cOZ7ORMIILICKEK., K
FEA—HZIY N XMARURIVT ZY RD—2 (MAN) KT WAN O FRr 5 EHT
ZRDVY, BERI. BLVPEETRHOBENEELTVET,
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Fault Management
Fault Detection
Fault Verification
Fault Isolation

Fault Recovery
Fault Notification

I

Performance Management

Frame Loss Measurement Ethernet Configuration Management

Delay Measurement . Service Provisioning
Delay Variation Measurement SEI"‘U’IGES

Awvailability Measurement

4A—YXZY N OAM

- B EX : IEEE 802.1ag

- CFM : IEEE 802.3ah ( Clause 57 )

- Ethernet Link OAM ( 802.3 OAM, Link OAM, K7zI& Ethernet in the First Mile ( EFM ) OAM
EEFHEFND ) : ITU-TY.1731

cA—HRY R R—=ADORY NT—=JI20TF D OAM BES RV X HZ XL : MEF E-
LMI ( Ethernet Local Management Interface )

A—H9ZxYy N OAM 7O I O ER
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I —" Y 1731 Performance

UNI NNI NNI NNI

- E-LMI : User to Network Interface (UNI)

2O OAM : FEDORA >V NY—KRA2 8023 U0
-CFM : I RY—TI2 RUNIA SUNI
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MDRANTFICES UM TBCEN BN, RETH @A
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c RAAM VRO —EDOAXTFATIVRKRLAN (MEP) TEEEND
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DOWNMEPto UPMEP
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B ( BEETE)
.MEP A"RBEENTVBRR—RMNDAT—RARIEZ*
.BEAUMDLARITMPICKYAROTLEn, BUMARDOUE—N MEP ICKVHRT

LW=7Nvo 7Ol

- EERELIC A - Ethernet Ping

-MEP (&, 1Z-#F ¥ AKNLBM ZREL MA R® MEP E /=l MIP (ZIX{E T 8E

- MEP EXIILFF+ANLBM (ITU-TYA731 ICK Y EE ) DIEEFEETEE (EL MA ADO MEP
DHENISETS )

- ZEMPHISEL. LBMZTOMEPICRENDI1_-F ¥ ANLBRICE#RT S

DO ML= 708N

- INABHEEE DB (ICE A - ethernet Traceroute
- MEP &, MP, 8XU'BU MAHR®O MIP £/2l& MEP AO/NAZBRHTHHIC, YILFF
YARN XYE—2 (LTM) ZIZETEE
NARZB 2 EBZEMIPERIFEMPIE, 1-F ¥+ AMLTRZTOMEPICIRLET
3207AORINZINRNTERED, RYRNDT—VIZRKTDIZE. ROFIEZERITLET,

1. Y7 NBEXLERFR/N\N—REEZENTLUNICRETELEHIC, BERBREEETLET,
2.BEOKREEICE, BRITOEHICIL—T/NY Y, CCMDB, 8LV IS—DBAEFEALET

3R, PBOLHICRL—RIL—RERTLET, BEOSBIC, BREIXD RO
LBM EERAITBZIEETEET,
PN EEENMREEBFEZIETESES., TOTI/O00—ICRTS OAMY —)ILEZFERALT
. BEEESICHBTEET., MPLSPW Ofl& LT, VCCV & MPLS ping 2R TE %
I
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Ethernet L2 VPN

Ethermet Connaetivity

Ethernet Service Provider

L2 VPN
Customer
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L3 VPN with Ethernet Access [CE-PE)

Etharnet Service Provider S

-

I T
_.Ja-" MDFH IP'JHP'I..'SE:r!

EWE: & Exvareal Vil Cirmil

RID = Rk Injorfe o Cevioe

@ IFH Vimster os A e Erd Prid (6 7]
— & P g

SEEE (7 Y7 MEP)
NROD

Ethernet Conmectivity

CE1A
CE1-4
Efbernal Service Pravider

PES
o482 168.3.3

FEA1
Loz 1881 1

REZFANDLEHIC, FTEVAML—23VACPHRERNRODHAEREATVET, RXAY
ICEAENDER, Y—EAE, BRTFEVCBEZRICRLET,

Domain: ISPdomain
Domain level: 5
Service Name: XCONN_EVC
EVC Name: EVC_CE1l

PEl:

ethernet cfmieee

ethernet cfmdistribution enable

et hernet cfm gl obal

ethernet cfmtraceroute cache

ethernet cfmalarmnotification all

et hernet cfm donain | SPdormain level 5
servi ce XCONN_EVC evc EVC_CEl1l
continui ty-check



--------------------------- Enabling CFM MEP under EVG - ---------mmmmmmmma oo

int gig4/2

service instance 2100 et hernet EVC CEl

encapsul ati on dot 1q 2100

xconnect 192.168. 3.3 2100 encapsul ation npls

cfm mep domain | SPdomai n npid 102
nmoni tor | 0oss counter

PE3:

ethernet cfmieee

ethernet cfmdistribution enable

et hernet cfm gl obal

ethernet cfmtraceroute cache

ethernet cfmalarmnotification all

et hernet cfm domain | SPdonai n | evel
servi ce XCONN_EVC evc EVC _CEl
conti nui ty-check

5

--------------------------- Enabling CFM MEP under EVG - ----------mmmmmmma e oo

int gig4/2

service instance 2100 et hernet EVC CEl

encapsul ati on dot 1q 2100

xconnect 192.168.1.1 2100 encapsul ation npls

cfm mep domain | SPdomai n npi d 201
nmoni tor | 0oss counter

3

show ¥ R

PEl#show ethernet cfm maintenance-points local

Local MEPs:

MPI D Donai n Nane
Old Domain Id
MA Nane
EVC nane

102 | SPdonmi n

No | SPdonai n
XCONN_EVC
EVC _CEl

Total Local MEPs: 1

PEl#show ethernet cfm maintenance-points remote

MPID Donmi n Nane
Lvl Domain ID
RDI MA Nane
EVC Nane
Local MEP Info

201 | SPdonai n
5 | SPdonai n
- XCONN_EVC

Lvl MacAddr ess Type CC
Dir Por t Id
Srvcl nst Sour ce
5 ccef.48d0.64b0 XCON Y
Up G4/2 N A
2100 Static
MacAddr ess 1fSt PtSt
I ngress
Type Id Srvcl nst
Age
8843.e1df.00b0 Up Up
G 4/2:(192.168. 3.3, 2100)
XCON N A 2100



EVC _CE1l 5s

MPI D: 102 Dormai n: | SPdormai n MA: XCONN_EVC
coEhTR, VE—RNMPIDEUE—NMAC 7 RLAZHEFETEET, CFMOAT—RAR
up/up 2 RLTVWET,

EHEMEFITY IO DOER

PEl#ping ethernet mpid 201 domain ISPdomain service XCONN_EVC
Type escape sequence to abort.

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns

PEl#traceroute ethernet mpid 201 domain ISPdomain service XCON$

Type escape sequence to abort. TTL 64. Linktrace Tineout is 5 seconds
Tracing the route to 8843. eldf.00bO0 on Donmmi n | SPdonmai n, Level 5,
servi ce XCONN_EVC, evc EVC CEl

Traceroute sent via G 4/2:(192.168.3.3, 2100), path found via MPDB

o8}
1

I ntermedi ary Bridge
! = Target Destination
* = Per hop Ti meout

MAC I ngress Ingr Action Relay Action
Hops Host For war ded Egr ess Egr Action Previ ous Hop
B 1 ccef. 48d0. 64b0 G 4/2 I ngCk R yMPDB
For war ded
12 8843. eldf. 00b0 Rl yHi t : MEP
Not For war ded ccef . 48d0. 64b0

AZTFORR

AZ77 FNAAEPE1 LICEBEEE N, VE—KRASERFEIZDINTOCFMNTY hzR&EL
XT, RICHZRLET,

Filter: -cf'm| E|Es¢lr:ni-:m... Clear Apphy  Save
Mo Time Source Destination Protocol Length Info
2 1,.382660 Cisco_df:00:b0 IeeeB8021_00:00:35 CFM 131 Type continuity check message (CCM)
4 2,311875 <Cisco_df:00:b0 Cisco_d0:64 :bd CFM 140 Type Loopback Reply (LBR)
§ 2.378715 Cisco_df:00:b0 Cisco_di:ed b0 CFM 140 Type Loopback Reply (LBR)
6 2.579265 Clsco_df:00:b0 Cisco_do:ed:bo CFM 140 Type Loopback Reply (LBR)
7 2.779800 Cisco_df:00:bo Cisco_do:64 :bo CEM 140 Type Loopback Reply (LER]
g 2,834850 Cisco_df:00:b0 Cisco_d0:64 :bO CFM 140 Type Loopback Reply (LBR)
10 7.771%40 Cisco_df:00:bo Cisco_d0:64 :b0 CFM &7 Type Linktrace reply (LTR)

Frame Z: 131 bytes on wire (1048 bits), 131 bytes captured (1048 bits)

Ethernet II, src: Cisco_df:00:80 (BB:43:8l:df:00:80), Dst: Cisco_d0:64:80 (cc:ef:48:d0:64 :80)
Multirrotocol Label switching Header, Label: 21, Exp: 7, S: 1, TTL: 254

Pw Ethernet Control word

Ethernet 11, Src: Clsco_df:00:b0 (BE:43:el:df:00:b0), Dst: Ieee8021_00:00:35 (01:80:c2:00:00:35)
802.10 wirtual LAN, PRI: 7, CFI: 0, ID: 2100

CFM EDAM B02.1ag /ITU Protocol, Type Continuity Check Message (CCM)

CFM CCM PDU

CFM TLVS

=T F R EHEEBREEHFHE



AO)=223Y hOBFRARROESY T,

=T UAEB2E 13, —BHBERMEFIVO XYE—T (CCM) ERLTVET,

=T UABES 4,5, 6,7, 8F., ping TANIZK>TERENEIL—TNY IIBE
(LBR) ZRLTVET,

V=T VAEE 10, RL—RAL—KN FANCE 2 TERENESA Y ML —ABE
(LTR) ZRLTLVET,

BREEEB (AU MEP)

BOHI T, EVCIZPE1EPE3INDERICHBCEITHERATEET., CEAIFNAIATH I MEP%
BEMZTEETH, MDOLARILEELSBYET, COBITIEMDS LRIV 7 HFRENRTVET,

Domain: CEdomain
Domain level: 7

Ethernet Connectivity

CE1-E
CE1-4

Ethermet Service Provider

EWC

FE- PE-1
Le0:182.968.1 1 Lof:122.166.2.3

ethernet cfmieee

et hernet cfm gl obal

et hernet cfm domai n CEdomain | evel 7
service CUST vlan 2100 direction down (down Mep)
conti nui ty-check

interface G gabitEthernet1/0/1
swi tchport access vlan 2100
swi tchport trunk encapsul ati on dot 1q
swi tchport node trunk
et hernet cfm nep domai n CEdomai n npid 1002 service CUST

ethernet cfmieee
et hernet cfm gl obal
et hernet cfm domain CEdonain |evel 7



service CUST vlan 2100 direction down
conti nui ty-check

------------------ Enabl i ng CFM MEP under interface--------------------

nterface G gabitEthernet1/0/1

switchport access vlan 2100

switchport trunk encapsul ation dot 1q

swi t chport node trunk

et hernet cfm nep domai n CEdomai n npi d 2001 service CUST

3

show ¥ R

CEl#show ethernet cfm maintenance-points remote

MPI D Domai n Nane MacAddr ess IfSt PtSt
Lvl Donmain ID I ngress
RDI  MA Nane Type Id Srvcl nst
EVC Nane Age

Local MEP Info

2001 CEdonain 5835. d970. 9381 Up Up
7 CEdonmi n G1/0/1
- CUST VI an 2100 N A
N A 3s

MPI D: 1002 Donmai n: CEdomai n MA: CUST

Total Renobte MEPs: 1
CEl#show ethernet cfm maintenance-points local

Local MEPs:
VPl D Donai n Nane Lvl MacAddr ess Type CC
O1ld Domain I d Dir Por t Id
MA Name Srvcl nst Sour ce
EVC nane
1002 CEdonain 7 0023. eac6.8d01 Vlan Y
No CEdonai n Down G 1/0/1 2100
CUST N A Static
N A

EfEFIYOOmREE

CEl#ping ethernet mpid 2001 domain CEdomain service CUST
Type escape sequence to abort.
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

Total Local MeEPs: 1
Till now MP is not configured on PE1l and PE3 hence output of show command and
traceroute command will be as per bel ow

CEl#tracer ethernet mpid 2001 domain CEdomain service CUST

Type escape sequence to abort. TTL 64. Linktrace Tineout is 5 seconds
Tracing the route to 5835.d970.9381 on Donai n CEdonmin, Level 7, vlan 2100
Traceroute sent via G1/0/1



B = Intermedi ary Bridge
! = Target Destination
* = Per hop Ti meout
MAC I ngress Ingr Action Relay Action
Hops Host For war ded Egr ess Egr Action Previ ous Hop
11 5835.d970.9381 G 1/0/1 I ngCk Rl yHi t : MEP
Not For war ded 0023. eac6. 8d01

CE1_A »* 5 traceroute I & 2T CE1 B #®EETEET,

PE1 & PE2 TMIP Z#8%EL £ 9,

PE1:

interface G gabitEthernet 4/2
service instance 2100 et hernet EVC CEl
cfmmp level 7

PE2:

interface G gabitEthernet 4/2
service instance 2100 et hernet EVC CEl
cfmmp level 7

CE1 A 5 traceroute DERZHEREL T,

CEl#traceroute ethernet mpid 2001 domain CEdomain service CUST

Type escape sequence to abort. TTL 64. Linktrace Tineout is 5 seconds
Tracing the route to 5835.d970.9381 on Donai n CEdonmin, Level 7, vlan 2100
Traceroute sent via G1/0/1

B = Intermedi ary Bridge
I = Target Destination
* = Per hop Ti nmeout
MAC I ngress Ingr Action Relay Action
Hops Host For war ded Egr ess Egr Action Previ ous Hop
B1 ccef. 48d0. 64b0 G 4/2 I ngCk Rl yMPDB
For war ded 0023. eac6. 8d01
B 2 8843. eldf. 00b0 Rl yMPDB
For war ded G 4/2 Egr K ccef. 48d0. 64b0
13 5835.d970.9381 G 1/0/1 I ngCk Rl yHi t : MEP
Not Forwar ded 8843. eldf . 00bO

traceroute D H D TIEVEBIRTEEX T, FEAKRY 7 l&,. PE1EPE2OMIPAREE MR ICKRR
ThET,

FNYT IR

debug et hernet cfm diagnostic packets
debug et hernet cfm packets

N7 F—XAEHE
FERPEEER (KPI)



T L—LBARR TREABRNICEEENLEY—ERXA JL—LAGHBOS S5, REEEE
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cJL—LEBE:Y—ERTJL—LDOTZIVRNIY TEREZFEFEOELE

T L—LEBEZEE  Y—ERA TL—LORTEOT7 L —LEZEDEE

KPI @ RI%E
7L—LBEEBEELE

- BAEEEENARTOEE
BALARBRTHHBDERNT T4V ONFBE
- BAEOEIEICK L T Time-of-Day BEiA HE

7L—L#%

BT L—LBREERNSEE  BREED SEFT

H—ERATL—LBX (REX) : AV EXRBHIBERANY—RAZ N EVC ICDH
1E A AT &g

CRETR T L —LABR  AENTZ 7 1Y VILKE

NLUFRAVNH—ERARBDEERNT T AV IHNBERAVNY—RAV RBRFIILTFR
4> h®EVC ICEBRARE

SAANT =X AEEBYY1—->3>

. IEEE 802.1ag B K UARVF—EHD PDU B S A —H XY N NT A=V ARE B[
FD/FDV/FL & KO’ J5[E FD/FDV O BIEZB DB ILFAR A — ZY ND—9 HR—KIP
SLA TREB IRV AT 21— )L HEER THTE 1P SLA for Metro Ethernet

-YA731PDU ICEDLK A —HZRY N NT =X ARBE

. Cisco I0S® A TRD AN ZXAICH T 2 BAERE : 851 ETH-DM/I 5 E ETH-DM, K
185 ETH-LM 8 KOS AREO Y.1731 #£3R ( ETH-SLM ) I FAR X —HEEHR

IPSLA TREREBRTAT D 1—ILENEYTIRNIITERT/N—RIVITEZRICLDER

- JBIRE Nz Cisco I0S B XU Cisco IOS-XR 7T Y N7 # —AD RPN SR DL

FEACHTIIREHEHNER

. Cisco 7600 M E%
- YA731 PM EIRD CFM > F U A TR Y R—BRFENTVEHE A,
- A4 Y FR—KLED MEP
. VPLS L2VFI £ ® MEP
TV RAA D EFE ODY—ER AV AZALEDT Y 7 MEP
CTVYDRAAVERE D, RIBLY—ERAVARAEZALEDOA T MEP
L ZEICRINENRTIN—TFT A TdENE (T )M E2—TIAARALEDE DY
MEP
. IR— N MEP
c A—NNAHFDOARALY FA—=N—&IZ, Y.1731 PM OFEFHERIE IV TEhd
. IPSLA O BREN HE
IR—RNF Y RIDOEBERE



CAYN—= AV B—TIA AN ES+ SAVN—RICBET B ENNKE
BATEE (LMM) TR, TRTOXYS—ABEUNPU CBEET B EARE (D
SR EEREICEERE AL )
CAYNR—UVOFENEIRENDE, Y IVRENCAYET
. YA731PM &, FBOEVC O— R N52 YT 8F5R—RF ¥ XL TRYR—
h&nfl)
- Y1731 PM I mLACP LTREHR—KREhTLVEB A,

CIE 2 33

.CFM ZEELEJ., MD, MA. KT MEP

cES+ T4 A—RAOO—A)L MEP BREDEEFEZEMA, &S Delay Measurement
Message ( DMM ) /Loss Measurement Message ( LMM ) PDU ICIS&E T3 KD IC/\— R T
7 % 7°'0%7 5 X > Y Router(config)#ethernet cfm distribution enable

(AT )BZARZTAORINDOERE (NTP £ PTPVv2 ) . BEAMEZEDAEICHE

T4 H—RAORBZEBRL, Router(Config)#pIatform time-source

- (A732)CFMMEP FT®, cos CEDH—ER JL—L/ENADTRZODEZR) Y
JrBEMWEL. BAAEICHE, Router(config-if-srv-ecfm-mep)#monitor loss counter

BRERE

BRADIONY REEEEETITILBNCLE >TVAIOT, NT7A—~NAEEZRKIZICE
. IPSLAZBMICITBLEFTEARAKRT,

Ip sla 10

Et hernet y1731 | oss LMM domai n SPdormai n evc EVC CE1 npid 201 cos 8 source npid 102
Franme interval 100
Aggregate interval 180

Ip sla schedule 10 start-tinme after 00:00:30 life forever.

wEE

PEl#show ip sla stat 10
| PSLAs Latest Operation Statistics

| PSLA operation id: 10

Loss Statistics for Y1731 Operation 10

Type of operation: Y1731 Loss Measurenent

Latest operation start tine: 09:30:11.332 UTC Fri Dec 20 2013
Lat est operation return code: K

Distribution Statistics:

I nterval
Start time: 09:30:11.332 UTC Fri Dec 20 2013
El apsed time: 56 seconds
Nunmber of measurenments initiated: 120
Nunmber of measurenments conpl eted: 120
Fl ag: OK

PEl#show ethernet cfm pm session active



Di spl ay of Active Session

EPMID SLA-ID Lvl / Type/ I D Cos/ Dir Src-Mac- addr ess Dst - Mac- addr ess
0 10 5/ XCON' N A/ 7/ Up ccef. 48d0. 64b0 8843. eldf. 00b0
Total nunber of Active Session: 1

--> Src-Mac- address: SRC MAC of MEP, check 'show et hernet cfm maintenance-points |ocal’
--> Dst-Mac-address: MAC of dest MEP, check 'show et hernet cfm nmaintenance-points renote’

PEl#show ethernet cfm pm session detail 0
Session ID: 0O

Sla Session ID: 10

Level: 5

Service Type: XCO

Service I1d: NA

Direction: Up

Source Mac: ccef.48d0. 64b0
Destination Mac: 8843.eldf.00bO
Session Status: Active

MPI D 102

Tx active: yes

Rx active: yes

Ti meout tinmer: stopped

Last clearing of counters: 08:54:20.079 UTC Sat Dec 20 2013
DMVE:

Transmtted: O

DVRs:

Rcvd: O

1DVE:

Transmtted: O

Rcvd: O

LMVE:

Transm tted: 3143161

LMRs

Rcvd: 515720

VSMs: Transmtted: O

VSRs: Rcvd: O

TNy T XU R

debug ip sla trace <oper_id>
debug ip sla error <oper_id

BENL B
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/content/en/us/td/docs/ios/cether/configuration/guide/ce_y1731-perfmon.html
/content/en/us/td/docs/ios-xml/ios/cether/configuration/xe-17-1/ce-xe-17-1-book/ce-oam.html#GUID-004A207F-2DB3-46BD-8B0A-01C06BEC8AF7__GUID-53019F73-0965-4B17-AA60-DC6D9AB91D8C
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