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c 14.2fFR - FRENZEFOFKBNETHDLTI N, BY S h AEHKETDLTT
143 R - BEOREVIETCOLN FEEhFITH BUEhEHEIETOLTY
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WAAS Expressld, L—2BEDT/NAATEITENDIOSICHAIAETNIZWAASHEEETT,
WAAS Central Managerl:, WAASE Y KD —JADMBOWAAST /N4 A& &£ ICWAAS



ExpressT/NA AZBBTEET, CNDEBETIE. WAAS ExpressT/N1 ANEIEE NS T IS 1
—T AT FTBHFECODVTEHBLETD,

# 3% 1 WAAS Express Central Manager®H#7R— K&, WAAS/N\—2 3243 1TEBAEhEL -
o COEITIAVE, LETOWAASN—T IV ICRBERENAER A,

WAAS Express4 X—O/)N—2a> OmRER

WAAS Express4 X—2O/N—2 a2 ZH#ERT 521k, WAAS Express/)L — & Tshow waas status
AN RZERALUET. WAAS Central Manager* SWAAS Express4 X—2 O/N—2 3> 2R
¥ 3I(Z1k. [My WAN] > [Manage Devices]D JEICiRIRL £7

waas- expr ess# show waas status

1 CS Version: 15.1(20101018: 232707) <----- I GS version
WAAS Express Version: 1.1.0 <----- WAAS Express version

WAAS ExpressZ 1 222 AD R

WAAS ExpressZ 4 22 AICE. XD2BENF HYVET, FHMEZ A A (12F8E% ) RVK
AT A > AWAAS Express7/\ 1 A Tshow waas statusIX > RZFERAL T, T4 AER
ZRRLET,

waas- expr ess# show waas status

I OS Version: 15.1(20101018: 232707)
WAAS Express Version: 1.1.0

WAAS Feature License

Li cense Type: Eval uati on <--m-- I ndi cates an eval uation
i cense

Eval uation total period: 625 weeks 0 day

Eval uation period left: 622 weeks 6 days

WAASH IS A > 2 —7 T 4 ADTRR

WAAS Express7 /N1 A Tshow waas status 1Y > RZFEHAL T, WAASHABMICHE>TVWS A
VE—TIAADEY hZ2—ERRLET, cOOANV REFE, FNAATHR—RENTVWBE K
BIEOBEERRLET, —ZBOWAAS Express/L—RXETFILIEDREZHR—KMLTVWEB A,

waas- expr ess# show waas status

1 CS Version: 15.1(20101018: 232707)
WAAS Express Version: 1.1.0

WAAS Enabl ed Interface Pol i cy Map

G gabit Et hernet 0/ 1 waas_gl obal <----- Interfaces on which optimzation is
enabl ed

G gabi t Et hernet 0/ 2 waas_gl oba

Vi rtual - TokenRi ngl waas_gl oba

Vi rtual - TokenRi ng2 waas_gl oba



G gabi t Et hernet 0/ 0 waas_gl obal

Vi rtual - TokenRi ng10 waas_gl obal

WAAS Feat ure License

Li cense Type: Eval uati on

Eval uation total period: 625 weeks 0 day

Eval uation period left: 622 weeks 6 days

DRE St at us . Enabl ed <-mm-- I ndi cates DRE is supported
LZ Status : Enabl ed + Entropy

Maxi mum Fl ows : 50 <-mm-- Nurmber of optim zed
connecti ons supported

Total Active connections 0 <-mm-- Total numnber of
connections active

Total optimzed connections 0 <-mm-- Total nunber of optim zed
connecti ons

A X WAASIEWANA Y B—TJ I ATOIXAMCTIUENHVET, EEEHELTDIES
Z. BEOWANA > R—T I/ ARHATI—T 109 T2EEE. IXTOWANAI>R—TI
A AICWAASZ BRI HENf HVET,

X WAASHREBA LV Z— T IA AT ERBEEAVE—TIAATEMCIE>TVWRES, X
BT AYBAEA—T I ACERETIHERHY)EBA,

WAAS 88 1L 13215t ) FERS

WAAS Express7/\ 1 A Tshow waas connection ¥ > RZfHAL T, BBt hiEHKotwY
I\E_%’ /—.]_T‘l./ia-o /YZZ)L_?%%L;%*“?&AO

waas- express# show waas status

Connl D Source | P: Port Dest | P: Port Peer | D Acce

1999 64.103. 255. 217 :59211 192.168.4.2 11742 0021. 5e57. a768 TLD <----- TFO,
LZ and DRE are applied

1910 64.103. 255. 217 :56860 192.168.4.2 161693 0021.5e57.a768 TLD

1865 64.103. 255. 217 :59206 192.168.4.2 : 23253 0021.5e57.a768 TLD

Central Manager? S R DIFHREZ R T T B ICIE. WAAS ExpressT/V 1 AZERL . [Monitor] >
[Optimization] > [Connections Statistics]Z &R L T[Connections Summary Table]Z &R~ L £,

B1.#E0Y T —&%

WAASEE{L T7— 2 DTSR

WAAS Express7/\ 1 A Tshow waas statistics application 1Y > R&EFEHAL T, FF TVIr—>



AVICHBEENERENNT—XZ—EBRTLUET, WAAS ExpressT/N1 AIZE, NARIL—F
—RRFERRENFELA, ZOFT—2XIE, WAAS Central ManagerCTCPEEF ¥ — RN E24EK TS
EHIZERENET,

waas- expr ess# show waas statistics application

Nurmber of applications : 1

Appl i cation: waas- def aul t

TCP Data Vol unes

Connecti on Type I nbound Qut bound
Opt TCP Pl us 53001765483 41674120
Oig TCP Plus 0 87948683030
Opt TCP Only 1165 863
Oig TCP Only 60 0
Internal Cient 0 0
Internal Server 0 0

TCP Connection Counts

Connecti on Type Active Conpl et ed
Opt TCP Pl us 50 126
Opt TCP Only 0 71
Internal Cient 0 0
I nternal Server 0 0

Pass Through Connection Counts
Connecti on Type Conpl et ed
PT Asymetric

PT Capabilities

PT Internediate
PT_C her

Connecti on Reset:

Cl eared connections

WAAS Express7 5 — A DFEEE

WAAS Express7/\ 14 A Tshow waas alarms Y > RZFEHL T, FNA RAICHFETED TS — L4
EEFDAT—BZAZ—EBRRLET,

0
0
0
0
0
0

waas- expr ess# show waas alarms

WAAS st at us: enabl ed

Al ar ns

Connection limt exceeded: on <----- on indicates this alarmis active. off
i ndi cates inactive

Too many peers discovered: of f

WAAS | i cense expired: of f

WAAS | i cense revoked: of f

WAAS | i cense del et ed: of f

H gh CPU: of f

Central Manager® S I XTOFNA ADT Z—LAZRRITDICE. [NA1WAN] > [7T5—NZ8
RUET, LERBOTS—AICIA T, WAAS Express® & U'WAAS Central Manager7 /N1 AD 7
Oy 2FRBMEATVWEVGEICTS—ANFRELET,

WAAS Expresst: 7 DTSR

WAAS Express7/\ 1 A Tshow waas statistics peerT1 N> RZESEA L T, WAAS ExpressT/\ 1



ADETTFNAARZ)VARNLET,

waas- expr ess# show waas statistics peer

Nunber of Peers : 1

Peer: 0021. 5e57. a768
TCP Data Vol unes

Connecti on Type I nbound

Opt TCP Pl us 597068158

Oig TCP Plus 0

Opt TCP Only 0

Oig TCP Only 0

Internal Cient 0

I nternal Server 0

TCP Connection Counts

Connect
Opt TCP
Opt TCP
I nt er nal
I nt er nal

Pass Through Connection Counts

Connect

PT Asymetric
PT Capabilities

PT Inter
PT_C her
Connect

d eared

Rout er #show waas statistics aoim

on Type Active
Pl us 50

Only 0
dient 0
Server 0

on Type Conpl et ed
0
0
nedi at e 0
0
on Reset: 0
connections 0O

Total nunber of peer syncs:
number of peer syncs in progress:
Nurmber of peers:
Nurmber of |ocal application optinizations (AO:

Current

Nurmber of AO discovery successful
Nurmber of AO discovery failure

Local AO statistics
Local AQO

Total nunber of inconpatible connections:

Ver si on:
Regi st ered:

Local AQO

Total nunber of inconpatible connections:

Ver si on:
Regi st ered:

Local AQO

Peer AQ

Total nunber of inconpatible connections:

Ver si on:
Regi st ered:

M Statistics

Nunmber of Peers : 1
Peer:

Peer
Peer
Peer
Peer
Peer
Peer

| P:
Expiry Time:
Conpati bl e:

active connections:

Aoi m Ver si on:
sync in progress:

Conpl et ed

o O o

OkFR Wk OPFr

TFO

0.11
Yes
HTTP

1.1
Yes
SSL

1.0
Yes

0027.0d79. c215

20.0.0.2
00: 00: 02
Yes

0

1.0

No

Qut bound
5212151
6867128187
0
0
0
0
<--- Peer
<--- Peer

1D
I P



Peer valid: Yes

Peer Software Version: 4.4.3(b4)
Peer AGs:
Peer AC TFO
Conpati bl e: Yes
Ver si on: 0.20
Peer AC HTTP
Conpati bl e: Yes
Ver si on: 1.4
Peer AC SSL
Conpati bl e: Yes
Ver si on: 1.0

Rout er #show waas statistics dre peer

DRE St at us: Enabl ed
Current nunber of connected peers 0
Current nunber of active peers 1
Peer-1D 0027.0d79. c215 <--- Peer ID
Host nane waasx1l- b-wae. ci sco.com <--- Peer hostnane
IP reported from peer 20.0.0.2 <--- Peer IP
Peer version 4.4.3(b4)
Cache:
Cache in storage 0B
Age 00: 00: 00
AckQ
AckQ i n storage 0B
Wai t Q
WAitQ in storage 0B
Wit Q size 0B

Sync- cl ock:

Local - head 0 s
Local -tail 0 s
Renot e- head 18609143000 ns
Curr-sync-cl ock 24215235228 ns

Encode Statistics

DRE nsgs: 1
R-tx total: 0
R-tx chunk-m ss: 0
R-tx collision: 0
Bytes in: 0
Bytes out: 0
Bypass bytes: 178
Conpr essi on gai n: 0%
Decode Statistics
DRE nsgs: 4
Bytes in: 299
Bytes out: 277
Bypass bytes: 51
Conpr essi on gai n: 0%
Nacks gener at ed: 0

Central Manager?' 5 E# D15 % &R~ 9 3 (Z 1k, [Monitor] > [Topology] Zi®&IRL £ 7

ATSLVTS5—A



WAAS Express7/V 1 Al&. XORBREICKV), Central ManagerTH 7 5 1 2 IREEIC &S ATge A
HYET,

. Central Managerlc WAAS Express7 /N1 AD VL F> 2 ¥ LFBEV,

Central Manager © Z ®WAAS ExpressT/N1 ANV L F U ¥ LABREET N TV,
WAAS Central Managerh"WAAS Express 7 /N1 AL BE T B ICI&. WAAS Express® 1—
HZEENADT—RHFMBETT, Central ManagerTY LT v )L ERETDICIE, [My
WAN ( F7IEWAAS ExpressT /N1 AE G TF/INA AT IIL—7") 1> [ Admin] > [WAAS
Express Credentials]ZiZR LU £ 7,

- WAAS Express7 /51 AL DBEFHRICRIEICEKBMUEL &,

BOREVLTUIVINREENTWS =, Central Managerld WAAS Express & B{E T
ZFX¥HB A, Central ManagerTO L F>> v )LZRETHICIE. [MyWAN ( £FEIFEWAAS
Express7 /N1 A& =& 7 /N4 AF )L—7") ] > [ Admin] > [WAAS Express Credentials] & i
RUET,

. WAAS Express 7 /51 AL DBRERICSSLN RO T4/ IOHFKBMUEL =,

WAAS Express 7 /N1 AGEAEN ZEE ., @ UFEBAEN Central ManagerTZ O F7/N14 A
A R—REhFEE A, WAAS ExpressT/N 1 AFEBAEZ B A R— KT BICIE. WAAS
Express7/\ 4 A%&i#R L. [ Admin] > [ Certificate] &R L £,

- WAAS Express7/X4 AANDII—KHFHWEER A,

Central Manager*WAAS Express7 /N4 AICEETE EH A, WAAS ExpressT /N1 A%
EIRL . [ Device] > [Activation]ZiZIRL T, IEL WWAAS ExpressBEIP7 RL A% &
LET,

- WAAS Express7 /51 AlC &k > TEFEHFIEREhEL =,

WAAS Express 7 /N1 AICEREES N TWBHTTPSH —/N\—®DR— KA, Central Manager®|
DeviceName] > [Activation| R—Z ICRRENTWVWAR—KNEBRBYE T, COR—I T,
IEL WWAAS Express HTTPSH—/N\7/R— N Z2REL X,

- WAASHR— Nk, WAAS ExpressT /51 ATCRAIATERE A,

WAAS Express7 /N1 Al&, WAASZHR—KNLTLVEWVIOSA X=N=2a 2 cd T
JL—REhFET, WAASZHR—KNTBIOSAX—TZA AR —=ILET,
- WAAS Express 7 /N1 AL DBREHRICERF ZA LT INLELE,

WAAS Express7/\ 4 AA Central ManagerlC D& T2 DIC30WUEA A >TVERT, <
l&. WAAS ExpressT /N1 AN BERTH DD, XY ND—IHNBRETHBLHTT,
- WAAS ExpressT /N1 ADZ A 2 ADEBUMHRHF IR TVWET,

WAAS Express7T /N1 ADFHEZ A £ AO BRI YINTVWET, WAAS Express®
license install AN > REFEAL T, KATZA 2 AZA VAMN=ILET,
- WAAS Express7 /51 A& DBERICSSLERNAIELKBEAUShEBATLE,

WAAS Express7 /Y4 A & Central Managerid, SSLE{E ICEESrc4-128-md5ZFEAL TVE
¥, Central Manager’ WAAS Expressic & 2 THEFE NESSLTF—ZDESILICEKRTS
BENHY)ET, WAAS Express_1Y > K ip http secure-ciphersuite 3des-ede-cbc-sha des-
cbc-sha rc4-128-shaZ A L T, EES3des-ede-cbc-sha, rc4-128ZREEL £ T,

- WAAS Express 7 /N1 ADAT—RAEBRTEEEATLE,

Central ManagerA"WAAS Express7/\ 1 AN SREARAT—RAZZELTVEWL, T 7
N1 —F 12 TDHR—KNIDVTE, Cisco TACICERBLVEDESEE L,



- EBAT—BANATZ4>2TY,

CODIT— XY E—IHRRENLEBEIE. CiscoTACILEEL TN TN 1—F142T
EKFELTLSEETV,

WAAS Express HTTPSERE D FEFR

WAAS Express7 /N1 AOHTTPSH —/\FXEZ #5529 B (C Ik, show ip http server secure
status AV REFERAL T,

waas- expr ess# show ip http server secure status

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-sha
HTTP secure server client authentication: Disabled

HTTP secure server trustpoint: |ocal

HTTP secure server active session nodul es: ALL

WAAS-Express - WAE - WAAS CM® F #i1&
WAAS-Express/S—>32/1.0, 1.5

cD/)N—2 32 OWAAS-Expressid, TFO, LZ, B RTDREZEL NTF 2 AR— MRiElI{LZ TR
- |\ l./ij-o

WAAS-Express/N\—2 3210k, IOSY 7 RV IT TV —RA151Q)TITEAEhEL L
WAAS-Express/A\—2 3 215k, IOSY 7RI IT T V) —A1514MTEAEhEL I, DV
1) —RA Tk, HKBELIZIZ T, Performance Agent(PA) & M 2 # & A & EEIRBEBE D H R — K
LEMENRTVET, PAOFMIZOWTIE, CCONDPAR—Z ZZRBL T EE

Recommrended WAAS- Express | OS i mage: 15.1(3)T1
Recomended WAE version: >= 4.3.1
Recomended WCM version: 4.4.5a

BAOME

lI0S /X\—2 = = ~, WAAS CM/X

2> WAE/Y—/E/_:)EI) BAomE

15.1(3)T1 5.0.1 4.4.5a F—R2E22—fINSRKEETNIERFFELENEEA,

WAAS-Express/N\—32/2.0.0

cD/N—2 32 OWAAS-Expressid, NZ 2 AR—NREILOHR—BNICIMA, HTTP Express.
SSL Express, CIFS Express AOBEDHENT 7V Tr—2a > KEILEYR—KNLET,

Recomrended WAAS- Express | OS i mage: 15.2(4)M
Recomended WAE version: 5.0.1
Recomended WCM version: 5.0.1


http://www.cisco.com/en/US/products/ps11671/index.html

EER O REE

I0S )X\—2 WAAS CM/X

3> WAE/V—‘/E/_:)E) BEA o) R
15.2(4)M1 < 4.4.3¢ <50.1 HTTP-Express7 7t 5L —ZIZ144.4.3cUBH BETT, §
15.2(4)M1 < 5.0.1 <4.45a WCMTERRE 2 ERFETERICIEEENF B EE A,
CSCub21189:7R1) 2 —X v 7 O EZE A" WAAS-Express7/\ 1
CSCtw50988:SMB: 7 7 AL MDA > O— RPICELENS D &
15.2(4M1 <5.0.1 =501 CSCHr07216:WAAS-X <-> WAES — A T Xhdr & 3D K3
CSCuad49764:HTTPSTYER & N I=WExXpiERE - WExpld: 7
CSCub21189:7R1) > —X v 7O EZEHN"WAAS-Express7/\ 1
CSCtw50988:SMB: 7 7 A ILOA D> O— ReAICEHEN U+
15.2(3)T1 =5.0.1 =5.0.1 CSCtr07216:WAAS-X <-> WAET — A TEMZhdrziF D M
CSCuad9764:HTTPSTHER & N I=WExpiERE - WExpld: 7
CSCtx82427:10S-WAAS: Exix #& TEFOSSLIER ) Y MEO
CSCtz08485: E#it M 7x WHTTP-AO# H T 5 —(%WAAS-3-
CSCtu19564:dt21 TWaas+VPN+ZBFW+NAT+NETFLOW IZ .
. Y A b ) -
15237  <5.0.1 <5.0.1 CSCtz85134:1) 0 — R#(ZWAAS Express SSL-Expressh" B

CSCua22313:WAAS Express 2.0l & BIE6 connA 7> 3>
CSCtw50988:SMB: 7 7 A )L MDA > O— RPICEHLENS ) &
CSCty04359: FBI THER & N =WExpSIBE - 7 v 75 L —
CSCtr07216:WAAS-X <-> WAET — A TEMBhdrz&FED N

FHL 5 LWWAAS-ExpressT 1 2> AN B HAR

- WAAS-ExpressZ 4 2> Alk, showlicenseT7 V7 1 7 LY ET, L. WAAS-
ExpressZ 4 12> A ld&show waas status THIRIhIC&E Y X T, hik. BEFAO/NT
CSCtw86624 TH B AJREMN BV E T, K Dshow IV RERITL T, ChEBRBLTILKE
TV, WAASCMEZ A 2 AOBMHRAYINTVWRERBL, NI AZFTT142L
LTERRLET, L, SAEARILESVWTHEN T OT 17 THZ -0, EnziE
KITBHENHYYET,

R E  HEE NhBDWAAS-Express/N\—2 3224 X—2 - 1524)MIICT Y 79 L— RS
P, KAZA D AZA AN =ILET,

Rout er #sh license | beg WAAS_Express

I ndex 12 Feature: WAAS Express

Period left: Life tinme

Li cense Type: RightToUse

Li cense State: Active, In Use <---- License is Active
Li cense Count: Non- Counted

Li cense Priority: Low

Rout er #show waas status
10S Version: 15.2(2.9)T
WAAS Express Version: 2.0.0

WAAS Enabl ed Interface Policy Map
G gabit Et hernet 0/ 1 waas_gl obal

WAAS Feature License

Li cense Type: Eval uati on

Eval uation total period: 0 seconds <---- License is expired.
Eval uation period left: 0 seconds



WAAS-ExpressEWAAS CMD A > &5 93> OREE

WAAS-ExpressDER 7O AQFMICOVTE, RORFIXRNZSRLTLSEZ L,
WAAS ExpressEA A1 R

fEIR : WAAS-Express " WAAS CMICERBRTZ &)
FEE# : ERoBE

- WAAA-Express)L—X EFWAAS CMICEiEETE LT,

NSTNS1—F 42 JFMR : WAAS CMAIL—RH SpingTEB L ERRLET, L
. WAAS-Express)L—ZHFNATE L F/ELE 7 74T I3 —)LOBERICHDEHE. WAAS
CMA"WAAS-Express HTTPSH —/NICIEHRETE D LDICTDICEFE. RAZT1YINATIV K
DEEETT7ATIA—=)IFATIL—INFYUETT, WAASCMTIE, NAT/Z77A4TFTox—)L
NDERICHDWAAS-ExpressT/N1 AZEB TS =-HIC., WAAS CMTHEH T 5WAAS-
ExpressT/NA1 ADT RLAZFETCEFERETEET, 1—HF. FNA1ADTITA4X
—2AUR—INESTRLAZEETEET,

Vy1—=23a>: )l—heXRYND—=OKRROZEFIYILT, WAASCMAIL—Z A S
FETRETHD L E2BREL, TOXEEERBL E£I, WAAS-ExpressT /N1 ATROT/\NY

TJ2BMCLTLEEL,
BBEIZIHUT, ROFNY T 2B L, BEEFOSSL/NAY RIS/ IARBLTVRAES
N EHRBLET,

debug ip http all
debug ssl openssl errors
debug ssl openssl ext
debug ssl openssl nsg
debug ssl openssl states
ZE LROssIFNY T IFEHATT
=20 0O— REFICAAZNIEEE AL LD,

ChEERTSICIE. WAAS CMIZRTEE N TV B WAAS-Express)L— X R E OB X HI R
ZHEB L £, WAAS-ExpressT/V 1 ANR—Z M[Admin]->[Certificate]h* 5 CDR—T I8
BLE9, EHEREHR%EWAAS-Express/L— 2 D show crypto pki certificatet 7 & L& L &
T, F—HBHNHBHE. iASNIBERE D AEENS<BYET,
BRE © 1523)TIE R 1524MILEADT v 75 L— K
fER : WAAS CMIE, BRICHTH T S EWAAS-ExpressHiF A 754 ICBD L%
RLET

EZ 513 FEE#1:WAAS-Express T/ 1 AGIARNEE

. ChERETSICIE. WAAS CMICRTEE TV D WAAS-Express)L— X SEBE D EXHIR %
teB L £ 9, WAAS-Express7 /N1 AR— O [Admin)-> [Certificate] h* 5 C D R— ICBEIL
£9, EHEEEHRZWAAS-Express)L— X Mshow crypto pki certificateti h &E EEELE T, T
—BHFHBEE. MMRENBERENDTEENI G<BEYNET,

show run | include crypto pki trustpoint Y > RZFEAL £ T, KB RNTARRAI RO
WAk, TP-self-signed-xo000000xDFER T T,


http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps11211/deployment_guide_c07-713403.html

rout er#show run | include crypto pki trustpoint
crypto pki trustpoint TP-self-signed-4046801426 <-- Indicate this is non-persistent trustpoint

VD)1—=232: 200 2T, XKEMMSANRSA 2 MNEERLET,

CEIRAENBERE D UM HD2EBOA ARV AN B ETH ., EEHEEENF
KEHEE L TERENDZETT, 15.2(3)TTSSL Express AOZEMICT D &,
CSCtz85134ICZE T2 AN BV ET,

RRE . 1520MIUCTYTIL—RL, kKEWRNTARRSA NEBERLET, WAAS
CMA SEEREZHIBRL, BERLET,
- 15.13)TA 51528 TANDT Y 7L —RTIH,

15.2(3)TTl&, crypto pki trustpointNIC ABEDEREN BV ET. ZDEREIC Ersa-keypairz

BRETEIMENFHYNET, PTYTIL—RBIICZOBRENFELBEVES, L—2HFFTFTA
RRARNEZRETEBRVAREMEAHYNET, ChIZKY), HTTPSEHRNFMFKBLET, C

DOEREIE, CSCty04359ICiEHEEhTVET,

Y)i1—232 : hTANRA U NZHIBRL, BERL ET., WAAS CMA SEEEAE Z HIBR
L. BE&LZET,

EAShDFE#BROLHAABRELEENFARNRSA MFERAEThTVS

N—RICBEBORZARKRA Y RREEHATVERT A,

WAAS CM®D 8B I1Z, WAAS-Express)L — X IEWAAS CMADIEFREDEEICERATS b
SARRA N EBIRLET, hilk., WAAS-Express)L—Z OO—AJLHTTPSH —/\A
FERITBDRNTANRKRAIVNEREBRDEEN HYVET,

Y1) 1—>,32 : ip http secure-trustpoint <trustpoint_name> & ip http-client secure-
trustpoint <trustpoint_name>TEU RTZARRA 2V MABEET A TVD L 2HFELET

EZZ2 53 FRE#3.FT/N A AR O EE
CREEICRBAL TVET A,
HTTPSZ AL T/ Y ZEWAAS-Express/L—Z IZEzis L, FEBTRIAERTL T,

WAAS-Express)L—ZICOJ A TEBD_EZHRBLET,
BRBE : FERDANI KL & &2BEBLET,

FINY TR
AAEREEOBRENf RELTVRERDNBEBEERE., YR—MF—ALCUTOBERZRMEL
TLEZL,
Rout er #show crypto pki trustpoints status
State:
Keys generated ............. Yes (General Purpose, non-exportable) <--- check if this shows “No”
for the self-signed certificate
Issuing CA authenticated ....... Yes <--- check if this shows “No” for the self-signed
certificate
Certificate request(s) ..... Yes <--- check if this shows “No” for the self-signed certificate

Rout er #show crypto pki trustpoints status
Trust poi nt TP-sel f-si gned- 2330253483:
Issuing CA certificate configured:

Subj ect Nane:

cn=l OS- Sel f- Si gned- Certificate-2330253483


http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gtpsscer.html

Fi ngerprint MD5: 3F5E9EB4 6BD680OFE 8A1C1664 0939ADCB <--- Check fingerprints before and after
upgr ade

Fi ngerprint SHAl: DFF10AF4 83A90CAD 71528B3C CCD4EFOC E338E501

Rout er General Purpose certificate configured:

Subj ect Nane:

cn=l OS- Sel f - Si gned- Certificate-2330253483

Fi ngerprint MD5: 3F5E9EB4 6BD68OFE 8A1Cl664 0939ADCB

Fi ngerprint SHAl: DFF10AF4 83A90CAD 71528B3C CCD4EFOC E338E501

State:

Keys generated ............. Yes (General Purpose, non-exportable)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... Yes

Rout er #show crypto pki certificates

Validity Date:
start date: 20:16:14 UTC May 26 2011 <--- Check whether these dates are valid
end date: 20:16:14 UTC May 24 2016

Provi de outputs for follow ng conmands:

show crypto pki certificates storage
show crypto pki trustpoints

show crypto key storage

show crypto key pubkey-chain rsa
show crypto key nypubkey all

show crypto key nypubkey rsa

show ip http server all

FEIR : WAAS CMEWAAS-ExpressD D S A ¥ F#kEHER
EE# : yO0Y I FRABEhTOVELA

WAAS CMEWAAS-Express® VOY VBT 2LENf 2L, VOV IZEHIZIRSIC
NTPH—NERETDEZEB<HERLET,

- WAAS CMTclock-mismatchX ¥ = ARRENETH,
c—200Y VNFUTCERXOWAAS CMOZOY VERLUTHB L ZMABLET, XA
L= EBI—B LA LADEREZHIBRL. WAAS CMEWAAS-Express)L—2 OB D
UTCRZIZ LB L £,
» BERFIODDTS:CSCtz32667, CSCtz97973, CSCtk74707, CSCtl24210, BN Ch s ®
DDTSICEHLIL TWBRAESH ZHEREL., DDTSTRESTATVSEERICZLTLKEE
Lo

YD1—-232  NTPEREL. IXNTOTFNAA0o7OY VFEPEIATVNDS Z & ZHR

LEY. LERODDTSOEBEICHES A, BEFD1524MIBEICTY 7IL—RLTLE
=0,

g RELEhTLEL
TR : RS NARL—REBEE2TVS

show waas statistics pass-throughZ A L T, NARIL—OFEEHEREBHERIIL TT, EHEH
NAAN—E B EBHEFRLET,



Rout er #show waas statistics pass-through

Pass Through Statistics:
Overall:

No Peer:

Rej ected due to Capabilities:
Rej ected due to Resources:
Interface Application config:
Interface d obal config:
Assynmetric setup:

Peer sync was in progress:

10S WAAS is internedi ate router:

Internal error:

O her end is in black list:
AD version m snat ch:

I nconpat abl e AC

Connection limt exceeded:
AO M peertable full:

AO M multiple sync request passthrough:

O hers:

0

0

0

0

0 <---- Traffic classified for pass-through?
0 <---- Asymmetric route in the setup?
0

0

0

0

0

0

0 <---- Inconpatible peer?

0

0

0

0

BEREORITERERELET (X -EBEBRETNY TZ2FALET ).

Use the following command to check the reason '''show waas statistics auto-discovery'""'

Enabl e fol | owi ng debugs for nore information:

debug waas infra error
debug waas infra events
debug waas auto-di scovery error
debug waas auto-di scovery event

debug waas aut o-di scovery op <----

Ver bose debug

A VB—TIAARAT T3 2 @EDH I XFBML TVWBEEE., RUS—HZ0
PNFEHEZENAAIL—FTDESICEBRENTVSABEMEN B FF, WAAS-Express& Z D
E7 OlA TWAASRY S —ZRELET,

Yyi—-232 BEILRVS—ZHELTRIALEXT . ROTFNY T Z2EALT, vF7
AV IR —TNAAL—ELTI—=TENhTVWRHESHZRIELET,

show policy-map type waas interface

debug waas infra events

- Interface Global ConfigD > AN BMT2HEFE. XY NT—IADOFERHIL—F 15
NERTHAHAEEN BV ET, ik, WAAS-ExpressEZFZEFDOETATCPRZ 7 1 v
JOMEAEEERBELEVEETT, child, XY RNIT—IJROEOFERHIL—T 1IN R
HATRETIHEEX. —WONTYRNINZTAYINARAOFT/NA A (ACL, 77AT D
F=IBE)ICK>2>THEEENDIBEENIHYVET

YN1—-232 XY RND—TJATROY TENENT Y NOERRIL—T 1 > T 2R
T, ROXRY NI—VRAT IERBIL—FTAIFEEROYFTENENTY NEB|ER



CTREZBRBLTSEE,
CETHAHECERENFNBVESRE., BREZNAAIL—ICTHEETEERT, chiF,
WAAS-ExpressE WAED B CIHEEBRN—T 3V 2 ETLUTVBBAICRET D AEMEN BV
£9, HETNZYIJRNIITUYU—ZCDOVWT., LZoEEMEOEESBLTLSEEY

o

R 1 1 show waas statistics aoimZFAL T, ET7ICEBRMEA TV A ESHERRBLE
%
BRE2: ZYRNID—DIERHGIN—FT 120> FUANBHZDEBDLDNZHEEE. XNOIER
EHFLTLIEETY,

XY NID—=OTERMBRIL—F1T9FEINTFY SO ROY 72|22 TARMOH S ER

- WAAS-Express)L—R E G ET OEBDOWANLD >, WAAS-Expressid, WANZH ALY T
BRNTZTAYIEWANIZEETRNZ 714 Y V0OMEBE N UWAAS-Express/L—R EICH B
MENHDES, TIOTATITIOTATERERTITATIAZNAIN—R2TEHR—rE
nEtA, BROWANU N HBHZEE. TXTOWANL > Tconfig waas enable A’ &%
EEThTVWBEZBRALTILKEEV, E7IL—ZFLOITXTOWAND D EL—&RIC, ~
74V VFEWAASIZUA AL RNTBREN DD EEZRRBELET,

- H/NY F(SYN, SYN-ACK, ACK)IWAASH 7> a>TRIFHehEtA, TNk,
RST714YONFETRIOWAASICUR ALV RENBVESICRETHIHESENI B ET,
WCCPACLZREEL XY,

RARF—AICEKTIER

Net wor k t opol ogy
I OS version
Configuration

Fol | owi ng debugs and show conmands:

debug waas aut o-di scovery error
debug waas auto-di scovery event
debug waas aut o-di scovery operation
debug waas infra error

debug waas infra event

show waas statistics auto-disc
show waas statistics pass
show waas statistics aoim

X NARIN—EERF., 7SYRNTA—LAZEQEESIBRTREAI I REREE A,
WAAS-Expressid /N AR —##EZBHFLAVES, NARIL—7O—CET3HERE
HYWVEBA. EEL. NARL—ICBAEThETO—ORETOERERTHIV XN HY)
£,

EHRrEXLVBRELLLRLZ/BTLEWV

ChiFBE., REIANFRETT . WAAS-Express/N\—= 3224 X—2 Tlk, HTTP-Express7
9tZ L —RECIFS-Express7 72T L —RETF7 2 NTEMCHZ>TVET, Express7 ¥
IS L—2NFTO0-NIICEMCBE>TVBCEZERLTSEETL,

R MY EhE#EHKETE, CIFS, SSL, £EBHTTP-Express AOZfER T2 B



HORDS —PREENERIS—FBShEEA

. CIFS, SSL, FIFHTTP-Express AOAJO—NILICEMICHZ>TVWED L ZHERTS

rout er #show waas st at us

1 0S Version: 15.2(4)M
WAAS Express Version: 2.0.0

WAAS Enabl ed I nterface Policy Map

Fast Et her net 8 waas_gl obal

WAAS Feature License
Li cense Type: Eval Ri ght ToUse
Eval uation total period: 8 weeks 4 days

Eval uation period left: 7 weeks 4 days

DRE Status : Enabl ed

LZ Status : Enabled + Entropy

Cl FS- Express AO Status : Disabl ed

SSL- Express AO Status : Enabl ed

HTTP- Express AO Status : Disabled <---- HITP Express AO is disabled by default

Maxi mum Fl ows : 75
Total Active connections : 4

Total optim zed connections : 4

R FRENDEROJELITHOLT T, MU hELEGLCETOLA BN %
-

ChiE@EE, RUS—OREIANERTT,
#3%  HTTP-Express AOR T 7 # LN TRAEMICHE>TLVEE A,
BRE 1 OT7WAASTFNA RAICEBRMUN HBINESH ERIELET, COFIT YU,
show waas statistics aomZ AL TIT SN TEET

BRE2: BB NY I 2FERAL T, BERHEOETHICHTTP-Express7 75 L —
ANZASTI—RENTVRIHLESHERELET, Chid, 7S L—270-N)

ICEMZBE2TVED (HTTPP VI L= F 72 RNTEMICHE > TV AW EIDE
E)., HTTPOZ AN T > 3 2IC Taccelerate httpy AW ENARRTH 2 WREMN S
VX7,

class HTTP

optimze tfo dre |z application Wb accelerate http-express

. show waas connection detail® T @ Configured, Derived, & & T'Applied Accelerator® & 7
1—=)LRZFIVILET,



Rout er #show waas connecti on detail

Negoti ated Policy: TFO LZ, DRE

Configured Accelerator: HTTP-ExXpress
Derived Accelerator: HTTP-ExXpress
Applied Accelerator: HTTP-ExXpress
Hi st. Accelerator: None
Bytes Read Orig: 174

- show waas statistics accelerator http-express [https|debug] T/\> RF 7 O EHR/EHZHE
#HLET,

R : EROMBLETCOLA TR hETH, BUENAZRETOLTT

ChiE, TOESL—EFNEMTHSDH. CIFSIWAFST T AN T 3 3 > IZaccelerate
Cifsh RELTWVWAZEANRATT,

# 3% : CIFS-Express AORE T 7 # )L R TEMICE>TVET,

class CIFS
optimze tfo dre Iz application CIFS accelerate cifs-express

- show waas statistics accelerator cifs-express®/\> RF 7 O #fiiHEHR/EBHEZRIELET,

Rout er #show waas statistics accelerator cifs-express
Cl FS- Express AO Statistics

Unsupported dialects / CIFS version: 0

Currently active unsupported dialects / CIFS version: 0
Unsupported due to signing: 0

ER : FEETIhDESEORELETSDLTIT N, BUTh-BHKEICETDLAH Y &
-

. SSL-Express Accelerator® 546, 17 WAE SSL-AOA BB L TEITE TV BV HREMEN S
V)£ 9, F>:Cisco Wide Area Application Services SSL Application Optimizeri @ A 4 K

CBEIMNATICEREATVSIEEEH Y ET, <hik. show waas statistics accelerator
ssIZfEAL CHRRETEERT

Rout er #show waas statistics accelerator ssl
SSL- Expr ess:
d obal Statistics

Tinme Accel erator was started: 16: 31: 37 UTC Jul 26 2012

Pi pe through due to C2S ci pher m smatch:
Pi pe through due to C2S version nisnatch:
Pi pe through due to VWW ci pher m smatch:
Pi pe through due to W2W version nisnatch:

O O o o


http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps6870/deployment_guide_c07-541981.html

Pi pe through due to detection of non-SSL traffic: O
Pi pe through due to unknown reasons: 0
Total pipe through connections: 0

FRENDIEROBELETSHDLT A, MU h EERICETSDLER LR
THDLL A& EEA

SSL-Express Acceleratorid, /N AIZHTTP-Express Accelerator®EB AL £9, SSL-Express&
HTTP-Express 7 VS L —2OWEAANTO—NILIZBMCHE>TVWBR L ZRRELET,

CEENNAT'2BYIKRG, TGELTRRENET, LIZRT&KSIZ, show waas statistics
accelerator ssITERZEEL TS EZV

- BERATSDLE L TR RENDBEEF,. XOVWTIHANERTHDAEEN BV ET

- HTTP-Express 7 7 25 L —Z A EMICHE > TWS,

HTTP-Express7 7t 5L —& k. J7WAAST /S ADHTTP AOE Bt A % V) £

Ao
- HTTP-Express7 7t L —Z2 DB L EE3 DN KBILMENABEMICE>TLVEE
Ao
- BAPOF—2ZNTY NMZEHTTPO T YN EENTVEE A,

.- BN THDLpossibleE L TR RE BB, KOWThANFRERETT

- SSL-Express 7 7T L —ZATY DZFNAATRIBB LRVPETE N TLAL,

s SSLAOA" A7 TFNAATRES RTERTENTLEL,

- SSL-AOIKAOIMT RIS I —REhEFHBATLE,

s 7’OF 2 MFE. HTTP CONNECTER IF443UADR—NICH TR EDTT,

CIYDEATTFNAAOTEBED ., COEHEORKBILICSSL-AOZEBMTAZEICBELTE
WICEBH 530 T ADATA-INSPECT/\> RS I A UONFKRBRLET,

- DATA-INSPECT#ND/\> R T4, Ty AT F/I\NA AOMAHSSL-AO% FHiFE{t
ICCDEFRICEMNITZCEICAETEIIVIATFON RIS INKRBLET,

Provide foll owi ng show conmand out puts for debuggi ng:

show waas st atus

show waas al arms

show waas accel erator detail

show waas accel erator http

show waas accel erator snb

show waas accel erator ssl

show waas statistic global

show waas statistic auto-discovery
show waas statistic aoim

show waas statistic pass-through

ER: FRELEVEREVEY

BE. VEYRENZT7O-CEEILTIZ—NEEZRIILT XV E—JERRENET, I
&z,



Aug 18 03: 02:52.861: 9\WAAS- 3- WAAS TFO DEC FRAME_FAI LED: | OS-WAAS failed to decode TFO frame for
connection 100.2.0.107:50118--200.0.0. 12: 1494 (Unknown TFO franme rcvd, RST connection.)

NSTNZ1-FT12TF R

CEDA-LERUT, IS—FNVITZEFVICLET,
- show waas connection detail®End-Reason2F I YO L &7,
. EZEZASh3EHICDOWVWT, show waas statisticserrorZF T v U L T<E&E LY,
CEHEOUEY MRETDE, OFWAEICOTA D THERENETH,
- WAAS-Expressic & 2 TEFEENEFEBTCPAY A —IC&V), WAETATRZ 2 THH
H¥LFLE,
- COREEEREF Y7 F v $5DDTS:CSCto59459, CSCuab61097 : S DODDTSEREL
. RAENDZBEENDDTSICL > THEHRENTVBREQOEHELLTVBR A ESH ZERHEREL
£Y,

. ZhA"SSL-Express Accelerator(SSL-Express)#E#HDIiZS. W2W/\ R T4V DKBUIZ K
D2TUEY RHFRBELTVETH,

BARF—LALCRMKTIHE :

debug logs show Y > Rshow-tech show-running configx ¥ N —2 NAROZEHKICEAET N T
WBT7UTr—23a> (BLUON—=232, IE6RE ) ERIC, V94T NETH—NDOFHlER
RLUET,

debug waas infra error

debug waas aut o-di scovery error
debug waas aoi merror

debug waas tfo error

debug waas |z error

debug waas dre error

debug waas accel erator ssl error
debug waas accel erator http error
debug waas accel erator cifs error

W=32DOZYv>1|bL—ANY D

TANFEL=—BDIOZSYIIERNL—ANY INRShI-AgEENBYET. UBIOT—A L
DDTSZ#®RRL T, REOBRANOBEZRLET, o, VY 10REEBDIHEZTY 5
FTBDHEEH ETT, ios-waasE I=(klayerd-forwarding A DIOSKEREN VT v 2 2/ N L — AN
YOEBIZERITHERR. TOREOHERRT—L/INL—FOTACICERTIBENHET,

. topic.cisco.comT REY VRBREZEZTLET
CBEIOBEEROT—AT, BEROBEPBREAOBENf ZWVWAERLET,

BARF—LICERHUTIER

- show tech& /= (& AT 8E 7% 35 & (& show running-config® i 11,
. E®HBZIOS/N—2 32,



-BEEBREIDIEHOEEEFIE,

- ML=ANYODOFI—R, EEEEIZ Y 1DFE Dcrashinfo,
L RY ND=00RROD

- A TOREOBRICKIL DEERER

BRI BVWNT #—X 2 ANFEKT

NT7F#—=IXAQEBETR., ROXSBEESEBLERATRETDARMEI BYVET, NFT 1V
JOME, L—-20&f/R., XY NID—=OJ R ROD, KEBFRYNIT—TRONT Y NER, KE
BEEELETDICE., NARAL—ERFILEHFELETNTVWEVWERICETZ2ANNESLE
Mg 2 BB HYWET,

NSTN1—F12TFH

EREORBEICTOIVEMATT L,

» show waas connection®Accel7 1 —JLRZFITYHULET, TDL., THDL, TSDLEET
Ih

CRBEDTIVEFL—RZ2FEALTVEEE, NT7TA—XAOEKTHASEEBETELSIC
F7FTBDERFTEEXRT D,

cTYTO—RRNS T4V INHBBEE. WAAS-Express/N\TAXA—ZI YT TT YTV
~UDREZEIICL THTLSEE LY,

 BENATFOERAE—ROBE, NARIL—E—RICELTHILIRShETH,

I—2OEFEEBATIA, AKOONY RZFEAL TCPUERARZFI YV LET., show proc
cpu history

s CPUROY NI XY E—DHAATICRRENDHAESHZERELET, CPUDEHA
EZNBITED L, WAAS-ExpressidCPUN BARREBICASHZVRS ICREILOEREZ
EB<LZET

cAVBE—TIAAREBROEIZFIVOLT, NTY RROYTHFHEIHESH ZHER
LEY,

INTY REROYZUTVBACLHF HBIDAESHEERLET, EOBEN/NTY hE RO
V73BN %ERDTBICIE. debugip cef dropZERALET,

CIEROTNAATNTY REEENTVRILESHZRFELET,

- WAERF 72 )LNTECNZAIZL, ECTEY "RHRREChENTY NEREELET,
HVWTFNA RARKECTE Y RARREESNENT Y REFFREZEVIEMEN B EH, Chs
ONTY NZREETDE, BEGIREL, NTJA—XANFBTIDAREMENF HYE
T, BEDBEEDT —ATRE, AROFNA A (FHWIOSA X—=D%FER ) A, TCPAY
A—ICECTEY MARBREEALENTY hZ2ROYZ7LTVEL

» JPWAETECNZA7ICF5ICF,. O 74F1L—232F—RTROOAN REFE
L %9, notcp ecn enable

- BEHOWAN > TWAAS-Express " BMNICBE 2 TVWETH, TODHEE, FAShTVSO
—RIITFTVIREHYR—RENATVED AT a>TIh,

cNTY NBEMNOO—RIITVTREHR—RENTVER A,

CRAEENMOO—RITIIJEYR—RNEATVWEATS232TT, cOO—R>T
TOITRR, NTA—XVANOEEIEHYEL A,

s XY NDT—=OAQERHIL—T 12 TIC&Y), Ny MO ROY TEBEEHIRETS

s —FAREO7O—OINTONTY NERHELBVWEER., BENAMBEERZE/N\>
TI2HUEMENrH) XTI,



. uplink-drelZ & D ELHEREDET
- NACKIZC & % BIA{E : show waas statistics dre2F I Y UL &FT, [Rtx..]71—I K%ZE
FCTD
» ACK-queue full:show waas statistics dre2 F T Y VL& T, AckQ full 7 1 —)L R &AckQ
high7 1 —=J)LRZFIYIOLTLKEZV
. CIFS-Express/SSL-Express/HTTP-Express7 7 S5 L —XZBMICT D &, EHRNELEZY)
79,
s HR—KREhTVWEWN—=23 2 //E,
ARERER,
- show waas connection detail. show waas statistic 1z, show waas statistic dre® T O #E &t
EHRERIELET,
BRI\ RFTINATANL—Z2FIVYILET,

AENTY NBREOO—RIITIITEYR—REhTVERA, ThiIFF7A)boO—
RTIFVVITE—RTRBYEEA,

N T U I

NTUIEEGICETI2RAOBEREH V) T A, RCADBEZFHERTDIZHIC, BRF—LI
ROBERERBEL TEE L,

NSTN21—FT 12T EERREFIE

. show waas connectionZ{#f L T. WAAS-ExpressiZiT—7 IO 70— 2BRRLET,

Rout er #show waas connecti on

Connl D Source | P: Port Dest | P: Port Peer I D Accel
3336 192.168.22.99 :37797 192.168.42.99 :80 0016. 9d39. 20hd THDL
Rout er #

- EROFHERRTS

Rout er #show waas connection client-port 37797 detail

connection |ID: 3336

Peer 1d: 0016. 9d39. 20bd

Connecti on Type: Ext er nal

Start Tinme: 19: 45: 34 UTC Dec 21 2011

Source | P Address: 192.168. 22. 99

Source Port Nunber: 37797 S Uni que port nunber required for
next step

Destination | P Address: 192.168. 42. 99

Destination Port Nunber: 80

Appl i cation Nane: Vb

Cl assifier Nane: HTTP



Peer Policy:

Configured Policy:
Negoti ated Policy:
Configured Accel erator:
Derived Accel erator
Appl i ed Accel erator:

Hi st. Accelerator:
Bytes Read Orig:

Bytes Witten Orig:
Byt es Read Opt:

Bytes Witten Opt:

Aut o-di scovery information:

---<sni p>---

TFO, Lz, DRE
TFO, LZ, DRE
TFO, LZ, DRE
HTTP- Expr ess
HTTP- Expr ess
HTTP- Expr ess
None
43056412

25

162

43359878

. show UfflowsZFRAL T, UFTF—7IILHNOEZEO 7 O0—2BREZLET,

Rout er #show | 4f flows | include 37797

FADF6EAO Proxy TCP
Rout er #

- BYOHASLAF7O—IDZYREL, ZOEmEEALT

192. 168. 22.

99: 37797

Rout er #show | 4f fl ow detai| FADFG6EAO
FI ow Address FADF6EAQ
I ndex 11
Idle Tine : 0.004
Fam |y ;I Pv4
Pr ot ocol . TCP
VRF | D 00
Addr ess1 192. 168. 22. 99: 37797
Addr ess?2 192. 168. 42. 99: 80
State . L4F_STATE_PROXYI NG
Fl ags : 0x00012000
App Cont ext 0x41D4728C
CEF pak : 0x0
Endpoi nt 1 FD 1073748479
State EP- ESTAB
Fl ags 0x00000001
dient LAF_FEATURE_WAAS

Associ ation

CEF Fwd State :
Proc Fwd St ate:

TCB Addr ess
Endpoi nt 2 FD 1073748480

OUTPUT

0xC20D2C74
OxC1lE36EA8
0xCO1FOD9C

S Address required for

192. 168. 42. 99: 80

P LAF R EMBLE T,

next step



State . EP-ESTAB

Fl ags . 0x00000001
dient . L4F_FEATURE_WAAS
Associ ati on : I NPUT

CEF Fwd State : 0xC20D2248
Proc Fwd State: OxClE36F20
TCB Address . 0x4002AB6C <------ Address required for next step

- show M4f flow detail <flow_id>DO B IC&k, 2D2DOTCP TCBFf e 1 TLWE T, show tep tdb
<tcb_info>OTCBIEHEFEAL T

Rout er #show tcp tcb OxCO1FODOC

Connection state is ESTAB, 1/0O status: 1, unread input bytes: 31504
Connection is ECN D sabl ed, M ninuminconmng TTL 0, Qutgoing TTL 255
Local host: 192.168.42.99, Local port: 80

Forei gn host: 192.168.22.99, Foreign port: 37797

Connection tableid (VRF): 0

Maxi mum out put segnent queue size: 50
Enqueued packets for retransmit: 0, input: 22 mnis-ordered: 0 (0 bytes)

Event Tinmers (current tine is 0x85115B0):

Ti mer Starts Wakeups Next
Ret r ans 2 0 0x0
Ti neWai t 0 0 0x0
AckHol d 10192 0 0x0
SendWhd 0 0 0x0
KeepAl i ve 20129 0 0x851FFF4
d velp 2 0 0x0
Pt uAger 0 0 0x0
DeadWai t 0 0 0x0
Li nger 0 0 0x0
ProcessQ 1 1 0x0

iss: 688070906 snduna: 688070932 sndnxt: 688070932
irs: 684581592 rcvnxt: 713368125

sndwnd: 6144 scal e: 9 maxrcvwnd: 32767

rcvwnd: 1263 scal e: 7 del rcvwnd: 0

SRTT: 6687 nms, RTTO 59312 ns, RTV: 52625 ns, KRTT: 0 ns

m nRTT: 0 ns, maxRTT: 2857348 ns, ACK hold: 200 ns

Status Fl ags: passive open, Tinmestanp echo present

Option Flags: keepalive running, SACK option pernmitted, non-blocking reads
non- bl ocking wites, w n-scale, 0x200000, 0x1000000, 0x10000000

0x20000000



I P Precedence value : 0

Dat agrans (max data segment is 1432 bytes):

Rcvd: 20129 (out of order: 0), with data: 20127, total data bytes: 28786532
Sent: 30017 (retransmit: O, fastretransmit: O, partialack: 0, Second Congestion: 0), with data:
1, total data bytes: 25

Packets received in fast path: 53559, fast processed: 2, slow path: 21294
fast lock acquisition failures: 7, slow path: O

Rout er #

Rout er #show tcp tcb 0x4002AB6C

Connection state is ESTAB, I/O status: 1, unread input bytes: 0

Connection is ECN Di sabl ed, M ninuminconmng TTL O, Qutgoing TTL 255

Local host: 192.168.22.99, Local port: 37797

Forei gn host: 192.168.42.99, Foreign port: 80

Connection tableid (VRF): 0O

Maxi mum out put segnment queue size: 50

Enqueued packets for retransmit: 50, input: O nis-ordered: O (0 bytes)

Event Tiners (current time is 0x8519A48):

Ti mer Starts Wakeups Next
Ret r ans 27124 0 0x8519D3B
Ti meWai t 0 0 0x0
AckHol d 2 0 0x0
SendWhd 0 0 0x0
KeepAl i ve 28560 0 0x85284A4
G velp 27121 0 0x8545964
Pt uAger 0 0 0x0
DeadWai t 0 0 0x0
Li nger 0 0 0x0
ProcessQ 19975 19975 0x0

iss: 2832065240 snduna: 2867154917 sndnxt: 2867205953
irs: 2835554554 rcvnxt: 2835554717

sndwnd: 261120 scal e: 7 maxrcvwnd: 65535
rcvwnd: 65535 scal e: 7 del rcvwnd: 0
bi c_| ast _max_cwnd: 8388480

SRTT: 1000 ns, RTTO 1003 ns, RTV: 3 ns, KRTT: 0 n®s

m nRTT: 80 ms, maxRTT: 1000 ns, ACK hold: 200 ns

Status Flags: active open

Option Flags: keepalive running, SACK option pernmitted,

Ti nestanp option used, non-blocking reads, non-blocking wites
wi n-scal e, 0x200000, 0x1000000, 0x10000000, 0x20000000

I P Precedence value : 0

Dat agrans (max data segment is 1432 bytes):



Rcvd: 28560 (out of order: 0), with data: 2, total data bytes: 162

Sent: 28672 (retransmt: 0, fastretransmt: 28, partialack: 3, Second Congestion: 0), with data:
28671, total data bytes: 35176602

Packets received in fast path: 21244, fast processed: 21240, slow path: 29668

fast lock acquisition failures: 21374, slow path: 0O

Rout er #

RO RE A, WAAS-Express AODF/NY JICRIBEE T,

show waas statistics errors

show waas statistics accel erator http-express
show waas statistics accel erator cifs-express
show waas statistics accel erator ssl-express

show waas statistics accel erator ssl-express debug

. RIZ, service-internal AN RZRLET (FNYITEHER)

show waas connection conn-id [id] debug
show waas statistics accelerator http-express debug

show waas statistics accel erator ssl-express debug

NI U EEER. ROOXY RZFALTIVTTEERT,

cl ear waas connection conn-id [id]

Rout er (confi g-if)#no waas enable forced

SSL-Express7 75 L —X ORI :
SSL-Express Accelerator® ML E L FB\MLICHTIBBORE

cEFAIVTFATAEAFBHCBE2>TVR L ES H Z2HBFT TS

Rout er #show waas status | include SSL-Express AO Status

SSL- Express AO Status : Unavail abl e (security license not enabl ed)

Rout er #show | i cense detail securityk9
I ndex: 1 Feature: securityk9 Version: 1.0

Li cense Type: Ri ght ToUse

NPEAX—=HHBIDNESHZHFELET (DA X—2FSSL-Express7 V7L —%%
BR—NLTLEEBA ),



Rout er #show waas status | include SSL-Express AO Status

SSL- Express AO Stat us : Unsupported

Rout er #show | i cense detail securityk9

% Error: No license for securityk9 found - License feature not found

. enable/disablei®fEH Zssl. aoim. L Pinfra®dF /Ny TEZFEMICL., F/NyHTO5 =24
LE9,

-W2WN\Y R IAVDORBRIZKDEREOUEY N
» show waas statistics errors % L TSSL-Express Accelerator® T —#i5H1E#H = R
L&E¥, |iSSL-Express
- REBAE E R T 5!

Rout er #show runni ng-config all | include waas-ssl-trustpoint

Rout er #show crypto pki trustpoints <trustpoint-nane> status

WAAS#show crypto certificates
WAAS#show crypto certificate-detail WORD

t,\:

oyl

- T Z—LDWE

Routeri#show waas alarms

WAAS SSL- Express CA enrolled trustpoint deleted: off
WAAS SSL-Express router certificate del eted: of f

CIYVITFENAREOATTFNAAOBREZHAELET. BSUARM, SSLN—232, &LV
AEAEDRIAEXRMMOF IV IICELT, ThSHARBLTVD L ZEIELE T,

- BEEERAHENFEATMTVRHER., RWNTF IV I LIIHAERAZEMICTIXLEN D
WET,

. debug waas accelerator ssl error8 A ICLUET

. C2S Unsupported cipherA RERTNA 7 ZBTEHEZRBL TVET
» show waas statistics errors % i L TSSL-Express Accelerator® T —#i5H1EHk = R
L&E¥, |iSSL-Express
» debug waas accelerator ssIZFA > ICLET
» A7 WAAST /N1 AMaccelerated-svc TEREE NS UANERERL T EE L,

. SSLE&ELE L (/NARL—)
» WAAS Express7/\ A4 ANDSSL-Express AT —X Az L £9, show waas
accelerator ssl-express
- EPWAAST/INA ADSSL AOAT—X Az L £ 9, show accelerator ssl
» SSL-Expressifitig 2 5 L £ 9., show waas statistics accelerator ssl-express | i/ 1

>



cAVBE—FY NRDASHTTPSR—IJICTIOEATEXREA

s H—=NEAEZ—FY NIESEESNATVS =0, MEF—ELIAAEZ JT7WAAST/NA
ACAVARN=IINTBERETEERA, 7oV TIAAENESEEZHHTLEETE
R EO—BOAT DIV RRENBVEENF BV ET,

cCNSOATDIVRNE, CON(AVTUVERERY ND—0 ) hSRHTEET,
DO EEIFWAAS-ExpressiCEIENDENTREH Y EREB A, DEV ., 2DOWAAST /N1 AH
DEFNRELENEBRICERELET,

-CDNURLAY S QFIRAEZERTDICIE. 7T UHICHAZEBMITDIHENHYET,

- CDNURLBIR—Y—AICHVET,

Show conmmands used for further debuggi ng and RCA:

show waas statistics accelerator ssli
show waas statistics accel erator ssl debug
show waas statistics accel erator ssl ciphers

show waas statistics accelerator ssl peering

CMDF/)NA AT I —T B TDHOWAAS-ExpressT/\ 1 AN BED

WAAS-Express7* /N4 ANWCMD T /N4 AT IN—TETBE IS, HILLWFNARATIL—-TD
RIS —ERNBHCBRSBVEENBYERT, TNAAFTFNAARTIN—THSE)HTSH
TWEWEE, FNAARTNA AN RERICFABELTVWENY IFTY TR —€Y R SKY
S—ZHBLERT,

TFNARETFNAARTIN—TETBETZEEEF. XROFIEZERTLET,
* Go to the Policy Definitions page of that device and sel ect the new device-group and click on
Submi t .

OR

* Go to device-group-1 -> Assign Devices page and unassign the device fromthis DG
* Go to device-group-2 -> Assign Devices page and assign the device to this DG
* Go to device-group-2 -> Policy Definitions page and click on 'Force DG settings' button.

T OO BERZEH

WAAS-Express &E WCM/WAE D &R O F — 3 :

COEBICEBRHNOBERIH KA, ROFIETOTZNEL., ARTF—ALCRHLTES
W

Di sabl e waas on Waas- Express device

Clear statistics on WAAS- Express and core WAE

Enabl e waas on \Waas- Express devi ce

Let traffic run, disable waas on \Waas- Express device

* * * *



* Collect statistics
* Present screen-shots and show conmand out puts.

BRF-—LACRUIDIBEF DTNV THRUshowAI REMA T, AOEHRERHFALET

show t ech- support

show ip interface

show i p virtual -reassenbly

show i p route

show i p cef detail

show i p cef internal

show i p cef switching statistics
show process cpu history

LN=R2DOVZY2a10ONTSTIN1—F142Y
http://www.cisco.com/en/US/products/hw/iad/ps397/products tech note09186a00800b4447.shtml
L—BTONTY NOFYTF+

BEOBEEZT/INY T FTBICIE. WAAS ExpressT/NA ATNT Y N EF Y TF Y IHHEND
PBENBYVET,

IOSINT Y RFYTFYOEMICOVWTIE, KORFIAVRNEZSBLTLKEEZW, IPRT 74
‘VQIQZZR_'\o

Exanpl e to configure packet capture:

ip traffic-export profile waas_wan npde capture bidirectional

interface Serial 0/0/0
ip virtual -reassenbly out
encapsul ati on frane-rel ay
ip traffic-export apply waas_wan size 20000000
frame-relay map ip 10.0.0.2 557 broadcast
no frame-relay inverse-arp
frame-relay |ocal -dlci 557

Use fol l owi ng commands to start, stop, copy and clear the buffer:

traffic-export int sO/0/0 start
traffic-export int s0/0/0 stop
traffic-export int sO/0/0 copy ftp://username: password@92. 168. 1. 116/ /tft pboot/ ngwo. pcap
traffic-export int sO/0/0 clear


http://www.cisco.com/en/US/products/hw/iad/ps397/products_tech_note09186a00800b4447.shtml
/content/en/us/td/docs/ios-xml/ios/sec_usr_cfg/configuration/15-mt/sec-usr-cfg-15-mt-book/sec-ip-traff-export.html
/content/en/us/td/docs/ios-xml/ios/sec_usr_cfg/configuration/15-mt/sec-usr-cfg-15-mt-book/sec-ip-traff-export.html
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