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SSL7 V€L —R(413UBTHATRE)E. BStehltFf1T7YTY NLAV(SSLBE KT
NZZAR=—RNLAVYEFIVFTA(TLS)RNTZ 74V U 2HBEBEILLET, SSLTVEZL—ZE,
WAASHTKhZ 74 Y VDBSILEESIHZEZITV, IVRY—IVRONT 7 1Y VBRENET
BEICLET, SSL77ETL -2, BSLAIAECROEFITEERERHLE T,

WAASERY RD—U Tk, F—2tE2Z—WAEWRK, 7547 NI&LBDSSLERDEETESH
M/ —RELTHEELET, EF—EHY—/NIBHER., F—RXEX—WAEICREEINET,
F—RER—WAEl, SSL/A\Y R T4 0IC8MLTEY>a>F—2WMEBL., 750F
WAEIZZ&ICA N RTEIEL, 9547 RNT 714 00O ES., &i#L. BES1L,
WANBHTODTF—R2 2 Z—WAEANDEEFEZFAILET, —XEX—OWAER, TV
H—NEDRBINSSLEY S a v a#iELET,

SSUTLSHRELICIE., ROY—EANBEELTVET,

- Accelerated Service:SSLY—/NFEEFH—N0O+EY NCERE W77 L—2 a4
ZRRITIEHIVTAT 1, FETERMHNE, FATHES. SSLN—23 2 OFFT,
BROAAEORIAREE LTHEAITIIAHAETEUEF—ZEELET,

CETVIH—ER TSV FWAEETF—R2 2 Z—WAERB O A >\ RSSLERICERE
NB70ESL—2a M ERRIZIBRITAT1, COY—ERIF, SSLEREZR
BILITBEHIC, F—REVER—HISTSUFWAEILEY I F—BREGEZTDHIC
FERAEIhETD,

. Central Manager Admin Service:SSL7 V5L —2 TCREEFEAEhELAN . SSLT7 I+
ZL—2a H—EAOBREBICGEEENfr EALET, £, SSL7OEIL—>3>
H—EATEATRIAAECHBREOTY TO—RICEFEAETIET,

. Central Manager Management Service:SSL7 75 L — X TCREEFEREhELAN ., 77
Dy—>3a>TF7ot5L—27/NA4 A&Central ManagerfB OBEICFERAENhET, cOH—
EAk. BERE®E, Secure Store Encryption KeyDEiB, 8LV F/NA AARAT—RXADOEH
ICERAETIET,

Central Manager® ¥ 17 AR T lIE, IXTOWAEQ X 17 BESF—2KMTH 0,
SSLAOZBEE BB HICFAIXTT, Central Managerz VO— RT3 =VIC, BEEHlEoms
secure-store openAX > RZEFEAL TNATL—XZ2AHNL, EF 21T ARNTZBF—7292
PDENBHVET, WAEIE, WAEN' ) 7 — KN T B 10 ICCentral Manager$' 5 Secure Store D &5
tF¥—2z2zBBNICHBITHLSH., VO—REZICWAEICHTETIIVREFETT,

VAT MNHTTPZ7’OF VYD 1—23 > &2FEALTVWREHE, MHELKEFEHTTP AOICEK 2
THEEN, R—PN443ANDSSLEN XL EBERELTRBENET, HTTPAORKTF—E2 X —
WAETERENE—HTBSSL7 VS L—23a>H—ERAZRBRELET, =L, HTTPSZ'O
F OHTTP AONSSLAOICET RS 74 v Uk, SSL77VT—>23 > TlEEL, WebT7 7'V
T3 OBHERO—HELTHREENET, HTTPAON —HI B I NI ERHELAWVE
B, AZT 1Y IHTTPS(SSL)AR) 2 —8&EICHE » TEHEN/ RBILENET,

SSLAOIF., CAZRNEMIAECRBE<BCERIUHAETEZFEATEEXT, Chid. BIEEIL
(POC) AT LANEBARSSLEBEO RS TN 1—FT 40 JICKIEET, BCERMHAEEF
Bd2E, TOHY—NIREEZS 2 AR—RNLEBESTEWAASS AT LAZRRICEATE, BED
FREZDUEMOHDEHEEHRTE F£9, SSL Accelerated ServiceDEREFIZ, Central
ManagerCEHCBRMAELRETEET, LEL, BCERAAEEFERHTZE, V547>
N7ZOHIC, SEAENEETERVEVSEFIVTFATS—RMRRENET (BEHDOCAIC
E2TEBEEZENTVWEVED ), COEFIVFABEZRABIDICEE,. 94T NI SO
®[Trusted Root Certification Authorities] AN P ICFEBAZEZ A4 AR —J)LLE T, (Internet
Explorer®@tF 1) T 1 BET, FIAEORRZIVUYILT, SHAEXATAJ THRIBAEDA
VARN=N1EOVYOL, SHEOA VAR—KNIDAHF—REZETLEY),



SSL Management ServicesDEXEE 772 3 > T, Central ManagerQBEICEA T HSSLN—2
IVERBBSVARNEWAES KT OH (BB VAR ) ICEETEET., 75 f?ﬂ"@ﬂrﬁ—
RENTWEVEESZRET S &, Central Manager\DIEHRAN EDONET, <DFS. CLINS
crypto ssl management-service 1> 7 41 ¥ 1L —> 32N RZFEAL T, SSLEEY—EX
BEZT7AILBNCRLULET,

SSLAOD RSN a—F14>2Y

— R ZAODFRE & AT —R Ak, show accelerator 1Y > K &show license Y > R THRERT
& £ 9( "Troubleshooting Application Acceleration; NDFEEZSBL T &), EnterpriseZ A
AR, SSL7 VS L —20OBEEICHETT,

I, RMIZRTKSIC, show accelerator sslI Y REFAL T, F—RE2—ET50F
WAEDTSE DSSLAOICBEENDAT—RAZEBEBLET, SSLAOHER, RiTrh, BHEXHK T,
BERHBAIRREND L E®BELET, Config StateA'Enabled T, Operational State"
ShutdownDBERE., 1 AOEEZTRL TWET, [Operational State]?b‘"[DisabIed]G)%éti

. Central Manager® ¥ 1 7 AR THAEAVWTWEWA, Central ManagerH'EiETEETH D =&

. WAE# Central Manager® ¥ 1 7 AR THASSSLF—ZRMETERVENRETH S I8
’I‘.*Jb‘ HV)ET, showemsinfod Y R&pingdN > REFEAL T, Central ManagerZ* El3& Al g€
THhd_zmRBLET,

&1.SSL7 2L — ﬂXT X R DEZE

WREGTA# sh accelerator ssl

Aocelearator Licensad Config State Oparational State

sl Yas Enabled Bunning

S8L: ‘\
Policy Engine Config Item Value )
—————————————————————————————— AO admin and
State Registered .
Default Actien Use Policy operational state
Connection Limit 2000
Effective Limit 2000
Feepalive timeout 5.0 seconds

- Registered state
indicates AO is healthy
- Displays connection
limit

Gen Crypto Paramsd)[OperatlonaI State] A "RRENEBEIE., AT —XAHN[Running]lc 5% £ T
BEET, COBE. V/—FRIBOIDPDEND U £9, CMASOF—DEEDIRENEK
DU ERTENBHEEE. Central Manager®CMSH—E AN RTENTVEWA, Central
Managern® X ¥ K '7—7?%%75‘"73 WA, WAE & Central Manager®WAAS/N\—> a3 > ICE#M4
HFiEVWA. Central Manager®tF 17 AR TFAHABEE A TOWEWAREEN BV ET,

Central ManagerOtF 17 ARNFTHFHHLEh, BBV TVWB L ZBRTHICEK, RDOKSIC
show cms secure-store N> RZEFEHL £ 9,

Cm# show cms secure-store
secure-store is initialized and open.

Secure Store A LE N TV, FEEEVTVWEWES, mstore_key_failureXPsecure-
storeBENERBT S—ALNRRENET, cms secure-storeopenI¥ > REFEAL TEF17
- ANT7%ZB< &£ TE, Central Manager? 5[Admin] > [Secure Store]ZiZIRL £ 7,


troubleshooting_application_acceleration.html

EN: NAT—RESENIEEIZSecure StoreE )Y NTBHREABZWVWKSIZ, Secure
StoreM/NAT—RZXEHLET,

WAETNDT 14 AVBEBLICREEN H D541k, SSLAONEELRT T2 AIREMEH V) T, show
disk details AN > RZFEAL T, T4 AVBSABMIE>TVD & Z2/HFEL.
CONTENT/N—FT 4232 ESPOOLN—FT 142 3NN ITRENTVBRIHLESH ZHRBLET
o CNSON—T A2 IAVNFIIVRNENRTVWBREEEK., T4 AVBES{LF—HCentral
Manager S EEICEBE N, BELEhET—REZTF1AIVDNSEETIAATHAMBD CENT
3 &RLET, show disk details 1Y > KT "System is initializing, &£ RXRRENDHEE.
E5LF¥ —AEZCentral Managerh SEIEE N TH ST, FAAINEEXIREhTLVEY
cEZRULET, CORREBTR, WAERKTI7EZL—2arH—ERZREHLEFEA, WAEHN
Central Manager? 5 71 AVBESLF—ZBEBTERVEES, 75—LANFRELET,

SSL7VtJL—23ar H—EANFREEN, TORT—RANTF—2E2Z—WAET "3,
&2 TWVWB Z & &R TE E 9 (Central ManagerT7 /N1 A%&3&IRL . [BRZE(Configure)] > [F
2+t 7L —= 32 (Acceleration)] > [SSLT7 V7 &Z L —2 3 2% —E A(SSL Accelerated
Services)|ZBIRLE ) REBRTBAMLENLET IS L—2a>H—ERARK, ROKHIC
KV, SSLT7VEFL—RICKITITIVT A1 TICREESNDEENHVET,

- BERY—EATREET NEAAENI WAED SHIBRE L E L /2. show running-config 1< > R
EEALT, 7025 —2a>H—EATEATNTVRIEHAEZHFIL, KiZshow
crypto certificates 1Y > R & show crypto certificate-details 1< > RZ AL T, FAIAEN L
FLITANTICHDEZRALET, (IAENBVEBEER. FSIAEZHEAVR—NLET

- H—EAAEOEMHRI TN TVE T, show crypto certificates 1< > K & show crypto
certificate-details IV > RZEAL T, SIAENOEMNHRZERLET,

CTOESL—2a VY —EAREICE. FRICEMEBEHNF HY) FT. show crypto
certificates 1< > R &show crypto certificate-details 1Y > RZEAL, O REHDEY
Mo a az®ERLET, o, WAER VOV VBRI RANLAV—VEHRIERTHD
EZHRLET,

R2ICRTLDIC, SSLEHZEICELVRUD —AERAEhTWA L, DFY, SSL7V LS L —
DAVICKBDEEHBFENNITORATVS L EHIRTEE T, Central Manager TWAET /N4
AZIEZERL. [Monitor] > [Optimization] > [Connections Statistics]Z &R L £ 7

KI2. SSLEE#HEDIEL VAR > — DR

show running-config 1Y > R&EFHAL T, HTTPSRZ 714 Y VRV —NFELLKEREEThTVS



CEEBRELUET, SSL77VT—>3>0F7 0> 3w L Toptimize DRE no compression
noneZRRL., KOKSICHTTPSHEFICH L TEUIBBEXKHERRITIMEN HYET,

WAE674# sh run | include HTTPS
classifier HITPS
name SSL classifier HITPS action optin ze DRE no compression none <==——————-

WAE674# sh run | begin HTTPS

...skipping
classifier HITPS
mat ch dst port eq 443 P

exit

TOT47B5EY—ERARK, 8EY—EARNTRESE 1= —/\IP:port, server name:port, F
=& server domain:porti ST 2R A F IV ORI —EBFBALET, chsSORU I —(F,
show policy-engine application dynamicY > RZFEA L TRETEE T, RREhD BRI —
D[Dst]7 1 =)L RiF, SEG—ERAIZI—HTEIH—NIPER—RNZRLET, TMILRA—KRK
XA (&R, server-domain *.webex.comR— 443 ) DTS, Dst7 1 =)L RiE T
Any:4433 IZBY)ET, Y—NBOREDHEE. WEDNSILY VT YT, GEY—EANT Y
TATENIZEEICERTEN, DNSHETRENLETIRTOIPT RLAFRUS -T2 T UIC
BAETNhET, COOANVRIEF, FOESL—2a0H—ERN T4 —ER, EX—0U&h
TVWBE00, OIS —HFRERTFT IS L—2a> H—ERNETFTOIT1TICLORAI YT
TNTVBIRAZBRHITDIDICERTT, LFEARF, IXTOTIESL—2arH—EARE
T —ERICKEFEL., SEAEOREFTLGHEHIBRFERTET VI —EARNKETOT 4
T0EBE. TO0EIL—23 0 —EREFTIT14TELTI—UENET ( show running-
configd H A Tl& Tinservices ERTRENET ), SSLAAFIV IRV —HFF—RE2X—
WAETTF7 VT 147 THd MR TSICIE. show policy-engine application dynamic Y > K
ZEALEY, E7V I —EADAT—ZAZHFE TS IZ(F. show crypto ssl services host-
service peering N> RZFEAL 7,

SSLAO77tZL—23 H—EARELCKEK., XO4BEOH—-NINUAFBYET,

- AZT 1Y JIP(server-ip) : IN\—2 3241 3 B THERA AL

. Catch All(server-ip any):4.1.7 A& T{E F ] 8

CRARNB (H—NEB ) 421 B THERATAE

DAL RA=RRXALY (H=INRXA2 ) 421 B THEATEE

BEHENSSLAOTEEEhde, BEILICERATIMEN HZ25EY—EANREENET, A
BT A4V IIPREICKK, H—NE., Y—NRXA>, H—NipanyDJEICHEEFVEBEIELNFE
ZA5NET, REFADTITATENEEERY—ERAN, EHAOT—/NIPE—HLAWE
&, TOEHFBABAOICTYS1&hET, SSLAOICEK 2> TR —IVIUICEAESHE
Cookield, BFElbLehiEH—ERE, BEDERICEDZATOY—NINIF—BTEHL %
RETHDEDICERAENET, CORIS—T > Cookield32EY NOBUETH V), SSL
ACOICHL THHEMREIFLEET, LUOEY NGFEBZHY—NIVRNIRATERTEOHICER
Th, TIOEY NEEEY—ERAFYIAERLET,

SSIRD>—T > > CookieD{E

Cookiele |[FT—NI RUBRATE

0x8 xxxxxxx |F—/NIP PRLA JARTAYVIP7 RLADEE




[0x4 xxxxxxx |[F—/NRABR R

[F—2t> % ODWAER. RARBIIL CBIBDNSILY D7 .

[OX2FFFFFFF[F—N R XA U &

[F—2t> Z—WAER. BEAFARDIP? RLACEDNSILY 5.

|0x1 xxxxxxx |Server Any

[COmET —EAREZERAL C. 3N DSSLERD MRILE T

#ll 1 : Accelerated Service with server-ip Configuration:

WAE( confi g) #crypto ssl services accel erated-service asvc-ip

WAE( conf i g- ssl -accel erat ed) #descri ption "Server |P accel eration"
WAE( confi g- ssl -accel erat ed) #server-cert-key server.pl2

WAE( confi g- ssl -accel erat ed) #server-ip 171.70.150.5 port 443

WAE( conf i g- ssl - accel erat ed) #i nservi ce

MISFBIRIS—TIOIVTIRIARDESICEMENTT,

WAE# sh policy-engine application dynamic

Dynami ¢ Match Freelist Information:

Al l ocated: 32768 |In Use: 3 Max In Use: 5 Allocations: 1751

<snip >

I ndi vi dual Dynami ¢ Match |Information:

Nunber : 1  Type: Any->Host User Id: ssL (4) P
Src: ANY: ANY Dst: 171.70.150.5:443 D
Map Nane: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32764
Hits: 25 Flows: - NA - Cookie: 0x80000001 D

Bl2: H—NEOBREICKRDY—EADOEEL :
COERTEICKY), DEDOSSLT7 )T —2a % BBICEATEE T, DNSERENDZEEICHIGL

ITEERAVZHIBLERY,

WAE( confi g) #crypto ssl services accel erated-servi ce asvc- hanme

WAE( conf i g- ssl - accel er at ed) #descri ption "Server nane accel erati on"

WAE( conf i g- ssl - accel er at ed) #server-cert-key server.pl2

WAE( conf i g- ssl - accel er at ed) #ser ver - name www. googl e. com port 443

WAE( conf i g- ssl - accel er at ed) #i nservi ce

WNHITBIRI—IVIVIVRIFROLS ICEMENRETT,

WAE# sh policy-engine application dynamic

Dynamic Match Freelist Infornmation:

Al |l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

< snip >

I ndi vi dual Dynami c Match Infornmation:
Nunber : 1 Type: Any->Host (6)

User |Id: ssL (4)



Src: ANY: ANY Dst: 74.125.19.104:443 mmmmm e ———————
Map Nanme: basic

Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32762
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e
DM Ref Index: - NA - DMRef Cnt: O

Number : 2 Type: Any->Host (6) User 1d: ssL (4) <mmmmmmm -
Src: ANY: ANY Dst: 74.125.19.147:443 mmmmm e ———————
Map Nanme: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32763
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e
DM Ref Index: - NA - DMRef Cnt: O

Number : 3 Type: Any->Host (6) User 1d: ssL (4) <mmmmmmm -
Src: ANY: ANY Dst: 74.125.19.103:443 mmmmm e ———————
Map Nanme: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32764
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e
DM Ref Index: - NA - DMRef Cnt: O

Number : 4 Type: Any->Host (6) User 1d: ssL (4) <mmmmmmm -
Src: ANY: ANY Dst: 74.125.19.99:443 mmmmm e ———————
Map Nanme: basic
Fl ags: SSL
Seconds: 0 Remmining: - NA - DM Index: 32765
Hits: O Flows: - NA - Cookie: 0x40000002 <mmmmmm e

DM Ref Index: - NA- DMRef Cnt: O
Bl3: H—INRXASMVRBREL KD Y—EAOEELL :

DEREICKY, WAASTNA ARE—DTVAI)ILRA—RRXSVEBRETED LD, TXTO
# NOIPF RLAZHZDBEN BLBYNET, T—REX—OWAERK, VIN—X
DNS(DNS)ZfEAAL T, BEENIERXAVICBITART 71V I EBELET, DML RA—
RRXASVZRETDE, EBOIPTRLAZERETDHLENBLKY, SaaST7T—FTIF v (C
MUTAT—Z7 N TCHEHARELAY ) 1—->3 2 ICkUET,

WAE( confi g) #crypto ssl services accel erated-service asvc-domain

WAE( conf i g- ssl - accel erat ed) #descri ption "Server domain accel eration"
WAE( conf i g- ssl - accel erat ed) #server-cert-key server.pl2

WAE( conf i g- ssl - accel er at ed) #server-nane *.webex.com port 443

WAE( conf i g- ssl - accel er at ed) #i nservi ce

MISFBIRIS—TIOIVTIRIFROLSICEMENET,

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Information:
Al |l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

< snip >

I ndi vi dual Dynami ¢ Match Infornmation:

Nunber : 1 Type: Any->Host (6) User Id: ssL (4) Qmmmmmmmmm———eee-
Src: ANY: ANY Dst: ANY:443 .
Map Nane: basic
Fl ags: SSL

Seconds: 0 Remmining: - NA - DM Index: 32762
Hts: O Flows: - NA - Cookie: O0x2FFFFFFF it L



DM Ref Index: - NA - DMRef Cnt: O
#l 4 : Accelerated Service with server-ip any Configuration:

CORERF., FYYFFA-INXNZXLEZRML E T, server-ipany’R— N43ZFEAL I-GEY
—EAFTIOT4TICBBDE, R—PA3LOTXNTOERANSSLAOIZK > THRELENET,
COEEF. POCHIZEALT, BENR—KNEDITXTORT 71 Y UV 2RBILTEET,

WAE( confi g) #crypto ssl services accel erat ed-service asvc-i pany

WAE( conf i g- ssl - accel er at ed) #descri ption "Server ipany accel eration"
WAE( conf i g- ssl - accel er at ed) #server-cert-key server.pl2

WAE( conf i g- ssl -accel erat ed) #server-ip any port 443

WAE( conf i g- ssl - accel er at ed) #i nservi ce

WNHEFTBIRI—IVIVIVRIFROLS ICEMENRETT,

WAE# sh policy-engine application dynamic
Dynamic Match Freelist Infornmation:
Al l ocated: 32768 In Use: 3 Max In Use: 5 Allocations: 1751

< snip >

I ndi vi dual Dynami ¢ Match Infornmation:

Nunber : 1 Type: Any->Host (6) User Id: ssL (4) Qmmmmmmmmm—m—aae-
Src: ANY: ANY Dst: ANY:443 .
Map Nane: basic
Fl ags: SSL
Seconds: 0 Remaining: - NA - DM Index: 32762
Hits: O Flows: - NA - Cookie: 0x10000004 Cmmmmm e

DM Ref Index: - NA- DMRef Cnt: O

K3 RT &SIZ, show statistics crypto ssl ciphers IV > RTCHEAE N TWAHIEEEZREBTESE
CB

RI3.065 D fERE



Verify ciphers with the show statistics
crypto ssl ciphers command

WREGTd#show statistics crypto ssl1 ciphers

Cipher LAN "~ waAH| Pearing

DHE_RSA WITH AES 256 CBC SHA 0 0 133

ESA WITH RES 256 GBC SHA L] L] LU C|phgr used between WAEs
DHE_RSA WITH AES 128 CBC SHA 0 0 0 for the peering session
RSA_WITH RES 128 CBC SHA 0 0 0 :

DHE RSA WITH 3DES EDE CEC SHA 0 0 0 Diffie-Hellman (DHE) reflects
RSA WITH 3DES EDE CBC SHA (] 0 o strongest possible cipher
RSA WITH RC4 128 SHA 0 o—te—_| o

RSA WITH RCA 128 MDS U 133 133l 0

DHE _RSA WITH DES CBC SHA 0 0

RSA WITH DES CBC SHA 0 0

RSA_EXPORT1024 WITH DES_CBC SHA 0 0 0

RSA_EXPORT1024_WITH RCA 56 SHA 0 0 0 Reflects server

DHE RSA EXPORT WITH DESA0 CBC SHA | 0 o 0 cipher support
RSA_EXPORT WITH DES40 CBC SHA 0 0 0

RSA_EXPORT WITH RCA 40 MDS 0 0 _41_________]

OTHER CIPHERS 1]

Cipher used between Data
Center WAE and Server

\

Cipher used between Data

Center WAE and Client
CNSDBEENREXTY—/NCRETNTVEIBEE—HBLTVWBR L ZERTEEXT, X
DHEZ & TSI, Microsoft ISH—/N—TREHR—REhTLVEHA,

Apachet—/\Tl&. httpd.conf7 7 A JLDOSSLIN—2 32 EBEEDOFMZERIETEET, Chs
D7 14—)L Ri&. httpd.confA SSRENDBBIDOT 7 1 )(ssimod.con)ICEETRHEEEHET
o MDD &SI, SSLProtocol7 4 —JL R &SSLCipherSuite7 1 —JL REZFHRL £ 7,

SSLProtocol -all +TLSvl +SSLv3
SSLCi pher Suite H GH MEDI UM ! aNULL: +SHAL: +MD5: +Hl GH: +MEDI UM

SSLCertificateFile /etc/httpd/ssl/server.crt
SSLCertificateKeyFile /etc/ httpd/ssl/server. key

Apache —/NDIIFAERTEEZER TS ICIE. openssI AN RZEFEAL TAEAEZ RO KRS (I

A ET,

> openssl x509 -in cert.pem-noout -issuer -issuer_hash
issuer=/ C=US/ ST=Cal i f orni a/ L=San
Jose/ O=Cl SCO CN=t ool s. ci sco. com enni | Addr ess=webnmast er @i sco. com be7cee67

To2OH Tk, SIAELTOFMERRLT, BHEFI—>, N—23ar, BEtF—247
. RITEBCN), BRUOEY TSI U NY A RCNERERTEET, Internet ExplorerT, BREED
A"V YOL, ABREORTREIVYILT, [FH]Z7EEIHEONR]|ZT 2SR
LT<EEL,

BEAEDTSIHTR, 9F4T > NEBBENX509 PEMER TIEB<PKCS12EERXTH S =
ENRBETT, X509 PEMER ZPKCS12FEKIC TV AR—KNTBICIE. Apachetr—/\NT
openssIIN Y RZROESIZEALET,



> openssl pkcsl2 -export -in cert.pem-inkey key.pem -out cred.pl2
Enter Export Password:
Verifying - Enter Export Password:

MBRBIBSILENTVWEEE, TVAR—BMIRNRATL AN BETT, TTAR—

D—Ri&., WAASTFNAAANDILFo2vIIOAVR—NCBEFRAENET,
show statistics accelerator ssI 1Y > RZFEHAL T, SSLAODKFEHRZEZRRLE T,

WAE7326# show statistics accelerator ssl
SSL:

A obal Statistics

Time Accel erator was started: Mon Nov 10 15: 28: 47 2008
Time Statistics were Last Reset/ d eared: Mon Nov 10 15: 28: 47 2008
Tot al Handl ed Connecti ons: 17
Total Optim zed Connecti ons: 17

Total Dropped Connecti ons: 0
Current Active Connections: 0
Current Pendi ng Connecti ons: 0

Maxi mum Acti ve Connecti ons: 3

Total LAN Bytes Read: 25277124
Total Reads on LAN 5798
Total LAN Bytes Witten: 6398
Total Wites on LAN 51

Total WAN Bytes Read: 43989
Total Reads on WAN 2533
Total WAN Bytes Witten: 10829055
Total Wites on WAN: 3072

NVAWS

KBLEEY S I VB LRVARAEORIEOHKITERIE. NI 1 —F 14 JICRIDOAREM
A& V). show statistics accelerator ssI AN RTAXD 7 1)L 2 &2FERAL T, &V)EREICEEBETE

X7,

WAE# show statistics accelerator ssl | inc Failed
Total Fail ed Handshakes: 47
Total Failed Certificate Verifications: 28
Failed certificate verifications due to invalid certificates: 28
Failed Certificate Verifications based on OCSP Check: 0
Failed Certificate Verifications (non OCSP): 28

o

Total Failed Certificate Verifications due to Oher Errors:
Total Failed OCSP Requests: 0



Total Failed OCSP Requests due to Gther Errors:

Total Failed OCSP Requests due to Connection Errors:
Total Failed OCSP Requests due to Connection Tineouts:
Total Failed OCSP Requests due to Insufficient Resources:

DNSEE E N FHEEERIE, T—NBEDTAMILRA—RRAAVEREDRNS TN 1 —F 12 TIC&
AE5FET, CchSORITBEREZIB TS ICIE. RO K S (Zshow statistics accelerator ssIAY > K
EEALEY,

O O O o

WAE# show statistics accelerator ssl

Nurmber of forward DNS | ookups issued: 18

Nurmber of forward DNS | ookups fail ed: 0
Nurmber of flows w th matchi ng host names: 8
Nurmber of reverse DNS | ookups issued: 46
Nurmber of reverse DNS | ookups fail ed: 4
Nurmber of reverse DNS | ookups cancel | ed: 0
Nurmber of flows w th matchi ng domai n nanes: 40
Nurmber of flows with matching any | P rule: 6
Pi pe-through due to domai n nane m smat ch: 6

SSLEBN\Y RS IAVICEET DI HKEiEHRIE. NI 1—FT420JIC&IAEET, i,
show statistics accelerator ssI AN RTAXD 7 1 )L 2 &2 ERAL THETEET,

WAE# show statistics accelerator ssl | inc renegotiation
Total renegotiations requested by server:
Total SSL renegotiations attenpted:
Total nunber of failed renegotiations:
Fl ows dropped due to renegotiation timeout:

O O O o

show statistics connection optimized ssI1Y > RZFEHA L T, WAASTF /N1 AN &iELE iz
SSLIEEERIL TWA L ERAELET, EEEO[AcceFlic TTDLS, FEREND L ERR
LET, S, . SSLAONRDESICEREhEEZRLET,

WAEG74# sh stat conn opt ssl

Current Active Optim zed Fl ows:
Current Active Optimized TCP Pl us Fl ows:
Current Active Optimized TCP Only Fl ows:
Current Active Optimzed TCP Preposition Flows:

Current Active Auto-Discovery Flows:

Current Active Pass-Through Fl ows:

Hi storical Flows: 100

OO PFr O Www

D:DRE, L: LZ, T: TCP Optim zati on,
A: AOMC:. ClFS, E: EPM G GENERI C, H: HTTP, M MAPI , N: NFS, S: SSL, V: VI DEO

Connl D Local |P:Port Renote | P: Port Peer | D Accel erat or
342 10. 56. 94. 101: 3406 10. 10. 100. 100: 443 0: 1la: 64: d3: 2f: b8 TDLS <=-=-
--Look for "sS"

LU RO EGRRTIERZ LT S (Z1E. show statistics connection closed ssIJ1Y > R&#EH
LET,

BHESRELLENTUVEWVESIE. WCCP/PBRAELLEEE N, BELTWVWRAESH EHER
L. ERHIL—T 1T =2EALET,



SSLEHRDHETEHRE R T S I(CIE. show statistics connection optimized ssl detail 1< > R % i
ALET, COONVREFERATRE, RESTNESSLERILY—EANSBSNEDZEAFTIY
IRV —FEFENET, F: REShLKUS—RGTFORBILOZTTHN, BES L
SSLH—EANHERE L TEL2AREILAERAENETS,

WAE674# sh stat connection optimized ssl detail

Connection 1d: 1633
Peer 1d: 00: 14: 5e: 84: 24: 5f
Connecti on Type: EXTERNAL CLI ENT
Start Tine: Wed Jul 15 06: 35:48 2009
Source | P Address: 10.10.10. 10
Source Port Number: 2199

Destination | P Address: 10. 10. 100. 100
Destination Port Nunmber: 443

Appl i cati on Name: SSL
Cl assifier Nane: HTTPS
Map Nare: basi c
Di rected Mode: FALSE
Preposition Fl ow FALSE
Policy Details:
Confi gured: TCP_OPTI M ZE <--===- TFO only
is configured
Deri ved: TCP_OPTIM ZE + DRE + LZ
Peer : TCP_OPTIM ZE
Negot i at ed: TCP_OPTIM ZE + DRE + LZ
Appl i ed: TCP_OPTIM ZE + DRE + LZ <===——- Full

optimization applied
Accel erator Details:
Confi gur ed: None
Deri ved: None

Appl i ed: SSL <--===- SSL
acceleration applied
Hi st: None
Ori gi nal Optim zed
Byt es Read: 1318 584
Bytes Witten: 208 1950

COHENDBETIE, HLRSSLEY 3V LRI OFMZXICIRLET,

SSL : 1633

Time Statistics were Last Reset/d eared: Tue Jul 10 18:23:20 2009
Total Bytes Read: 0 0
Total Bytes Witten: 0 0
Menory address: 0x8117738
LAN bytes read: 1318

Nurmber of reads on LAN fd: 4

LAN bytes witten out: 208

Nurmber of wites on LAN fd: 2

WAN byt es read: 584

Nurmber of reads on WAN fd: 23

WAN bytes witten out: 1950

Nunber of wites on WAN fd: 7



LAN handshake bytes read: 1318

LAN handshake bytes witten out: 208

WAN handshake bytes read: 542

WAN handshake bytes witten out: 1424

AO byt es read: 0

Nurmber of reads on AO fd: 0

AO bytes witten out: 0

Nurmber of wites on AO fd: 0

DRE bytes read: 10

Nurmber of reads on DRE fd: 1

DRE bytes witten out: 10

Nurmber of wites on DRE fd: 1

Nurmber of renegotiations requested by server: 0

Nurmber of SSL renegoti ations perforned: 0

Fl ow state: 0x00080000

LAN work itens: 1

LAN conn state: READ

LAN SSL state: SSLOK (0x3)

WAN work itemns: 0

WAN conn state: READ

WAN SSL state: SSLOK (0x3)

VWW work itemns: 1

VW2W conn st at e: READ

W2W SSL st at e: SSLOK (0x3)

AO work itemns: 1

AO conn state: READ

DRE work itens: 1

DRE conn state: READ

Host name in HTTP CONNECT: <=====
Added in 4.1.5

I P Address in HTTP CONNECT: <-----
Added in 4.1.5

TCP Port in HTTP CONNECT: <=====

Added in 4.1.5

HTTP AOA SSSLAOAD/\> RATVEHRO NS TN 1 —F 125

DSAT M 7O0F 2 BHL THTTPSY—NICZETHHRENHDES. V754 TNDOE
RIFFHICHTTP CONNECTX Y E—TJ E LT OFDICEEENET (CONNECTA Y £—2
ICEBOHTTPSH—/N\DIP7 RLANBHIAETFNTVET ), COBRT, HTTPAORKET
WAETC OEFZVEBLET, 7OFE, 95747 —NR—MOBIC N RILEER
L. 9547 hEeFOH—NNDIP7 RLABLKVVR—NOBTEEDT—2E2)L—LET,
ZTOF2E T2000K) XvE—2%09F5AT 2 NIIRL, 94T MYSSLBATH—/NEE
FELELSETRIED, SSLAOICEHKZELET, RIZ. 94T NE, 7OFICKDTER
EEhETCPER (ML) ZHALT, SSLH—NEDSSLN\ RO T4V ZBHBLET,

N RATEHEICBEIDBAEORNS TN 1T AT E2T5BE. RORKEEREL T EEL

o

- show statistics accelerator http 1Y > ROHLZF T Y I LT, EEHNHTTP AOICK > T
B, SSLAOICEE N &&EFRL ET, Total Handled Connections® & U Total
Connections Handled-offto SSLAT > 2 ZHFEL£9, BEN HDHEEE. RO ZHERL
£,

-HTTP AON" BT, E7WAETETREICKZ > TV,



SSLT7 VS L—>3arvH—EARK, 95472 MHCONNECT URLTHERAT D R—K
(HTTPSZFERAL TV 2B E FERMNER—N43 ) TRESNET, 7OFKR—b
AMCONNECTURLIR—RNEBAD ZENZL, COZTOFIR—RNESSL7 VS L —
AV —EATHRELBEVTSEETY, L, 7OF 2 KR—KIE, HTTPAOICI ¥
EIJENBDRNS T4V IORERIIESOIRBENHYET,

- show statistics accelerator http 1Y > RO H D ZFEFRL T, COEFHLA'SSL AOIC K > THE
BrUORBELE N E&EBEB L E I, Total Handled Connections 17 > X & Total
Optimized Connections 1V > R ZFANE T, HEHEHRATVENELLBZWVEER. AIOL
923 THALELSIC, BERNESSLNS TN 1—FT 100 2ETLET,

. F—AR 1t Z—WAET, show statistics connection optimized detail 1< > RO H 52, ERE
NDSSLY—NDKRARE, IPPRLA, BLRUOTCPAR—RNFRRENDEEBBLET,
ChsO7 4 —)LRAELKERETSNTVAREVESE., RORZEBERLTLIEEL,

CDTAT U RNTZOHOTOFRENELVCEZBERLET,
s DNSH—N\HFTF—XtE2Z—WAEIZEREE h, FEARETHD_EZBRLET,
WAE = TDNSH—/NZ5&XE T B (ZIk, ip name-server AB.C.DIY> RE#HAL £,

Y—/NAEHEOREDNZTINS1—F 42T

H—NAAEDORITIR, T—X VX —WAEICEL VWCAREAEZ AV R—NTRIHENHY)
£

H—NAHAEORAEZ NS TN 1—FT12TF2ICE. ROFIEZEEITLET,

1. —N—IAEEZREL, RTEREZERBLET., Y—N\IHEEANOORTERK., — T
BCAMIABANH TP IVRNBE—HBIDMEN HVYET, PEMTIA—RENLAHAENH
B5EE, openssINf AV AR=)ILEhTWBH—/NTXDopenssIAN > REFEHATEET,

> openssl x509 -in cert-file-name -noout -text

2. show running-configdY > RZEAL T, —H T Bcrypto pki casgkEHN F—F2 2 X—WAEL
ICEETR L E2BBELET, RIIVOEATWAEILK > THERAE WD CAREHEICK, 12K
— hNE N B ZCARERAE (Corypto pki cafR EEHENMBETT, L&A K, CAFEBHEcompanyl.ca%
A12VR—RNTBDEHEE, T—RXEVEZ—WAETRDOBREZTOMBEN HYET,

crypto pki ca conpanyl
ca-certificate conpanyl.ca
exit

7 : Central Manager GUIZfEf L TCARERIEZ 1 >~ 7R— BN % & . Central Managerl: EFED
crypto pki cas EZ BEIMVIZCEML T, 1 VAR—NENCASIHEZEHET, L, CLIZE
FAUTCASIBAEZ AV AR— N T25HE8. LREORELZFHTEMIZIXLEN HYET,

SRIITHABPEICAAETF I—HNEETNTVWIHEAR, (AEFI—HNEBEHENFHY . —
ELFORTEOCAAENWAEILA VR—RENTWVWB L ZEFER L E T, opensslverify 1Y
YREFERALT, RAIICEHEZERICERLET,

4ETNTERIN KRBT HBER, SSLT U ESL—ROFNY IOV ERET. 7/\v 50
FUUEEMCTBHICE, ROV REBALET,



wae# config

wae(config)# logging disk priority debug
wae(config)# logging disk enable
wae(config)# exit

wae# undebug all

wae# debug accelerator ssl verify

wae# debug tfo connection all

57 ANEHRZRMB L. /localllocall/errorlog/sslao-errorlog.currentd0 7 7 7 A L ZFANXNE T, <D
7740, T—/NGIABICEEFNTVAIRITERZERLTVRAENf HYVET, CORTER
. CASIFRENH 7O IV RBERRIC—BLTVWR L EZRRELET,

OJCORNBLIT—NH25EE. BMOTFNYITATS a2 28MNCTREERNTT,

B.RITEBEH TSI VRNBN —HBLUTE, CAAIAEN ELLKBVHAEMEN B ET, DL
BEE, BAOCAICK > TH—NEHEN RITEhDE, 77O EFERL T (WAASEL T

) H—NICEERETEET, 7oV NERERETDE, 7SI I RIVODATELR
T2OFOT RLAN—ICRRENZDOYI9TFAA0%20UYOLT, dHAEEHERTEET,

AEAEDFEMIE., COY—/NIBEIC—HITIESCAMBELERITHZEN BV FT, CAIH
EA D[Serial Number]7 1 —)LRZHERELET, cOZUTIILESRE., F—2EX—WAEIZA
VIR—KRENBIAAEOVTIILBESE—RITBIHENf HYVET,

7.OCSPARMF IV UOZBRMICLTVWREEEFE., EXMICL T, IASKRIENBEET D & 2R
LET, OCSPERENDRNS /N1 —F 42T ICBITBRIANTICOVWTIE, TOCSPHLVYELF
IVIDORSTIINaA—F1420, 2923 E#SBLTLSEETY,

VAT NEAROBREDO NS TN 1 —F1427

94T NEHEORIKE., TOY—NFLEEF—RXEX—WAETEMICTEET,
WAASZFERALUTSSLRZ 714 v U 2FRILTDE, AV OH—NHFZETZITA T NE
BAE, TF—X 1t Z—WAE®Dcrypto ssl services global-settings1< > K T&E & 11 #=machine-
cert-keylclEEBE h-fIABREX R TF—2 L Z—WAEY > VEHCREBIHBTY., TORE.
FVISOH—NTOZAT> NEAEORAN RBL I2BE. T— 8 X—ODWAENZ AL
ENFAFVS O —NTRITELAVCENRRTHD UM B ET,

F—REYR—WAED IS ( T NEREORINMAEL L WVBE., 254 7> NIRBIZ—H
3 BCATHEN F— KLY R—WAEKL A > R—RENTVEWC EXRETH B TRMA B 1)

£9. WAEICEEL WCATTBA A Y R—hENTVBAES A RRRBI BB EICO VTR, T

Y—NIERBORIORS TN 1—F 42T, 023V ESRLTLKEE L,

EFWAESIBARORIED NS TN a—F1429
EPIREORIBMEEZ NSNS 1—FT1 29210, ROFIEEEFTLET.

1RETBDAAENCABENELPETHA L EBIALET.,. HDWAEICL D ECERZIHE
&, BIOWAETRRIETEEFEFEA. 74 KNTIE., WAEILIEBEEBRIBAEN O—REhET
. BCERIHEF. crypto ssl services global-settings machine-cert-key 1Y > RZ#EH L TE&
EITAIBEHNFHVET,

2AAEZRIAEL TVWBFNAAIZEL VWCATEHEN O—RENTVB L ZBRAELET, L&
ZWE., F—RE>2 Z—WAETpeer-cert-verify ' SBREE N TWBEHEE, 75 FWAERIFAE %
CAEZZICL, BUBRCAIIRAEZT— 2V X—WAEILA VR—KNTRDBENHYET,
CLIZFERA LU TAEHAEZFH T, R— T BFEE. cryptopkicadN > RZEAHL TCAZERK
ITHEEZENBEVTLSEEV, Central Manager GUIIC &K 2 TA V7 R— K& n 3 &, Central
Managerld —3 3 S crypto pki caik EZ BEIRICHERL £,




SET7WAEDORKRIEN S EHE LK TSDHESIE. "SSLAOOF VY ) OEOHBICHE>TFT/\NY
JO7=#ERELTLEETV,

OCSPAIERBO NS TN 1—F42T

Online Certificate Status Protocol(OCSP)A%IF T ¥ VA BRICHE > TWBRET, AT LNE
ERSSLEHEZMITERVEEARK, XONS TN 1—FT1 2 IFIEEERTLET,

1.0CSPL ARV AY—EAN L ARV EH—NTRITENTVDEEZHERLET,

2. WAEE L ARV ABOEGHNRFTHD L &R L ET, WAEH Spingd & Utelnet 1N
VR (ZHITBR—bN) ZFEAL THERELED,

. REIATHIAAEN RBICAMNTHAD L ZHALET, BVHREEL VIRERIURLIEE, B
E. BEOHIEEHTI,

4. OCSPISEDIEASNWAEICA VIR—RE B & Z2HRBLET, OCSPLARI AL SD
IDEEBREN, OCSPRZFIC—HTHCAIHENWAELIZFETHAHENf HYET,

5. show statistics accelerator ssIIY > ROHHZEFIY VL T, OCSPOMRTIEHRZEHEEL .
OCSPOEEICHRTINI X ZHIELET,

6. OCSP HTTPEZAHTTPZ’ OF > 2ZAL TVRBEE. 7OFZEMIZL T, THY
JIAODNESHZRRELTLSEETV, BENfMERLEVEESE. 7OFREICK D TER
BEENANRELTVWEVZELEEZERLET, 7OFDRECEEBEN BVEEK., HTTPAY A
—OEFMENFFEL., 7OFEO0EBRMENBRTIB UMl DY ERT., FHEAEOLHIC
NTYRNRKNL—REFYTFY¥LET,

7. ThUAOFETEENRELEBEE., c8ICTFNYITZ2T5HI1C, REOCSPEXRD
INTYRRNL—AEZEXFYTF Y ITIHENHV)ET, Preliminary WAAS Troubleshooting®
s0ZE M "Capting and Analyzing Packets | DIETEBAE N TWV\WDtcpdumpIX > RELF
telethereal AN > REFEHTE X T,

T—2 2R —WAEANOCSPL ARV FICEET DO ICEAIBURLIE, RD2DODFZED L
FTNATELHETLET,

. crypto pki global-settings 1> 7 1 ¥ 1L —> 32N RTREREENLZAZT 1Y J0OCSP
URL
CTFIVIORNROIAETIEEE N =0OCSP URL

URLA'F I Y VENhTLVWAARAELNSWMBETNTVRHEEE., URLAEEAGETH S C & 21D
TRIBENHYNET, SSL7I7EZL—FDOOCSPTFNY JOTZHBMICLTURLZHBIL, L
ARVENODEGZHRIELET. TNV ITOTOERAFELCOVTR, ROtV 3> z25RL
TLEEV,

DNSERED NS TN a—F142J

SATLATH—NBEF—NRAAMVOREICLDSSLEHOKELICEAEN HZHEE. RO
NSNS 1—F1 2V TFIEERTLET,

1. WAEICERETNTWADNSH—/NICEETRRET, BHIZHRTEDCELEZHBIELET, AN
N RZEALT, BRESNIEDNSH—/N\ZHERLET,

WAE# sh running-config | include name-server
i p nane-server 2.53.4.3


preliminary_waas_troubleshooting.html#Capturing_and_Analyzing_Packets
preliminary_waas_troubleshooting.html#Capturing_and_Analyzing_Packets
preliminary_waas_troubleshooting.html#Capturing_and_Analyzing_Packets
preliminary_waas_troubleshooting.html#Capturing_and_Analyzing_Packets

Try to perform DNS or reverse DNS | ookup on the WAE using the foll owi ng comands:

WAE# dnslookup www.cisco.com
The specified host/domain name is unknown !

CORERF, BREENER—LY—NTREENZMRTEZVIEZRLET,

BEEHDFT— ALY —/NIZH L Tping/traceouteZ2X1TL, BEFREMES TV RN Y TRKEZ
WBELET,

WAE# ping 2.53.4.3
PING 2.53.4.3 (2.53.4.3) 56(84) bytes of data.
- 2.53.4.3 ping statistics ---
5 packets transmitted, O received, 100% packet |oss, time 4008ms

WAE# traceroute 2.53.4.3
traceroute to 2.53.4.3 (2.53.4.3), 30 hops nmax, 38 byte packets
1 2.53.4.33 (2.53.4.33) 0.604 ns 0.288 ns 0.405 ns

* k* %
* k* %
* k* %
*

* ok

a b~ wN

2. DNSH—/\A"EEARET, BRINERL TESSLERARGEILE B WVWEERE., BEEhIZR
XAVELERRANBEZRETI2REY—EANTIT 17T, SSLAODTZ—LHBW\WIE
ZHRALET, KOOV RZFEALET,

WAE# show alarms
Critical Alarns:

Alarm|D Modul e/ Subnodul e I nstance
1 accl _svc_inactive ssl ao/ ASVC/ asvc- host accl _svc_inactive
2 accl _svc_inactive ssl ao/ ASVC/ asvc- domai n accl _svc_inactive

Maj or Al ar ns:

Faccl_svc_inactives 7o —LDEREE, H—EAOFRILOREICMSHAOFT—EHHNHY), Y
—NIRNJDOERENEEL TVWARH—EANfMDOULH D AN HBDEeZRLTVET, 5
EBH—EAREEZEREL, RENANELVWZEEHERLET, XOONRZFEHALT, REZRHE
BLET,

WAE# show crypto ssl accelerated service

Accel erated Service Config State Oper State Cooki e
asvc-ip ACTI VE ACTI VE 0
asvc- host ACTI VE I NACTI VE 1
asvc-domai n ACTI VE I NACTI VE 2

REOSEY—EANHFMEZEZEITZICE, ROON REFEALET,



WAE# show crypto ssl accelerated service asvc-host
Nane: asvc- host
Config state: ACTIVE, Oper state: |NACTIVE, Cookie: 0x3, Error vector: 0xO
No server |P addresses are configured
The followi ng server host names are configured:
| nxserv. shil pa.com port 443
Host 'I nxserv.shilpa.com resolves to follow ng |IPs:
--none- -
No server domai n nanmes are configured

BELENLET—EAOBERENFET VT AT THRIAREEN HDEHND1DE. DNSOESE
TY, LEARF, BEY—EARELY—NOKRARNENHY) ., WAEHN Y —NDIPT RL A%Zf#
RTEBRWVEE, BUBAAFIVIRII—ZRETEEEA,

3 TRAAMVBDF—HUCKDNARIN—1 OFEFHT ZAEML TWRHER., SSLERY
RELAICEBRENLEY—N—ATHD e ZRLTVERT, ROONY REFEAL T, KU
—IVDUTIVRNIZHERLET,

WAE#sh policy-engi ne application dynam c
Number : 1 Type: Any->Host (6) User 1d: SSL (4)
Src: ANY: ANY Dst: 2.53.4.2:443
Map Nanme: basic
Fl ags: TIME_LMI' DENY
Seconds: 10 Rermaining: 5 DM Index: 32767
Hts: 1 Flows: - NA - Cookie: Ox2EEEEEEE
DM Ref Index: - NA - DMRef Cnt: O

show statistics connection X RZFEHAL T, #EHEAT—FAZERELET, RIDERE
TSGDLO 7 otZ5L—2%Z/RL., TIME_ DENYRUS =TI RUDTA T EZA LETEEDIERS
(ETDLTH B HEN HVET,

4. DNSH—N\AF7T—2 > Z—WAEIZBEL TWANLICH B BE., T EDNSHERFEART
ERHER. —MOBEGENVHENDAREMEF HVET. ChiE, IZA4TFNORALTIN
EDNSIHERBICK > TERYET, ZOF\EE. "Number of reverse DNS lookup canceled
DA EANFBML., BEAROYTERET, CORRIE. DNSH—NFBELEZVWD, FEE
ICIE<., WAASLEONSCDA'EBMEL TVWEWZ EZRLTVWET, NSCDOAT—XR AL, show
alarms Y REZFEHL THRETEET., FEALENDEATIE., DNSH—N\HFF—2E22—0
WAEEBULANLICH D CENFREND SO, COBMBEIRETHARLEEERCESZNE
9o

HTTPASSSLAOFI—>DO RSN 1—F14249

E HTTPA SSSLADAOF I —2 Ik, WAAS/N—2 3243 1TEAEhELE, COEI> 3
ik, LETOWAASN—2 3V ICRERAEhEEA.

FI—2ZERATRE, AOR7O-—DTAT7RZALFICVWOTERDAOZBEATE, WHD
AORR 70— BICACBRBNHZEELZEATEEXRT. AOFI—Z2TJk, 431&KYFIDO) ) —
ATWAASH IR T HA0/\Y RATHEBEREBZYEXT, ChiF, AOFI—Z2JI&L2TH
AOAOH 70— Z2ZBILLETEDEHTT,

SSLAOK2BEnEHZLEL T,



- /N4 MO SSL:SSL A O B#ICHE#ZZEL, SSLNV RIS UVZETLERT . RA1O—R

NDEVIDIPD ZHEHTL T, HTTPXY Y REFIVILET, RAO—RAHTTPZRTHE
&, HTTPAOZEALE T, T THWVEBEERIE., BEOTSDLEELABRAETNET,

- ZOFEE  HTTPAONBAICEGZZFELET. V747> NOERTCONNECTA Y

A—AREBBIL. 7OFH200 0KX Y £—2 THRFELLRICSSLAOZEALET,

SSLAOK:, ROHTTPXY Y Rzt T2EBEHTTPN—HY—&FEAL &7, GET. HEAD,
POST. PUT. OPTIONS, TRACE., COPY. LOCK, POLL, BCOPY, BMOVE. MKCOL,
DELETE. SEARCH. UNLOCK, BPROPFIND, PROPPATCH, SUBSCRIBE,
BPROPPATCH. UNSUBSCRIBE. AND x_ MS_ENUMATTSdebug accelerator ssl parser1< >/
RzFEALT, N—H (LRI SEEZT/NY T T&EFXT, show stat accel ssl payload
http/otherdXY > RZFEA TR E, RAO—REZATICETVTHEEINERNT 7 1Y U DORKEHE
HEeRTRTEET,

NZTLNZa1—F142T0EY N

1.

wae#

HTTP AORRE THTTPSHEEN BRIC B 2 TVWA L 2L & T, ChIFHTTP AOAFIA
LTWBHTY, FMICOVWTE, "THTTPAODO KRS TN 1—F420, OiEE%ES
BLTLEEL,

. show stat connection 1Y > RZFEAL T, EHRAEERFELET, ELLKFHLtEhTV

28B4k, TCP, HTTP, SSL, 8 KUDRE-LZOZE L ERITHSDLARRENET, =
NS OERBEILFIRELTVRHEER, %0)7.|'7°7_-474*j"(SSL HTTPAE ) TESICTF
NYTULET, EEARF, BHRRENTHDLERTRENTVWSES, SSLEBLAELICE
BAEhBh 2/ &ZBRLET, SSLAOICEETAF/NY JEEDOFME., XoedHy)
T7,

.SSLAONEBMT, RITRETHD L E2BBLEI(TSSLAOOD KT TN a1—F142T

1 DEZEZSRLTLEZWV),

.show alarms Y > RZFERAL T, 77—LNRELTVWAEVZ EZHERELET,
.SSLRZ 74 v ONFBRBILEATVEWVEERE., T—NDIPTRLA, RARE, £ER
XA VBER—RNESHFTOEIL—23a>H—EAO—HPELTEMENTVD L &2HE
HLET,

. show crypto ssl services accelerated-service ASVC-name Y>> RzfERAL T, & {LEh
EH—EANACTIVERETH D L 2BRBLET( 'DNSREDO RS TN a—FT42T
023 ESRBLTLEEY),

. show policy-engine application dynamicAY > RZFEAL T, RUI—TIT2oUIC D —
NER—ROIVRNINFHBDEZHAELET,

HBEF—NDTFTAILNAADOR—K (FT7 A NF443 ) TSSLZFEAL TVBIEEE,
CNNRIVS—TIOUVREICRBRENATVD CEE2®FELE T, Central Managerld,
SSLNZ 71V OF—RZLAR—RNTBLEHICOBEBREFEALET,

. show crypto ssl services accelerated-service ASVC-nameI~X > RZEAL T, FREL LK
ARBYBEMWBIPTRLAICEBREND CEEBRBLET, PFRLANROASHKVES
F, B—LHY—NNELLKEREEIhTVRIAESH EBERLET, £/, dnslookup IP-
addressOAN > ROHHZEFEL TSEEV,

sh run no-policy

crypto ssl services accel erated-service sslc
version all
server-cert-key test.pl2


troubleshooting_the_http_ao.html
troubleshooting_the_http_ao.html

server-ip 2.75.167.2 port 4433
server-ip any port 443

server-nane nail.yahoo.com port 443
server-nane nail.googl e.com port 443
i nservice

wae# sh crypto ssl services accelerated-service sslc
Nane: sslc
Config state: ACTIVE, Oper state: ACTIVE, Cookie: 0x0, Error vector: 0x0

The followi ng server |P addresses are configured
2.75.167.2 port 4433
any port 443

The followi ng server host names are configured
mai | . yahoo. com port 443
Host 'mail.yahoo.com resolves to follow ng IPs
66.163. 169. 186

mai | . googl e. com port 443
Host 'mail.google.com resolves to follow ng |IPs:
74.125.19. 17
74.125.19.18
74.125.19.19
74.125.19. 83

wae# dnslookup mail.yahoo.com

O ficial hostname: |ogin.lgal.b.yahoo.com
address: 66.163.169. 186

Al iases: mail.yahoo.com

Al i ases: |ogin.yahoo.com

Al i ases: |ogin-global.lggl.b.yahoo.com

wae# dnslookup mail.google.com
O ficial hostname: googlemail.l.google.com
address: 74.125.19.83
address: 74.125.19.17
address: 74.125.19.19
address: 74.125.19.18
Al iases: mil.google.com

ssLAOAF¥> Y
SSLAODMEN RS TNy 1—F 421l ROOY 77 AL EERTEET,

NZ>H 02 a>AT 77 4) : llocall/logs/tfo/working.log(# & T
/local1/logs/tfo/tfo_log_*.txt)
- FINYJ 0T 77 4)L : llocall/errorlog/sslao-errorlog.current ( & & U'sslao-errorlog.* )

FNY T EMBICTBICH. TTACLERELT, N7 Y RE1DORANCHBRT 2 AEN V)
£7.

WAE674(confi g)# ip access-list extended 150 permit tcp host 10.10.10.10 any
WAE674(confi g)# ip access-list extended 150 permit tcp any host 10.10.10.10

RSB0 a>OF T 28/MICTHICE,. XDKS (Ctransaction-logsfXEIN > RZFEAL
79,



wae(config)# transaction-logs flow enable
wae(config)# transaction-logs flow access-list 150

RD&S(Ctypetail AN REFEAL T, NIUHI2IVOTTFALOEDYERTRTEET

o

wae# type-tail tfo_log 10.10.11.230_20090715_130000.txt
Wed Jul 15 14:35:48 2009 :1633 :10.10.10.10 :2199 :10.10.100.100 : 443 : OT : START :EXTERNAL
CLI ENT :00. 14. 5e. 84. 24. 5f :basic

:SSL :HTTPS : F : (TFO (DRE, LZ, TFO (TFO (DRE, LZ, TFO (DRE, LZ, TFO :<None> :(None) (None)
(SSL) :<None> :<None> :0 :332
Wed Jul 15 14:36: 06
2009 :1633 :10.10.10.10 :2199 :10.10.100.100 :443 : SODRE : END : 165 : 15978764 :63429 :10339 :0
Wed Jul 15 14:36: 06 2009 :1633 :10.10.10.10 :2199 :10.10. 100. 100 : 443 : OT : END : EXTERNAL
CLI ENT : (SSL) :468 :16001952 :80805 :27824

SSLAODTFNY JOAF VIV ZRESLVBMCTRICE, ROV REZEALET,

X FNYIJOF 2 JECPUICERNDMNY, RKEOHDZERTZ UM HYET, EHE
RETCIHEEICEHEICEALTLSEZL,

FAAIANOFEMBEOF > TE, ROXSICBRMICTEET,

WAE674(confi g)# logging disk enable
WAE674(confi g)# logging disk priority detail

ACLOEZOFNY JOF Tk, ROLSICHEMICTERY,

WAE674# debug connection access-list 150

SSLAOTFNY I DATZ a2 BRAODEHTT,

WAE674# debug accelerator ssl ?
accel er at ed- svc enabl e accel erated service debugs

al arm enabl e SSL AO al ar m debugs

al | enabl e all SSL accel erator debugs

am enabl e aut h nanager debugs

am generi c-svc enabl e am generic service debugs

bi o enabl e bio | ayer debugs

ca enabl e cert auth nodul e debugs

ca- pool enabl e cert auth pool debugs

ci pherli st enabl e ci pherlist debugs
client-to-server enable client-to-server datapath debugs
dat aser ver enabl e dat aserver debugs

f I ow shut down enabl e fl ow shut down debugs

generic enabl e generic debugs

ocsp enabl e ocsp debugs

oom manager enabl e oom manager debugs

openssl -internal enabl e opnessl internal debugs
peering-svc enabl e peering service debugs

sessi on- cache enabl e session cache debugs

shel | enabl e SSL shell debugs

smalert enabl e session manager al ert debugs
smgeneric enabl e sessi on manager generic debugs

smio enabl e session manager i/o debugs



sm pi pet hr ough enabl e sm pi pet hrough debugs

synchroni zati on enabl e synchroni zation debugs

verify enabl e certificate verification debugs
waas-t 0- waas enabl e waas-to-waas dat apat h debugs

SSLEHROTFNY J/OF > J2BMILT, FNYIIZ—OTDBREZRXDIIICKRRTER
ER

WAE674# debug accelerator ssl all

WAE674# debug connection all

Enabl i ng debug nmessages for all connections.

Are you sure you want to do this? (y/n) [n]y

WAE674# type-tail errorlog/sslao-errorlog.current follow

NMEB &USREED 1 —/ILOEARERBRYINTS—LDONS TN 21 —F142 T

SSLAOI, HOBETI VIAENSHEYIN (£ EEMHMBEAN0BEA ) T, WAAST/NA
ATHARRZLYO—NILIY VAHENBEE M TOVEVEAILTS—LEERLET,
WAASY 7 R I T7 Ik, WAASTNA ADFZRAIDEEH SSFEOEMNHIREF DB CERIAHE
EERLET,

FTXTOWAASNMES RUSREEZ 1—)L0oo0OY Jik, NMEELEFESREED 1 —)LA L L
BERTE, BYOEERIC2006F1A1BICREENE T, ChilklY), BCERBIAAEN2011F
1TA1BICHRIINCERY, FNA ARGAREOHRINT Z—LZERLET,

F7AILRNODT77ORNIEBAEZ S O—-NILEEBHEL L THEALT, KDY IZSSLAODHAR
LFEHEZFERAL TVSEE, FHLULBEVEWHRAREL T, BEMHBRIYINESEICHAR
LSAERZEH CTEET, £, NMEELERFSMEED 12— )LZFHILWY I RNIJITAX—ITE
L, 2O0v0ZKXYHLVWBMFICEBPLESEEE., COBBEIMr BELBEVTREMEN M HYET,

AEAEQHIRTINOERE., XROWThADTZ—ALATT (showalarmsIX > ROEHHICTREH
x9)

Maj or Al ar ns:

Alarm | D Modul e/ Subnodul e I nst ance
1 cert_near_expiration ssl ao/ SGS/ gsetting cert_near_expiration
TlE
Alarm | D Modul e/ Subnodul e I nst ance
1 cert_expired ssl ao/ SGS/ gsetting cert_expired

Central Manager GUIT XD T 5 — LN BREENE T, Certificate_waas-self__.p12(& BXIHIFR
HFIESVWTEY, JO-NIBRETND VAIABELTEEENTVET

COEBZBRTDICE,. ROVThADOFEEERATEET,
- JO-NILRERICBOIAZEZREL XTI,



SRE# crypto generate self-signed-cert waas-self.pl2 rsa modulus 1024
SRE# config
SRE(confi g)# crypto ssl services global-settings machine-cert-key waas-self.pl2

- BCERIAHAEZZOEMHRTERLET, cOYJI1—r3 Ik, Cisco TACIDER
LTHBTEDRV) TS NFYBETT,

X COBER. WAASY 7RV IF7/)N—23241.7b, 423c. BRT433TI I —REhiz
B ECSCte05426DERKIZEI DO THBEENTVET, REDE VARG 2037ICEEENTVE
ERD
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