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0252 FRRF1REHA REZSBEL, ADDATSIIRNIELVERI DL &R
wlET, "TFALIRNIVEEQOLZVT—bh,1 & "FALORNVEEQL 7)Y
—hIXRT, OEAZHFATRDESICHRETDIMXENHYET,

»2.5.3 B 2 : Core WAEELKDCOEIClE, F—OEHSZ2HABPBEOEENHY F
5

0 2.5.4 fRRF2:FNTOWAE ($ICO7 ) TntpdateZfFAL T, V0OY U %ZKDCE
BEHLET, Ric, TVR—TSAANTPH—NE2RALET (KDCLEELH
EEHVET ),

255 B3 BE{T—ERICEELIE RXA N, Exchange—/N\—Q RXA >
E—HLFELBA

0 2.5.6 FEREIIATWAEN BB D RXA 2 OEBDExchanget —NICcH—ER %R
H92FEFE. ExchangeH—\HFBEHETD RXALA D CEICESILY—ERIDERE
FTRIVENHYET,

- 2.5.7 B7 4 : WANecure k3B &, BENTGIC ROV T IZ UM HWET

»2.5.8 fRRFAETIIHE DRI EZMAE ODWAEA SHIBRL, JO7WAETRES{LY
—EAZBEBHLET,

- 259 BRE 5 : OutlookZ A 7> R TNTLMAERAEhTWVSBE, EAR
ACICZ’YvSa1EhET,

- 2.5.10 fBRFES. B EFH & . ExchangelRiE TKerberosinal ZBME L E ML EL T D&
ENfHYET, NTIMEHR—REhTVEHA (51548 )

. 3MAPLACOF>Y

MAPIZ7 25 L —%&

MAPI7 2+t Z L —%I&, Microsoft Outlook ExchangeEBEF X —IL T 7 14 v U ZBEB{LL £,
ExchangeldEMSMDBZ’'O RN ZFEALET. ChIEMS-RPCLETHEELEhTHY ., ELAX
IDOKRSVAR—RNELTTCPELERHTTP (HR—KREAhTLVEVL) OVWTFhAEFERLET

o

MAPIAOIE, F ¥ Y2 1EFE—REFFYYIIE—ROMADKNT 7 1Y ZICKL T, Microsoft
Outlook 2000 ~ 20079 S5 A 7> R &aHR—KLET, XVE—IFREE (BB ) FLEESLE
BRI 2 EF175EGRE. MAPIAOICL > TERILENEEA, VW ITATURASZIDKR
SBEREERIE., TFORBILOLOIAAAOICS|IEEENET, £/, Outlook Web
Access(OWA)# &k T'Exchange-Exchange#Efild H R— R EhTWEH A,

¥ : Microsoft Outlook 2007 Tld, BB T 7 AL KNTEMIZA>TVET, MAPIZ U7 —
23 TFIOESL—2ZRATRIICE. BSLZBMICTEIHLEN HVET, OutlookT, [V —
L] >[BFX=ITHONERBIRL, BIFOEFA-NTHIVPMNORTELGEEE)ZRIRL
[RN1ZD VY O ULET, Exchange7 HJ M EZERL, [BE1ZVUYILET, [TDMOD
HREZEOVVYOL, [EX2IVTA2TEZOVYOLET, R1IIRTKSIZ, [Encrypt data
between Microsoft Office Outlook and Microsoft Exchange Server] F T Y 9RY VA%ZFT7IZLE
CP

Tk, JIL—7RI)Z—%FEHAL T, Exchange Server® X THI1—H— DSt & ERDIC
TR _EETEFXT,

E/1. Outlook 2007 THEE L Z #&EXHIC T B



http://social.technet.microsoft.com/forums/en-US/exchangesvrclients/thread/ca595cd2-bb85-4c40-910d-1b037db9aaf5/

Microsolt Exchange Server

General | Advanced Security ICnrmectionI Remote Mail |

Encrypbion

[V Emcrypt data between Microsoft Office
Outlook. and Microsoft Exchange Server

User identifacation
[~ Abways prompt For user name and password
Logon netwaork, securiby:
[Kerl:remrsiNTl.M Password Authentication 3

Ok &! Cancel | Apphy |

RDZE, MAPIAOREHZLEL EH A

- BE{tE gk (RAAOICEE D )

CHR—KREhTVWEWISAT N (ABAAOCICEE TS )

AEERTEERBIN IS —TT, 94T MY —NF—EABO T X TOTCPIELA TIHT
ThET, V4T MBERTDE, IXNTOEENAHAOICEENET,
OTAT U RME. WAENBERICKED E, BHRICHLVLVEERTIIL—TZRBILELSEL
£,

COSAT U NE. WAENBARICKEY) ., MAPIFHO#EG) Y — AN ERTERVSEEICHE
EBILET,

OutlookZ A7 hNeY—NF., PUYSIT—>23a> T I)—TERENDTCPEGED T I —T %N
LTEY>a THELET, BENTIL—TRTRE., 7SI IVRMOTIEANEEDE
RICELDNDENTE, BELISUTEHNICEGHERBRTBRENET, 95147 MNE
EBRBRB Y -NFEFRAUS—NCHUTERICEROTY S I—a dll—T7z2RA<< N
TEET, (NTVYOT7ANEFE, X—)ILARNTERELZDH—NICBRRAETHET ),

BEEMNGFIIL—THOITXNTOMAPIELK, 75 0FETF—R2E2Z—DEILUWAERT ZEiB
ITRENTARTS, PIYSI—3a TdIL—TRHO—BOELEN S OWAELTMAPI
AOZBEBLEWVWEE, MAPIAORChSDEHRTEITENENT YOI a > 2REBET., #
BETII—2a2 00 —7% "ITAT—713EEDIhET, Ok, N TRAFE
DFATN—T""FERTDVTINTIOZTARILENTEA T4 WAEICIE. MAPIAOZE AL
BVWTLEEL,

WAEZ VS I =3>>I )—72TAT—7F25MAPHEGDERIE., EEXY E—DX
Outlook D JEZZ 1L 75 € D Outlook TS —DIERT T,

TFOBARRENE. BEOEENTII—T0HL VELGENEIBL., MAPIAOA ST AT —7
ENBi%H, MAPIAORKBERRENFEZR/IRICINAZLEHICZHOER) Y —AEEHIC
FHLET, FHEFAMAPHEGRE TOT/NA ABERANOFENHMIIODVTIE., NBARIRE
DRZTN2A—=FT420, 0 "MAPIZ 7V r—23a>TF7o5 L —RICLDBARBO FHE
BADEE, OEZSHBLTSEETL,

Troubleshooting Application AccelerationM 2 E THHAE N TV S K SIZ, show accelerator1V



> R&showlicensedN > RT, —RIBAODHREE AT —RXAZERELET, MAPI7 Ot
L —ZOREIZ(EEnterpriseZ 4 £ AN MBET, EPMT7UTr—>3> - FOESL—2%F
MICTEIRBENHYET,

RIZ, B2 R9TKSIC, show accelerator mapid ¥ > RZ#EHL T, MAPIAOICBEIB D AT —
SARERBLET. MAPIAOH B [ETH]. BLV[BREX]|TH) ., BEHRIKRTEN
L &HRRLET, Config State'Enabled T, Operational StateA"ShutdownDiF& k. T4 &
VADOEEZRLTVET,

B2 MAPIZ 2tZ L — ﬂ@XT—ﬂXU)ﬁE%

WREGTA# sh accelerator mapi

Accelerator Licensed Config State Operational State
mapi Yeas Enabled Bunning AO 5
admin and
I "
Rccelerator Config Ttem Mode Value Gperﬂtlﬂﬂﬂ| state
Read optimization Uzer enab led
Write optimization Usar enab led
Policy Engine Config Item Value
State Registered
Default Action Usa Policy
Connection Limit G000
Effective Limit 5990
Keapalive timecut 5.0 secomds gn?hle_d t
pPumiZzauons
- Registered state

indicates AO is healthy
- Displays connection
limit

show statistics acceleratorepm Y > RZFEAL T. EPMAOABEL TVWB L ZHRRLET
o VTA4T > NDORBENFFIC, Total Handled Connections, Total Requests Successfully Parsed,
& & U'Total Responses Successfully Parsed H V> ZAFEML TVWBD & Z2BFELET,

show running-config AN > RZFEAL T, MAPIBKXRTEPMKS 714 v ORIV —HNELLKERES
NTVWB & &HIRLET, Email-and-Messaging7 7'\) 7 —=< 3> 7 o< 3> M Accelerate
mapiZRRL., XD&LDICEZHEE NMS-EndPortClassifier K RZ 7 1 Y R —% KRR
LET,

WAE674# sh run | include mapi
map adaptor EPM mapi
name Email-and-Messaging All action optimize full accelerate mapi

WAE674# sh run | begin MS-EndPointMapper
. .skipping

classifier MS-EndPointMapper
match dst port eq 135

exit

WAE674# sh run | include MS-EndPointMapper
classifier MS-EndPortMapper
name Other classifier MS-EndPortMapper action optimize DRE no compression none accelerate
MS-port-mapper

show policy-engine application dynamicI~Y > RZFEAL T, ROKSIZXAFIv I —FIL—I



Z???{E?f%bc_elffﬁﬁwungfifo

. [User ID:EPM& & T'Y ¥ 7'F : uuidadf1db00-ca47-1067-b31f-00dd010662da.
. [Z78-—17 1 =)L Ri&, Exchanget —EZRANDOT IV T 1 TR EHOBRBZERLET,
-MAPIVZA T hZEll, —HYIDZE>EHOI NUNFRRENEFT, MAPI

show statistics connection optimized mapid V> RZ AL T, WAAST /N1 AN BBt hi:
MAPIERZRIL TVWA L Z2BFELET, ADLSIZ, MAPIAONERE - EZETRT
MAPHERE D[Accel]FIIC M RREND EZBRBLET,

WAE674# show stat conn opt mapi

Current Active Optimized Flows: 2
Current Active Optimized TCP Plus Flows: 1
Current Active Optimized TCP Only Flows: 1
Current Active Optimized TCP Preposition Flows: 0
Current Active Auto-Discovery Flows: 0
Current Reserved Flows: 12 <=——m————— Added in 4.1.5
Current Active Pass-Through Flows: 0
Historical Flows: 161

D:DRE,L:LZ,T:TCP Optimization RR:Total Reduction Ratio
A:AOIM,C:CIFS,E:EPM,G:GENERIC,H:HTTP,M:MAPT,N:NFS, S: SSL, V:VIDEO

ConnID Source IP:Port Dest IP:Port PeerID Accel RR
342 10.56.94.101:4506 10.10.100.100:1456 0:1a:64:d3:2f:b8 TMDL 61.0% <-=-=== Look for
IIMII

¥:)N—>324157Tlk, HABICCurrent Reserved Flows > ZABMEhELE, DAY
VRE, WAELTFHEADOMAPIEHRU Y —ANS55, BEREATZATOLEVY, Fko
MAPIEHD O ICBRENTVWB DY —A0HERLET, %%’J)ﬁ&MAPI?&ﬁt%@?/\"fZ
BERANOEEOHMIIOVTE, "BEFREONS T 21—FT12T1 0 "MAPIZ )T
=23 TSI L—RICXDBERBOFNEREANOEE,, OEZSBLTLIEET,

[Accel]%|T "TGDL, OEFEHFEERL LHE. chs0EKIFAAAOICT Y a1Eh, RTUA
R— I\Eiﬁﬂﬁ'(a)&aiﬁﬂﬁéhi'd’o CNS DEFEHLAMAPIAOIZ L > TAEBEND N TR
nN358EF. TNSHABHILENEMAPHER TH D EHTT, EREMERESLE hEMAPIE
OB ERRT B ICIE. XD K>S IZshow statistics accelerator mapidN > RZFRAL £ 9,

wae# sh stat accel mapi

MAPT:
Global Statistics

Time Accelerator was started: Thu Nov 5 19:45:19 2009
Time Statistics were Last Reset/Cleared: Thu Nov 5 19:45:19 2009
Total Handled Connections: 8615

Total Optimized Connections: 8614

Total Connections Handed-off with Compression Policies Unchanged: 0

Total Dropped Connections: 1

Current Active Connections: 20

Current Pending Connections: 0

Maximum Active Connections: 512

Number of Synch Get Buffer Requests: 1052

Minimum Synch Get Buffer Size (bytes): 31680



Maximum Synch Get Buffer Size (bytes): 31680
Average Synch Get Buffer Size (bytes): 31680
Number of Read Stream Requests: 3844
Minimum Read Stream Buffer Size (bytes): 19
Maximum Read Stream Buffer Size (bytes): 31744
Average Read Stream Buffer Size (bytes): 14556
Minimum Accumulated Read Ahead Data Size (bytes): 0
Maximum Accumulated Read Ahead Data Size (bytes): 1172480
Average Accumulated Read Ahead Data Size (bytes): 594385
Local Response Count: 20827
Average Local Response Time (usec): 250895
Remote Response Count: 70486
Average Remote Response Time (usec): 277036
Current 2000 Accelerated Sessions: 0
Current 2003 Accelerated Sessions: 1
Current 2007 Accelerated Sessions: 0
Secured Connections: 1 <=====
Encrypted connections

Lower than 2000 Sessions: 0
Higher than 2007 Sessions: 0

EFILENTEMAPHERZERTDIVSA T RDIPFRLAR, ROXSHB XY E—TIEBREL
TsysloglZfe R CTE X T,

2009 Jan 5 13:11:54 WAES512 mapi_ao: Client

10.36.14.82

SWAAS-MAPIAO-3-132104: (929480) Encrypted connection.

ip:

MAPHEZEFDHETBEHRZE R R T B ICIE. XD &K S (Cshow statistics connection optimized mapi
detal AN RZFEALE T,

WAE674# show stat conn opt mapi detail

1830

00:14:5e:84:24:5f
EXTERNAL CLIENT

Thu Jun 25 06:32:27 2009

Connection Id:
Peer Id:
Connection Type:
Start Time:

Source IP Address: 10.10.10.10

Source Port Number: 3774

Destination IP Address: 10.10.100.101

Destination Port Number: 1146

Application Name: Email-and-Messaging ~ K===== Should see

Email-and-Messaging

Classifier Name:

Map Name:
UUID

Directed Mode:

Preposition

Flow:

Policy Details:

Configured:

Derived:

Peer:

Negotiated:

Applied:

Accelerator

configured

applied

Details:
Configured:

Derived:
Applied:

**Map Default**
uuidadf1db00-cad7-1067-b31£-00dd010662da

FALSE

FALSE

TCP_OPTIMIZE + DRE + LZ
TCP_OPTIMIZE + DRE + LZ
TCP_OPTIMIZE + DRE + LZ
TCP_OPTIMIZE + DRE + LZ
TCP_OPTIMIZE + DRE + LZ

MAPI

MAPI
MAPI

————— Should see this

————— Should see MAPI

————— Should see MAPI



Hist: None

Original Optimized
Bytes Read: 4612 1973
Bytes Written: 4086 2096

O—ALBITVE-NOREREFHRERBZRXOHENCRLET,

MAPI : 1830

Time Statistics were Last Reset/Cleared: Thu Jun 25
06:32:27 2009
Total Bytes Read: 46123985
Total Bytes Written: 40864046
Number of Synch Get Buffer Requests: 0
Minimum Synch Get Buffer Size (bytes):
Maximum Synch Get Buffer Size (bytes):
Average Synch Get Buffer Size (bytes):
Number of Read Stream Requests:
Minimum Read Stream Buffer Size (bytes):
Maximum Read Stream Buffer Size (bytes):
Average Read Stream Buffer Size (bytes):
Minimum Accumulated Read Ahead Data Size (bytes):
Maximum Accumulated Read Ahead Data Size (bytes):

Average Accumulated Read Ahead Data Size (bytes):

O O O O O O o o o o o

Local Response Count:

Average Local Response Time (usec): 0 P P,

Remote Response Count: 19 Cmmmmm

Average Remote Response Time (usec): 89005 P P,

ES{tEhEMAPI7 O L—>3>
-3 )

WAAS 5.0.150%, MAPIZ7 V7 tS L —RIEBEILENEMAPINS 714 Y V2 5RILTED LS IC
BYELE, CO#EEE, 503V —ATRTF7AILNTEMCEYET, L, BS{LEHh
EMAPINS 74 v O EEICER(ILTSICIE. WAASIRIE & Microsoft ADIRIBEOHAIZZHOE
BBV ET, COHA RiE. eMAPIBEEORERE RS TNV 1—F 1 JICRIEET,

MREtER

eMAPIE T 7 # )L N T5.03TEMICAY), BSLENIENTZ 71 v OVZERBICERILTDICEFIX
DFIEANBEICEY)XT,

NIXTOITWAETCMSEFITARNT ZHHILL, BR<BEANHYWET



2) WAE(&. Exchangetf—/\ & Kerberos KDC(Active Directory Controller) D FQDNZ fi# iR T & % &%
BENHYERT

BYWAEM VO Y VANKDCERHIL TWAHEN HYXT

4) Outlook#* 5 ExchangeND/NAAD T NTOWAET, SSLY L L—2%&, WAN Secure, 8K
eMAPIZEBMICTRDHXENHYVET

5)/SAROWAEIZld, ELWRUS—T Y 7RENBETT

) F7WAEILIE, 12U LOBESILY—EARXAVID(A—HYTHIY NKLEEIZTAHD
PR)DNBRETNhTVRILENHYNEXT

NIZUTHIVRNEFERTDES., COWAERADRX A ICSMTRIHEN HVYET,

8):XIZ. Machinex izl&User7 h > MO ERAFIZFERL T, Active DirectorylD A7 T U K
ICRENERZNETIHLEN HGYVET, "FALINJVEEOLTUT—Ky & TF14LIBN
DEEQOL7VT—RIXT, OFBLZFHFATRLSICERETIHEN HYET,

ChETSHRGER, AZN—FIItEF1UTAJL=T (LT CHERZEVHT, BS

L —EATEEE NZWAASTNA AR I—HEZECOTIL—TICEMTHBRE ) TT,
ADREE EWAAS CMGUIDZY U= 3y M2V TR, HEOHA KESBL T EE L,

NSTWN1—F4VTFE
FIE1 : EB{LY—EADOREEF—OBRBIRIL A EERELET

PN R (ATY72) BBSEY—EAOFEZHRALETH. F—OBEBIKBTEINE
SHaEERELELA, LN 2T, Active DirectoryADYRAD A7 T ON (R EEEFEI—Y
THOURN) ICBYIBERABEZShESE., COZBMON RERITIIETTONYELEA

o

ER LY —EANF—OMBIRINT D L EREB LURRI B O LRI DVEN 6B
BOBE

dA—YFThoU b
1. ADI1—HDER

2.ADT I—7%#4ERK L. [Replicating Directory Changes]# & T¥[Replicating Directory Changes
AJZ[ALLOW]ICBREL £ T

ZERLUET. ERLETIIL—TICI—HZEBMLET

4.encryption servicesTD1—HT NI N RX A VidDER

5.run get key diagnostic cli

windows-domain diagnostics encryption-service get-key <exchange server FQDN> < R X A > %>

EH DExchangett —/VICERE 11D AJBEMEN & DNLB/VIPR 1 7’ DFQDN Tl %<, Y—/VICZR
EEThTVBEBRDEXchangett —/NEEEHF I B RLENBHI)FET,

6.F—DHBARIBLIEBE-TT
B Zh DB



pdi-7541-dc#windows-domain diagnostics encryption-service get-key pdidc-
exchange1.pdidc.cisco.com pdidc.cisco.com

SPN pdidc-exchange1.pdidc.cisco.com, KX % : pdidc.cisco.com
=F_o)m?%iiﬁq:-e-¢o

pdi-7541-dc#windows-domain diagnostics encryption-service get-key pdidc-
exchange1.pdidc.cisco.com pdidc.cisco.com

SPN pdidc-exchange1.pdidc.cisco.com, KX % : pdidc.cisco.com
pdidc-exchange1.pdidc.cisco.comDF —RF X EVF—F vy v 1 CHFELEXT
NO2VTHAIU N

1. A7 WAET /N1 AZADR XA IZ&mE 3

2ADTIL—7 %KL . [Replicating Directory Changes]# & TF[Replicating Directory Changes
AllZ[ALLOW]IC R E T 2

EBEBRLET. ERLETIL—-TICXZ O THIY ~NEEM
AR VTHI VN ZHERATREOOESILT—EADREE

S50N—=TR)—ZHEENEIDVICERATED,., JI—TRIS—z2@FHWIZAD, SEA
ITRESICEHEZEAET, gpupdate /force.

6.run get key diagnostic cli
windows-domain diagnostics encryption-service get-key <exchange server FQDN> < R X A > £ >

EH DExchangett —/VICERE 112 WBEMN & DNLB/VIPR 1 Z’DFQDN Tt %<, HY—/VICER
EET N TVBEBRDEXchange —/\EZ AT DLEN B FET,

7TH¥F—OMBARBLIEBE-TT

B —ERAEADEREDFHMERI—>223 Y NIDOVWTRK., FEOHA RESBLTL
éb\

ATY72503T, PEEREN—HBERRBIA-HOHMLLVBHITY RFBAThELE,

—accelerator mapi verify encryption settings

1.CLIE, SREXBEZHMT IV IZTVET, COBEHIE, BESLENEMAPINZ 714V D
ZIVOREFRITELTERILTDHEZREDLEEDTT,

BB —EANERECEBETZIEOOETETITERIOAVR—FINODAT—RAREELEEF
IYVILET,

IRENEEN B ONM212BER. FTRELTVWRHEBE, ThEBETHILOOCLIXLERT I
IVHAHEAENET,



ATYDSTFNAAREDATTFNARE L TENZRELET. T

YIEATOWMAICIET DT/

AATI, Iv2EAT7OMAETEMAPINEEL TLWAMUENHVET,
BOTHREEhIEWAELN S OB HHlIERICRLET,

Core#accelerator mapi verify encryption-settings

[EDGE: ]

Verifying Mapi Accelerator State

Status: FAILED

Accelerator Config State Operational State

mapi Disabled Shutdown
>>Mapi Accelerator should be Enabled

>>Mapi Accelerator should be in Running state

Verifying SSL Accelerator State

Status: FAILED

>>Accelerator Config State Operational State

ssl Disabled Shutdown
>>SSI, Accelerator should be Enabled

>>SSI, Accelerator should be in Running state

Verifying Wan-secure State

Status: FAILED

>>Accelerator Config State Operational State

wan-secure Disabled Shutdown
>>Wan-secure should be Enabled

>>Wan-secure should be in Running state

Verifying Mapi Wan-secure mode Setting

Status: FAILED

Accelerator Config Item Mode

WanSecure Mode User

>>Mapl wan-secure setting should be auto/always

Verifying NTP State

Status: FAILED

>>NTP status should be enabled and configured

Summary [EDGE] :

Not Applicable

Device has to be properly configured for one or more components

[CORE:]

Verifying encryption-service State



Status: FAILED

Service Config State Operational State

Encryption-service Disabled Shutdown
>>Encryption Service should be Enabled

>>Encryption Service status should be in 'Running' state

Verifying Encryption-service Identity Settings
Status: FAILED
>>No active Encryption-service Identity is configured.

>>Please configure an active Windows Domain Encryption Service Identity.

Summary [CORE]: Applicable only on CORE WAEs

Device has to be properly configured for one or more components

FEUKRBEENEIOTFWAELSOHDZRICRLET,

Coret#tacc mapi verify encryption-settings [EDGE: ]

Verifying Mapi Accelerator State
Status: OK

Verifying SSL Accelerator State
Status: OK

Verifying Wan-secure State
Status: OK

Verifying Mapi encryption Settings
Status: OK

Verifying Mapi Wan-secure mode Setting
Status: OK

Verifying NTP State
Status: OK

Summary [EDGE] :

Device has proper configuration to accelerate encrypted traffic
[CORE: ]

Verifying encryption-service State



Status: OK

Verifying Encryption-service Identity Settings

Status: OK
Summary [CORE]: Applicable only on CORE WAEs

Device has proper configuration to accelerate encrypted traffic

FNE3 : LRRORKHIAI RTF IV IEThTVWEVWWAEREZFETHRELE T,
NEROIOANY RIE, NTPAREENTWVWRALESHEZFIVILERIAH. WAEEKDCOBETH
ZABERLTVWE L Z2RBICEHBLERA, F—OMBZEAIETED2OHIC, CoreEKDCD
RZAFEHALTVDCENERICEETT,

FEFIYIOTRAPERATVAEVIEN AL LFE., WAEOIOY V2 BHNICEHRE L5 HE

Bz %k, ntpdate 1Y > R(ntpdate <KDC ip>) T 9., XIZ, WAEZ I Z—7 54 ANTPH—
NIZRARLET,

2) Exchangett —/YXMOFQDN&EKDC D FQDN® ¥ X T HOWAE TdnslookupAF {Ih 9% < & 2L
XY

IINARDTRNTOWAETISAIY TERUS—I Y THELLSBEEThTVA & EBEEL
=7,

pdi-7541-dc#sh class-map type waas MAPI

VA Y 7OES, match-any MAPITY

tcp3E Scepm mapi& —& (07 0——% )

pdi-7541-dc#show policy-map type waas Policy-map type waas
WAAS-GLOBAL(&516084690)

25 AMAPI ( 7O0——BL )
mapiZ7 7V T7—>23a> OB BRI EREILIIBFA-LNBLTEXAYE—D2 T

H)FTRTOWAETCMSEF I FARFHEVTH Y, MLehTVBEERALET, T
show cms secure store

TR

diagnostic AN > R&EFBishowAN > ROEBE D Z DT DI, sysreportZ R T D HEN B
WETD,

BHEHIC &, mapiao-errorlog. sr-errorlog ( A7WAE®D & ), & & Uwsao-errorlog”7 7 1 )L &2 #



mlLET,

FOJICE. —REBAONDQEGN ROY TEhBBRAICER S FUFICKHLULEY MRRE
nEXY,

CCTR, TFRTEBHEIADR—INERIY I TIIHAZRLET

— O Hksr-errorlogic K2 EDTH ), Machine Account Encryption Service(MCU)Identity D #&
AZERLTVET

FE:ChE, RXAVIECSMUEOTPWAEER SV FPAIY NOFEEDHERRBLET.

07/03/2012 19:12:07.278(Local) (6249 1.5) NTCE (278902) Adding Identity MacchineAcctWAAS to map
active list in SRMain [SRMain.cpp:215]

07/03/2012 19:12:07.279 (Local) (6249 1.5) NTCE (279018) Adding identity (MacchineAcctWAAS) to Map
[SRDiIdMgr.cpp:562]

07/03/2012 19:12:07.279 (Local) (6249 1.5) NTCE (279282) Activate Id: MacchineAcctWAAS
[SRMain.cpp:260]

07/03/2012 19:12:07.279 (Local) (6249 1.5) NTCE (279306) Identity MacchineAcctWAAS found in the
Map [SRDiIdMgr.cpp:702]

07/03/2012 19:12:07.279 (Local) (6249 1.5) NTCE (279321) Authentication for ID: MacchineAcctWAAS
[SRDiIdMgr.cpp:398]

07/03/2012 19:12:07.330(Local) (6249 1.5) NTCE (330581) Authentication success, tkt validity
starttime 1341342727 endtime 1341378727 [SRDiIdMgr.cpp:456]

07/03/2012 19:12:07.330(Local) (6249 1.5) NTCE (330599)

ID_TAG :MacchineAcctWAAS

Name : pdi-7541-dc

Domain : PDIDC.CISCO.COM

Realm : PDIDC.CISCO.COM

CLI_GUID

SITE_GUID

CONF_GUID

Status:ENABLED

Black_Listed:NO

AUTH_STATUS: SUCCESS

ACCT_TYPE:Machine [SRIdentityObject.cpp:85]

07/03/2012 19:12:07.331(Local) (6249 1.5) NTCE (331685) DN Info found for domain PDIDC.CISCO.COM
[SRIdentityObject.cpp:168]

07/03/2012 19:12:07.347 (Local) (6249 1.5) NTCE (347680) Import cred successfull for pn: pdi-7541-
dc@PDIDC.CISCO.COM [AdsGssCli.cpp:111]

DO & Core sr-errorlog SNDENDT, KDCHASDF—DOHBICRIILECEZRLTWVWET

o

10/23/2012 15:46:55.673 (Local) (3780 1.2) NTCE (673766) Key Not Found in cache, initiating
retrieval for spn:exchangeMDB/pdidc-exchangel.pdidc.cisco.com [SRServer.cpp:297]
10/23/2012 15:46:55.673 (Local) (3780 1.2) NTCE (673811) Queued InitiateKeyRetrieval task
[SRServer.cpp:264110/23/2012 15:46:55.673 (Local) (3780 1.2) NTCE (673819)



Key retrieval is in Progress [SRServer.cpp:322]

10/23/2012 15:46:55.673 (Local) (3780 0.0) NTCE (673818) Initiating key retrieval
[SRServer.cpp:271]

10/23/2012 15:46:55.673 (Local) (3780 1.2) NTCE (673827) initiating key retrieval in progress
[SRDataServer.cpp:441]

10/23/2012 15:46:55.673 (Local) (3780 1.2) NTCE (673834) Sending ack for result 2, item name
/cfg/gl/sr/sr_get_key/pdidc-exchangel .pdidc.cisco.com@pdidc.cisco.com

[SRDataServer.cpp:444]

10/23/2012 15:46:55.673 (Local) (3780 0.0) NTCE (673922) Match found for DN: pdidc.cisco.com is
ID:MacchineAcctWAAS [SRDiIdMgr.cpp:163]

10/23/2012 15:46:55.673 (Local) (3780 0.0) NTCE (673937) Identity MacchineAcctWAAS found in the
Map [SRDiIdMgr.cpp:702]

10/23/2012 15:46:55.673 (Local) (3780 0.0) NTCE (673950) DN Info found for domain pdidc.cisco.com
[SRIdentityObject.cpp:168]

10/23/2012 15:46:55.674 (Local) (3780 0.0) NTCE (674011) DRS_SPN: E3514235-4B06-11D1-AB04-
00C04FC2DCD2/e4c83c51-0b59-4647-b45d-780dd2dc3344/PDIDC.CISCO.COM for
PDI-7541-DC@PDIDC.CISCO.COM [GssCli.cpp:51]

10/23/2012 15:46:55.674 (Local) (3780 0.0) NTCE (674020) CREATED srkr obj(0x50aa00) for spn
(exchangeMDB/pdidc-exchangel .pdidc.cisco.com) [SRKeyMgr.cpp:134]

10/23/2012 15:46:55.674 (Local) (3780 1.3) NTCE (674421) Import cred successfull for pn: PDI-7541-
DC@PDIDC.CISCO.COM [GssCli.cpp:135]

10/23/2012 15:46:55.676 (Local) (3780 1.3) NTCE (676280) session(0x50aa00) Complete TGT stage of
GSS Successful, Initiating AppApi [SRKeyRetriever.cpp:408]

10/23/2012 15:46:55.676(Local) (3780 0.1) NTCE (676415) SRKR: Success in posting connect to
service <ip:0e:6e:03:a3><port:135> [IoOperation.cpp:222]

10/23/2012 15:46:55.676 (Local) (3780 0.0) NTCE (676607) Connected to server.
[IoOperation.cpp:389]

10/23/2012 15:46:55.677 (Local) (3780 0.0) NTCE (677736) SRKR: Success in posting connect to
service <ip:0e:6e:03:a3><port:1025> [IoOperation.cpp:222]

10/23/2012 15:46:55.678(Local) (3780 0.1) NTCE (678001) Connected to server.
[IoOperation.cpp:389]

10/23/2012 15:46:55.679 (Local) (3780 0.1) NTCE (679500) Cleaning up credential cache for PDI-
7541-DC@PDIDC.CISCO.COM [GssCli.cpp:212]

10/23/2012 15:46:55.680(Local) (3780 0.1) NTCE (680011) Parsing DRSBIND Response
[AppApiDrsBind.cpp:222]

10/23/2012 15:46:55.680(Local) (3780 0.1) NTCE (680030) DRSBind Success, Status:00000000
[AppApiDrsBind. cpp:359]

10/23/2012 15:46:55.685(Local) (3780 0.1) NTCE (685502) session(0x50aa00) Successful in Key
Retrieval from AD for SPN:exchangeMDB/pdidc-exchangel.pdidc.cisco.com
[SRKeyRetriever.cpp:269]

10/23/2012 15:46:55.685(Local) (3780 0.1) NTCE (685583) Send Key response to the Client for spn:
exchangeMDB/pdidc-exchangel .pdidc.cisco.com, # of reg's : 1

[SRKeyMgr.cpp:296]

10/23/2012 15:46:55.685(Local) (3780 0.1) NTCE (685594) Deleting spn: exchangeMDB/pdidc-
exchangel .pdidc.cisco.com entry from Pending key request map [SRKeyMgr.cpp:303]

cOHAE, eMAPHERZERIIE B S =% (C. Edge WAE®Dmapiao-errorlog7 Z A ILA S5BSh
EENDTY



'1110/23/2012 17:56:23.080(Local) (8311 0.1) NTCE (80175) (£1=2433) Edge TCP connection initiated
(-1409268656), Conn: [14.110.3.117:58352 <=> 14.110.3.99:277447,

Flavor: 0 [EdgeTcpConnectionDceRpcLayer.cpp:43]

10/23/2012 17:56:23.080(Local) (8311 0.1) NTCE (80199) Edge TCP connection initiated (-
1409268656), Conn: [14.110.3.117:58352 <=> 14.110.3.99:27744], Flavor: O
[EdgeTcpConnectionDceRpcLayer.cpp:48]

10/23/2012 17:56:23.108(Local) (8311 0.0) NTCE (108825) (£f1=2433) Bind Request from client with
AGID 0x0, calllId 2, to dest-ip 14.110.3.99, AuthLevel: PRIVACY

AuthType: SPNEGO AuthCtxId: 0 WsPlumb:1

[EdgeTcpConnectionDceRpclLayer.cpp:1277]"' "'

10/23/2012 17:56:23.109 (Local) (8311 0.0) NTCE (109935) CheckAndDoAoshReplumbing perform
replumbing wsPlumbState 1 [Session.cpp:315]

10/23/2012 17:56:23.109 (Local) (8311 0.0) NTCE (109949) (£f1=2433) AOSH Replumbing was performed
returned Status 0 [Session.cpp:337]

10/23/2012 17:56:23.109 (Local) (8311 0.0) NTCE (109956) CheckAndPlumb WanSecure(1l4) ret:= [1,0]
WsPlumb:4 fd[client,server]:=[25,26] [AsyncOperationsQueue.cpp:180]

10/23/2012 17:56:23.312(Local) (8311 0.1) NTCE (312687) (£1=2433) Connection multiplexing enabled
by server on the connection. [EdgeTcpConnectionDceRpcLayer.cpp:499]

10/23/2012 17:56:23.312(Local) (8311 0.1) NTCE (312700) (f1=2433) Header signing enabled by
server on the connection. [EdgeTcpConnectionDceRpclLayer.cpp:510]

10/23/2012 17:56:23.312(Local) (8311 0.1) NTCE (312719) (f1=2433) OnNewConnection - Client IP
14.110.3.117 (0xe6e0375), Serv IP 14.110.3.99 (0xe6e0363), nDstPort=27744,
nAssociationGroup=0xllde4, conn_f£fd=26,

bWasConnectionFromReservedPool=0, bIsNewMapiSession=1 [ConnectionReservationManager.cpp:255]
'1110/23/2012 17:56:23.366(Local) (8311 0.1) NTCE (366789) (f1=2433) Received security context
from core with auth context id: 0 [EdgeTcpConnectionDceRpcLayer.cpp:2912]

10/23/2012 17:56:23.367 (Local) (8311 0.1) NTCE (367157) (£1=2433) Security Layer moved to ESTB
state [FlowSecurityLayer.cpp:311]'""'

10/23/2012 17:56:23.368(Local) (8311 0.1) NTCE (368029) (£f1=2433) Informational:: Send APC set to
WS: asking for Cipher 2 [EdgeTcpConnectionDceRpcLayer.cpp:809]

10/23/2012 17:56:23.368(Local) (8311 0.1) NTCE (368041) (£f1=2433) Sec-Params [CtxId, AL, AT, ACT,
DCT, [Hs, ConnMplx, SecMplx]]:=[0, 6, 9, 18, 18 [1,1,0]]

[FlowIOBuffers.cpp:477]

10/23/2012 17:56:23.369(Local) (8311 0.0) NTCE (369128) (£1=2433)
CEdgeTcpConnectionEmsMdbLayer: : ConnectRequestCommon (CallId 2): client version is
ProductMajor:14,

Product Minor:0, Build Major:6117,

Build Minor:5001 Client ip 14.110.3.117 Client port 58352 Dest ip 14.110.3.99 Dest port 27744
[EdgeTcpConnectionEmsMdbLayer.cpp:1522]

10/23/2012 17:56:23.868(Local) (8311 0.1) ERRO (868390) (£f1=2433) ContextHandle.IsNull ()
[EdgeTcpConnectionEmsMdbLayer.cpp:1612]

10/23/2012 17:56:23.890(Local) (8311 0.0) NTCE (890891) (£1=2433)
CEdgeTcpConnectionEmsMdbLayer: : ConnectRequestCommon (CallId 3): client version is
ProductMajor:14,

Product Minor:0, Build Major:6117,

Build Minor:5001 Client ip 14.110.3.117 Client port 58352 Dest ip 14.110.3.99 Dest port 27744
[EdgeTcpConnectionEmsMdbLayer.cpp:1522]
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'1110/23/2012 17:56:54.092 (Local) (6408 0.0) NTCE (92814) (f1=21) Core TCP connection initiated
(11892640), Conn: [14.110.3.117:58352 <=> 14.110.3.99:27744], F

lavor: 0 [CoreTcpConnectionDceRpclLayer.cpp:99]

10/23/2012 17:56:54.092 (Local) (6408 0.0) NTCE (92832) Core TCP connection initiated (11892640),
Conn: [14.110.3.117:58352 <=> 14.110.3.99:27744], Flavor: O
[CoreTcpConnectionDceRpcLayer.cpp:104] "' "'

10/23/2012 17:56:54.175(Local) (6408 0.0) NTCE (175035) SrlibCache Cache eviction starting:
static void srlib::CSrlibCache:: OnAoShellDispatchCacheCleanup (vo

id*, aosh_work*) [SrlibCache.cpp:453]

10/23/2012 17:56:54.175(Local) (6408 0.0) NTCE (175068) last_cleanup_time (1344411860),
evict_in_progress(l) handled_reqg cnt (1) cache_size (0) [SrlibCache.

cpp:464]

10/23/2012 17:56:54.175(Local) (6408 0.0) NTCE (175121) SendNextCmd isDuringSend 0, WriteQueue sz
1, isDuringclose 0 [SrlibClientTransport.cpp:163]

10/23/2012 17:56:54.175(Local) (6408 0.0) NTCE (175132) SendNextCmd: Sending request:
exchangeMDB/PDIDC-EXCHANGE]L .pdidc.cisco.com:23[v:=11], WriteQueue sz 0

[bClose 0] [SrlibClientTransport.cpp:168]

10/23/2012 17:56:54.185(Local) (6408 0.1) NTCE (185576) OnReadComplete len 4 status 0
isDuringRead 1, isDuringHeaderRead 1, isDuringclose 0 [SrlibTransport.

cpp:127]

10/23/2012 17:56:54.185(Local) (6408 0.1) NTCE (185587) Parse header, msg body len 152
[SrlibTransport.cpp:111]

10/23/2012 17:56:54.185(Local) (6408 0.1) NTCE (185592) ReadNextMsg isDuringRead O,
isDuringHeaderRead 1, isDuringclose 0 [SrlibTransport.cpp:88]

10/23/2012 17:56:54.185(Local) (6408 0.1) NTCE (185623) OnReadComplete len 148 status 0
isDuringRead 1, isDuringHeaderRead 0, isDuringclose 0 [SrlibTranspor

t.cpp:127]

'11'10/23/2012 17:56:54.185(Local) (6408 0.1) NTCE (185688) Insert new KrbKey: exchangeMDB/PDIDC-
EXCHANGEL .pdidc.cisco.com: :23[v:=11]:[{e,f,1}:={0, Ox1, 16} [S

rlibCache.cpp:735]

'1110/23/2012 17:56:54.185(Local) (6408 0.1) NTCE (185747) ReadNextMsg isDuringRead O,
isDuringHeaderRead 0, isDuringclose 0 [SrlibTransport.cpp:88]

'1110/23/2012 17:56:54.261(Local) (6408 0.1) NTCE (261575) (f1=21) Successfully created memory
keytab with name: MEMORY:exchangeMDB@PDIDC-EXCHANGEL.pdidc.cisco

.comOnxrPbIND [GssServer.cpp:468]

10/23/2012 17:56:54.261(Local) (6408 0.1) NTCE (261613) (f1=21) Successfully added entry in
memory keytab. [GssServer.cpp:92]

10/23/2012 17:56:54.261(Local) (6408 0.1) NTCE (261858) (fl=21) Successfully acquired

credentials. [GssServer.cpp:135]'""'
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09/25/2012 18:47:54.147 (Local) (9063 0.1) ERRO (147570) session(0x517fal) Failed to Retrieve Key
from AD for SPN:exchangeMDB/outlook.sicredi.net.br error:16 [SRKeyRetriever.cpp:267]
'11'09/25/2012 18:47:54.147 (Local) (9063 0.1) ERRO (147592) Key retrieval failed with Status 16
[SRKeyMgr.cpp:157]

trrrrr09/25/2012 18:47:54.147 (Local) (9063 0.1) ERRO (147623) Identity "WAASMacAct" has been
blacklisted [SRDiIdMgr.cpp:258]

trr11r09/25/2012 18:47:54.147 (Local) (9063 0.1) ERRO (147631) Key retrieval failed due to
permission issue [SRKeyMgr.cpp:167]

'11'09/25/2012 18:47:54.147 (Local) (9063 0.1) ERRO (147636) Identity: WAASMacAct will be black
listed. [SRKeyMgr.cpp:168]

09/25/2012 18:47:54.147 (Local) (9063 0.1) NTCE (147657) Calling KrbKeyResponse key handler in
srlib [SRServer.cpp:189]

09/25/2012 18:47:54.147 (Local) (9063 0.1) NTCE (147722) Queued send reponse buffer to client task
[SrlibServerTransport.cpp:136]

09/25/2012 18:47:54.147 (Local) (9063 0.1) NTCE (147730) KrbKeyResponse, sent to client session
object [SrlibServer.cpp:203]

09/25/2012 18:47:54.147 (Local) (9063 0.0) NTCE (147733) SendNextCmd isDuringSend 0, WriteQueue

size 1 isDuringClose 0 [SrlibServerTransport.cpp:308]

09/25/2012 18:47:54.147 (Local) (9063 0.1) NTCE (147740) Send Key response to the Client

BREIREH,I RESEL, ADODAT7SIONCELWERFHAD L ERBELET,. 54
LOMUZEBOL7UT—bM1 ETFALIOBMNIEBOLTVT—MNIXRT, ORBFEFTTS
ESICHRETIBENFGYET,

http://www.cisco.com/en/US/docs/app ntwk services/waas/waas/v511/configuration/quide/policy.h
tml#wp1256547

B 2 : Core WAEEKDCOEICK, F—OHBEZRADIHHMORENF GV XY
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10/23/2012 01:31:33.507 (Local) (1832 0.1) NTCE (507836) Initiating key retrieval
[SRServer.cpp:271]

10/23/2012 01:31:33.507(Local) (1832 0.1) NTCE (507878) Match found for DN: pdidc.cisco.com is
ID:MacchineAcctWAAS [SRDiIdMgr.cpp:163]

10/23/2012 01:31:33.507(Local) (1832 0.1) NTCE (507888) Identity MacchineAcctWAAS found in the
Map [SRDiIdMgr.cpp:702]

10/23/2012 01:31:33.507(Local) (1832 0.1) NTCE (507901) DN Info found for domain pdidc.cisco.com
[SRIdentityObject.cpp:168]

10/23/2012 01:31:33.507(Local) (1832 0.1) NTCE (507923) DRS_SPN: E3514235-4B06-11D1-AB04-
00C04FC2DCD2/e4c83¢c51-0b59-4647-b45d-780dd2dc3344/PDIDC.CISCO.COM for


http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v511/configuration/guide/policy.html#wp1256547
http://www.cisco.com/en/US/docs/app_ntwk_services/waas/waas/v511/configuration/guide/policy.html#wp1256547

PDI-7541-DC@PDIDC.CISCO.COM [GssCli.cpp:51]

10/23/2012 01:31:33.507(Local) (1832 0.1) NTCE (507933) CREATED srkr obj(0x2aaaac0008c0) for spn
(exchangeMDB/pdidc-exchangel .pdidc.cisco.com) [SRKeyMgr.cpp:134]

10/23/2012 01:31:33.508(Local) (1832 1.6) NTCE (508252) Import cred successfull for pn: PDI-7541-
DC@PDIDC.CISCO.COM [GssCli.cpp:135]

10/23/2012 01:31:33.511(Local) (1832 1.6) ERRO (511151) CreateSecurityContext:
gss_init_sec_context failed [majorStatus = 851968 (0xd0000)] [GssCli.cpp:176]

''110/23/2012 01:31:33.511(Local) (1832 1.6) ERRO (511170) GSS_MAJOR ERROR:851968 msg_cnt:0,
Miscellaneous failure (see text)CD2 [GssCli.cpp:25]

10/23/2012 01:31:33.511(Local) (1832 1.6) ERRO (511177) GSS_MINOR ERROR:2529624064 msg_cnt:0,
Clock skew too great [GssCli.cpp:29]

10/23/2012 01:31:33.511(Local) (1832 1.6) ERRO (511182) gsskrb5_get_subkey failed: 851968,22,
[GssCli.cpp:198]

10/23/2012 01:31:33.511(Local) (1832 1.6) ERRO (511188) session(0x2aaaac0008c0) Error: Invalid
security ctx state, IsContinue is false with out token exchange

[SRKeyRetriever.cpp:386]

10/23/2012 01:31:33.511(Local) (1832 1.6) ERRO (511193) session(0x2aaaac0008c0) Failed to
Retrieve Key from AD for SPN:exchangeMDB/pdidc-exchangel.pdidc.cisco.com error:1l
[SRKeyRetriever.cpp:267]"'""'

10/23/2012 01:31:33.511(Local) (1832 0.0) ERRO (511213) Key retrieval failed with Status 1
[SRKeyMgr.cpp:157]

R 2: T XTOWAE (%7 ) TntpdateZERAL T, Y0Y YV ZKDCERKALET, KIC,
IVR—7TS5AANTPY—NE2RA4MLET (KDCERUBEEHBWET ),

BE3: St —EAICEBLE RXAL K, Exchanget—/YS—D RXL/ 2 &—H L EEA.
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10/23/2012 18:41:21.918(Local) (3780 1.5) NTCE (918788) Key retrieval is in Progress
[SRServer.cpp:322]

10/23/2012 18:41:21.918(Local) (3780 1.5) NTCE (918793) initiating key retrieval in progress
[SRDataServer.cpp:441]

10/23/2012 18:41:21.918(Local) (3780 0.0) NTCE (918790) Initiating key retrieval
[SRServer.cpp:271]

10/23/2012 18:41:21.918(Local) (3780 1.5) NTCE (918798) Sending ack for result 2, item name
/cfg/gl/sr/sr_get_key/pdidc-exchange.cisco.com@cisco.com [SRDataServer.cpp:444]

10/23/2012 18:41:21.918(Local) (3780 0.0) ERRO (918813) Failed to find Identity match for domain
cisco.com [SRDiIdMgr.cpp:157]

10/23/2012 18:41:21.918(Local) (3780 0.0) NTCE (918821) Failed to find identity match for domain
[SRKeyMgr.cpp:120]

10/23/2012 18:41:21.918(Local) (3780 0.0) NTCE (918832) Send Key response to the Client for spn:
exchangeMDB/pdidc-exchange.cisco.com, # of reg's: 1 [SRKeyMgr.cpp:296]

BRI FWAEF BB D RX A OEBDExchange —/SicH—EAZRHT2BSE.
Exchange—/NHFBFEETD RXASZECHEB{LY—EAIDERETIHEFGVET,

BEATE, Y7 RXMDA VI —REYR—RERTOWEBA. LEF DT,



myexchange.sub-domain.domain.com#" % %35 &. BES{tH—EADIDIEsub-
domain.domain.comlCH B UEN H V) ET, BRXSNVICEHBDERFTEEFLEA

M 4 : WANecure f kT D &, EERATGE ROV /I AREMIHYET
eMAPI#E#E(d . WANEF 2 7plumbA"KBIL 2728, Generic AOICEIEM<S CENTEERT, FL
BEDRKRIEICKBL 2728, WAN Secure plumb A" kBMLELE, F7FINOBEESEBRETEL

HENERAEATVS D, FIAZEOOCSPF I Y UNEHICKRLTVWSD S, ETIHENR
AEICKBLET,

7 WAEERE

crypto pki global-settings
ocsp url http://pdidc.cisco.com/ocsp

revocation-check ocsp-cert-url

exit

crypto ssl services host-service peering

peer-cert-verify

exit

WAN Secure:

Accelerator Config Item Mode Value
SSL AO User enabled
Secure store User enabled
Peer SSL version User default
Peer cipher list User default
Peer cert User default
Peer cert verify User enabled

chiC kY, RMOmapiao-errorlogd & CFwsao-errorlogL MU FEREhE T,
Dby N, BERTENTVSIRIAOIT 4B LB L TEGERER, TF

2254 T > MAIWAE®Mapiao-errorlog:

''1'10/08/2012 20:02:15.025(Local) (24333 0.0) NTCE (25621) (f1=267542) Client 10.16.1.201

disconnected more than four consecutive times - push down to generic ao.



[EdgeTcpConnectionDceRpclLayer.cpp:1443]

''1'10/08/2012 20:02:15.025(Local) (24333 0.0) NTCE (25634) (f1=267542) CEdgeIOBuffers::
StartHandOverProcessSingleConnection: SECURED_STATE_NOT_ESTABLISHED

[EdgeIOBuffers.cpp:826]

10/08/2012 20:02:15.025(Local) (24333 0.0) NTCE (25644) (£f1=267542)

CEdgeIOBuffers: :CheckSendHandOverRequestToCoreAndBlockLan - Blocking LAN for read operations
after last

fragment of call id 0, current call id is 2 [EdgeIOBuffers.cpp:324]

10/08/2012 20:02:15.048 (Local) (24333 0.1) NTCE (48753) (£f1=267542) Connection multiplexing
enabled by server on the connection. [EdgeTcpConnectionDceRpcLayer.cpp:499]

10/08/2012 20:02:15.048 (Local) (24333 0.1) NTCE (48771) (£f1=267542) Header signing enabled by
server on the connection. [EdgeTcpConnectionDceRpclLayer.cpp:510]

10/08/2012 20:02:15.048 (Local) (24333 0.1) NTCE (48779) (£f1=267542) CEdgeIOBuffers::
StartHandOverProcessSingleConnection: GENERAL_UNCLASSIFIED [EdgeIOBuffers.cpp:826]

954 T > MAWAE®Wsao-errorlog:

''110/08/2012 20:04:34.430(Local) (5939 4.0) ERRO (430001) certificate verification failed 'self
signed certificate' [open_ssl.cpp:1213]

''1'10/08/2012 20:04:34.430(Local) (5939 4.0) ERRO (430047) ssl_read failed: 'SSL_ERROR_SSL'
[open_ssl.cpp:1217]

10/08/2012 20:04:34.430(Local) (5939 4.0) ERRO (430055) openssl errors: error:14090086: SSL
routines: SSL3_GET_SERVER_CERTIFICATE:certificate verify failed:s3_clnt.c:1244:
[open_ssl.cpp:1220]

BRRAETEARORALREZETS OWAEDL SHIBRL ., OFWAETHES{LY—EAZBBEL
xY,

pdi-7541-dc (config) #crypto ssl services host-service peering
pdi-7541-dc (config-ssl-peering) #no peer-cert-verify
pdi-7541-dc (config) #no windows-domain encryption-service enable

pdi-7541-dc (config) #windows-domain encryption-service enable

I 5 : OutlookV Z 4 7> RTNTLMAERAE ATV R HE, BEERABAOKL T YS 1Eh&ET

o

924 T > MIIOWAE®Dmapiao-errorloglZ XD K S ICRRENE T,

"' 'waas-edge#find-patter match ntlm mapiao-errorlog.current

09/21/2012 20:30:32.154 (Local) (8930 0.1) NTCE (154827) (£f1=83271) Bind Request from client with
AGID 0x0, callld 1, to dest-ip 172.21. 12.96, AuthLevel:

PRIVACY '''AuthType:NTLM '''AuthCtxId: 153817840 WsPlumb: 2
[EdgeTcpConnectionDceRpclLayer.cpp:1277]

09/21/2012 20:30:32.154 (Local) (8930 0.1) NTCE (154861) (£f1=83271) '''Unsupported''' '''Auth

Type :NTLM''' [EdgeTcpConnectionDceRpcLayer.cpp:1401] 09/21/2012 20:30:40.157 (Local)

(8930 0.0) NTCE (157628) (f1=83283) Bind Request from client with AGID 0x0, calllId 2, to dest-ip
172.21. 12.96, AuthLevel: PRIVACY AuthType:NTLM AuthCtxId: 153817840

WsPlumb: 2 [EdgeTcpConnectionDceRpclLayer.cpp:1277]



RS BEREE. ExchangeBK TKerberosBIZ AN G X BEETEIXEN HYET,
NTLMEHHR— R EhTVERA (5.1 )

CASEFEHTA L., NTLMIZC 7 #—)L/NY 7 F B Microsoft DEMBIEAN HBH EICFELTLE
=L,

Kerberos A" #REL =W\ > 1) k. Exchange 2010ICEBETH Y, RO FIVFICEFEFNTVE
CB

& R XA > RNOEEDExchange Client Access Server(CAS).
ch S DCASH—/NI&E, Microsoft DIEXIAK DV TA T N LA BEEEH—RN—FT100O
— RNV Z2HERATRIEEOFEEZFERALTIZARILENET,

LEROSF VAT, KerberosHHEEER T, VFA T NETT7FI RTNTLMIZTZ #—J)L/XY
JULERT, chik, BETOExchange )V —AELRBHEIC, VT4 T2 MACASH—/NEX—)LRY
DAY —NOBTAUTHZITO X EN HD-HTT,

Exchange 2010 RTM Tk, CORBBICNTRIEBEREH ) EL A, LD T FDKerberosld,
Exchange 2010-SP1k V) BI Tk #eELFH A,

SP1TIlk., chhsNEETKerberosZBMICTEEXRTH, FEHIOELATT, COIEBZSHEL
TL &\, http://technet.microsoft.com/en-us/library/ff808313.aspx

MAPI AOOF > ¥

- MAPIAODBEND N 7N 1—F42JICk, ROOTJ 774N 2EATELT,
- NZUHO23>AT 7 7 4) : Nlocal1/logs/tfo/working.log(d & T
/local1/logs/tfo/tfo_log_*.txt)

FINY IO 774 ) : Nlocall/errorlog/mapiao-errorlog.current ( # &k TFmapiao-errorlog.* )

FNYIEBBICTHICE. FTACLERELT. N7 Y REIDDRANCHEBETZAENHY)
e

WAE674 (config)# ip access-1list extended 150 permit tcp host 10.10.10.10 any
WAE674 (config)# ip access-1list extended 150 permit tcp any host 10.10.10.10

Ui

NZ2HOS 3

o

O &2BMICTBICE,. RO K S IZtransaction-logsf¥EIN > REFHLET

wae (config)# transaction-logs flow enable

wae (config)# transaction-logs flow access-list 150

ROES (Ztype-tail AN RZEFEAL T, NS H 0232 Q007 74ILOKDY ZRRTEERT

o


http://technet.microsoft.com/en-us/library/ff808313.aspx

wae# type-tail tfo_log 10.10.11.230_20090715_130000.txt

Wed Jul 15 19:12:35 2009 :2289 :10.10.10.10 :3740 :10.10.100.101 :1146 :0T :END :EXTERNAL
CLIENT : (MAPI) :822 :634 :556 :706

Wed Jul 15 19:12:35

2009 :2289 :10.10.10.10 :3740 :10.10.100.101 :1146 :SODRE :END :730 :605 :556 :706 :0

Wed Jul 15 19:12:35 2009 :2290 :10.10.10.10 :3738 :10.10.100.101 :1146 :0T :END :EXTERNAL
CLIENT : (MAPI) :4758 :15914 :6436 :2006

Wed Jul 15 19:12:35

2009 :2290 :10.10.10.10 :3738 :10.10.100.101 :1146 :SODRE :END :4550 :15854 :6436 :2006 :0
Wed Jul 15 19:12:35 2009 :2284 :10.10.10.10 :3739 :10.10.100.101 :1146 :0T :END :EXTERNAL
CLIENT : (MAPI) :1334 :12826 :8981 :1031

MAPIAODTFNY VO 2RESLTBRMICTSICEK, "OON REFEHLET,

¥ FNYJOF D TECPUICERNMDHAY), REODHDEERTDAEMN BHYET, EEE
RETIEEICEEICEFALTLSEEZL,

FARIANOFHMAZEOX > TE, ROKDICEMICTEET,

WAE674 (config)# logging disk enable
WAE674 (config)# logging disk priority detail

ACLOEBDTNY JOF T, ROLSIZHEMICTERT,

WAE674# debug connection access-1list 150

MAPIAOTINY I DOAT2 a2 FEROEHY) T,

WAE674# debug accelerator mapi ?

all enable all MAPI accelerator debugs
Common-flow enable MAPI Common flow debugs
DCERPC-layer enable MAPI DCERPC-layer flow debugs
EMSMDB-layer enable MAPI EMSMDB-layer flow debugs
I0 enable MAPI IO debugs

ROP-layer enable MAPI ROP-layer debugs

ROP-parser enable MAPI ROP-parser debugs
RPC-parser enable MAPI RPC-parser debugs

shell enable MAPI shell debugs

Transport enable MAPI transport debugs

Utilities enable MAPI utilities debugs

MAPIEZOTNY JOJZBHMIILT, FNYITIZ—OJDHRRERDISICRRTEEXT,

WAE674# debug accelerator mapi Common-flow

WAE674# type-tail errorlog/mapiao-errorlog.current follow
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